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(57) ABSTRACT 

A digital Video Security System comprises a Video module 
and an event Scheduling module for generating Signals in 
response to at least one predefined event, Such that the Video 
module renders the Video images in response to a signal 
generated by the event Scheduling module. Predefined 
events include triggering events, Such as motion detection, 
or a Scheduled events, Such as a preset date and time. Video 
images are recorded in a time-indexed file format, from 
which Segments of footage may be extracted by reference to 
a database of time indices relating to the predefined events. 
Video images taken by the Security System may be delivered 
in near real-time or at a later time using Streaming technol 
ogy. The Security System is operable by either a host 
computer provided with a Video camera or a remote com 
puter, which are in communication over a network Such as 
the Internet. 

store first Video 
frame in memory 

frame in memory 

compute absolute 

Colour values 

detection 

    

    

    

  

    

    

  

    

    

  

  

    

  

  

EX-1014 
001 

VIVINT LLC v. Duke W. Zinser



Patent Application Publication Apr. 29, 2004 Sheet 1 of 3 US 2004/0080615A1 

Figure 1 
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Figure 2 
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DIGITAL VIDEO SECURITY SYSTEM 

FIELD OF THE INVENTION 

0001. The present invention generally relates to security 
Systems, and Specifically to remotely operable video Sur 
veillance Systems. 

BACKGROUND OF THE INVENTION 

0002 Many security or Surveillance systems employed in 
homes and businesses incorporate motion detection and 
Video cameras for Surveying a protected area. 
0.003 Motion detection is typically accomplished 
through a passive System, Such as an infrared detectors 
which detects changes in temperature in the monitored area, 
or on an active System Such as ultraSonic or microwave 
Sensors which detect moving objects in their field of detec 
tion. When motion is detected, a Signal is delivered to a 
monitoring System, which may Sound an alarm or report the 
incident to a Security guard Station or central Service. Such 
motion detection Systems typically require professional 
installation and may further require adjustment to avoid 
false reports from natural occurrences Such as Sunsets or 
other gradual variations in light quality or intensity. 
0004 Video cameras are used to provide real time or 
recorded Surveillance of a protected area. The feed from the 
Video cameras is usually directed to a monitoring Station, 
Such as a Security guard Station, or a central Service, that 
provides monitoring Services to a number of protected areas. 
If the feed is not monitored in real time, it may be recorded 
to video tape for future reference. However, a live video feed 
requires constant monitoring in order to detect Security 
breaches, and when footage is recorded for later viewing, it 
is not easily correlated with a given event in time. For 
example, a convenience Store Security camera may record 
footage of the Store entrance for a period of twelve hours; if 
a break-in is detected at an undetermined time during that 
twelve hours, the entire footage may have to be reviewed 
before the relevant break-in footage is located. Even if the 
time of the break-in is known, the user must fast-forward 
through the footage to locate the approximate Segment 
corresponding to the time of the break-in. 
0005 Security systems may further be tied in with certain 
automated events, for example, when motion is detected, the 
System may Sound an alarm and turn on the lights in the 
protected area. Configuring a Security System to perform 
Such automated events requires that the installer of the 
System attend on the protected premises to make adjust 
ments to the System on-site; if alterations are to be made to 
the automated processes carried out by the Security System, 
a further visit by an installer is required to effect those 
changes. 
0006 Accordingly, it is desirable to provide a security 
System that overcomes these disadvantages. 

SUMMARY OF THE INVENTION 

0007. The present invention provides a digital video 
Security System that is operable in a local Surveillance area, 
and over a computer network in a remote Surveillance area. 
The digital Video Security System provides means for 
Streaming video to a local computer and to a remote com 
puter, either from Video footage taken in real time or from 
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a prerecorded file, and further provides means for rapidly 
identifying footage corresponding to a predetermined event, 
Such as a motion detection, preset time, or other event. 
0008 One aspect of the invention provides a video mod 
ule for rendering video images captured by a video camera 
and an event Scheduling module for generating Signals in 
response to at least one predefined event, where the Video 
module renders the Video images in response to a signal 
generated by the event Scheduling module. The predefined 
event may include a triggering event, Such as a motion 
detection, or a Scheduled event, Such as a preset date and 
time. Preferably, the video module can record the video 
images in a file format comprising time-indexed footage, 
from which Segments of footage may be extracted by 
reference to a database of time indices relating to predefined 
events. Most preferably, the Video images are delivered to 
the user in near real-time using a communications module, 
or at a later time using Streaming technology. 
0009. Another aspect of the invention provides a method 
of motion detection through a differencing algorithm that 
compares a frame of captured Video against a previous frame 
of captured Video, or against a historical representation of 
previously captured video, to determine whether a change in 
Video data outside the Scope of preset tolerance levels has 
occurred. 

0010. The present invention further provides a system for 
managing a digital video file comprising time-indexed foot 
age recorded by a Video camera, having a database contain 
ing at least one external time index associated with a 
predefined event, means for presenting a list of the pre 
defined events to a user, means for the user to Select one of 
the list of predefined events, and means for replaying a 
portion of the Video file that contains time-indexed footage 
corresponding to the external time indeX associated with the 
predefined event selected by the user from the list of 
predefined events. In a further aspect of the invention, the 
Video file is replayed at a location remote from the Video 
camera, and the means for the user to Select one of the list 
of predefined events is at a location remote from the Video 
camera. Yet another aspect of the invention is means for 
extracting a still image from the Video footage correspond 
ing to the external time indeX associated with the predefined 
eVent. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011. In drawings which illustrate by way of example 
only a preferred embodiment of the invention, 
0012 FIG. 1 is a schematic representation of a video 
Surveillance System. 
0013 FIG. 2 is a schematic representation of a video 
interpretation module. 
0014 FIG. 3 is a flowchart representation of the image 
analyzer in the Video interpretation module. 
0015 FIG. 4 is a schematic representation of an event 
generation module. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0016 Referring to FIG. 1, the video surveillance system 
of the present invention comprises a local video Surveillance 
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connection and an optional remote Video Surveillance con 
nection. The local Video Surveillance connection is located 
in the local Surveillance area 10, which includes the specific 
area intended to be kept under Surveillance. 
0.017. A video camera 60 is mounted in a position in the 
local Surveillance area 10 in the desired viewing location. 
The video camera 60 communicates via wire or wireless 
means with a video interface 40, which in turn is connected 
to a host computer 20. Preferably, the video camera 60 and 
the host computer 20 are powered by Separate power Sup 
plies. 

0.018. The host computer 20 includes software to control 
the recording, interpretation and reaction of the Security 
System to the Video input. The control Software comprises 
three main components: a video interpretation module 24, a 
task Scheduler and event generation module 22, and a remote 
communication module 26. While the components may be 
Separate Software objects, they interact with one another to 
permit full control over the Surveillance System. 
0019. The remote communication module 26 provides 
means for transmitting information between the host com 
puter 20 and at least one remote computer 120 over a 
network or direct connection, Such as the Internet, a local 
area network, or a modem. The protocol used for transmit 
ting information between the computers 20, 120 is any 
suitable protocol known in the field of computer network 
communications. The remote communication module 26 is 
activated by the Security System whenever communication 
with a remote computer 120 is required; for example, where 
the Security System must respond to commands issued from 
the remote computer 120 to issue commands locally to the 
Video interpretation module 24 or the event generation 
module 22. The remote communication module 26 can also 
respond to locally issued commands from the Video inter 
pretation module 24 or the event generation module 22, and 
take action by issuing external alarm events to a user's 
choice of remote alarm communications means 130. Typical 
alarm communications means include telephone, SMS, 
pager, electronic mail or Video electronic mail. 
0020. The remote communication module 21 further per 
mits a remote connection from a remote computer 120 to the 
host computer 20 such that the user of the remote computer 
120 has full functional access to the software, including 
Viewing the Video camera output as a Video Stream; the 
ability to edit and add alarm events; and the ability to review 
and change task Scheduler entries. 
0021 Turning to FIG. 2, the video interpretation module 
24 comprises a rendering unit 44, a video management unit 
45, a still extraction unit 46, and a motion detection unit 47. 
The rendering unit 44 receives a feed from the video camera 
60 via the video interface 40, and renders the feed to a 
monitor 48 associated with the host computer 20. The 
rendering unit 44 delivers the feed to the monitor 48 in real 
time, thus allowing a user at the host computer 20 to 
maintain live Surveillance of the local Surveillance area 10. 
If a user is Stationed at a remote computer 120, then the 
rendering unit 44 delivers the video feed to the monitor 148 
associated with the remote computer 120 by means of the 
remote communication module 26. Such a Video feed is 
delivered to the user at the remote computer 120 in near real 
time. Preferably, the video feed is delivered using a stream 
ing file format, such Microsoft(R) Windows Media format. 
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Most preferably, a microphone (not shown) is also set up in 
the local Surveillance area 10 along with the Video camera 
60, such that the video feed rendered by the rendering unit 
44 comprises Sound. In another preferred embodiment, more 
than one camera 60 is connected to the host computer 20 and 
the feeds are received by the host computer 20 and rendered 
by the rendering unit 44 Simultaneously, Such as in a 
quad-Screen format. 
0022. The security system software preferably includes 
acceSS control means in the remote connection module 26 in 
order to maintain the Security and integrity of the System. 
The acceSS control requires the entry of a username and 
password in order to gain access to the features of the 
Security Surveillance System. Most preferably, a further 
encryption or Scrambling algorithm is applied by the Video 
module 24 to each frame of the video feed, to ensure that the 
video data transmitted from the host computer 20 to a remote 
computer 120 will be secure and unreadable by third parties. 
Such an algorithm may be implemented using an industry 
Standard encryption algorithm, Such as one of those avail 
able in the Microsoft(R) Windows Media(E) Rights Manager 
Software Development Kit (SDK). The remote computer 
120 would therefore be provided with a decryption or 
descrambling key in order to descramble the Video feed 
streamed from the host computer 20. 
0023 The video management unit 45 provides a man 
agement System for recording the Video feed received by the 
camera 60 to a local Storage medium associated with the host 
computer 20, or alternatively with a storage medium asso 
ciated with the remote computer 120 by means of the remote 
communication module 26. 

0024. The video management unit 45 includes a database 
for recording associated event information with each video 
file stored by the video management unit 45. The event 
information includes information pertaining to the triggering 
event or Scheduled task, described below, that caused a video 
file to be stored; the start and stop times of the video file; and 
any further triggering events or Scheduled tasks that 
occurred between the Start and Stop signs. This database 
means enables the user to manage the Surveillance video 
information and locate important events within a Video file. 
For example, the Video management unit 45 may record a 2 
hour-long video file as a result of a Scheduled task to record 
Video during that time, during the two hours, a triggering 
event, Such as a motion detection, described below, may 
occur which may normally trigger the Video management 
unit 45 to record the video feed in any case. The database in 
the management unit 45 would contain external time refer 
ences to both the commencement and ending of the 2-hour 
long period, as well as an external time reference to the 
motion detection. The Video management unit 45 may then 
use the external time reference in the database to locate the 
Specific point in the Stored Video when the motion detection 
occurred, and then present that particular video clip to the 
USC. 

0025 The still extraction unit 46 provides means for 
extracting and printing a still shot from a Video file. 
0026. The motion detection unit 47 comprises an image 
analyzer that detects motion by comparing the current Video 
frame with the preceding Video frame or a video frame 
history. Referring to the flowchart 200 shown in FIG. 3, the 
first Video image frame in the Video Stream received by the 
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host computer 20 is saved into an array in memory. The next 
Video image frame is also saved into an array in memory. 
Regions of interest, Smaller Sub-arrays within each image 
array, are defined to Speed calculation and focus analysis on 
Specific areas in the image. 
0027. The value of each pixel from the first video image 
within a region of interest is compared with the value of the 
corresponding pixel in the next video image. The pixel 
values, preferably their greyScale or colour channel values 
(for example, grayscale and red/green/blue values ranging 
between 0 and 255), are compared. By Summing the abso 
lute value of the difference between the pixel values within 
each region of interest, a value representing the change in 
the image content is obtained. The greater the change in the 
image content, the larger the magnitude of the Summed pixel 
differences. 

0028. Since digital cameras are prone to statistical varia 
tions in output, Several threshold factors are applied to 
ensure that a change in pixel value is due to a change in 
content as opposed to a random fluctuation in pixel value, 
for example due to ambient light fluctuations. The first 
threshold factor is an overall Sensitivity factor applied to the 
whole image or region of interest. This factor ensures that 
the overall image content must change by a certain amount 
in order for a motion detection alarm to be generated. Its 
effect is to require motion of an object of Some minimum 
Size within the image. The factor is applied by requiring 
Some number of pixels, Such as 5%, to change before a 
motion detection alarm is generated. A maximal Sensitivity 
factor is also applied to ensure that the overall change in 
image content does not exceed a predetermined value, Such 
as 99%. In the case of a sudden change that does not 
constitute an alarm condition, Such as turning on or off the 
ambient lighting, applying the maximal Sensitivity factor 
will thus eliminate false alarms. 

0029. The second threshold factor, the pixel value thresh 
old, is applied at the pixel level. This factor requires that the 
change in the pixel values for each of the colour channels 
from one image to the next must be greater than Some 
threshold amount. If the change is less than Some threshold 
then this indicates the change is due to random Statistical 
fluctuation, or a minor change in lighting conditions. 
0030 Certain environmental factors, such as the refrac 
tion of Sunlight on glass, can lead to false motion detection. 
To account for this phenomenon, a Smoothing algorithm is 
preferably incorporated into the image analyzer. Rather than 
Simply Subtracting the pixel values of the last image from the 
current image, the analyzer uses the pixel values from the 
last N frames (where N is preferably 5). The range in pixel 
values creates a dynamic threshold which may be larger than 
the Set pixel value threshold. If a pixel value is fluctuating, 
then changes within that range will not be considered to 
amount to a change in the pixel value for motion detection 
purposes. 

0031. There are thus four features implemented to mini 
mize the incidence of false alarms. The analyzer divides the 
image into Smaller regions of interest. A Sensitivity factor is 
used to ensure that the change in the overall image content, 
the net image difference magnitude, is greater than Some 
threshold value. In addition to an imager-wide threshold 
value, each pixel value must vary by more than a threshold 
amount in order for a difference to be recorded for that pixel 
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location. Finally, a history of the past N frames is kept. This 
permits the use of a moving average of past pixel values, 
avoiding Short-term random fluctuations from triggering a 
false alarm. 

0032. In a preferred embodiment, additional features may 
be activated to increase the processing Speed associated with 
the image analyzer, although at the cost of accuracy. The 
image analyzer may be set to only execute its routine on 
every Nth frame, rather than on every frame received from 
the Video camera 60. The image analyzer may also be set to 
only operate on Select pixels within the region of interest, 
Such as every Nth pixel, instead of on all pixels in the region. 
0033 Turning to FIG. 4, the event generation module 22 
comprises an event handler unit 64 and an action handler 
unit 66. Events are either triggered events or Scheduled 
events. Triggered events arise upon the activation of a 
predetermined, but unpredictable trigger or alarm Such as a 
motion detection identified by the video rendering unit 44. 
Scheduled events are predetermined and predictable, Since 
their occurrence is defined by the user in the event genera 
tion module 22. A Scheduled every may include a preset date 
and time. All events are recorded by the event generation 
module 22 with an inherent time component. 
0034) Actions are occurrences that are caused by events, 
and can include operations carried out by the Video man 
agement unit 45, Such as Saving a Video feed to a file, or 
operations carried out by the remote communications mod 
ule 26, Such as dispatching an electronic mail message or 
dialing a pager. 
0035. The event generation module 22 and the video 
management unit 45 thus provide automatic control over 
Video recording and analysis. The Video interpretation mod 
ule 24, through its motion detection unit 47, can generate an 
alarm event in response to a change in the local Surveillance 
area 10. Upon the detection of this alarm event by the event 
handler unit 64, the event generation module 22 directs the 
action handler 66 to take Some action; for example, to Send 
an electronic mail message to the remote computer 120 in 
order to advise a remote user of a possible break and enter 
in the local Surveillance area 10. The remote computer 120 
may be a central Service, Such as a Security company, which 
monitorS Several local Surveillance areas 10; most prefer 
ably, the remote communication module 26 is a duplex 
system which allows the user at the remote computer 120 to 
not only view the intruder at the local Surveillance area 10 
via the Streaming near real time Video provided by the 
rendering unit 44, but is also provided with a Speaker System 
in the local surveillance area 10 (not shown) to allow the 
remote user to Speak to the intruder. 
0036) The event generation module 22 through the action 
handler 66, upon detection of an alarm event, may further 
instruct the Video management unit 45 to commence record 
ing of the Video feed for future references, and also most 
preferably operate certain automated devices in the local 
Surveillance area using an automation protocol Such as the 
X-10 protocol. The host computer 20 would therefore also 
be connected to a device controller, Such as a CM17a X-10 
controller (not shown), which when activated transmits an 
RF signal to a receiver connected to an electrical circuit in 
the local Surveillance area 10 in order to activate an appli 
ance, Such as turn on a light fixture. Thus, the event 
generation module 22 can act as a trigger for Video capture; 
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a Support mechanism to aid Video capture, by turning on 
lighting, or as a response mechanism to take action as a 
result of the analysis of a Video capture event. 
0037. In operation, the security system is provided with 
a Software management System with a graphical user inter 
face to provide control and direction of the Security System 
to the user. The System combines Several diverse capabilities 
to provide a fully functional and useful Security System 
within a single piece of Software. 
0.038. The system incorporates an interface for connect 
ing a digital camera to a computer. Through this interface a 
user is able to monitor the camera, record images or a Video 
Stream directly to the hard disk and later playback those 
files. For ease of installation, the Security System preferably 
employs plug-and-play technology to allow an unsophisti 
cated user to install the system with a minimum of difficulty. 
A user first connects the video camera 60 to a personal 
computer operating as the host computer 20, through a USB 
port for example. The Software will recognize the camera 60 
and enable the user to view the video feed from the camera 
60. The user may then adjust the camera 60 viewing angle 
to include areas of interest for monitoring, Such as a cash 
register or an entry door. 

0039. Once the camera 60 is installed on-site and con 
nected to the host computer 20, the event Scheduling module 
portion 22 of the software provides the user with the option 
to Set a variety of tasks to be automated. The Scheduling 
module 22 directs all automated operation of the Security 
System. The user may define a trigger event Such as a motion 
detection alarms for Specific Starting and ending times, for 
Specified days of the week (individual days, or weekends 
and weekday evenings, for example). For each motion 
detection alarm, at least one action is defined; for example, 
one or more of the actions of Sending an e-mail notification 
to a designated address, dialing a phone number associated 
with a telephone, pager, or personal digital assistant; cap 
turing and recording the detected motion on video; operating 
appliances, or turning on/off light fixtures in the local 
Surveillance area may be associated with the alarm. 
0040 Preferably, the an e-mail action is defined to 
include the attachment of a frame of the captured Video, or 
even a Video clip, to the e-mail message. If a Video clip is 
attached to the e-mail message, then the host computer must 
be configured to record Video mageS for a Set period of time 
following the motion detection alarm, but before the e-mail 
message is Sent. 

0041. The system may also activate automated devices or 
circuits upon the triggering of a motion detection alarm. 
Preferably, devices are controlled by an automation protocol 
such as the X-10 protocol. 
0.042 By way of example, the event scheduling module 
22 may be set to respond to a motion detection at an entry 
door between 5 pm and 8 am on weekdayS. Any motion 
detected in that window would trigger an alarm event in the 
Scheduling module 22, causing the module 22 to direct the 
video module 24 to record video until the motion has ceased 
(or for a predetermined time, Such as a half hour period). The 
events is preferably indexed into the recorded video file, if 
the file format Supports Such indexing, or is indexed in a 
database maintained by the video management unit 45. The 
user could also instruct the event Scheduling module 22 to 
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Send an alert, via e-mail, pager, phone or Video e-mail if the 
motion detection event occurred after 10 pm and before 6 
am. The Scheduler 22 would then also initiate an action in 
the form of an alarm via the user's choice of remote 
communication 130. Thus, a log would be generated for 
normal after-hours entry and an alarm raised for entries 
outside of normal hours. 

0043. The user may connect remotely to the host com 
puter 20 to view the video feed, or adjust scheduling 
parameters in the event scheduler 22. Preferably this would 
require Setting up a username and password within the 
remote communication module 26 of the host computer 20. 
If the host computer 20 is connected to the Internet, the user 
can install the Software on a remote computer 120 also 
connected to the Internet and access the host computer 120 
over that network. After logging on to the host computer 20, 
the user has full functional access over all Software controls. 
The user may thus access the Scheduling module 22 to edit 
previously Scheduled events or add new events to the 
module 22, or edit or add trigger events and their corre 
sponding actions. For example, the user may change an 
alarm notification action from a pager to an e-mail. Further 
more, through the remote communication module 26, the 
user may have remote access to both near real time Stream 
ing video and Stored archival Video files on the host com 
puter 20. Since indexing is stored in the video file, the 
remote computer 120 will also provide access to the logs 
generated by the Scheduling module 22 and the database 
management of the Video files in the Video management unit 
45. 

0044) The Surveillance system may further perform 
Scheduled events. These events may include the actions 
described above in the context of the motion detection 
alarm, Such as Sending an e-mail to a predetermined recipi 
ent or turning on or off light fixtures. The events may also 
include activating or deactivating other X-10 controlled 
devices. 

0045 Various embodiments of the present invention hav 
ing been thus described in detail by way of example, it will 
be apparent to those skilled in the art that variations and 
modifications may be made without departing from the 
invention. The invention includes all Such variations and 
modifications as fall within the Scope of the appended 
claims. 

We claim: 
1. A System for operating a digital Video Security System 

comprising: 
a Video module for rendering Video images captured by a 

Video camera, and 
an event Scheduling module for generating Signals in 

response to at least one predefined event, 
wherein the Video module renderS Said Video images in 

response to a Signal generated by the event Scheduling 
module. 

2. The System of claim 1, wherein Said predefined event 
includes a triggering event or a Scheduling event. 

3. The System of claim 2, wherein Said predefined trig 
gering event includes motion detection or the activation or 
deactivation of an appliance. 

4. The system of claim 3, wherein said scheduled event 
includes a preset time for commencing a Video recording. 
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5. The system of claim 4, wherein said video module 
includes means for recording the Video images in a video 
file. 

6. The system of claim 5, wherein said video file com 
prises a time-indexed representation of Said video images. 

7. The system of claim 6, wherein the video module 
comprises database means containing at least one external 
time indeX corresponding to at least one portion of Said 
Video file, the external time index further corresponding to 
the at least one predefined event. 

8. The system of claim 7 further comprising a commu 
nications module for transmitting Said Video images to a 
remote computer using Streaming technology. 

9. The System of claim 1 further comprising a commu 
nications module for communicating with a remote com 
puter. 

10. The system of claim 9 wherein the remote computer 
is provided with a Video module for rendering video images 
captured by a video camera, an event Scheduling module for 
generating Signals in response to at least one predefined 
event, and a communications module for communicating 
with another computer, wherein the remote computer is 
operable to control the Security System. 

11. The system of claim 8 wherein the video module 
further comprises means for motion detection. 

12. A System for managing a digital video file associated 
with a Security System, the digital Video file comprising 
time-indexed footage recorded by a Video camera, compris 
Ing: 

a database comprising at least one external time index 
asSociated with a predefined event, 

means for presenting a list of the predefined events to a 
uSer, 

means for the user to Select one of the list of predefined 
events, 

means for replaying a portion of the Video file, the portion 
of the Video file comprising time-indexed footage cor 
responding to the external time indeX associated with 
the predefined event selected by the user from the list 
of predefined events. 

13. The system of claim 10 wherein the video file is 
replayed at a location remote from the Video camera. 

14. The system of claim 11 wherein the means for the user 
to Select one of the list of predefined events is at a location 
remote from the Video camera. 

15. The system of claim 12 further comprising means for 
extracting a still image from Said time-indexed footage 
corresponding to the external time indeX associated with the 
predefined event. 

16. The system of claim 13 wherein the predefined event 
is a motion detected by the Said Video camera. 

17. A method of detecting motion using a digital Video 
camera comprising the Steps of: 

(a) receiving a first frame comprising an array of pixels 
from the Video camera; 

(b) receiving a second frame comprising an array of pixels 
from the Video camera; 

(c) comparing the colour values in each pixel on the 
Second frame against the colour values in the corre 
sponding pixel in the first frame, and if the differences 
between Said first and Second frames for all colour 
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values associated with a pixel are greater than a first 
tolerance Value, registering a change in association 
with that pixel; 

(d) comparing the total number of pixels in the Second 
frame for which a change is registered against a Second 
tolerance value, and if Said total number exceeds Said 
Second tolerance value, registering a motion detection. 

18. A method of detecting motion using a digital Video 
camera comprising the Steps of: 

(a) calculating average colour differential values for each 
of an array of pixels from a Series of frames previously 
received from the Video camera; 

(b) receiving a first frame comprising an array of pixels 
from the Video camera; 

(c) receiving a second frame comprising an array of pixels 
from the Video camera; 

(d) comparing the colour values in each pixel on the 
Second frame against the colour values in the corre 
sponding pixel in the first frame, and if the differences 
between Said first and Second frames for all colour 
values associated with a pixel are greater than a first 
tolerance value and greater than the corresponding 
average colour differential value, registering a change 
in association with that pixel; 

(e) comparing the total number of pixels in the current 
frame for which a change is registered against a Second 
tolerance value, and if Said total number exceeds Said 
Second tolerance value, registering a motion detection. 

19. A Security System comprising: 

a digital Video camera, 
a host computer operably connected to the camera to 

receive Video images from the camera, and 
at least one remote computer in communication with the 

host computer over a network, 
wherein the host computer Streams Video images to the 

remote computer in Microsoft Windows Media format. 
20. A Security System comprising: 

a digital Video camera, 
a host computer operably connected to the camera to 

receive Video images from the camera, and 
at least one remote computer in communication with the 

host computer over a network, 
wherein the host computer delivers the Video images to 

the remote computer in a Streamed Video format. 
21. The security system of claim 17 wherein the streamed 

video format is a Microsoft Windows Media system format. 
22. The security system of claim 17 wherein the host 

computer receives video images from the camera in 
response to a signal generated in response to a predefined 
eVent. 

23. The security system of claim 19 wherein the pre 
defined event is associated with an event time indeX and the 
Video images are associated with a Series of time indices, 
and the System further comprises means for identifying a 
Video image with an associated time indeX matching an 
event time index. 
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24. The security system of claim 17 wherein the video 
images are optionally delivered in near real time to the 
remote computer or at a time later than the time at which the 
Video images are received by the host computer. 

25. The security system of claim 20 wherein the event 
time indeX is the time associated with a motion detection. 

26. The security system of claim 22 wherein the motion 
detection is detected by the digital Video camera. 

27. A method for maintaining Surveillance of a Surveil 
lance area, comprising the Steps of: 

(a) providing a host computer with a security System 
comprising a Video module for rendering Video images 
captured by a video camera, an event Scheduling mod 
ule for generating Signals in response to at least one 
predefined event, wherein the Video module renders 
Said Video images in response to a signal generated by 
the event Scheduling module, and a remote connection 
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module for communicating with another computer over 
a network, 

(b) providing a remote computer connected to the host 
computer over a network, the remote computer being 
provided with a Security System comprising a Video 
module for rendering Video images captured by a Video 
camera and retrieving images captured by a Video 
camera, an event Scheduling module for generating 
Signals in response to at least one predefined event, and 
a remote connection module for communicating with 
the host computer over the network; 

wherein Signals generated by the event Scheduling module 
on the remote computer are receivable by the host 
computer Such that the Video module on the host 
computer renderS Said Video images. 

k k k k k 
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