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CPG is updated with new connection 

1604 

Network resiliency score is checked 

16~ 

Blast radius for new connection is checked 

1606 
'-"\ 

If connection indicates a threat or rogue device, 
send alert ,,vi.th contextual information 

\/-\ 
Fig. 16 1600 
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U.S. Patent 

1701 
~ 

May 13, 2025 Sheet 21 of 36 US 12,301,627 B2 

Network is n1onitored in real-tin1e 

17.02 

CPG is informed of all traffic 

1703 
~ 
Behavioral analytics detects anomalous 

behavior within network 

17~ 

Alert is sent with anomalous event, blast radius, 
network resiliency score 

Fig. 17 
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Continuously 1nonitor all network inforrr1ation 
✓ 

~ 

1802 
1801 

~ (jompile information into CPG 

1803 
'---\ 

Detect new vulnerabilitv and assess blast radius 
,I 

1~ 
Assess and update network resiliency score 

1~ 

Produce security alert for vulnerability 

1806 
~ 

Propose patch witl1 predicted effects on 
blast radius and network resiliency score 

Fig. 18 

PAN Exhibit 1001 
Page 24 of 57



ru
1

tl
1

o
n

ty
 

D
at

ab
as

e 
J9

03
_ 

C
on

te
xt

 D
at

a 
I 

i-1
 

19
09

 I 
19

00
 

Fi
g.

 1
9 

M
ac

hi
ne

 
L

ea
rn

in
g 

M
od

el
s 

19
01

 

D
at

a 
to

 R
ul

e 
IV

la
pp

er
 

19
04

 

C
yb

er
 

Ph
ys

ic
al

 
G

ra
p

h
 

19
02

 

.,
 ..

.. 
,,

,_
._

.)
..

l,
..

l.
<

.,
\.

-4
~

-'
'-

'l
,.

,\
,.

l.
..

l.
'-

--
' 

D
at

a 
S

to
ra

ge
 

t'"
 

D
ir

ec
te

d 

V
P

~
~

 

l2
l6

. 
t 

R
ec

on
na

is
sa

nc
e 

E
ng

in
e 

lfi
lll

i. 

1 
Jl

l_
;o

m
pu

ta
ti

on
a 1,( 

1 
G

ra
p

h
 

S
co

ri
ng

 
E

ng
in

e 
.lf

il.
Q

 

E
ve

nt
 &

 L
os

s 
D

at
a 

19
14

 

19
11

 

C
yb

cr
sc

cu
ri

ty
 

Pr
of

ile
 

l..9
J.B

. 

Q
ue

ui
ng

 
Sy

st
em

 
l.9

l2
. 

F
ir

e
w

~
l,

 

l2
J.

l 
• 

C
li

en
t 

N
et

vv
or

k 
l.9

ill
. 

3
rd

 P
ar

ty
 

S
ea

rc
h 

T
oo

ls
 

19
1.

5 

P
ub

li
c-

F
ac

in
g 

P
ro

xy
 

N
et

w
or

k 
19

.il
li 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 

N
 
~
 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O'
I 

N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 25 of 57



3r
d 

P
ar

ty
 S

ea
rc

h 
T

oo
ls

 
_1

91
5 

, 
D

N
S

D
um

ps
te

r,
 

: S
pi

de
rf

oo
t H

X
, 

S
ho

da
n,

 
V

ir
us

T
ot

al
, D

ig
, 

C
en

sy
s,

 V
ie

w
D

N
S

 
C

he
ck

D
M

A
R

C
, 

lv
fa

ss
Sc

an
,e

tc
. 

B
lo

om
be

rg
.c

om
, 

W
ik

ip
ed

ia
, 

SE
C

.g
ov

, 
A

nn
ua

lR
ep

or
ts

.c
om

, 
D

N
B

.c
om

, H
un

te
r.

io
, 

M
ar

ke
tV

is
ua

l, 
et

c.
 

D
e H

as
he

d,
 

W
eL

ea
kl

nf
o,

 P
as

te
bi

n,
 

S
pi

de
rf

oo
t, 

I I I I 
-...

 I I I I I I I I 
B

re
ac

hC
om

pi
la

ti
on

, 
et

c.
 

I 

T
O

R
, 

Pi
pl

, M
yL

if
e,

 
I I 

Y
ip

py
, 

Su
rf

W
ax

, 
I 

J ' 
I 

W
ay

ba
ck

 M
ac

hi
ne

, 
I 

G
oo

gl
e 

Sc
ho

la
r,

 e
tc

. 
I 

--
--

--
--

--
--

--
--

--
Fi

g.
 2

0 

I I I ·~ .,. I I I I I I I I I I I I I - I I I 

S
ea

rc
h 

T
as

ks
 

20
10

 

D
om

ai
n 

&
 I

P
 A

dd
re

ss
 

S
ea

rc
hi

ng
 T

as
ks

 
2i

ll.
1 

C
or

po
ra

te
 I

nf
or

m
at

io
n 

S
ea

rc
hi

ng
 T

as
ks

 
2

fi
l2

. 

D
at

a 
B

re
ac

h 
S

ea
rc

hi
ng

 T
as

ks
 

2f
il3

. 

D
ee

p 
W

eb
 &

 D
ar

k 
\V

eb
 

S
ea

rc
hi

ng
 T

as
ks

 
2f

il1
: 

I I I ~' .... I I I I I I I I I I I I I 
J
-

.....
 , I I 

--
--

--
--

--
--

--
--

--

I"' 
-

-
-

-
-

-
-

-
-

-
- I

 
: 

Pu
bl

ic
-F

ac
in

g 
1 

I I I l ,r
 

I I I . I I I I I I l r I I I I 

P
ro

xy
 N

et
w

or
k 

_1
90

8 

S
el

ec
ta

bl
e 

A
tt

ri
bu

ti
on

 
N

od
e 

2.
Q

2l
a 

S
el

ec
ta

bl
e 

A
tt

ri
bu

ti
on

 
N

od
e 

2Q
.2

lh
 

S
el

ec
ta

bl
e 

A
tt

ri
bu

ti
on

 
N

od
e 

2!
l2

lc
 

S
el

ec
ta

bl
e 

A
tt

ri
bu

ti
on

 
N

od
e 

2.
Q

2l
n 

I I I I J "'
 I I I I h I I I I I I I 

--
--

--
--

--
-... 

~
 

JI
"' .....

 

se
rv

er
s 

lP
s,

 s
of

tw
ar

e,
 

ge
ol

oc
at

io
n;

 o
pe

n 
po

rt
s,

 p
at

ch
/ s

et
ti

ng
 

vu
ln

er
ab

il
it

ie
s;

 
da

ta
 h

os
ti

ng
 s

er
vi

ce
s 

2.0
.3.

1 

'ci
re

ss
es

; 
co

rp
 in

fo
; 

hi
gh

 v
al

ue
 t

ar
ge

t 
(k

ey
 

em
pl

oy
ee

) 
lis

ts
, 

m
ai

ls
, p

ho
ne

 n
um

be
rs

, 
on

li
ne

 p
re

se
nc

e 
2i

l3
2 

pr
ev

io
us

 d
at

a 
br

ea
ch

es
 i

nv
ol

vi
ng

 
al

ue
 ta

rg
e1

·~
 

20
33

 

~
 

of
fe

rs
 f

or
 s

al
e 

o
f d

at
a 

fr
om

 
da

ta
 b

re
ac

he
s 

2!
13

± 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ"
1 =- ('D ('D
 .....
 

N
 

.i;
...

 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O'
I 

N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 26 of 57



Fi
g.

 2
1 

r-
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
--

--
-

In
te

rn
al

 R
ec

on
na

is
an

ce
 D

at
a 

2.
U

.Q
 

~
~

f
)
l
e
 

~
 ~
 

0
:0

 
C

yb
er

 P
hy

si
ca

l 
G

ra
p

h
 

l.l
lil

2 

bu
si

ne
ss

 

r 
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-
·-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

-
-

D
at

a 

O
th

er
 

xt
er

na
l R

ec
on

na
is

sa
nc

e 
D

at
a 

21
2.

Q
 

Po
ss

ib
le

 
E

xp
lo

its
 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 

N
 

U
l 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O'
I 

N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 27 of 57



A
dm

in
T

o 

,-~
I 

: 2
2.

.Q
l '

-A
d

m
 in

 T
o 

"\
 

I 

-
-
~

 
\ 

\ 
A

dm
in

T
o 

C
an

E
xp

lo
it

 

C
an

E
xp

lo
it

 

I 
22

00
 

Fi
g.

 2
2 

_M
em

be
rO

f 

11
:e

m
be

rO
f -=

-
I 

-i.
..!

 

~
 

....
. 

~
·
 

♦•
 

. 
. 

: 2
20

5 
E

 

····
( 

A
dm

in
T

o 

l\
tf

em
be

rO
f 

C
a1

1E
xp

lo
it 

/ 
L

 
\ 

••
••

 ~
n

in
'f

o
 

I 
7 

,.
. 

• 
. 2

21
2.

 
. 

. 
• 

• 

, 
I 

\ 

_
_

_
_

.-
4

 2
2.

1.
l I

 

-
-
-
-
-

\ 
I 

Fi
as

Se
ss

io
n 

"" 
-

,,,. 

E
xe

m
pl

ar
y 

at
ta

ck
 :r

-a
th

s 
ra

nk
ed

 b
y 

li
ke

li
ho

od
 

ls
t-

1
, 

2,
 3

, 8
, 

12
, 6

 
2

n
d

-
1,

 7
, 

4,
 5

, 
6 

3r
d 

-
1,

 1
0,

 1
1,

 5
, 

6 

♦
 

• 
..

. 
• 

• 
..

. ♦
 

Q
n

e
v

ic
e
 

.,. 
.. 

\ 
, 

,U
se

r 
.. 

,;
 

...
...

 
• 

• 
:. 

:G
ro

u
p

 
·-

-♦
 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 

N
 

O
'I 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O'
I 

N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 28 of 57



S
ta

tu
te

s/
 

R
eg

ul
at

io
ns

 
2.

lli
! 

B
us

in
es

s 
Po

lic
ie

s 
2.

32
Q

 

In
du

st
ry

 
S

ta
nd

ar
ds

 
23

30
 

A
ut

ho
ri

ty
. 

ll
U

G
D

P
R

 
A

rt
ic

le
 3

3,
 p

ar
ag

T
ap

h 
1 

23
21

 C
or

po
ra

te
 P

ol
ic

y 

.2
.l

ll
 In

du
st

ry
 S

ta
nd

ar
ds

 

Fi
g.

 2
3 

- r 

r 
-
'
I
 

r,.
.._

_ 
__.

, 
D

at
a 

to
 R

ul
e 

r,.
.._

_ 
__.

, 
A

ut
ho

ri
ty

 
. 

M
ap

pe
r 

-
R

ec
on

na
is

sa
nc

e 
r 

D
at

ab
as

e 
19

.D
.1 

D
at

a 
-.....

...._
 

19
03

 
19

05
, 

~
 

E
xa

m
pl

es
 

R
ul

e 

N
ot

if
y 

co
gn

iz
an

t a
ut

ho
ri

ty
 

w
it

hi
n 

72
 h

ou
rs

 b
re

ac
h 

D
o 

no
t 

ac
ce

ss
 c

or
p 

sy
st

em
s 

us
in

g 
pe

rs
on

al
 c

om
pu

te
rs

 

D
at

a 
Po

in
t R

ec
ei

Y
~

 
T

ag
gc

i w
it

h 
Im

pa
ct

 

D
at

a 
br

ea
ch

 r
ep

or
te

d 
on

li
ne

 
Po

ss
ib

le
 f

in
es

 

E
m

pl
oy

ee
 a

cc
ou

nt
 a

cc
es

se
d 

Po
ss

ib
le

 d
at

a 
th

ef
t; 

us
in

g 
no

n-
bu

si
ne

ss
 c

om
pu

te
r 

se
cu

ri
ty

 b
re

ac
h 

N
o 

op
en

 p
or

ts
 a

cc
es

si
bl

e 
O

p
en

 p
or

ts
 d

et
ec

te
d 

Po
ss

ib
le

 d
at

a 
lo

ss
 

ou
ts

id
e 

o
f n

et
w

or
k 

pe
ri

m
et

er
 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
'1 =­ ('D ('D
 .....
 

N
 

-...
.J 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O
'I N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 29 of 57



/C
y

b
er

se
cu

ri
ty

 P
ro

fi
le

 
/ 

/R
ec

o
n

n
ai

sa
n

cc
 D

at
a 

/ 
/ 

19
18

 
/ 

/ 
19

05
 

/ 

24
00

 

,,,­ ~
 

~
 

-.
 --

C
on

te
xt

 D
at

a 
....

....
_ 

24
08

 

Fi
g.

 2
4 

... 
E

st
im

at
io

n 
o

f F
re

qu
en

cy
 &

 
S

ev
er

it
y 

o
f A

tt
ac

ks
 

2.
1l

li.
 

"'-

4 

F
un

ct
io

na
l 

S
co

re
 

A
ss

ig
nm

en
t 

24
11

 
4 

A
cl

ju
st

m
en

t f
or

 
G

oa
l/

P
ur

po
se

 
24

-0
9 • 

N
et

w
or

k 
R

es
ili

en
ce

 

J 

R
at

in
g 

A
ss

ig
nm

en
t 1

-c: 
I 

24
05

 

.. ,,.. 

r 
""

, 

C
ur

ve
 F

it
ti

ng
 

p
er

 

\..
 

R
is

k 
T

yp
e 

24
02

 
./

 

~
 

..
/
 

E
ve

nt
 &

 L
os

s 
D

at
a 

24
10

 

w
 

B
us

in
es

s 
Im

pa
ct

 
A

na
ly

si
s 

24
12

 

A
 ' 

( 
~
 

A
gg

re
ga

ti
on

 o
f 

+I
 

O
pe

ra
ti

on
al

 
V

ar
ia

bl
es

 
24

03
 

\. 

... 
r 

~
 

R
is

k 
Id

en
ti

fi
ca

ti
on

 
&

 Q
ua

nt
if

ic
at

io
n 

24
-1

3 

\..
. 

.,
) 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 

N
 

Q
O

 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O'
I 

N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 30 of 57



I
O

~
 

12
 \ 

I I 
I I 

L
oc

al
 S

to
ra

ge
 

~
 

11
 

._
 

- ~
 

P
ro

ce
ss

or
s 

'-
13

 
-

B
U

S
l±

 

Fi
g.

 2
5 

l 
I 

In
te

rf
ac

es
 

, 
l5

. 
I 

I I 
I I 

R
em

o
te

 S
to

ra
ge

 
16

 
-

] 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 

N
 

1
,0

 

0 .... ~ O
'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O
'I N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 31 of 57



e • 
P

ro
ce

ss
or

s 
M

em
o

ry
 

00
 

• 

21
 

25
 

~
 

~
 
~
 

~
 =
 

~
 

O
S

es
 

I 

S
to

ra
ge

 

I 
22

 
26

 
~
 

~
 

~
 .... ~ '-"

 N
 

S
er

vi
ce

s 
I 

I 

O
u

tp
u

ts
 

I 

0 N
 

U
l 

23
 

27
 

rJ
J =- ('D ('D
 .....
 

C
li

en
ts

 
In

pu
ts

 
~
 

0 

2±
 

2.8
. 

0 .... ~ O
'I 

\ 
d r.,;

_ "'""
' 

"'
N

 
w

 
20

 
=

 
!"'

" 

Fi
g.

 2
6 

0-
-,

 
N

 
-...

.l =
 

N
 

PAN Exhibit 1001 
Page 32 of 57



C
li

en
ts

 
33

 

S
ec

ur
it

y 
36

 / 
30

 

Fi
g.

 2
7 

S
er

ve
rs

 
32

 

N
et

vv
or

k(
s)

 
31

 

E
x

t 
Sv

cs
 

37
 

R
em

ot
e 

S
to

ra
ge

 
38

 

C
on

fi
g 

35
 

D
at

ab
as

es
 

34
 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 
~
 .... 0 .... ~ O

'I d r.,;
_ "'""
' 

N
 w
 =
 

"'""
' 

O
'I N
 

-...
.l =
 

N
 

PAN Exhibit 1001 
Page 33 of 57



40
 

~
 

3 LtJ
 

C
P

U
 

41
 

D
is

~l
ay

 I
 

±Z
 

C
am

er
a 

K
ey

bo
ar

d 
49

, 
57

. 

Fi
g.

 2
8 

4 

~

M
 RT

C 
il

 

I/
0

 
48

, N
lo

us
e 

~
. 

42
 

N
IC

 
53

. 

W
ir

el
es

s 

~
 

l
v

 

P
S

U
 

A
C

 

.
~

 
4

6
 

\\T
ir

el
es

s 
L

A
N

 
,5

6 

R
ou

te
r 

55
. 

e • 00
 

• ~
 

~
 
~
 

~
 =
 

~
 

~
 

~
 .... ~ 

~
 N
 

0 N
 

U
l 

rJ
J =­ ('D ('D
 .....
 
~
 

N
 

0 .... ~ O
'I d rJ
l. '"'"
' 

N
 w
 =
 

'"'"
' 

O
'I 

N
 

--.
.l =
 

N
 

PAN Exhibit 1001 
Page 34 of 57



U.S. Patent May 13, 2025 Sheet 33 of 36 US 12,301,627 B2 

Receive active/passive 
reconnaissa11ce results 2910 

'( 

Analyze CPG a11d reconnaissance results to 
determine normal event patterns 2920 

,; 

Nlonitor time-series event data and con1pare 
against normal event patterns 2930 

'" 

Identify anomalous event tl1at lies outside 
normal pattern for a node 2940 

Fig. 29 
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U.S. Patent May 13, 2025 Sheet 34 of 36 US 12,301,627 B2 

Identify a11omalous network 
event 3010 

Ide11tify netvvork resot1rces involved in the 
ano1naly 3020 

Identify other events using the affected 
resources 3030 

Identify behavior deviations from the 
established normal patterns 3040 

, 

Check behavior logs for previous ar1omalous 
behaviors 3050 

Monitor current activity for anomalous 
behavior in other netvvork resources 3060 

Fig. 30 
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U.S. Patent May 13, 2025 Sheet 35 of 36 US 12,301,627 B2 

Identify anomalous network 
event and its correlations 3110 

,, 

Check known behavior patterns to identify 
interactio11s bet,veen correlated nodes 3120 

,,; 

Produce behavior graph describing all 
interactions and event pathways involving 

correlated nodes 3130 

, 

Use behavior graph to identify eve11t flows 
involving the a11omaly, including both 

dependencies and outcomes 3140 

Fig. 31 
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Produce behavior graph for an identified 
anomaly and correlated nodes 3210 

,I 

,, 

Explore behavior graph to identify event 
dependencies for the anomaly 3220 

,,; 

Traverse behavior graph backward througl1 
the dependency tree to identify starting 

conditions 3230 

, 

Ider1tify anomaly point of origin based on 
starti11g conditions and correlated nodes 

3240 

Fig. 32 
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CORRELATING NETWORK EVENT 
ANOMALIES USING ACTIVE AND PASSIVE 

EXTERNAL RECONNAISSANCE TO 
IDENTIFY ATTACK INFORMATION 

2 
patent application Ser. No. 15/141,752, titled "SYSTEM 
FOR FULLY INTEGRATED CAPTURE, AND ANALYSIS 
OF BUSINESS INFORMATION RESULTING IN PRE­
DICTIVE DECISION MAKING AND SIMULATION", 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

5 filed on Apr. 28, 2016, now issued as U.S. Pat. No. 10,860, 
962 on Dec. 8, 2020, which is a continuation-in-part of U.S. 
patent application Ser. No. 15/091,563, titled "SYSTEM 
FOR CAPTURE, ANALYSIS AND STORAGE OF TIME 
SERIES DATA FROM SENSORS WITH HETEROGE-This application is a continuation of U.S. patent applica­

tion Ser. No. 17/237,346, titled "CORRELATING NET­
WORK EVENT ANOMALIES USING ACTIVE AND 
PASSIVE EXTERNAL RECONNAISSANCE TO IDEN­
TIFY ATTACK INFORMATION", filed on Apr. 22, 2021, 
which is a continuation-in-part of U.S. patent application 
Ser. No. 16/777,270, titled "CYBERSECURITY PROFIL- 15 

ING AND RATING USING ACTIVE AND PASSIVE 
EXTERNAL RECONNAISSANCE", filed on Jan. 30, 2020, 
now issued as U.S. Pat. No. 11,025,674 on Jun. 1, 2021, 
which is a continuation-in-part of U.S. patent application 
Ser. No. 16/720,383, titled "RATING ORGANIZATION 20 

CYBERSECURITY USING ACTIVE AND PASSIVE 
EXTERNAL RECONNAISSANCE", filed on Dec. 19, 
2019, now issued as U.S. Pat. No. 10,944,795 on Mar. 9, 
2021, which is a continuation of U.S. patent application Ser. 
No. 15/823,363, filed on Nov. 27, 2017, now issued as U.S. 25 

Pat. No. 10,560,483 on Feb. 11, 2020, which is a continu­
ation-in-part of U.S. patent application Ser. No. 15/725,274, 
titled "APPLICATION OF ADVANCED CYBERSECU­
RITY THREAT MITIGATION TO ROGUE DEVICES, 
PRIVILEGE ESCALATION, AND RISK-BASED VUL­
NERABILITY AND PATCH MANAGEMENT", filed on 
Oct. 4, 2017, now issued as U.S. Pat. No. 10,609,079 on 
Mar. 31, 2020, which is a continuation-in-part of U.S. patent 
application Ser. No. 15/655,113, titled "ADVANCED 
CYBERSECURITY THREAT MITIGATION USING 35 

BEHAVIORALAND DEEP ANALYTICS", filed on Jul. 20, 
2017, now issued as U.S. Pat. No. 10,735,456 on Aug. 4, 
2020, which is a continuation-in-part of U.S. patent appli­
cation Ser. No. 15/616,427, titled "RAPID PREDICTIVE 
ANALYSIS OF VERY LARGE DATA SETS USING AN 40 

ACTOR-DRIVEN DISTRIBUTED COMPUTATIONAL 
GRAPH", filed on Jun. 7, 2017, which is a continuation-in­
part of U.S. patent application Ser. No. 14/925,974, titled 
"RAPID PREDICTIVE ANALYSIS OF VERY LARGE 
DATA SETS USING THE DISTRIBUTED COMPUTA- 45 

TIONAL GRAPH", filed on Oct. 28, 2015; said application 
Ser. No. 15/655,113 is also a continuation-in-part of U.S. 
patent application Ser. No. 15/237,625, titled "DETECTION 
MITIGATION AND REMEDIATION OF CYBERAT­
TACKS EMPLOYING AN ADVANCED CYBER-DECI- 50 

SION PLATFORM", filed on Aug. 15, 2016, now issued as 
U.S. Pat. No. 10,248,910 on Apr. 2, 2019, which is a 
continuation-in-part of U.S. patent application Ser. No. 
15/206,195, titled "ACCURATE AND DETAILED MOD­
ELING OF SYSTEMS WITH LARGE COMPLEX DATA 55 

SETS USING A DISTRIBUTED SIMULATION 
ENGINE", filed on Jul. 8, 2016, which is a continuation­
in-part of U.S. patent application Ser. No. 15/186,453, titled 
"SYSTEM FOR AUTOMATED CAPTURE AND ANALY­
SIS OF BUSINESS INFORMATION FOR RELIABLE 
BUSINESS VENTURE OUTCOME PREDICTION", filed 
on Jun. 18, 2016, which is a continuation-in-part of U.S. 
patent application Ser. No. 15/166,158, titled "SYSTEM 
FOR AUTOMATED CAPTURE AND ANALYSIS OF 
BUSINESS INFORMATION FOR SECURITY AND CLI­
ENT-FACING INFRASTRUCTURE RELIABILITY", filed 
on May 26, 2016, which is a continuation-in-part of U.S. 

10 NEOUS REPORT INTERVAL PROFILES", filed on Apr. 5, 
2016, now issued as U.S. Pat. No. 10,204,147 on Feb. 12, 
2019, and is also a continuation-in-part of U.S. patent 
application Ser. No. 14/986,536, titled "DISTRIBUTED 
SYSTEM FOR LARGE VOLUME DEEP WEB DATA 
EXTRACTION", filed on Dec. 31, 2015, now issued as U.S. 
Pat. No. 10,210,255 on Feb. 19, 2019, and is also a con­
tinuation-in-part of U.S. patent application Ser. No. 14/925, 
974, titled "RAPID PREDICTIVE ANALYSIS OF VERY 
LARGE DATA SETS USING THE DISTRIBUTED COM­
PUTATIONAL GRAPH", filed on Oct. 28, 2015, the entire 
contents of all of which are incorporated herein by reference 
in their entirety. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The disclosure relates to the field of computer manage­
ment, and more particularly to the field of cybersecurity and 

30 threat analytics. 

Discussion of the State of the Art 

Understanding the cybersecurity profile of an organiza­
tion is a complex endeavor, and the larger the organization, 
the more difficult the task is. In fact, the complexity of the 
task increases exponentially with the size of the organiza­
tion, not linearly, because each component of the organiza­
tion's network connects to multiple other components. 
Existing cybersecurity rating methods (for example, the 
Common Vulnerability Scoring Systems, or CVSS) fail to 
adequately profile and rate the cybersecurity profiles of 
organizations because they do not incorporate sufficient 
information. 

What is needed is a system and method for monitoring 
critical infrastructure entities within a network, identifying 
anomalous network events, and correlating those anomalous 
events to identify attack paths and points of origin. 

SUMMARY OF THE INVENTION 

Accordingly, the inventor has developed a system and 
method for correlating network event anomalies using active 
and passive reconnaissance to identify attack information, 
that can identify attack patterns and points of origin based on 
observed anomalies and their relationships to other observed 
network events. The system and method may further com­
prise gathering data about the totality of the organization's 
infrastructure and operations, particularly including the 

60 organization's network infrastructure, but also including 
such information as physical locations, data assets, corporate 
legal structure, etc., and gathering data about the organiza­
tion's operations, including such information as business 
processes and policies, business process dependencies, prior 

65 data loss information and security breaches, and behavioral 
data for both devices and their users. The system and method 
may further comprise generating a cybersecurity profile 
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using active and passive internal and external reconnais­
sance of the organization to determine cybersecurity vul­
nerabilities and potential impacts to the business in light of 

4 
event; generating a behavior graph based on the identified 
correlations; analyzing the behavior graph to produce a 
dependency tree comprising causative relationships between 
events; and traversing the behavior tree backward in a the information gathered about the organization's infrastruc­

ture and operations. The system and method may further 
comprise generating cybersecurity scores and ratings that 
take into account all of the above information, plus the 
context and purpose of the score or rating to be generated 
based on the cybersecurity profile. 

5 temporal dimension to identify a plurality of starting con­
ditions for the anomalous event, is disclosed. 

According to a preferred embodiment, a system for cor­
relating network event anomalies to identify attack infor­
mation, comprising: a cyber-physical graph module com­
prising a first plurality of programming instructions stored in 
a memory of, and operating on a processor of, a computing 
device, wherein the first plurality of programming instruc- 15 

tions, when operating on the processor, cause the computing 
device to create a cyber-physical graph of the organization 
using the information, the cyber-physical graph comprising 
nodes representing entities associated with the organization 
and edges representing relationships between entities asso- 20 

ciated with the organization; a reconnaissance engine com­
prising a second plurality of programming instructions 
stored in the memory of, and operating on the processor of, 

According to an aspect of an embodiment, a directed 
computational graph is used, comprising nodes representing 
data transformations and edges representing communica-

lO tions between the nodes; wherein a plurality of nodes 
represents a data transformation pipeline; and wherein the 
directed computational graph is used to direct a workflow in 
the system. 

the computing device, wherein the second plurality of pro­
gramming instructions, when operating on the processor, 25 

cause the computing device to: perform a reconnaissance 
search using the cyber-physical graph; and apply some or all 
of the results of the reconnaissance search to the cyber­
physical graph to create a normal behavior model for a 
plurality of nodes in the cyber-physical graph; and a directed 30 

computational graph engine comprising a third plurality of 
programming instructions stored in the memory of, and 
operating on the processor of, the computing device, 
wherein the third plurality of programming instructions, 
when operating on the processor, cause the computing 35 

device to: receive the cybersecurity profile and the normal 
behavior model; using the cyber-physical graph and the 
normal behavior model: identify an anomalous event based 
on analysis of cyber-physical graph and the normal behavior 
model; analyze the cyber-physical graph and the normal 40 

behavior model to identify correlations between affected 
nodes, the affected nodes being based on the anomalous 
event; generate a behavior graph based on the identified 
correlations; analyze the behavior graph to produce a depen­
dency tree comprising causative relationships between 45 

events; and traverse the behavior tree backward in a tem­
poral dimension to identify a plurality of starting conditions 
for the anomalous event, is disclosed. 

According to another preferred embodiment, a method for 
correlating network event anomalies to identify attack infor- 50 

mation, comprising the steps of: creating a cyber-physical 
graph of an organization using entities associated with the 
organization and relationships between the entities associ­
ated with the organization, the cyber-physical graph com­
prising nodes representing the entities associated with the 55 

organization and edges representing the relationships 
between entities associated with the organization; perform-
ing a reconnaissance search using the cyber-physical graph; 
applying some or all of the results of the reconnaissance 
search to the cyber-physical graph to create a normal behav- 60 

ior model for a plurality of nodes in the cyber-physical 
graph; and using the cyber-physical graph and the normal 
behavior model: identifying an anomalous event based on 
analysis of cyber-physical graph and the normal behavior 
model; analyzing the cyber-physical graph and the normal 65 

behavior model to identify correlations between affected 
nodes, the affected nodes being based on the anomalous 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

The accompanying drawings illustrate several aspects 
and, together with the description, serve to explain the 
principles of the invention according to the aspects. It will 
be appreciated by one skilled in the art that the particular 
arrangements illustrated in the drawings are merely exem­
plary, and are not to be considered as limiting of the scope 
of the invention or the claims herein in any way. 

FIG. 1 is a block diagram of an exemplary system 
architecture for an advanced cyber decision platform for 
external network reconnaissance and cybersecurity rating. 

FIG. 2A is a block diagram showing general steps for 
performing passive network reconnaissance. 

FIG. 2B is a process diagram showing a general flow of 
a process for performing active reconnaissance using DNS 
leak information collection. 

FIG. 2C is a process diagram showing a general flow of 
a process for performing active reconnaissance using web 
application and technology reconnaissance. 

FIG. 2D is a process diagram showing a general flow of 
a process for producing a cybersecurity rating using recon­
naissance data. 

FIGS. 3A and 3B are process diagrams showing business 
operating system functions in use to mitigate cyberattacks. 

FIG. 4 is a process flow diagram of a method for seg­
menting cyberattack information to appropriate corporation 
parties. 

FIG. 5 is a diagram of an exemplary architecture for a 
system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph, 
according to one aspect. 

FIG. 6 is a diagram of an exemplary architecture for a 
system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph, 
according to one aspect. 

FIG. 7 is a diagram of an exemplary architecture for a 
system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph, 
according to one aspect. 

FIG. 8 is a flow diagram of an exemplary method for 
cybersecurity behavioral analytics, according to one aspect. 

FIG. 9 is a flow diagram of an exemplary method for 
measuring the effects of cybersecurity attacks, according to 
one aspect. 

FIG. 10 is a flow diagram of an exemplary method for 
continuous cybersecurity monitoring and exploration, 
according to one aspect. 

FIG. 11 is a flow diagram of an exemplary method for 
mapping a cyber-physical system graph, according to one 
aspect. 
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FIG. 12 is a flow diagram of an exemplary method for 
continuous network resilience rating, according to one 
aspect. 

FIG. 13 is a flow diagram of an exemplary method for 
cybersecurity privilege oversight, according to one aspect. 

FIG. 14 is a flow diagram of an exemplary method for 
cybersecurity risk management, according to one aspect. 

FIG. 15 is a flow diagram of an exemplary method for 
mitigating compromised credential threats, according to one 
aspect. 

FIG. 16 is a flow diagram of an exemplary method for 
dynamic network and rogue device discovery, according to 
one aspect. 

6 
may further comprise gathering data about the totality of the 
organization's infrastructure and operations, particularly 
including the organization's network infrastructure, but also 
including such information as physical locations, data assets, 

5 corporate legal structure, etc., and gathering data about the 
organization's operations, including such information as 
business processes and policies, business process dependen­
cies, prior data loss information and security breaches, and 
behavioral data for both devices and their users. The system 

10 and method may further comprise generating a cybersecurity 
profile using active and passive internal and external recon­
naissance of the organization to determine cybersecurity 
vulnerabilities and potential impacts to the business in light 

FIG. 17 is a flow diagram of an exemplary method for 
Kerberos "golden ticket" attack detection, according to one 15 

aspect. 

of the information gathered about the organization's infra­
structure and operations. The system and method may 
further comprise generating cybersecurity scores and ratings 

FIG. 18 is a flow diagram of an exemplary method for 
risk-based vulnerability and patch management, according 
to one aspect. 

that take into account all of the above information, plus the 
context and purpose of the score or rating to be generated 
based on the cybersecurity profile. 

FIG. 19 is a block diagram showing an exemplary system 20 

architecture for a system for cybersecurity profiling and 
rating. 

One or more different aspects may be described in the 
present application. Further, for one or more of the aspects 
described herein, numerous alternative arrangements may be 
described; it should be appreciated that these are presented 
for illustrative purposes only and are not limiting of the 
aspects contained herein or the claims presented herein in 
any way. One or more of the arrangements may be widely 

FIG. 20 is a relational diagram showing the relationships 
between exemplary 3rd party search tools, search tasks that 
can be generated using such tools, and the types of infor- 25 

mation that may be gathered with those tasks. 
FIG. 21 is a relational diagram showing the exemplary 

types and classifications of information that may be used in 
constructing a cyber-physical graph of an organization's 
infrastructure and operations. 

FIG. 22 is a directed graph diagram showing an exem­
plary cyber-physical graph and its possible use in analyzing 
cybersecurity threats. 

FIG. 23 is a block diagram showing exemplary operation 
of a data to rule mapper. 

FIG. 24 is a block diagram showing an exemplary archi­
tecture diagram for a scoring engine. 

FIG. 25 is a block diagram illustrating an exemplary 
hardware architecture of a computing device. 

applicable to numerous aspects, as may be readily apparent 
from the disclosure. In general, arrangements are described 
in sufficient detail to enable those skilled in the art to 

30 practice one or more of the aspects, and it should be 
appreciated that other arrangements may be utilized and that 
structural, logical, software, electrical and other changes 
may be made without departing from the scope of the 
particular aspects. Particular features of one or more of the 

35 aspects described herein may be described with reference to 
one or more particular aspects or figures that form a part of 
the present disclosure, and in which are shown, by way of 
illustration, specific arrangements of one or more of the 

FIG. 26 is a block diagram illustrating an exemplary 40 

logical architecture for a client device. 

aspects. It should be appreciated, however, that such features 
are not limited to usage in the one or more particular aspects 
or figures with reference to which they are described. The 

FIG. 27 is a block diagram illustrating an exemplary 
architectural arrangement of clients, servers, and external 
services. 

FIG. 28 is another block diagram illustrating an exem­
plary hardware architecture of a computing device. 

FIG. 29 is a flow diagram illustrating an exemplary 
method for identifying an anomalous network event. 

present disclosure is neither a literal description of all 
arrangements of one or more of the aspects nor a listing of 
features of one or more of the aspects that must be present 

45 in all arrangements. 

FIG. 30 is a flow diagram illustrating an exemplary 
method for identifying correlations between an anomaly and 50 

other network events and resources. 

Headings of sections provided in this patent application 
and the title of this patent application are for convenience 
only, and are not to be taken as limiting the disclosure in any 
way. 

Devices that are in communication with each other need 
not be in continuous communication with each other, unless 
expressly specified otherwise. In addition, devices that are in 
communication with each other may communicate directly 
or indirectly through one or more communication means or 
intermediaries, logical or physical. 

FIG. 31 is a flow diagram illustrating an exemplary 
method for generating a behavior graph based on an iden­
tified anomaly and its correlations. 

FIG. 32 is a flow diagram illustrating an exemplary 55 

method for determining an attack's point of origin using a 
behavior graph. 

A description of an aspect with several components in 
communication with each other does not imply that all such 
components are required. To the contrary, a variety of 
optional components may be described to illustrate a wide DETAILED DESCRIPTION OF THE 

INVENTION 

The inventor has conceived, and reduced to practice, a 
system and method for correlating network event anomalies 
using active and passive reconnaissance to identify attack 
information, that can identify attack patterns and points of 
origin based on observed anomalies and their relationships 
to other observed network events. The system and method 

60 variety of possible aspects and in order to more fully 
illustrate one or more aspects. Similarly, although process 
steps, method steps, algorithms or the like may be described 
in a sequential order, such processes, methods and algo­
rithms may generally be configured to work in alternate 

65 orders, unless specifically stated to the contrary. In other 
words, any sequence or order of steps that may be described 
in this patent application does not, in and of itself, indicate 
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a requirement that the steps be performed in that order. The 
steps of described processes may be performed in any order 
practical. Further, some steps may be performed simultane­
ously despite being described or implied as occurring non­
simultaneously ( e.g., because one step is described after the 
other step). Moreover, the illustration of a process by its 
depiction in a drawing does not imply that the illustrated 
process is exclusive of other variations and modifications 
thereto, does not imply that the illustrated process or any of 
its steps are necessary to one or more of the aspects, and 
does not imply that the illustrated process is preferred. Also, 
steps are generally described once per aspect, but this does 
not mean they must occur once, or that they may only occur 
once each time a process, method, or algorithm is carried out 
or executed. Some steps may be omitted in some aspects or 
some occurrences, or some steps may be executed more than 
once in a given aspect or occurrence. 

When a single device or article is described herein, it will 
be readily apparent that more than one device or article may 
be used in place of a single device or article. Similarly, 
where more than one device or article is described herein, it 
will be readily apparent that a single device or article may 
be used in place of the more than one device or article. 

The functionality or the features of a device may be 
alternatively embodied by one or more other devices that are 
not explicitly described as having such functionality or 
features. Thus, other aspects need not include the device 
itself. 

Techniques and mechanisms described or referenced 
herein will sometimes be described in singular form for 
clarity. However, it should be appreciated that particular 
aspects may include multiple iterations of a technique or 
multiple instantiations of a mechanism unless noted other­
wise. Process descriptions or blocks in figures should be 
understood as representing modules, segments, or portions 
of code which include one or more executable instructions 
for implementing specific logical functions or steps in the 
process. Alternate implementations are included within the 
scope of various aspects in which, for example, functions 
may be executed out of order from that shown or discussed, 
including substantially concurrently or in reverse order, 
depending on the functionality involved, as would be under­
stood by those having ordinary skill in the art. 
Definitions 

8 
node to another in one direction, for example James R is 
"taller" than Thomas G, the order of the endpoints is 
significant. Graphs with such edges are designated as 
"directed." In the distributed computational graph system, 

5 transformations within transformation pipeline are repre­
sented as directed graph with each transformation compris­
ing a node and the output messages between transformations 
comprising edges. Distributed computational graph stipu­
lates the potential use of non-linear transformation pipelines 

10 which are progrannnatically linearized. Such linearization 
can result in exponential growth of resource consumption. 
The most sensible approach to overcome possibility is to 
introduce new transformation pipelines just as they are 
needed, creating only those that are ready to compute. Such 

15 method results in transformation graphs which are highly 
variable in size and node, edge composition as the system 
processes data streams. Those familiar with the art will 
realize that transformation graph may assume many shapes 
and sizes with a vast topography of edge relationships. The 

20 examples given were chosen for illustrative purposes only 
and represent a small number of the simplest of possibilities. 
These examples should not be taken to define the possible 
graphs expected as part of operation of the invention 

As used herein, "transformation" is a function performed 
25 on zero or more streams of input data which results in a 

single stream of output which may or may not then be used 
as input for another transformation. Transformations may 
comprise any combination of machine, human or machine­
human interactions Transformations need not change data 

30 that enters them, one example of this type of transformation 
would be a storage transformation which would receive 
input and then act as a queue for that data for subsequent 
transformations. As implied above, a specific transformation 
may generate output data in the absence of input data. A time 

35 stamp serves as a example. In the invention, transformations 
are placed into pipelines such that the output of one trans­
formation may serve as an input for another. These pipelines 
can consist of two or more transformations with the number 
of transformations limited only by the resources of the 

40 system. Historically, transformation pipelines have been 
linear with each transformation in the pipeline receiving 
input from one antecedent and providing output to one 
subsequent with no branching or iteration. Other pipeline 
configurations are possible. The invention is designed to 

45 permit several of these configurations including, but not 
limited to: linear, afferent branch, efferent branch and cycli­
cal. 

As used herein, "graph" is a representation of information 
and relationships, where each primary unit of information 
makes up a "node" or "vertex" of the graph and the 
relationship between two nodes makes up an edge of the 
graph. Nodes can be further qualified by the connection of 
one or more descriptors or "properties" to that node. For 50 

example, given the node "James R," name information for a 
person, qualifying properties might be "183 cm tall", "DOB 
8/13/1965" and "speaks English". Similar to the use of 
properties to further describe the information in a node, a 
relationship between two nodes that forms an edge can be 55 

qualified using a "label". Thus, given a second node 
"Thomas G," an edge between "James R" and "Thomas G" 
that indicates that the two people know each other might be 
labeled "knows." When graph theory notation (Graph= 
(Vertices, Edges)) is applied this situation, the set of nodes 60 

are used as one parameter of the ordered pair, V and the set 

A "database" or "data storage subsystem" (these terms 
may be considered substantially synonymous), as used 
herein, is a system adapted for the long-term storage, 
indexing, and retrieval of data, the retrieval typically being 
via some sort of querying interface or language. "Database" 
may be used to refer to relational database management 
systems known in the art, but should not be considered to be 
limited to such systems. Many alternative database or data 
storage system technologies have been, and indeed are 
being, introduced in the art, including but not limited to 
distributed non-relational data storage systems such as 
Hadoop, colunm-oriented databases, in-memory databases, 
and the like. While various aspects may preferentially 
employ one or another of the various data storage subsys-

of 2 element edge endpoints are used as the second param­
eter of the ordered pair, E. When the order of the edge 
endpoints within the pairs of E is not significant, for 
example, the edge James R, Thomas G is equivalent to 65 

Thomas G, James R, the graph is designated as "undirected." 
Under circumstances when a relationship flows from one 

tems available in the art ( or available in the future), the 
invention should not be construed to be so limited, as any 
data storage architecture may be used according to the 
aspects. Similarly, while in some cases one or more particu­
lar data storage needs are described as being satisfied by 
separate components (for example, an expanded private 
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capital markets database and a configuration database), these 
descriptions refer to functional uses of data storage systems 
and do not refer to their physical architecture. For instance, 
any group of data storage systems of databases referred to 
herein may be included together in a single database man­
agement system operating on a single machine, or they may 
be included in a single database management system oper­
ating on a cluster of machines as is known in the art. 
Similarly, any single database (such as an expanded private 
capital markets database) may be implemented on a single 
machine, on a set of machines using clustering technology, 
on several machines connected by one or more messaging 
systems known in the art, or in a master/slave arrangement 
common in the art. These examples should make clear that 
no particular architectural approaches to database manage­
ment is preferred according to the invention, and choice of 
data storage technology is at the discretion of each imple­
menter, without departing from the scope of the invention as 
claimed. 

A "data context", as used herein, refers to a set of 
arguments identifying the location of data. This could be a 
Rabbit queue, a .csv file in cloud-based storage, or any other 
such location reference except a single event or record. 
Activities may pass either events or data contexts to each 
other for processing. The nature of a pipeline allows for 
direct information passing between activities, and data loca­
tions or files do not need to be predetermined at pipeline 
start. 

A "pipeline", as used herein and interchangeably referred 
to as a "data pipeline" or a "processing pipeline", refers to 
a set of data streaming activities and batch activities. 
Streaming and batch activities can be connected indiscrimi­
nately within a pipeline. Events will flow through the 
streaming activity actors in a reactive way. At the junction 
of a streaming activity to batch activity, there will exist a 
StreamBatchProtocol data object. This object is responsible 
for determining when and if the batch process is run. One or 
more of three possibilities can be used for processing 
triggers: regular timing interval, every N events, or option­
ally an external trigger. The events are held in a queue or 
similar until processing. Each batch activity may contain a 
"source" data context (this may be a streaming context if the 
upstream activities are streaming), and a "destination" data 
context (which is passed to the next activity). Streaming 
activities may have an optional "destination" streaming data 
context ( optional meaning: caching/persistence of events vs. 
ephemeral), though this should not be part of the initial 
implementation. 
Conceptual Architecture 

10 
the normalized information to other analysis and transfor­
mation components of the system, the directed computa­
tional graph module 155, high volume web crawler module 
115, multidimensional time series database (MDTSDB) 120 

5 and the graph stack service 145. The directed computational 
graph module 155 retrieves one or more streams of data 
from a plurality of sources, which includes, but is in no way 
not limited to, a plurality of physical sensors, network 
service providers, web based questionnaires and surveys, 

10 monitoring of electronic infrastructure, crowd sourcing cam­
paigns, and human input device information. Within the 
directed computational graph module 155, data may be split 
into two identical streams in a specialized pre-programmed 

15 data pipeline 155a, wherein one sub-stream may be sent for 
batch processing and storage while the other sub-stream may 
be reformatted for transformation pipeline analysis. The data 
is then transferred to the general transformer service module 
160 for linear data transformation as part of analysis or the 

20 decomposable transformer service module 150 for branch­
ing or iterative transformations that are part of analysis. The 
directed computational graph module 155 represents all data 
as directed graphs where the transformations are nodes and 
the result messages between transformations edges of the 

25 graph. The high volume web crawling module 115 uses 
multiple server hosted preprogranimed web spiders, which 
while autonomously configured are deployed within a web 
scraping framework 115a of which SCRAPY™ is an 
example, to identify and retrieve data of interest from web 

30 based sources that are not well tagged by conventional web 
crawling technology. The multiple dimension time series 
data store module 120 may receive streaming data from a 
large plurality of sensors that may be of several different 

35 
types. The multiple dimension time series data store module 
may also store any time series data encountered by the 
system such as but not limited to enterprise network usage 
data, component and system logs, performance data, net­
work service information captures such as, but not limited to 

40 news and financial feeds, and sales and service related 
customer data. The module is designed to accommodate 
irregular and high volume surges by dynamically allotting 
network bandwidth and server processing channels to pro­
cess the incoming data. Inclusion of programming wrappers 

45 120a for languages examples of which are, but not limited 
to C++, PERL, PYTHON, and ERLANG™ allows sophis­
ticated programming logic to be added to the default func­
tion of the multidimensional time series database 120 with-

FIG. 1 is a block diagram of an advanced cyber decision 50 

platform for external network reconnaissance and cyberse­
curity rating. Client access to the system 105 for specific 
data entry, system control and for interaction with system 
output such as automated predictive decision making and 
planning and alternate pathway simulations, occurs through 55 

the system's distributed, extensible high bandwidth cloud 
interface 110 which uses a versatile, robust web application 
driven interface for both input and display of client-facing 
information via network 107 and operates a data store 112 
such as, but not limited to MONGODB™, COUCHDB™, 60 

CASSANDRA™ or RED IS™ according to various arrange­
ments. Much of the business data analyzed by the system 
both from sources within the confines of the client business, 
and from cloud based sources, also enter the system through 

out intimate knowledge of the core programming, greatly 
extending breadth of function. Data retrieved by the multi­
dimensional time series database (MDTSDB) 120 and the 
high volume web crawling module 115 may be further 
analyzed and transformed into task optimized results by the 
directed computational graph 155 and associated general 
transformer service 150 and decomposable transformer ser­
vice 160 modules. Alternately, data from the multidimen-
sional time series database and high volume web crawling 
modules may be sent, often with scripted cuing information 
determining important vertexes 145a, to the graph stack 
service module 145 which, employing standardized proto­
cols for converting streams of information into graph rep-
resentations of that data, for example, open graph internet 
technology although the invention is not reliant on any one 
standard. Through the steps, the graph stack service module 
145 represents data in graphical form influenced by any 
pre-determined scripted modifications 145a and stores it in 

the cloud interface 110, data being passed to the connector 65 

module 135 which may possess the API routines 135a 
needed to accept and convert the external data and then pass a graph-based data store 145b such as GIRAPH™ or a key 
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value pair type data store REDIS™, or RIAK™, among 
others, all of which are suitable for storing graph-based 
information. 

12 
attackers to check for an open port on any available hosts to 
select a target for an attack that exploits a vulnerability using 
that port. This type of scan is also useful for security audits, 
to ensure that vulnerabilities are not exposed on any of the Results of the transformative analysis process may then 

be combined with further client directives, additional busi­
ness rules and practices relevant to the analysis and situ­
ational information external to the already available data in 
the automated planning service module 130 which also runs 
powerful information theory 130a based predictive statistics 
functions and machine learning algorithms to allow future 
trends and outcomes to be rapidly forecast based upon the 
current system derived results and choosing each a plurality 

5 target hosts. A vertical scan defines multiple ports to exam­
ine on a single host, for example a "vanilla scan" which 
targets every port of a single host, or a "strobe scan" that 
targets a small subset of ports on the host. This type of scan 
is usually performed for vulnerability detection on single 

of possible business decisions. The using all available data, 
the automated planning service module 130 may propose 
business decisions most likely to result is the most favorable 
business outcome with a usably high level of certainty. 
Closely related to the automated planning service module in 

10 systems, and due to the single-host nature is impractical for 
large network scans. A block scan combines elements of 
both horizontal and vertical scanning, to scan multiple ports 
on multiple hosts. This type of scan is useful for a variety of 
service discovery and data collection tasks, as it allows a 

15 broad scan of many hosts (up to the entire Internet, using the 
complete IPv4 address space) for a number of desired ports 
in a single sweep. 

the use of system derived results in conjunction with pos­
sible externally supplied additional information in the assis­
tance of end user business decision making, the action 
outcome simulation module 125 with its discrete event 
simulator programming module 125a coupled with the end 
user facing observation and state estimation service 140 
which is highly scriptable 140b as circumstances require and 

Large port scans involve quantitative research, and as 
such may be treated as experimental scientific measurement 

20 and are subject to measurement and quality standards to 
ensure the usefulness of results. To avoid observational 

has a game engine 140a to more realistically stage possible 25 

outcomes of business decisions under consideration, allows 
business decision makers to investigate the probable out­
comes of choosing one pending course of action over 
another based upon analysis of the current available data. 

When performing external reconnaissance via a network 30 

107, web crawler 115 may be used to perform a variety of 
port and service scanning operations on a plurality of hosts. 
This may be used to target individual network hosts (for 
example, to examine a specific server or client device) or to 
broadly scan any number of hosts (such as all hosts within 35 

a particular domain, or any number of hosts up to the 
complete IPv4 address space). Port scanning is primarily 
used for gathering information about hosts and services 
connected to a network, using probe messages sent to hosts 
that prompt a response from that host. Port scanning is 40 

generally centered around the transmission control protocol 
(TCP), and using the information provided in a prompted 
response a port scan can provide information about network 
and application layers on the targeted host. 

Port scan results can yield information on open, closed, or 45 

undetermined ports on a target host. An open port indicated 
that an application or service is accepting connections on 
this port (such as ports used for receiving customer web 
traffic on a web server), and these ports generally disclose 
the greatest quantity of useful information about the host. A 50 

closed port indicates that no application or service is listen-
ing for connections on that port, and still provides informa­
tion about the host such as revealing the operating system of 
the host, which may discovered by fingerprinting the TCP/IP 
stack in a response. Different operating systems exhibit 55 

identifiable behaviors when populating TCP fields, and 
collecting multiple responses and matching the fields against 
a database of known fingerprints makes it possible to 
determine the OS of the host even when no ports are open. 
An undetermined port is one that does not produce a 60 

requested response, generally because the port is being 
filtered by a firewall on the host or between the host and the 
network (for example, a corporate firewall behind which all 
internal servers operate). 

Scanning may be defined by scope to limit the scan 65 

according to two dimensions, hosts and ports. A horizontal 
scan checks the same port on multiple hosts, often used by 

errors during measurement, results must be precise ( describ­
ing a degree of relative proximity between individual mea­
sured values), accurate ( describing relative proximity of 
measured values to a reference value), preserve any meta­
data that accompanies the measured data, avoid misinter­
pretation of data due to faulty measurement execution, and 
must be well-calibrated to efficiently expose and address 
issues of inaccuracy or misinterpretation. In addition to 
these basic requirements, large volumes of data may lead to 
unexpected behavior of analysis tools, and extracting a 
subset to perform initial analysis may help to provide an 
initial overview before working with the complete data set. 
Analysis should also be reproducible, as with all experimen­
tal science, and should incorporate publicly-available data to 
add value to the comprehensibility of the research as well as 
contributing to a "common framework" that may be used to 
confirm results. 

When performing a port scan, web crawler 115 may 
employ a variety of software suitable for the task, such as 
Nmap, ZMap, or masscan. Nmap is suitable for large scans 
as well as scanning individual hosts, and excels in offering 
a variety of diverse scanning techniques. ZMap is a newer 
application and unlike Nmap (which is more general-pur­
pose ), ZMap is designed specifically with Internet-wide 
scans as the intent. As a result, ZMap is far less customizable 
and relies on horizontal port scans for functionality, achiev­
ing fast scan times using techniques of probe randomization 
(randomizing the order in which probes are sent to hosts, 
minimizing network saturation) and asynchronous design 
(utilizing stateless operation to send and receive packets in 
separate processing threads). Masscan uses the same asyn­
chronous operation model of ZMap, as well as probe ran­
domization. In masscan however, a certain degree of statis­
tical randonmess is sacrificed to improve computation time 
for large scans (such as when scanning the entire IPv4 
address space), using the BlackRock algorithm. This is a 
modified implementation of symmetric encryption algo­
rithm DES, with fewer rounds and modulo operations in 
place of binary ones to allow for arbitrary ranges and 
achieve faster computation time for large data sets. 

Received scan responses may be collected and processed 
through a plurality of data pipelines 155a to analyze the 
collected information. MDTSDB 120 and graph stack 145 
may be used to produce a hybrid graph/time-series database 
using the analyzed data, forming a graph of Internet-acces­
sible organization resources and their evolving state infor-
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mation over time. Customer-specific profiling and scanning 
information may be linked to CPG graphs ( as described 
below in detail, referring to FIG. 11) for a particular cus­
tomer, but this information may be further linked to the 
base-level graph of internet-accessible resources and infor­
mation. Depending on customer authorizations and legal or 
regulatory restrictions and authorizations, techniques used 
may involve both passive, semi-passive and active scanning 
and reconnaissance. 

FIG. 2A is a block diagram showing general steps 200 for 
performing passive network reconnaissance. It should be 
appreciated that the steps illustrated and described may be 
performed in any order, and that steps may be added or 
omitted as needed for any particular reconnaissance opera­
tion. In a step 201, network address ranges and domains or 
sub-domains associated with a plurality of targets may be 
identified, for example to collect information for defining 
the scope of further scanning operations. In another step 
202, external sites may be identified to understand relation­
ships between targets and other third-party content provid­
ers, such as trust relationships or authoritative domain name 
service (DNS) resolution records. In another step 203, 
individual people or groups may be identified using names, 
email addresses, phone numbers, or other identifying infor­
mation that may be useful for a variety of social engineering 
activities. In another step 204, technologies used may be 
identified, such as types or versions of hardware or software 
used by an organization, and this may include collecting and 
extracting information from job descriptions (for example) 
to identify technologies in use by an organization (for 
example, a job description for an administrator familiar with 
specific database software indicates that said software is in 
use within the organization). In another step 205, content of 
interest may be identified, for example including web and 
email portals, log files, backup or archive files, and other 
forms of sensitive information that may be contained within 
HTML comments or client-side scripts, as may be useful for 
vulnerability discovery and penetration testing activities. In 
another step 206, publicly-available information may be 
used to identify vulnerabilities that may be exploited with 
further active penetration testing. 

FIG. 2B is a process diagram showing a general flow of 
a process 210 for performing active reconnaissance using 
DNS leak information collection. In an initial step 211, 
publicly-available DNS leak disclosure information may be 
collected to maintain current information regarding kuown 
leaks and vulnerabilities. In a next step 212, third-level 
domain (TLDR) information may be collected and used to 
report domain risk factors, such as domains that do not 
resolve properly ( due to malformed DNS records, for 
example). In a next step 213, a DNS trust map may be 
created using a hybrid graph/time-series data structure, 
using a graph stack service 145 and MDTSDB 120. This 
trust map may be produced as the output of an extraction 
process performed by a DCG 155 through a plurality of data 
pipelines 155a, analyzing collected data and mapping data 
points to produce hybrid structured output representing each 
data point over time. In a final step 214, the trust map may 
then be analyzed to identify anomalies, for example using 
community detection algorithms that may discover when 
new references are being created, and this may be used to 
identify vulnerabilities that may arise as a byproduct of the 
referential nature of a DNS hierarchy. In this manner, DCG 
pipeline processing and time-series data graphing may be 
used to identify vulnerabilities that would otherwise be 
obscured within a large dataset. 

14 
FIG. 2C is a process diagram showing a general flow of 

a process 220 for performing active reconnaissance using 
web application and technology reconnaissance. In an initial 
step 221, a plurality of manual HTTP requests may be 

5 transmitted to a host, for example to determine if a web 
server is announcing itself, or to obtain an application 
version number from an HTTP response message. In a next 
step 222, a robots.txt, used to identify and communicate with 
web crawlers and other automated "bots", may be searched 

10 for to identify portions of an application or site that robots 
are requested to ignore. In a next step 223, the host appli­
cation layer may be fingerprinted, for example using file 
extensions and response message fields to identify charac­
teristic patterns or markers that may be used to identify host 

15 or application details. In a next step 224, publicly-exposed/ 
admin pages may be checked, to determine if any adminis­
trative portals are exposed and therefore potentially-vulner­
able, as well as to potentially determine administration 
policies or capabilities based on exposed information. In a 

20 final step 225, an application may be profiled according to 
a particular toolset in use, such as WORDPRESS™ (for 
example) or other specific tools or plugins. 

FIG. 2D is a process diagram showing a general flow of 
a process 230 for producing a cybersecurity rating using 

25 reconnaissance data. In an initial step 231, external recon­
naissance may be performed using DNS and IP information 
as described above (referring to FIG. 2B), collecting infor­
mation from DNS records, leak announcements, and pub­
licly-available records to produce a DNS trust map from 

30 collected information and the DCG-driven analysis thereof. 
In a next step 232, web and application recon may be 
performed (as described in FIG. 2C), collecting information 
on applications, sites, and publicly-available records. In a 
next step 233, collected information over time may be 

35 analyzed for software version numbers, revealing the patch­
ing frequency of target hosts and their respective applica­
tions and services. Using a hybrid time-series graph, time­
stamps may be associated with ongoing changes to reveal 
these updates over time. In a next step 234, a plurality of 

40 additional endpoints may be scanned, such as (for example, 
including but not limited to) internet-of-things (IoT) devices 
that may be scanned and fingerprinted, end-user devices 
such as personal smartphones, tablets, or computers, or 
social network endpoints such as scraping content from user 

45 social media pages or feeds. User devices may be finger­
printed and analyzed similar to organization hosts, and 
social media content may be retrieved such as collecting 
sentiment from services like TWITTER™ or LINKEDIN™, 
or analyzing job description listings and other publicly-

50 available information. In a next step 235, open-source 
intelligence feeds may be checked, such as company IP 
address blacklists, search domains, or information leaks (for 
example, posted to public records such as PASTEBIWM). In 
a final step 236, collected information from all sources may 

55 be scored according to a weighted system, producing an 
overall cybersecurity rating score based on the information 
collected and the analysis of that information to reveal 
additional insights, relationships, and vulnerabilities. 

For example, in an exemplary scoring system similar to a 
60 credit rating, information from initial Internet recon opera­

tions may be assigned a score up to 400 points, along with 
up to 200 additional points for web/application recon results, 
100 points for patch frequency, and 50 points each for 
additional endpoints and open-source intel results. This 

65 yields a weighted score incorporating all available informa­
tion from all scanned sources, allowing a meaningful and 
readily-appreciable representation of an organization's over-
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all cybersecurity strength. Additionally, as scanning may be 
performed repeatedly and results collected into a time-series 
hybrid data structure, this cybersecurity rating may evolve 
over time to continuously reflect the current state of the 
organization, reflecting any recent changes, newly-discov- 5 

ered or announced vulnerabilities, software or hardware 
updates, newly-added or removed devices or services, and 
any other changes that may occur. 

FIGS. 3A and 3B are process diagrams showing business 
operating system functions in use to mitigate cyberattacks. 10 

Input network data which may include network flow patterns 
321, the origin and destination of each piece of measurable 
network traffic 322, system logs from servers and worksta­
tions on the network 323, endpoint data 329, any security 
event log data from servers or available security information 15 

and event (SIEM) systems 324, external threat intelligence 
feeds 324, identity or assessment context 325, external 
network health or cybersecurity feeds 326, Kerberos domain 
controller or ACTIVE DIRECTORY™ server logs or instru­
mentation 327, business unit performance related data 328, 20 

endpoint data 329, among many other possible data types for 
which the invention was designed to analyze and integrate, 
may pass into 315 the business operating system 310 for 
analysis as part of its cyber security function. These multiple 
types of data from a plurality of sources may be transformed 25 

for analysis 311, 312 using at least one of the specialized 
cybersecurity, risk assessment or common functions of the 
business operating system in the role of cybersecurity sys­
tem, such as, but not limited to network and system user 
privilege oversight 331, network and system user behavior 30 

analytics 332, attacker and defender action timeline 333, 
SIEM integration and analysis 334, dynamic benchmarking 
335, and incident identification and resolution performance 
analytics 336 among other possible cybersecurity functions; 
value at risk (VAR) modeling and simulation 341, anticipa- 35 

tory vs. reactive cost estimations of different types of data 
breaches to establish priorities 342, work factor analysis 343 
and cyber event discovery rate 344 as part of the system's 
risk analytics capabilities; and the ability to format and 
deliver customized reports and dashboards 351, perform 40 

generalized, ad hoc data analytics on demand 352, continu­
ously monitor, process and explore incoming data for subtle 
changes or diffuse informational threads 353 and generate 
cyber-physical systems graphing 354 as part of the business 
operating system's common capabilities. Output 317 can be 45 

used to configure network gateway security appliances 361, 
to assist in preventing network intrusion through predictive 
change to infrastructure recommendations 362, to alert an 
enterprise of ongoing cyberattack early in the attack cycle, 
possibly thwarting it but at least mitigating the damage 362, 50 

to record compliance to standardized guidelines or SLA 
requirements 363, to continuously probe existing network 
infrastructure and issue alerts to any changes which may 
make a breach more likely 364, suggest solutions to any 
domain controller ticketing weaknesses detected 365, detect 55 

presence of malware 366, perform one time or continuous 
vulnerability scanning depending on client directives 367, 
and thwart or mitigate damage from cyber attacks 368. 
These examples are, of course, only a subset of the possible 
uses of the system, they are exemplary in nature and do not 60 

reflect any boundaries in the capabilities of the invention. 
FIG. 4 is a process flow diagram of a method for seg­

menting cyberattack information to appropriate corporation 
parties 400. As previously disclosed 200, 351, one of the 
strengths of the advanced cyber-decision platform is the 65 

ability to finely customize reports and dashboards to specific 
audiences, concurrently is appropriate. This customization is 

16 
possible due to the devotion of a portion of the business 
operating system's programming specifically to outcome 
presentation by modules which include the observation and 
state estimation service 140 with its game engine 140a and 
script interpreter 140b. In the setting of cybersecurity, issu­
ance of specialized alerts, updates and reports may signifi­
cantly assist in getting the correct mitigating actions done in 
the most timely fashion while keeping all participants 
informed at predesignated, appropriate granularity. Upon the 
detection of a cyberattack by the system 401 all available 
information about the ongoing attack and existing cyberse­
curity knowledge are analyzed, including through predictive 
simulation in near real time 402 to develop both the most 
accurate appraisal of current events and actionable recom­
mendations concerning where the attack may progress and 
how it may be mitigated. The information generated in 
totality is often more than any one group needs to perform 
their mitigation tasks. At this point, during a cyberattack, 
providing a single expansive and all inclusive alert, dash­
board image, or report may make identification and action 
upon the crucial information by each participant more 
difficult, therefore the cybersecurity focused arrangement 
may create multiple targeted information streams each con­
currently designed to produce most rapid and efficacious 
action throughout the enterprise during the attack and issue 
follow-up reports with and recommendations or information 
that may lead to long term changes afterward 403. Examples 
of groups that may receive specialized information streams 
include but may not be limited to front line responders 
during the attack 404, incident forensics support both during 
and after the attack 405, chief information security officer 
406 and chief risk officer 407 the information sent to the 
latter two focused to appraise overall damage and to imple­
ment both mitigating strategy and preventive changes after 
the attack. Front line responders may use the cyber-decision 
platform's analyzed, transformed and correlated information 
specifically sent to them 404 to probe the extent of the 
attack, isolate such things as: the predictive attacker's entry 
point onto the enterprise's network, the systems involved or 
the predictive ultimate targets of the attack and may use the 
simulation capabilities of the system to investigate alternate 
methods of successfully ending the attack and repelling the 
attackers in the most efficient marmer, although many other 
queries known to those skilled in the art are also answerable 
by the invention. Simulations run may also include the 
predictive effects of any attack mitigating actions on normal 
and critical operation of the enterprise's IT systems and 
corporate users. Similarly, a chief information security offi­
cer may use the cyber-decision platform to predictively 
analyze 406 what corporate information has already been 
compromised, predictively simulate the ultimate informa­
tion targets of the attack that may or may not have been 
compromised and the total impact of the attack what can be 
done now and in the near future to safeguard that informa­
tion. Further, during retrospective forensic inspection of the 
attack, the forensic responder may use the cyber-decision 
platform 405a to clearly and completely map the extent of 
network infrastructure through predictive simulation and 
large volume data analysis. The forensic analyst may also 
use the platform's capabilities to perform a time series and 
infrastructural spatial analysis of the attack's progression 
with methods used to infiltrate the enterprise's subnets and 
servers. Again, the chief risk officer would perform analyses 
of what information 407a was stolen and predictive simu­
lations on what the theft means to the enterprise as time 
progresses. Additionally, the system's predictive capabilities 
may be employed to assist in creation of a plan for changes 
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of the IT infrastructural that should be made that are optimal 
for remediation of cybersecurity risk under possibly limited 
enterprise budgetary constraints in place at the company so 
as to maximize financial outcome. 

FIG. 5 is a diagram of an exemplary architecture for a 
system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph 500, 
according to one aspect. According to the aspect, a DCG 500 
may comprise a pipeline orchestrator 501 that may be used 
to perform a variety of data transformation functions on data 
within a processing pipeline, and may be used with a 
messaging system 510 that enables communication with any 
number of various services and protocols, relaying messages 
and translating them as needed into protocol-specific API 
system calls for interoperability with external systems 
(rather than requiring a particular protocol or service to be 
integrated into a DCG 500). 

Pipeline orchestrator 501 may spawn a plurality of child 
pipeline clusters 502a-b, which may be used as dedicated 
workers for streamlining parallel processing. In some 
arrangements, an entire data processing pipeline may be 
passed to a child cluster 502a for handling, rather than 
individual processing tasks, enabling each child cluster 
502a-b to handle an entire data pipeline in a dedicated 
fashion to maintain isolated processing of different pipelines 
using different cluster nodes 502a-b. Pipeline orchestrator 
501 may provide a software API for starting, stopping, 
submitting, or saving pipelines. When a pipeline is started, 
pipeline orchestrator 501 may send the pipeline information 

18 
clusters 502a-b in a data pipeline. A logging service 530 may 
be used to log and sample DCG requests and messages 
during operation while notification service 540 may be used 
to receive alerts and other notifications during operation (for 

5 example to alert on errors, which may then be diagnosed by 
reviewing records from logging service 530), and by being 
connected externally to messaging system 510, logging and 
notification services can be added, removed, or modified 
during operation without impacting DCG 500. A plurality of 

10 DCG protocols 550a-b may be used to provide structured 
messaging between a DCG 500 and messaging system 510, 
or to enable messaging system 510 to distribute DCG 
messages across service clusters 520a-d as shown. A service 
protocol 560 may be used to define service interactions so 

15 that a DCG 500 may be modified without impacting service 
implementations. In this marmer it can be appreciated that 
the overall structure of a system using an actor-driven DCG 
500 operates in a modular fashion, enabling modification 
and substitution of various components without impacting 

20 other operations or requiring additional reconfiguration. 
FIG. 6 is a diagram of an exemplary architecture for a 

system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph 500, 
according to one aspect. According to the aspect, a variant 

25 messaging arrangement may utilize messaging system 510 
as a messaging broker using a streaming protocol 610, 
transmitting and receiving messages immediately using 
messaging system 510 as a message broker to bridge com­
munication between service actors 52la-b as needed. Alter-

to an available worker node 502a-b, for example using 30 

AKKA™ clustering. For each pipeline initialized by pipe­
line orchestrator 501, a reporting object with status infor­
mation may be maintained. Streaming activities may report 

nately, individual services 522a-b may communicate 
directly in a batch context 620, using a data context service 
630 as a broker to batch-process and relay messages 
between services 522a-b. 

FIG. 7 is a diagram of an exemplary architecture for a 
system for rapid predictive analysis of very large data sets 
using an actor-driven distributed computational graph 500, 
according to one aspect. According to the aspect, a variant 
messaging arrangement may utilize a service connector 710 
as a central message broker between a plurality of service 

the last time an event was processed, and the number of 
events processed. Batch activities may report status mes- 35 

sages as they occur. Pipeline orchestrator 501 may perform 
batch caching using, for example, an IGFS™ caching file­
system. This allows activities 512a-d within a pipeline 
502a-b to pass data contexts to one another, with any 
necessary parameter configurations. 

A pipeline manager 5lla-b may be spawned for every 
new running pipeline, and may be used to send activity, 
status, lifecycle, and event count information to the pipeline 
orchestrator 501. Within a particular pipeline, a plurality of 
activity actors 512a-d may be created by a pipeline manager 45 

5lla-b to handle individual tasks, and provide output to data 
services 522a-d. Data models used in a given pipeline may 

40 actors 52la-b, bridging messages in a streaming context 610 
while a data context service 630 continues to provide direct 
peer-to-peer messaging between individual services 522a-b 
in a batch context 620. 

be determined by the specific pipeline and activities, as 
directed by a pipeline manager 5lla-b. Each pipeline man­
ager 5lla-b controls and directs the operation of any activity 50 

actors 512a-d spawned by it. A pipeline process may need to 
coordinate streaming data between tasks. For this, a pipeline 
manager 5lla-b may spawn service connectors to dynami­
cally create TCP connections between activity instances 
512a-d. Data contexts may be maintained for each indi- 55 

vidual activity 512a-d, and may be cached for provision to 
other activities 512a-d as needed. A data context defines how 

It should be appreciated that various combinations and 
arrangements of the system variants described above (refer­
ring to FIGS. 1-7) may be possible, for example using one 
particular messaging arrangement for one data pipeline 
directed by a pipeline manager 5lla-b, while another pipe­
line may utilize a different messaging arrangement ( or may 
not utilize messaging at all). In this marmer, a single DCG 
500 and pipeline orchestrator 501 may operate individual 
pipelines in the marmer that is most suited to their particular 
needs, with dynamic arrangements being made possible 
through design modularity as described above in FIG. 5. 

FIG. 19 is block diagram showing an exemplary system 
architecture 1900 for a system for cybersecurity profiling 
and rating. The system in this example contains a cyber­
physical graph 1902 which is used to represent a complete 
picture of an organization's infrastructure and operations 

an activity accesses information, and an activity 512a-d may 
process data or simply forward it to a next step. Forwarding 
data between pipeline steps may route data through a 
streaming context or batch context. 

A client service cluster 530 may operate a plurality of 
service actors 52la-d to serve the requests of activity actors 
512a-d, ideally maintaining enough service actors 52la-dto 
support each activity per the service type. These may also be 
arranged within service clusters 520a-d, in a manner similar 
to the logical organization of activity actors 512a-d within 

60 including, importantly, the organization's computer network 
infrastructure particularly around system configurations that 
influence cybersecurity protections and resiliency. The sys­
tem further contains a directed computational graph 1911, 
which contains representations of complex processing pipe-

65 lines and is used to control workflows through the system 
such as determining which 3rd party search tools 1915 to use, 
assigning search tasks, and analyzing the cyber-physical 
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graph 1902 and comparing results of the analysis against 
reconnaissance data received from the reconnaissance 
engine 1906 and stored in the reconnaissance data storage 
1905. In some embodiments, the determination of which 3rd 

party search tools 1915 to use and assignment of search tasks 
may be implemented by a reconnaissance engine 1906. The 
cyber-physical graph 1902 plus the analyses of data directed 
by the directed computational graph on the reconnaissance 
data received from the reconnaissance engine 1906 are 
combined to represent the cyber-security profile of the client 
organization whose network 1907 is being evaluated. A 
queuing system 1912 is used to organize and schedule the 
search tasks requested by the reconnaissance engine 1906. A 
data to rule mapper 1904 is used to retrieve laws, policies, 
and other rules from an authority database 1903 and com­
pare reconnaissance data received from the reconnaissance 
engine 1906 and stored in the reconnaissance data storage 
1905 against the rules in order to determine whether and to 
what extent the data received indicates a violation of the 
rules. Machine learning models 1901 may be used to iden­
tify patterns and trends in any aspect of the system, but in 
this case are being used to identify patterns and trends in the 
data which would help the data to rule mapper 1904 deter­
mine whether and to what extent certain data indicate a 
violation of certain rules. A scoring engine 1910 receives the 
data analyses performed by the directed computational 
graph 1911, the output of the data to rule mapper 1904, plus 
event and loss data 1914 and contextual data 1909 which 

20 
1906, the cyber-physical graph 1902, the data to rule map­
per, from which comparisons a cybersecurity profile of the 
organization is developed. The cybersecurity profile is sent 
to the scoring engine 1910 along with event and loss data 

5 1914 and context data 1909 for the scoring engine 1910 to 
develop a score and/or rating for the organization that takes 
into consideration both the cybersecurity profile, context, 
and other information. 

FIG. 24 is a block diagram showing an exemplary archi-
10 tecture 2400 for a scoring engine. Data fed into the scoring 

engine comprise the cybersecurity profile 1918 and recon­
naissance data 1905 developed at earlier stages of system 
operation. Based on these data, a frequency and severity of 
attack is estimated 2408. For each risk type, curve fitting 

15 2402 may be performed on the data points to assign a "best 
fit" function along the range of data points, which captures 
trends in the data and allows for predictions of how similar 
data will behave in the future. Aggregations of operational 
variables 2403 may be applied to identify maxima, minima, 

20 counts, sums, and standard deviations of the data. Risk 
identification and quantification is then performed 2413, and 
a business impact analysis is performed 2412 based on a 
totality of the predicted risks, their severity, business depen­
dencies reflected in the cyber-physical graph, and prior event 

25 and loss data 2410, among other variables. From this analy­
sis of business impact 2412, a network resilience rating is 
assigned 2405, representing a weighted and adjusted total of 
relative exposure the organization has to various types of 

defines a context in which the other data are to be scored 
and/or rated. A public-facing proxy network 1908 is estab- 30 

lished outside of a firewall 1917 around the client network 

risks, each of which may be assigned a sub-rating. The 
network resilience rating 2405 may be a single score for all 
factors, a combination of scores, or a score for a particular 

1907 both to control access to the client network from the 
Internet 1913, and to provide the ability to change the 
outward presentation of the client network 1907 to the 
Internet 1913, which may affect the data obtained by the 
reconnaissance engine 1906. In some embodiments, certain 
components of the system may operate outside the client 
network 1907 and may access the client network through a 
secure, encrypted virtual private network (VPN) 1916, as in 
a cloud-based or platform-as-a-service implementation, but 
in other embodiments some or all of these components may 
be installed and operated from within the client network 
1907. 

As a brief overview of operation, information is obtained 
about the client network 1907 and the client organization's 
operations, which is used to construct a cyber-physical graph 
1902 representing the relationships between devices, users, 
resources, and processes in the organization, and contextu­
alizing cybersecurity information with physical and logical 
relationships that represent the flow of data and access to 
data within the organization including, in particular, network 
security protocols and procedures. The directed computa­
tional graph 1911 containing workflows and analysis pro­
cesses, selects one or more analyses to be performed on the 
cyber-physical graph 1902. Some analyses may be per­
formed on the information contained in the cyber-physical 
graph, and some analyses may be performed on or against 
the cyber-physical graph using information obtained from 
the Internet 1913 from reconnaissance engine 1906. The 
workflows contained in the directed computational graph 
1911 select one or more search tools to obtain information 
about the organization from the Internet 1915, and may 
comprise one or more third party search tools 1915 available 
on the Internet. As data are collected, they are fed into a 
reconnaissance data storage 1905, from which they may be 
retrieved and further analyzed. Comparisons are made 
between the data obtained from the reconnaissance engine 

risk or area of concern. The network resilience rating 2411 
may then be adjusted or filtered depending on the context in 
which it is to be used 2409. For example, context data 

35 received 2408 may indicate that the scores are to be used for 
compliance with internal theft policies, but the factors 
associated with the network resilience rating indicate that 
the highest risks are associated with cyber-attacks from 
external systems, which may cause the adjustment for goal/ 

40 purpose 2409 to filter out the factors of the network resil­
ience rating associated with risks from external cyber­
attacks or reduce their contribution to a functional score. 
Finally, a functional cybersecurity score 2411 is assigned 
which takes into account the adjusted factors of the network 

45 resilience score and the context in which the functional score 
is to be applied. The process may be iterative, in that the 
network resilience rating 2405 from previous analyses may 
be fed back into the start of the process at estimation of 
frequency and severity of attacks 2401. 

50 Detailed Description of Exemplary Aspects 
FIG. 29 is a flow diagram illustrating an exemplary 

method for identifying an anomalous event. In an initial step 
2910, active and passive reconnaissance results may be 
received at a scoring engine 2400. This data may then be 

55 analyzed 2920 along with a cyber-physical graph to deter­
mine patterns of normal event behavior for various nodes 
within the CPG, based on observed events over time. Event 
logs, reconnaissance data, and other time-series data may 
then be monitored 2930 to track event patterns over time, 

60 comparing against normal patterns to identify anomalies as 
well as enabling refinement of the normal pattern records by 
incorporating additional data as it is produced. When an 
event occurs that is recognized to be outside the normal 
patterns, for example if the event exceeds a configured 

65 threshold for aberrance or involves a known-compromised 
node or external address or resource (such as a deliberate 
"honeypot" node for intrusion detection), it may then be 
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identified as an anomaly 2940 that may indicate a compro­
mised node or an intrusion attempt. These anomalous events 
may be used to identify correlations in network behavior and 
identify attack patterns, as described below in FIGS. 30-32. 

22 
nodes in a CPG until all relationships have been identified. 
These behavioral relationships may then be used 3130 to 
produce an initial behavioral graph that describes the inter-

FIG. 30 is a flow diagram illustrating an exemplary 5 

method for identifying correlations between an anomaly and 
other network events and resources. According to this 
method, when an anomaly is identified 3010 (as described 
above, with reference to FIG. 29), it may be correlated with 
other events, network resources, behavior patterns, or any 10 

other available information that may be contextually linked 

connectedness between nodes and the various event path­
ways that can occur, including potential ( or actual) attach 
paths that an intruder may take advantage of when attempt-
ing to compromise the network or any particular nodes. 
These pathways indicate what dependencies must be satis­
fied for any given event or node behavior, what the effects 
of the event or behavior are, what nodes are in turn affected 
by those outcomes, and other such directed flow informa-

to the anomaly. Using a CPG for the network, correlations 
may be identified by first comparing resources involved in 

tion. The graph may then be used to identify 3140 any 
possible event flows and interactions between the affected 
nodes, indicating causative effect pathways that are trig­
gered by events and node behaviors, which in the case of an 
anomaly allows insight into what effects the anomaly may 
have or what may have led up to the event in question as is 
described below, in FIG. 32. 

FIG. 32 is a flow diagram illustrating an exemplary 
method for determining an attack's point of origin using a 
behavior graph. When a behavior graph is produced for an 
identified event anomaly 3210, it may be used to determine 
event dependencies 3220 based on the identified behavioral 
patterns and causative relationships in the graph. Using 

the anomaly 3020, for example any machines that partici­
pated in the anomalous event or any databases or other 15 

resources that were accessed. This information may then be 
used to further correlate with other events involving those 
resources 3030, such as events taking place at the same (or 
nearly the same) time, or events with a recognizable caus­
ative relationship such as non-anomalous events that may 20 

have been triggered by the anomaly (for example, as would 
occur if an attacker accessed a resource and used it to 
perform routine functions that are not anomalous in them­
selves, but were clearly related to the anomalous event as 
they occurred immediately following it during a time when 
they would normally be unlikely to happen). An established 
normal behavior pattern (as described above, with reference 

25 these dependencies, a dependency tree may be produced that 
comprises the chain of causative events, behaviors, and 
conditions that led up to the anomaly. This dependency tree 
comprises the potential event flows and interaction pathways 
within and between the nodes, and causative relationships 

to FIG. 29) may also be used to identify additional anoma-
lies 3040 that may not comprise anomalous events (that is, 
discrete network events that do not correspond to established 
normal event behavior) but rather deviations from normal 
behavior that occur around the same time or involving the 
same resources as an anomalous event. For example, if an 
anomalous event occurs involving a particular computer on 
the network, behavior logs may be reviewed 3050 to identify 
any recent anomalous behavior that may have gone unno­
ticed, and current behavior 3060 may be checked for any 
deviations from established normal patterns. These devia­
tions may be determined using preconfigured thresholds, or 
ad-hoc thresholds that may be established on the fly based on 
the anomalous event and other available information per­
taining to the incident as it unfolds. For example, an event 
involving a large number of resources or particularly sen­
sitive data stores may cause a threshold for behavior devia­
tion to be set lower than a comparatively minor anomaly 
involving only a small number of nonessential network 
resources. 

In this marmer, anomalous events may be rapidly corre­
lated with any unusual behavior or activity on the network 
in order to gain a more-complete picture of the extent of any 
potential attack and reveal additional information that may 
be used in mitigating the attack, as described below in FIGS. 
31-32. 

FIG. 31 is a flow diagram illustrating an exemplary 
method for generating a behavior graph based on an iden­
tified anomaly and its correlations. When an anomaly is 
detected and correlated 3110 as described above (with 
reference to FIGS. 29-30), a DCG may be used to formulate 
a behavior graph representing the various behavioral con­
nections and interactions between involved resources or 
processes pertaining to the anomaly, in order to identify 
possible event flows between affected nodes and gain further 
insight into the anomaly and any possible effects or out­
comes it may produce. Initially 3120, the DCG may be used 
to identify all behavior interactions between affected pro­
cesses and resources, using established known behavior 
patterns and event correlations to iterate over the affected 

30 can be followed through time as branching paths through the 
tree. By traversing this dependency tree backward 3230 (that 
is, following the path of event flows back in time), it then 
becomes possible to determine a point of origin for the 
anomaly and the starting conditions that were in place 3240. 

35 This enables more effective mitigation of attacks and reso­
lution of flaws in a network, by identifying the precise 
causes of vulnerabilities and deficiencies so they may be 
addressed directly rather than traditional approaches that are 
inherently limited to mitigating the outcomes of an unknown 

40 attack; in other words, traditional approaches focus on 
current symptoms of an attack whereas this method is able 
to directly identify and address the root cause of the issue. 

FIG. 8 is a flow diagram of an exemplary method 800 for 
cybersecurity behavioral analytics, according to one aspect. 

45 According to the aspect, behavior analytics may utilize 
passive information feeds from a plurality of existing end­
points (for example, including but not limited to user activity 
on a network, network performance, or device behavior) to 
generate security solutions. In an initial step 801, a web 

50 crawler 115 may passively collect activity information, 
which may then be processed 802 using a DCG 155 to 
analyze behavior patterns. Based on this initial analysis, 
anomalous behavior may be recognized 803 (for example, 
based on a threshold of variance from an established pattern 

55 or trend) such as high-risk users or malicious software 
operators such as bots. These anomalous behaviors may then 
be used 804 to analyze potential angles of attack and then 
produce 805 security suggestions based on this second-level 
analysis and predictions generated by an action outcome 

60 simulation module 125 to determine the likely effects of the 
change. The suggested behaviors may then be automatically 
implemented 806 as needed. Passive monitoring 801 then 
continues, collecting information after new security solu­
tions are implemented 806, enabling machine learning to 

65 improve operation over time as the relationship between 
security changes and observed behaviors and threats are 
observed and analyzed. 
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This method 800 for behavioral analytics enables proac­
tive and high-speed reactive defense capabilities against a 
variety of cyberattack threats, including anomalous human 
behaviors as well as nonhuman "bad actors" such as auto­
mated software bots that may probe for, and then exploit, 5 

existing vulnerabilities. Using automated behavioral learn-
ing in this manner provides a much more responsive solution 
than manual intervention, enabling rapid response to threats 
to mitigate any potential impact. Utilizing machine learning 
behavior further enhances this approach, providing addi- 10 

tional proactive behavior that is not possible in simple 
automated approaches that merely react to threats as they 
occur. 

24 
tion, adding risk assessment context to the behavior infor­
mation. In a next step 1103, time-series information (as 
described previously, referring to FIG. 10) may be received 
and incorporated, updating CPG information as changes 
occur and events are logged. This information may then be 
used to produce 1104 a graph visualization of users, servers, 
devices, and other resources correlating physical relation­
ships (such as a user's personal computer or smartphone, or 
physical connections between servers) with logical relation­
ships (such as access privileges or database connections), to 
produce a meaningful and contextualized visualization of a 
security infrastructure that reflects the current state of the 
internal relationships present in the infrastructure. 

FIG. 12 is a flow diagram of an exemplary method 1200 
for continuous network resilience rating, according to one 
aspect. According to the aspect, a baseline score can be used 
to measure an overall level of risk for a network infrastruc­
ture, and may be compiled by first collecting 1201 infor-

20 mation on publicly-disclosed vulnerabilities, such as (for 
example) using the Internet or common vulnerabilities and 
exploits (CVE) process. This information may then 1202 be 
incorporated into a CPG as described previously in FIG. 11, 
and the combined data of the CPG and the known vulner-

FIG. 9 is a flow diagram of an exemplary method 900 for 
measuring the effects of cybersecurity attacks, according to 15 

one aspect. According to the aspect, impact assessment of an 
attack may be measured using a DCG 155 to analyze a user 
account and identify its access capabilities 901 (for example, 
what files, directories, devices or domains an account may 
have access to). This may then be used to generate 902 an 
impact assessment score for the account, representing the 
potential risk should that account be compromised. In the 
event of an incident, the impact assessment score for any 
compromised accounts may be used to produce a "blast 
radius" calculation 903, identifying exactly what resources 25 

are at risk as a result of the intrusion and where security 
personnel should focus their attention. To provide proactive 
security recommendations through a simulation module 125, 
simulated intrusions may be run 904 to identify potential 
blast radius calculations for a variety of attacks and to 30 

determine 905 high risk accounts or resources so that 
security may be improved in those key areas rather than 
focusing on reactive solutions. 

FIG. 10 is a flow diagram of an exemplary method 1000 
for continuous cybersecurity monitoring and exploration, 35 

according to one aspect. According to the aspect, a state 
observation service 140 may receive data from a variety of 
connected systems 1001 such as (for example, including but 
not limited to) servers, domains, databases, or user directo­
ries. This information may be received continuously, pas- 40 

sively collecting events and monitoring activity over time 
while feeding 1002 collected information into a graphing 
service 145 for use in producing time-series graphs 1003 of 
states and changes over time. This collated time-series data 
may then be used to produce a visualization 1004 of changes 45 

over time, quantifying collected data into a meaningful and 
understandable format. As new events are recorded, such as 
changing user roles or permissions, modifying servers or 
data structures, or other changes within a security infrastruc­
ture, these events are automatically incorporated into the 50 

time-series data and visualizations are updated accordingly, 
providing live monitoring of a wealth of information in a 
way that highlights meaningful data without losing detail 
due to the quantity of data points under examination. 

FIG. 11 is a flow diagram of an exemplary method 1100 55 

for mapping a cyber-physical system graph (CPG), accord-
ing to one aspect. According to the aspect, a cyber-physical 
system graph may comprise a visualization of hierarchies 
and relationships between devices and resources in a secu-
rity infrastructure, contextualizing security information with 60 

physical device relationships that are easily understandable 
for security personnel and users. In an initial step 1101, 
behavior analytics information (as described previously, 
referring to FIG. 8) may be received at a graphing service 
145 for inclusion in a CPG. In a next step 1102, impact 65 

assessment scores (as described previously, referring to FIG. 
9) may be received and incorporated in the CPG informa-

abilities may then be analyzed 1203 to identify the relation­
ships between known vulnerabilities and risks exposed by 
components of the infrastructure. This produces a combined 
CPG 1204 that incorporates both the internal risk level of 
network resources, user accounts, and devices as well as the 
actual risk level based on the analysis of known vulnerabili­
ties and security risks. 

FIG. 13 is a flow diagram of an exemplary method 1300 
for cybersecurity privilege oversight, according to one 
aspect. According to the aspect, time-series data ( as 
described above, referring to FIG. 10) may be collected 
1301 for user accounts, credentials, directories, and other 
user-based privilege and access information. This data may 
then 1302 be analyzed to identify changes over time that 
may affect security, such as modifying user access privileges 
or adding new users. The results of analysis may be checked 
1303 against a CPG (as described previously in FIG. 11), to 
compare and correlate user directory changes with the actual 
infrastructure state. This comparison may be used to perform 
accurate and context-enhanced user directory audits 1304 
that identify not only current user credentials and other 
user-specific information, but changes to this information 
over time and how the user information relates to the actual 
infrastructure (for example, credentials that grant access to 
devices and may therefore implicitly grant additional access 
due to device relationships that were not immediately appar­
ent from the user directory alone). 

FIG. 14 is a flow diagram of an exemplary method 1400 
for cybersecurity risk management, according to one aspect. 
According to the aspect, multiple methods described previ­
ously may be combined to provide live assessment of attacks 
as they occur, by first receiving 1401 time-series data for an 
infrastructure (as described previously, in FIG. 10) to pro­
vide live monitoring of network events. This data is then 
enhanced 1402 with a CPG (as described above in FIG. 11) 
to correlate events with actual infrastructure elements, such 
as servers or accounts. When an event (for example, an 
attempted attack against a vulnerable system or resource) 
occurs 1403, the event is logged in the time-series data 1404, 
and compared against the CPG 1405 to determine the 
impact. This is enhanced with the inclusion of impact 
assessment information 1406 for any affected resources, and 
the attack is then checked against a baseline score 1407 to 

PAN Exhibit 1001 
Page 50 of 57



US 12,301,627 B2 
25 

determine the full extent of the impact of the attack and any 
necessary modifications to the infrastructure or policies. 

FIG. 15 is a flow diagram of an exemplary method 1500 
for mitigating compromised credential threats, according to 
one aspect. According to the aspect, impact assessment 5 

scores (as described previously, referring to FIG. 9) may be 
collected 1501 for user accounts in a directory, so that the 
potential impact of any given credential attack is known in 
advance of an actual attack event. This information may be 
combined with a CPG 1502 as described previously in FIG. 10 

11, to contextualize impact assessment scores within the 
infrastructure (for example, so that it may be predicted what 
systems or resources might be at risk for any given creden-
tial attack). A simulated attack may then be performed 1503 
to use machine learning to improve security without waiting 15 

for actual attacks to trigger a reactive response. A blast 
radius assessment (as described above in FIG. 9) may be 
used in response 1504 to determine the effects of the 
simulated attack and identify points of weakness, and pro­
duce a recommendation report 1505 for improving and 20 

hardening the infrastructure against future attacks. 
FIG. 16 is a flow diagram of an exemplary method 1600 

for dynamic network and rogue device discovery, according 
to one aspect. According to the aspect, an advanced cyber 
decision platform may continuously monitor a network in 25 

real-time 1601, detecting any changes as they occur. When 
a new connection is detected 1602, a CPG may be updated 
1603 with the new connection information, which may then 
be compared against the network's resiliency score 1604 to 
examine for potential risk. The blast radius metric for any 30 

other devices involved in the connection may also be 
checked 1605, to examine the context of the connection for 
risk potential (for example, an unknown connection to an 
internal data server with sensitive information may be 
considered a much higher risk than an unknown connection 35 

to an externally-facing web server). If the connection is a 
risk, an alert may be sent to an administrator 1606 with the 
contextual information for the connection to provide a 
concise notification of relevant details for quick handling. 

FIG. 17 is a flow diagram of an exemplary method 1700 40 

for Kerberos "golden ticket" attack detection, according to 
one aspect. Kerberos is a network authentication protocol 
employed across many enterprise networks to enable single 
sign-on and authentication for enterprise services. This 
makes it an attractive target for attacks, which can result in 45 

persistent, undetected access to services within a network in 
what is known as a "golden ticket" attack. To detect this 
form of attack, behavioral analytics may be employed to 
detect forged authentication tickets resulting from an attack. 
According to the aspect, an advanced cyber decision plat- 50 

form may continuously monitor a network 1701, informing 

26 
a network 1801, including (but not limited to) device telem­
etry data, log files, connections and network events, 
deployed software versions, or contextual user activity 
information. This information is incorporated into a CPG 
1802 to maintain an up-to-date model of the network in 
real-time. When a new vulnerability is discovered, a blast 
radius score may be assessed 1803 and the network's 
resiliency score may be updated 1804 as needed. A security 
alert may then be produced 1805 to notify an administrator 
of the vulnerability and its impact, and a proposed patch may 
be presented 1806 along with the predicted effects of the 
patch on the vulnerability's blast radius and the overall 
network resiliency score. This determines both the total 
impact risk of any particular vulnerability, as well as the 
overall effect of each vulnerability on the network as a 
whole. This continuous network assessment may be used to 
collect information about new vulnerabilities and exploits to 
provide proactive solutions with clear result predictions, 
before attacks occur. 

FIG. 20 is a relational diagram showing the relationships 
between exemplary 3rd party search tools 1915, search tasks 
2010 that can be generated using such tools, and the types 
of information that may be gathered with those tasks 2011-
2014, and how a public-facing proxy network 1908 may be 
used to influence the search task results. While the use of 3rd 

party search tools 1915 is in no way required, and propri-
etary or other self-developed search tools may be used, there 
are numerous 3rd party search tools 1915 available on the 
Internet, many of them available for use free of charge, that 
are convenient for purposes of performing external and 
internal reconnaissance of an organization's infrastructure. 
Because they are well-known, they are included here as 
examples of the types of search tools that may be used and 
the reconnaissance data that may be gathered using such 
tools. The search tasks 2010 that may be generated may be 
classified into several categories. While this category list is 
by no means exhaustive, several important categories of 
reconnaissance data are domain and internet protocol (IP) 
address searching tasks 2011, corporate information search­
ing tasks 2012, data breach searching tasks 2013, and dark 
web searching tasks 2014. Third party search tools 1915 for 
domain and IP address searching tasks 2011 include, for 
example, DNSDumpster, Spiderfoot HX, Shodan, VirusTo­
tal, Dig, Censys, ViewDNS, and CheckDMARC, among 
others. These tools may be used to obtain reconnaissance 
data about an organization's server IPs, software, geoloca-
tion; open ports, patch/setting vulnerabilities; data hosting 
services, among other data 2031. Third party search tools 
1915 for corporate information searching tasks 2012 
include, for example, Bloomberg.com, Wikipedia, SEC.gov, 
AnnualReports.com, DNB.com, Hunter.io, and MarketVi-
sual, among others. These tools may be used to obtain 
reconnaissance data about an organization's addresses; corp 
info; high value target (key employee or key data assets) 

a CPG in real-time of all traffic associated with entities in an 
organization, for example, people, places, devices, or ser­
vices 1702. Machine learning algorithms detect behavioral 
anomalies as they occur in real-time 1703, notifying admin­
istrators with an assessment of the anomalous event 1704 as 
well as a blast radius score for the particular event and a 
network resiliency score to advise of the overall health of the 
network. By automatically detecting unusual behavior and 
informing an administrator of the anomaly along with con­
textual information for the event and network, a compro­
mised ticket is immediately detected when a new authenti­
cation connection is made. 

55 lists, emails, phone numbers, online presence 2032. Third 
party search tools 1915 for data breach searching tasks 2013 
include, for example, DeHashed, WeLeakinfo, Pastebin, 
Spiderfoot, and BreachCompilation, among others. These 
tools may be used to obtain reconnaissance data about an 

FIG. 18 is a flow diagram of an exemplary method 1800 
for risk-based vulnerability and patch management, accord­
ing to one aspect. According to the aspect, an advanced 
cyber decision platform may monitor all information about 

60 organization's previous data breaches, especially those 
involving high value targets, and similar data loss informa­
tion 2033. Third party search tools 1915 for deep web 
(reports, records, and other documents linked to in web 
pages, but not indexed in search results ... estimated to be 

65 90% of available web content) and dark web (websites 
accessible only through anonymizers such as TOR . . . 
estimated to be about 6% of available web content) search-
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ing tasks 2014 include, for example, Pip!, MyLife, Yippy, 
SurfWax, Wayback machine, Google Scholar, Duck­
DuckGo, Fazzle, Not Evil, and Start Page, among others. 
These tools may be used to obtain reconnaissance data about 
an organization's lost and stolen data such as customer credit 5 

card numbers, stolen subscription credentials, hacked 
accounts, software tools designed for certain exploits, which 
organizations are being targeted for certain attacks, and 
similar information 2034. A public-facing proxy network 
1908 may be used to change the outward presentation of the 10 

organization's network by conducting the searches through 
selectable attribution nodes 202la-n, which are configurable 
to present the network to the Internet in different ways such 
as, but not limited to, presenting the organization network as 15 
a commercial IP address, a residential IP address, or as an IP 
address from a particular country, all of which may influence 
the reconnaissance data received using certain search tools. 

FIG. 21 is a relational diagram showing the exemplary 
types and classifications of information that may be used in 20 

constructing a cyber-physical graph 1902 of an organiza­
tion's infrastructure and operations. The cyber-physical 
graph 1902 is a directed graph that represents a comprehen­
sive picture of an organization's infrastructure and opera­
tions. A cyber-physical graph 1902 represents the relation- 25 

ships between entities associated with an organization, for 
example, devices, users, resources, groups, and computing 
services, the relationships between the entities defining 
relationships and processes in an organization's infrastruc­
ture, thereby contextualizing security information with 30 

physical and logical relationships that represent the flow of 
data and access to data within the organization including, in 
particular, network security protocols and procedures. Data 
that may be incorporated into a cyber-physical graph may be 
any data relating to an organization's infrastructure and 35 

operations, and two primary categories of data that may be 
incorporated are internal reconnaissance data 2110 and 
external reconnaissance data 2120. Non-limiting examples 
of internal reconnaissance data 2110 include computers and 
devices, physical and intangible (data) assets, people (em- 40 

ployees, contractors, etc.), addresses and locations of build­
ings, servers, etc., business processes, access privileges, loss 
information, legal documents, and self-assessments of 
cybersecurity. Non-limiting examples of external reconnais­
sance data 2120 include domains and IP information, data 45 

breach information, organization information such as cor­
porate structures, key employees, etc., open port informa­
tion, information regarding which organizations are current 
targets of cyber-attacks, network vulnerability information, 
system version and patch/update information, known and 50 

possible exploits, and publicly available information. 
In an initial step 1101, behavior analytics information (as 

described previously, referring to FIG. 8) may be received at 
a graphing service 145 for inclusion in a CPG. In a next step 
1102, impact assessment scores (as described previously, 55 

referring to FIG. 9) may be received and incorporated in the 
CPG information, adding risk assessment context to the 
behavior information. In a next step 1103, time-series infor­
mation (as described previously, referring to FIG. 10) may 
be received and incorporated, updating CPG information as 60 

changes occur and events are logged. This information may 
then be used to produce 1104 a graph visualization of users, 
servers, devices, and other resources correlating physical 
relationships (such as a user's personal computer or smart­
phone, or physical connections between servers) with logi- 65 

cal relationships (such as access privileges or database 
connections), to produce a meaningful and contextualized 

28 
visualization of a security infrastructure that reflects the 
current state of the internal relationships present in the 
infrastructure. 

FIG. 22 is a directed graph diagram showing an exem­
plary cyber-physical graph 2200 and its possible use in 
creating cybersecurity profiles and ratings. A cyber-physical 
graph 1902 represents the relationships between entities 
associated with an organization, for example, devices, users, 
resources, groups, and computing services, the relationships 
between the entities defining relationships and processes in 
an organization's infrastructure, thereby contextualizing 
security information with physical and logical relationships 
that represent the flow of data and access to data within the 
organization including, in particular, network security pro­
tocols and procedures. A cyber-physical graph, in its most 
basic form, represents the network devices comprising an 
organization's network infrastructure as nodes ( also called 
vertices) in the graph and the physical or logical connections 
between them as edges between the nodes. The cyber­
physical graph may be expanded to include network infor­
mation and processes such as data flow, security protocols 
and procedures, and software versions and patch informa­
tion. Further, human users and their access privileges to 
devices and assets may be included. A cyber-security graph 
may be further expanded to include internal process infor­
mation such as business processes, loss information, and 
legal requirements and documents; external information 
such as domain and IP information, data breach information; 
and generated information such as open port information 
from external network scans, and vulnerabilities and 
avenues of attack. Thus, a cyber-physical graph may be used 
to represent a complete picture of an organization's infra­
structure and operations. 

In this example, which is necessarily simplified for clarity, 
the cyber-physical graph 2200 contains 12 nodes (vertices) 
comprising: seven computers and devices designated by 
solid circles 2202, 2203, 2204, 2206, 2207, 2209, 2210, two 
users designated by dashed-line circles 2201, 2211, and 
three functional groups designated by dotted-line circles 
2205, 2208, and 2212. The edges (lines) between the nodes 
indicate relationships between the nodes, and have a direc­
tion and relationship indicator such as "AdminTo," "Mem­
berOf," etc. While not shown here, the edges may also be 
assigned numerical weights or probabilities, indicating, for 
example, the likelihood of a successful attack gaining access 
from one node to another. Possible attack paths may be 
analyzed using the cyber-physical graph by running graph 
analysis algorithms such as shortest path algorithms, mini­
mum cost/maximum flow algorithms, strongly connected 
node algorithms, etc. In this example, several exemplary 
attack paths are ranked by likelihood. In the most likely 
attack path, user 2201 is an administrator to device 2202 to 
which device 2203 has connected. Device 2203 is a member 
of functional group 2208, which has a member of group 
2212. Functional group 2212 is an administrator to the target 
2206. In a second most likely attack path, user 2201 is an 
administrator to device 2207 to which device 2204 has 
connected. Device 2204 is a member of functional group 
2205, which is an administrator to the target device 2206. In 
a third most likely attack path, a flaw in the security 
protocols allow the credentials of user 2201 to be used to 
gain access to device 2210. User 2211 who is working on 
device 2210 may be tricked into providing access to func­
tional group 2205, which is an administrator to the target 
device 2206. 

FIG. 23 is a block diagram showing exemplary operation 
of a data to rule mapper. Laws, policies, standards, and other 
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rules are gathered and stored in an authority database 1903. 
Non-limiting examples of such rules include federal, state, 
and local statutes, regulations, case law interpretations, and 
other laws 2310, business policies and procedures 2320, and 
industry standards (as one example, cybersecurity industry 5 

standards for network security) 2330. Reconnaissance data 

Referring now to FIG. 25, there is shown a block diagram 
depicting an exemplary computing device 10 suitable for 
implementing at least a portion of the features or function­
alities disclosed herein. Computing device 10 may be, for 
example, any one of the computing machines listed in the 
previous paragraph, or indeed any other electronic device 
capable of executing software- or hardware-based instruc­
tions according to one or more programs stored in memory. 

are stored in a database 1905. A data to rule mapper 1904 
retrieves the reconnaissance data 1905 and matches it to 
rules from the authority database 1903. An example of this 
operation for statues/regulations 2310 is shown in 2311, 10 

where Article 33, paragraph 1 of the European Union's 
General Data Protection Regulation (GDPR) requires that an 
organization notify a cognizant authority of a data breach 
within 72 hours of knowledge of the breach. If a data point 15 
indicates that a data breach has been discovered because 

Computing device 10 may be configured to communicate 
with a plurality of other computing devices, such as clients 
or servers, over communications networks such as a wide 
area network a metropolitan area network, a local area 
network, a wireless network, the Internet, or any other 
network, using known protocols for such communication, 
whether wireless or wired. 

In one aspect, computing device 10 includes one or more 
central processing units (CPU) 12, one or more interfaces 
15, and one or more busses 14 (such as a peripheral 
component interconnect (PCI) bus). When acting under the 

data of the organization is found online, the data point is 
associated with that rule, and tagged with the possible 
impact of fines if the rule is not followed. An example of this 
operation for business policies 2320 is shown in 2321, where 
a corporate policy prohibits access of the organization's 
systems using personal computers. If a data point indicates 
that an employee account is accessed using a non-business­
owned computer, the data point is associated with the rule, 
and tagged with possible data theft and/or security breach. 
An example of this operation for industry standards 2330 is 
shown in 2331, where an industry standard prohibits open 
ports accessible from outside the network perimeter. If a data 
point indicates an open port, the data point is associated with 
the rule, and tagged with possible data loss and/or security 
breach. 
Hardware Architecture 

Generally, the techniques disclosed herein may be imple­
mented on hardware or a combination of software and 
hardware. For example, they may be implemented in an 
operating system kernel, in a separate user process, in a 
library package bound into network applications, on a spe­
cially constructed machine, on an application-specific inte­
grated circuit (ASIC), or on a network interface card. 

Software/hardware hybrid implementations of at least 
some of the aspects disclosed herein may be implemented on 
a progranimable network-resident machine (which should 
be understood to include intermittently connected network­
aware machines) selectively activated or reconfigured by a 
computer program stored in memory. Such network devices 
may have multiple network interfaces that may be config­
ured or designed to utilize different types of network com­
munication protocols. A general architecture for some of 
these machines may be described herein in order to illustrate 
one or more exemplary means by which a given unit of 
functionality may be implemented. According to specific 
aspects, at least some of the features or functionalities of the 
various aspects disclosed herein may be implemented on one 

20 control of appropriate software or firmware, CPU 12 may be 
responsible for implementing specific functions associated 
with the functions of a specifically configured computing 
device or machine. For example, in at least one aspect, a 
computing device 10 may be configured or designed to 

25 function as a server system utilizing CPU 12, local memory 
11 and/or remote memory 16, and interface(s) 15. In at least 
one aspect, CPU 12 may be caused to perform one or more 
of the different types of functions and/or operations under 
the control of software modules or components, which for 

30 example, may include an operating system and any appro­
priate applications software, drivers, and the like. 

CPU 12 may include one or more processors 13 such as, 
for example, a processor from one of the Intel, ARM, 
Qualcomm, andAMD families of microprocessors. In some 

35 aspects, processors 13 may include specially designed hard­
ware such as application-specific integrated circuits 
(ASICs), electrically erasable programmable read-only 
memories (EEPROMs), field-progranimable gate arrays 
(FPGAs), and so forth, for controlling operations of com-

40 puting device 10. In a particular aspect, a local memory 11 
(such as non-volatile random access memory (RAM) and/or 
read-only memory (ROM), including for example one or 
more levels of cached memory) may also form part of CPU 
12. However, there are many different ways in which 

45 memory may be coupled to system 10. Memory 11 may be 
used for a variety of purposes such as, for example, caching 
and/or storing data, programming instructions, and the like. 
It should be further appreciated that CPU 12 may be one of 
a variety of system-on-a-chip (SOC) type hardware that may 

50 include additional hardware such as memory or graphics 
processing chips, such as a QUALCOMM SNAP­
DRAGOWM or SAMSUNG EXYNOS™ CPU as are 
becoming increasingly common in the art, such as for use in 

or more general-purpose computers associated with one or 
more networks, such as for example an end-user computer 55 

system, a client computer, a network server or other server 
system, a mobile computing device (e.g., tablet computing 
device, mobile phone, smartphone, laptop, or other appro­
priate computing device), a consumer electronic device, a 
music player, or any other suitable electronic device, router, 60 

switch, or other suitable device, or any combination thereof. 

mobile devices or integrated devices. 
As used herein, the term "processor" is not limited merely 

to those integrated circuits referred to in the art as a 
processor, a mobile processor, or a microprocessor, but 
broadly refers to a microcontroller, a microcomputer, a 
programmable logic controller, an application-specific inte­
grated circuit, and any other progranimable circuit. 

In one aspect, interfaces 15 are provided as network 
interface cards (NICs). Generally, NICs control the sending 
and receiving of data packets over a computer network; 
other types of interfaces 15 may for example support other 
peripherals used with computing device 10. Among the 
interfaces that may be provided are Ethernet interfaces, 

In at least some aspects, at least some of the features or 
functionalities of the various aspects disclosed herein may 
be implemented in one or more virtualized computing 
environments (e.g., network computing clouds, virtual 65 

machines hosted on one or more physical computing 
machines, or other appropriate virtual environments). frame relay interfaces, cable interfaces, DSL interfaces, 
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token ring interfaces, graphics interfaces, and the like. In 
addition, various types of interfaces may be provided such 
as, for example, universal serial bus (USB), Serial, Ethernet, 
FIREWIRE™, THUNDERBOLT™, PCI, parallel, radio 
frequency (RF), BLUETOOTH™, near-field communica­
tions ( e.g., using near-field magnetics), 802.11 (WiFi), frame 
relay, TCP/IP, ISDN, fast Ethernet interfaces, Gigabit Eth­
ernet interfaces, Serial ATA (SATA) or external SATA 
(ESATA) interfaces, high-definition multimedia interface 
(HDMI), digital visual interface (DVI), analog or digital 
audio interfaces, asynchronous transfer mode (ATM) inter­
faces, high-speed serial interface (HSSI) interfaces, Point of 
Sale (POS) interfaces, fiber data distributed interfaces (FD­
Dis), and the like. Generally, such interfaces 15 may include 
physical ports appropriate for communication with appro­
priate media. In some cases, they may also include an 
independent processor (such as a dedicated audio or video 
processor, as is common in the art for high-fidelity A/V 
hardware interfaces) and, in some instances, volatile and/or 
non-volatile memory (e.g., RAM). 

Although the system shown in FIG. 25 illustrates one 
specific architecture for a computing device 10 for imple­
menting one or more of the aspects described herein, it is by 
no means the only device architecture on which at least a 
portion of the features and techniques described herein may 
be implemented. For example, architectures having one or 
any number of processors 13 may be used, and such pro­
cessors 13 may be present in a single device or distributed 
among any number of devices. In one aspect, a single 
processor 13 handles communications as well as routing 
computations, while in other aspects a separate dedicated 
communications processor may be provided. In various 
aspects, different types of features or functionalities may be 
implemented in a system according to the aspect that 
includes a client device (such as a tablet device or smart­
phone running client software) and server systems (such as 
a server system described in more detail below). 

Regardless of network device configuration, the system of 
an aspect may employ one or more memories or memory 
modules (such as, for example, remote memory block 16 
and local memory 11) configured to store data, program 
instructions for the general-purpose network operations, or 
other information relating to the functionality of the aspects 
described herein (or any combinations of the above). Pro­
gram instructions may control execution of or comprise an 
operating system and/or one or more applications, for 
example. Memory 16 or memories 11, 16 may also be 
configured to store data structures, configuration data, 
encryption data, historical system operations information, or 
any other specific or generic non-program information 
described herein. 

Because such information and program instructions may 
be employed to implement one or more systems or methods 
described herein, at least some network device aspects may 
include nontransitory machine-readable storage media, 
which, for example, may be configured or designed to store 
program instructions, state information, and the like for 
performing various operations described herein. Examples 
of such nontransitory machine-readable storage media 
include, but are not limited to, magnetic media such as hard 
disks, floppy disks, and magnetic tape; optical media such as 
CD-ROM disks; magneto-optical media such as optical 
disks, and hardware devices that are specially configured to 
store and perform program instructions, such as read-only 
memory devices (ROM), flash memory (as is common in 
mobile devices and integrated systems), solid state drives 
(SSD) and "hybrid SSD" storage drives that may combine 

32 
physical components of solid state and hard disk drives in a 
single hardware device (as are becoming increasingly com­
mon in the art with regard to personal computers), memristor 
memory, random access memory (RAM), and the like. It 

5 should be appreciated that such storage means may be 
integral and non-removable (such as RAM hardware mod­
ules that may be soldered onto a motherboard or otherwise 
integrated into an electronic device), or they may be remov­
able such as swappable flash memory modules (such as 

10 "thumb drives" or other removable media designed for 
rapidly exchanging physical storage devices), "hot-swap­
pable" hard disk drives or solid state drives, removable 
optical storage discs, or other such removable media, and 
that such integral and removable storage media may be 

15 utilized interchangeably. Examples of program instructions 
include both object code, such as may be produced by a 
compiler, machine code, such as may be produced by an 
assembler or a linker, byte code, such as may be generated 
by for example a JAVA™ compiler and may be executed 

20 using a Java virtual machine or equivalent, or files contain­
ing higher level code that may be executed by the computer 
using an interpreter (for example, scripts written in Python, 
Perl, Ruby, Groovy, or any other scripting language). 

In some aspects, systems may be implemented on a 
25 standalone computing system. Referring now to FIG. 26, 

there is shown a block diagram depicting a typical exem­
plary architecture of one or more aspects or components 
thereof on a standalone computing system. Computing 
device 20 includes processors 21 that may run software that 

30 carry out one or more functions or applications of aspects, 
such as for example a client application 24. Processors 21 
may carry out computing instructions under control of an 
operating system 22 such as, for example, a version of 
MICROSOFT WINDOWS™ operating system, APPLE 

35 macOS™ or iOS™ operating systems, some variety of the 
Linux operating system, ANDROID™ operating system, or 
the like. In many cases, one or more shared services 23 may 
be operable in system 20, and may be useful for providing 
common services to client applications 24. Services 23 may 

40 for example be WINDOWS™ services, user-space common 
services in a Linux environment, or any other type of 
common service architecture used with operating system 21. 
Input devices 28 may be of any type suitable for receiving 
user input, including for example a keyboard, touchscreen, 

45 microphone (for example, for voice input), mouse, touch­
pad, trackball, or any combination thereof. Output devices 
27 may be of any type suitable for providing output to one 
or more users, whether remote or local to system 20, and 
may include for example one or more screens for visual 

50 output, speakers, printers, or any combination thereof. 
Memory 25 may be random-access memory having any 
structure and architecture known in the art, for use by 
processors 21, for example to run software. Storage devices 
26 may be any magnetic, optical, mechanical, memristor, or 

55 electrical storage device for storage of data in digital form 
(such as those described above, referring to FIG. 25). 
Examples of storage devices 26 include flash memory, 
magnetic hard drive, CD-ROM, and/or the like. 

In some aspects, systems may be implemented on a 
60 distributed computing network, such as one having any 

number of clients and/or servers. Referring now to FIG. 27, 
there is shown a block diagram depicting an exemplary 
architecture 30 for implementing at least a portion of a 
system according to one aspect on a distributed computing 

65 network. According to the aspect, any number of clients 33 
may be provided. Each client 33 may run software for 
implementing client-side portions of a system; clients may 
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comprise a system 20 such as that illustrated in FIG. 26. In 
addition, any number of servers 32 may be provided for 
handling requests received from one or more clients 33. 
Clients 33 and servers 32 may communicate with one 
another via one or more electronic networks 31, which may 
be in various aspects any of the Internet, a wide area 
network, a mobile telephony network (such as CDMA or 
GSM cellular networks), a wireless network (such as WiFi, 
WiMAX, LTE, and so forth), or a local area network (or 
indeed any network topology known in the art; the aspect 
does not prefer any one network topology over any other). 
Networks 31 may be implemented using any known network 
protocols, including for example wired and/or wireless pro­
tocols. 

In addition, in some aspects, servers 32 may call external 
services 37 when needed to obtain additional information, or 
to refer to additional data concerning a particular call. 
Communications with external services 37 may take place, 
for example, via one or more networks 31. In various 
aspects, external services 37 may comprise web-enabled 
services or functionality related to or installed on the hard­
ware device itself. For example, in one aspect where client 
applications 24 are implemented on a smartphone or other 
electronic device, client applications 24 may obtain infor­
mation stored in a server system 32 in the cloud or on an 
external service 37 deployed on one or more of a particular 
enterprise's or user's premises. In addition to local storage 
on servers 32, remote storage 38 may be accessible through 
the network(s) 31. 

In some aspects, clients 33 or servers 32 (or both) may 
make use of one or more specialized services or appliances 
that may be deployed locally or remotely across one or more 
networks 31. For example, one or more databases 34 in 
either local or remote storage 38 may be used or referred to 
by one or more aspects. It should be understood by one 
having ordinary skill in the art that databases in storage 34 
may be arranged in a wide variety of architectures and using 
a wide variety of data access and manipulation means. For 
example, in various aspects one or more databases in storage 

34 
should be understood by one having ordinary skill in the art 
that any configuration or security subsystems known in the 
art now or in the future may be used in conjunction with 
aspects without limitation, unless a specific security 36 or 

5 configuration system 35 or approach is specifically required 
by the description of any specific aspect. 

FIG. 28 shows an exemplary overview of a computer 
system 40 as may be used in any of the various locations 
throughout the system. It is exemplary of any computer that 

10 may execute code to process data. Various modifications and 
changes may be made to computer system 40 without 
departing from the broader scope of the system and method 
disclosed herein. Central processor unit (CPU) 41 is con­
nected to bus 42, to which bus is also connected memory 43, 

15 nonvolatile memory 44, display 47, input/output (I/O) unit 
48, and network interface card (NIC) 53. I/O unit 48 may, 
typically, be connected to peripherals such as a keyboard 49, 
pointing device 50, hard disk 52, real-time clock 51, a 
camera 57, and other peripheral devices. NIC 53 connects to 

20 network 54, which may be the Internet or a local network, 
which local network may or may not have connections to the 
Internet. The system may be connected to other computing 
devices through the network via a router 55, wireless local 
area network 56, or any other network connection. Also 

25 shown as part of system 40 is power supply unit 45 con­
nected, in this example, to a main alternating current (AC) 
supply 46. Not shown are batteries that could be present, and 
many other devices and modifications that are well known 
but are not applicable to the specific novel functions of the 

30 current system and method disclosed herein. It should be 
appreciated that some or all components illustrated may be 
combined, such as in various integrated applications, for 
example Qualcomm or Samsung system-on-a-chip (SOC) 
devices, or whenever it may be appropriate to combine 

35 multiple capabilities or functions into a single hardware 
device (for instance, in mobile devices such as smartphones, 
video game consoles, in-vehicle computer systems such as 
navigation or multimedia systems in automobiles, or other 
integrated hardware devices). 

34 may comprise a relational database system using a 40 

structured query language (SQL), while others may com­
prise an alternative data storage technology such as those 
referred to in the art as "NoSQL" (for example, HADOOP 
CASSANDRA™, GOOGLE BIGTABLE™, and so forth). 

In various aspects, functionality for implementing sys-
tems or methods of various aspects may be distributed 
among any number of client and/or server components. For 
example, various software modules may be implemented for 
performing various functions in connection with the system 

In some aspects, variant database architectures such as 
colunm-oriented databases, in-memory databases, clustered 
databases, distributed databases, or even flat file data reposi­
tories may be used according to the aspect. It will be 
appreciated by one having ordinary skill in the art that any 
combination of known or future database technologies may 

45 of any particular aspect, and such modules may be variously 
implemented to run on server and/or client components. 

The skilled person will be aware of a range of possible 
modifications of the various aspects described above. 
Accordingly, the present invention is defined by the claims 

50 and their equivalents. 
be used as appropriate, unless a specific database technology 
or a specific arrangement of components is specified for a 
particular aspect described herein. Moreover, it should be 
appreciated that the term "database" as used herein may 
refer to a physical database machine, a cluster of machines 55 

acting as a single database system, or a logical database 
within an overall database management system. Unless a 
specific meaning is specified for a given use of the term 
"database", it should be construed to mean any of these 
senses of the word, all of which are understood as a plain 60 

meaning of the term "database" by those having ordinary 
skill in the art. 

Similarly, some aspects may make use of one or more 
security systems 36 and configuration systems 35. Security 
and configuration management are common information 65 

technology (IT) and web functions, and some amount of 
each are generally associated with any IT or web systems. It 

Where a method is claimed below, the steps of the method 
are intended to be construed without any order unless it is 
impossible to perform a given step before another. 

What is claimed is: 
1. A computer system comprising: 
a hardware memory, wherein the computer system is 

configured to execute software instructions stored on 
nontransitory machine-readable storage media com­
prising software instructions that: 
store in the hardware memory a representation of a first 

graph, wherein the representation of the first graph 
comprises representations of a first plurality of nodes 
corresponding to a first plurality of entities and 
further comprises representations of a first plurality 
of edges, wherein the first graph is a directed graph, 

wherein the first plurality of entities comprises a plu­
rality of accounts and a plurality of resources, and 
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wherein each edge of the first plurality of edges cor­
responds to a respective relationship between a 
respective pair of entities; 

36 

receive streaming data comprising time-stamped data 
about events relating to one or more entities of the first 5 

plurality of entities, 

identifying an edge of the second plurality of edges, 
wherein the edge connects a third node of the first 
plurality of nodes with the first node, and 

processing a representation of the third node. 
5. The computer system of claim 1, wherein the modified 

representation of the first graph comprises a representation 
of a node corresponding to the first entity, wherein the first 
entity is identified based on active reconnaissance results. 

based on a first portion of the streaming data, identify a 
first entity that does not correspond to any of the first 
plurality of nodes, wherein the first entity is not of the 
first plurality of entities, 

based on a second portion of the streaming data, wherein 
the second portion is not identical to the first portion, 
identify a first relationship between a pair of entities of 
the first plurality of entities that does not correspond to 
any of the first plurality of edges, 

modify, in the hardware memory, the representation of the 
first graph to generate a modified representation of the 
first graph, wherein the modified representation of the 
first graph comprises a representation of a first node 
corresponding to the first entity and a representation of 
a first edge corresponding to the first relationship, 
wherein the first node is not of the first plurality of 
nodes and the first edge is not of the first plurality of 
edges, 

identify, based on the modified representation of the first 
graph, an attack path that could be involved in an attack 
involving the first entity, wherein identifying the attack 
path comprises: 

6. The computer system of claim 1, wherein the modified 
10 representation of the first graph comprises a representation 

of a node corresponding to the first entity, wherein the first 
entity is identified based on passive reconnaissance results. 

7. The computer system of claim 1, wherein the attack 

15 path is identified at least in part by processing at least a 
portion of the modified representation of the first graph 
using at least one transformation pipeline. 

8. The computer system of claim 1, wherein the computer 
system is further configured to execute software instructions 

20 stored on nontransitory machine-readable storage media 
comprising software instructions that: 

25 

based on a third portion of the streaming data, detect a 
change in a relationship corresponding to an existing 
edge of the first plurality of edges, 
wherein the modified representation of the first graph 

further comprises a modified representation of the 
first plurality of edges that accounts for the detected 
change in the relationship, and 

identifying a second entity that can be reached using 30 

the first entity, wherein the second entity corresponds 

wherein the report further comprises a visual represen­
tation of the detected change in the relationship. 

9. The computer system of claim 1, wherein the first graph 
is a cyber-physical graph. to a second node, and the second node is related by 

one or more edges to the first node corresponding to 
the first entity in the modified representation of the 
first graph; and, 

10. The computer system of claim 9, wherein the report is 

35 
an alert. 

identifying a third entity that can be reached using the 
second entity, wherein the third entity corresponds to 
a third node, and the third node is related by one or 
more edges to the second node in the modified 40 

representation of the first graph; and 
generate a report comprising an identification of the first 

entity and at least one of the second entity and the third 
entity. 

2. The computer system of claim 1, wherein identifying 45 

the attack path further comprises: 

11. The computer system of claim 1, wherein the com­
puter system is further configured to execute software 
instructions stored on nontransitory machine-readable stor­
age media comprising software instructions that determine 
whether an event, of the events relating to one or more 
entities of the first plurality of entities, is anomalous, 
wherein determining whether the event is anomalous com­
prises: 

determining that the event relates to the first entity, 
determining at least one behavior pattern associated with 

the first entity, and 
identifying a first plurality of event flows that include a 

first anomalous event associated with the first entity. 
3. The system of claim 2, wherein identifying the attack 

path further comprises: 

comparing the event to the at least one behavior pattern. 
12. The computer system of claim 11, wherein comparing 

the event to the at least one behavior pattern comprises using 
50 a threshold. 

identifying a point of origin for the first anomalous event 
based on the first plurality of event flows. 

4. The computer system of claim 3, 
wherein identifying the point of origin for the first anoma­

lous event comprises: 
traversing a second graph, wherein a representation of 

55 

the second graph is stored in the hardware memory, 
wherein the representation of the second graph com­
prises a representation of a second plurality of nodes 
and a representation of a second plurality of edges, 60 

wherein each node of the second plurality of nodes 
corresponds to a respective node of the first plurality 
of nodes; 

processing a representation of a first node of the second 
plurality of nodes, 
wherein the first node corresponds to a second node 

of the first plurality of nodes; 

65 

13. The system of claim 11, wherein comparing the event 
to the at least one behavior pattern further comprises: 

determining that the first entity is associated with a 
resource, 
wherein the resource is a sensitive resource. 

14. The computer system of claim 1, wherein the com­
puter system comprises a plurality of physical computing 
machines. 

15. The computer system of claim 1, wherein the com­
puter system comprises a plurality of virtual computing 
machines. 

16. The computer system of claim 1, wherein at least one 
entity of the first plurality of entities is at least one of a user, 
a place, a device, a resource, a group, or a service. 

17. The computer system of claim 1, wherein the repre­
sentation of the first graph comprises a representation of at 
least one node that does not correspond to an entity. 
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18. A computer system comprising: 
38 

identifying a first plurality of dependencies associated 
with the first plurality of event flows. a hardware memory, wherein the computer system is 

configured to execute software instructions stored on 
nontransitory machine-readable storage media com­
prising software instructions that: 

21. The computer system of claim 20, further configured 
to ex_ecute software instructions stored on nontransitory 

5 ~achm~-readable storage media comprising software 
mstruct10ns that: store in the hardware memory a representation of a first 

graph, wherein the representation of the first graph 
comprises representations of a first plurality of nodes 
corresponding to a first plurality of entities and 
further comprises representations of a first plurality 10 

of edg_es, wherein the first graph is a directed graph, 
wherem the first plurality of entities comprises a 

plurality of accounts and a plurality of resources, 
and 

wherein each edge of the first plurality of edges 15 

corresponds to a respective relationship between a 
respective pair of entities; 

identify, based on the representation of the first graph, 
a first plurality of attack paths comprising a first 
entity of the first plurality of entities, wherein each 20 

attack path of the first plurality of attack paths targets 
a _second entity of the first plurality of entities, 

receive streaming data comprising time-stamped data 
about events relating to one or more entities of the 
first plurality of entities, 

based on a first portion of the streaming data, identify 
a third entity that does not correspond to any of the 
first plurality of nodes, wherein the third entity is not 
of the first plurality of entities, 

25 

based 01_1 a second portion of the streaming data, 30 

wherem the second portion is not identical to the first 
portion, identify a first relationship between a pair of 
entities of the first plurality of entities that does not 
correspond to any of the first plurality of edges, 

modify, in the hardware memory, the representation of 35 

the first graph to generate a modified representation 
~f the first graph, wherein the modified representa­
tion of the first graph comprises a representation of 
a node corresponding to the third entity and an edge 
corresponding to the first relationship, wherein the 40 

~ode is not of the first plurality of nodes and the edge 
1s not of the first plurality of edges, and 

identify, based on the modified representation of the 
first graph, a second plurality of attack paths com­
prising the first entity, wherein each attack path of 45 

the second plurality of attack paths targets the second 
entity, and wherein an attack path of the second 
plurality of attack paths comprises the third entity. 

based on a third portion of the streaming data, identify an 
anomalous event, 

store in the hardware memory a dependency tree for the 
anomalous event, and 

based on the dependency tree, determine a point of origin 
for the anomalous event. 

22. The computer system of claim 18, wherein a portion 
of the representation of the first graph is derived from 
reconnaissance data received by the computer system from 
a plurality of computer systems, 

wherein a first computer system of the plurality of com­
puter systems performs passive reconnaissance, and 

wherein a second computer system of the plurality of 
computer systems performs active reconnaissance. 

23. The computer system of claim 18, further configured 
to ex_ecute software instructions stored on nontransitory 
machme-readable storage media comprising software 
instructions that: 

identify a third plurality of attack paths, comprising attack 
paths of the second plurality of attack paths that are not 
in the first plurality of attack paths, and 

generate a report comprising information about the third 
plurality of attack paths. 

24. The computer system of claim 18, further configured 
to ex_ecute software instructions stored on nontransitory 
machme-readable storage media comprising software 
instructions that analyze an attack path of the plurality of 
attack paths using a graph analysis algorithm. 

25. !he co11_1puter system of claim 24, wherein the graph 
analysis algonthm comprises a shortest-path algorithm. 

26. The computer system of claim 25, further configured 
to ex_ecute software instructions stored on nontransitory 
machme-readable storage media comprising software 
instructions that generate a report comprising information 
obtained from the graph analysis algorithm. 

27. T~e computer system of claim 18, wherein the rep­
resentat10n of the first graph comprises an identification of 
the third entity as a sensitive resource, and wherein the 
computer system is further configured to execute software 
instructions stored on nontransitory machine-readable stor­
age media comprising software instructions that generate a 

19. The computer system of claim 18, wherein the first 
graph is a cyber-physical graph. 

20. The computer system of claim 18, wherein identifying 
the second plurality of attack paths comprises: 

identifying a first plurality of event flows that could 
involve the first entity, and 

report that identifies the third entity as a sensitive resource. 
28. T~e computer system of claim 18, wherein the rep-

50 resentat10n of the first graph comprises an identification of 
a secu~ity vulnerability associated with the third entity, and 
~herem an attack path of the second plurality of attack paths 
1s based on the security vulnerability. 

* * * * * 
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