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Figure 9-1. TVA Architecture

4.1 Modeling Network Attacks

Keeping pace with evolving threats and vulnerabilities requires an on-
going effort in collecting information on network attacks that can be
leveraged for TVA. The set of exploit rules in the TVA knowledge base
must be comprehensive and up to date, since discovered attack paths will
contain only those exploits that are actually included in the knowledge base.

Once raw information related to network attacks is gathered, we model 1t
in terms of exploit preconditions/postconditions. For comprehensive and
accurate results, this modeling requires a good understanding of attacker
strategies, techniques, and tool capabilities. Exploit conditions can be any
generic attributes that potentially impact network security.

Our TVA model structure is a hierarchical framework that serves as a
taxonomy of model elements. The TV A model structure evolved as exploits
were developed for various types of vulnerabilities. The evolving structure
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To transform a Nessus report into a TVA network description, each
reported Nessus vulnerability is cross-referenced against a list of known
exploits. If a match is found, the Nessus vulnerability is applied as the name
of a machine-connection precondition in the resulting network description.
Nessus-based exploits may also have preconditions and/or postconditions for
access type (e.g., execute or file transfer access) and privilege level (e.g.,
USEr Or SUpET USET).

TVA maintains network connectivity details in separate tables that
describe each machine’s connections to the rest of the network. This means
that firewalls don’t have to be modeled directly because the individual host
tables implicitly address their effects. However, multiple Nessus scans are
required to correctly populate the connectivity tables when firewalls are
present. In general, a separate Nessus scan is required for each network
segment to which a firewall connects.

The network generation process merges the external and internal Nessus
scans into a single coherent network description. The two-stage (external
and internal) dataflow diagram for this process is shown in Figure 9-3. This
process can be generalized in a straightforward fashion to handle arbitrary
numbers of separate network segments.
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Figure 9-3. Generation of Network Description via Nessus

In the first step of this process, Nessus generates a vulnerability report for
cach network segment. In the second step, the Nessus report XML is
processed against a Nessus cross-reference (nidxref.xsl), written in XSL.
The second step optionally inserts configuration-specific information
(contained in config.xsl) as specified by the TVA user. The nidxref.xsl
stylesheet is produced by the Nessus exploit generation process described
below. This stylesheet enables the network description to be optimized so
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that it contains only those Nessus connections for which exploits have been
developed.

The last step merges the intermediate files from the second step into a
single network description (tva.xml) that also incorporates an attack goal
specification from the TVA user. The null.xml document 1s a dummy file
that satisfies the XSL processor requirement [4] for an input XML file.

The process for generating TVA exploits from Nessus is shown 1n Figure
9-4. It begins with Nessus plugins, which contain the detailed information
that Nessus needs for detecting vulnerabilities. We have developed a
program (NP2xp) to convert the Nessus plugins list into XML.

The resulting plugins.xml is then processed against the conditions.xsl
stylesheet. This stylesheet is produced manually through researching the
plugin information, e.g., consulting the relevant data in our
vulnerability/exploit database. As we discussed earlier in this section, it is
difficult to totally automate this manual step. The processing against
conditions.xsl inserts the preconditions and postconditions developed
through this exploit-modeling process. Finally, the resulting exploits.xml is
transformed into Java modules and compiled into the TVA analysis engine,
This process also generates the Nessus identification cross-reference file
(nidxref.xsl) described earlier, which is in turn used to generate TVA
network descriptions from Nessus scans.

By hand
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Figure 9-4. Generation of Exploits via Nessus
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services on a network can be exploited even when direct access to services is

blocked.

The firewall implements the following policy to restrict connectivity
from the attack machine:

1. Incoming ssh traffic is permitted to both maude and ned, although only
ned is running the service (this is a common practice under the
assumption that it is safe because ssh is a secure protocol);

2. Incoming web traffic is permitted only to maude, which is running

Microsoft’s Internet Information Server (I1S);

Incoming email is permitted to ned, which is running the sendmail server;

4. Incoming File Transfer Protocol (FTP) traffic is blocked because ned is
running the wu_ftpd server, which has a history of vulnerabilitics;

5. All outgoing traffic is permitted (this is a common practice under the
assumption that outgoing traffic won’t harm the internal network).

b

aftack

Linux
sendmail

maude
Figure 9-5. Network Diagram for Example TVA Application

The attack goal for this example is to obtain super user (root) access on
ned. This is not directly possible because (1) no known exploits exist for the
version of sendmail running on ned, and (2) the firewall blocks access to the
vulnerable wu_fitpd service from the attack machine. The question now is
whether the attack goal can be realized indirectly, i.¢., through a sequence of
multiple exploits.

The initial locus of attack is on the attack machine, since only that
machine has user access and privilege defined as an initial condition, via the
TVA network description. In general, the initial attack machine will also
tend to have a complete set of programs used by the exploits in the model.
Network connectivity is represented at the machine level by listing all
possible connections from the given machine to all other destination
machines in the network description. The effect of a firewall or other
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connectivity-limiting device is to reduce the size of each machine’s
connectivity table, but such devices generally will not appear as specific
machines in the network description unless they run their own services to
which other machines can connect. For this scenario, the firewall did not
support any such services.

The attack goal is represented in the network description as a particular
set of resources on a particular machine (the goal machine could appear
elsewhere in the network description, with any set of initial conditions
defined for it). In this example, we are only testing whether execute access
(the ability to run programs) with super user (root) privilege can be obtained
on ned. However, in general it is possible to test any other conditions, such
as the appearance of any new connectivity or program in its configuration.

Figure 9-6 shows the resulting TVA attack graph for this example. For
clarity, the specific exploit preconditions and postconditions are omitted
trom the figure, but they are described in Table 9-1.

IISRDS(ATTACK MAUDE)

\

IISRDS(MAUDE MAUDE)

el

RCPDOWNLOAD(MAUDE ATTACK)

/ \

WUFTPDX(MAUDE NED) PORTFORWARD(ATTACK MAUDE NED)

e

WUFTPDX(ATTACK,NED)

!

EXECUTE(NED) SUPERUSER(NED)

Figure 9-6. Attack Graph for Example Application of TVA

Despite the firewall policy designed to protect it, the external attacker
obtains execute access with super user privilege on ned. The attack graph
shows that the initial exploitation of the IIS wvulnerability on maude
ultimately leads to the compromise of ned, e.g., the following:
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commercial tool would also report the vulnerable wu ftpd service, but
human analysis would still be required to build an attack path from the
outside through maude to ned. This would be an easy enough exercise for an
experienced penetration tester working on such a small network. But it
would be infeasible for networks in which voluminous outputs must be
analyzed manually for large numbers of machines.

From a TVA attack graph, we can immediately compute an expression
for the attack-goal conditions in terms of the initial conditions. This process
involves traversing the attack graph in a backwards direction, algebraically
substituting exploits with those exploits that satisfy their preconditions. This
computation is done recursively, with the recursion ending when an exploit’s
precondition is an initial condition.

As we explained in Section 2, the only conditions relevant to network
hardening are the initial conditions. An expression glc,,c,,. ..,ck) for the
attack goal in terms of initial conditions C,_, =1¢,,¢;,...,C, § then provides
a way to determine if a particular network configuration is guaranteed safe
with respect to the attack goal. From the particular form of g, we can
determine the safe assignments of 4., .

Figure 9-7 again shows the TVA attack graph for this example, this time
with the initial conditions included. For convenience, the figure includes
algebraic symbols that correspond to our analysis of network hardening. In
particular, exploits are denoted by Greek letters, and initial conditions are
denoted by ¢, .
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Figure 9-7. Attack Graph with Exploit Preconditions Included




















