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DETECTING MALICIOUS LATERAL
MOVEMENT ACROSS A COMPUTER
NETWORK

BACKGROUND

[0001] Cyber criminals attack governmental and corporate
computer networks. Once they infect one computer, they are
likely to explore the network by accessing additional com-
puters. The process by which attackers move from one
computer to the next in a compromised network is referred
to as lateral movement, and exaggerates the difficulties of
preventing data exfiltration.

[0002] Attacks that are directed towards organizations
often begin with a spearphishing campaign aimed at targeted
individuals which attempts to coerce the potential victims
into installing malware on their computers by opening an
attachment or clicking a malicious link. Once executed, the
malware typically drops a backdoor providing the attacker
with remote control over the infected computer. Next, the
attacker begins to use lateral movement techniques to
explore the network, i.e., the process an attacker uses to
move from one computer to the next in a compromised
network. This is usually done by logging onto additional
computers using the user’s compromised credentials,
exploring or creating network shares to these computers in
the network, or using known tools to execute programs on
remote computers. Once the attacker successfully connects
to additional computers in the network, they may install
redundant backdoors to provide parallel communication
channels in case the originally infected computer is discov-
ered and disabled, e.g., by the organization’s information
technology (IT) staff.

[0003] Lateral movement can be viewed as a set of mali-
cious paths corresponding to the attacker’s activity within a
large graph of benign connections created by the daily
operation of the organization’s users.

[0004] There are a number of challenges posed in trying to
detect lateral movement. The computer connection history
can be large in scale, with hundreds of thousands computers
in datasets each generating an average of 200-300 connec-
tion events in a typical day. This large-scale data creates
difficulties for both accurately detecting “infected” comput-
ers, as well as designing efficient algorithms that can execute
in a reasonable amount of time. Another challenge is that
there are different types of computers on typical networks,
including stand-alone desktops, mobile laptops, and a wide
variety of servers exhibiting large numbers of network
connections. The varying behaviors exhibited by each class
of computers introduce additional noise into the connection
data.

SUMMARY

[0005] Graph-based detection systems and techniques are
provided to identify potential malicious lateral movement
paths. System and security events may be used to generate
a network connection graph and detect remote file execu-
tions, for use in tracking malicious lateral movement across
a computer network, such as a compromised computer
network. Lateral movement determination across a com-
puter network may be divided into two subproblems: foren-
sic analysis and general detection. With forensic analysis,
given a malicious node, possible lateral movement leading
into or out of the node is identified. General detection
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identifies previously unknown malicious lateral movement
on a network using a remote file execution detector and a
rare path anomaly detection algorithm.

[0006] Inanimplementation, a method for detecting mali-
cious computers in a computer network comprises: gener-
ating a graph representing the computer network, the graph
comprising nodes that represent computers and user
accounts, and edges that represent computer connections
and user logon events; determining a weight of each of the
plurality of edges in the graph; determining a path-rate score
for a plurality of paths in the graph using the weight of each
of' the plurality of edges; ranking the plurality of paths based
on the path-rate score for each of the plurality of paths; and
identifying the malicious computers in the computer net-
work based on the ranking.

[0007] In an implementation, a system for detecting mali-
cious computers in a computer network comprises: a remote
file execution detector configured to detect at least one
remote file execution event; a network graph construction
module configured to generate a graph representing the
computer network, the graph comprising nodes that repre-
sent computers and user accounts, and edges that represent
computer connections and user logon events; a path-rate
score module configured to determine a path-rate score for
a plurality of paths in the graph; a general detection module
configured to process the graph using the at least one remote
file execution event and the path-rate score; a forensic
analysis module configured to process the graph using a
compromised computer and account list and the path-rate
score; and a ranking module configured to rank the plurality
of paths based on at least one of a result from the general
detection module or a result from the forensic analysis
module, and output results of the ranking.

[0008] Inan implementation, a method for detecting mali-
cious computers in a computer network comprises: receiv-
ing, at a forensic analysis module of a computing device, an
identification of a compromised node on a network connec-
tion graph corresponding to the computer network, the
compromised node indicating a malicious computer or
account on the computer network; receiving, at the forensic
analysis module of the computing device, a path-rate score
for a plurality of paths in the network connection graph, each
of the plurality of paths comprising the malicious node and
at least one other node of the network connection graph; and
identifying, at the forensic analysis module of the computing
device, lateral movement on the computer network using the
identification of the compromised node and the path-rate
score for the plurality of paths in the network connection
graph.

[0009] This summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the detailed description. This summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The foregoing summary, as well as the following
detailed description of illustrative embodiments, is better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the embodiments,
there is shown in the drawings example constructions of the
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embodiments; however, the embodiments are not limited to
the specific methods and instrumentalities disclosed. In the
drawings:

[0011] FIG. 1 is an illustration of an exemplary environ-
ment for tracking malicious lateral movement across a
computer network;

[0012] FIG. 2 is an operational flow of an implementation
of'a method for tracking malicious lateral movement across
a computer network;

[0013] FIG. 3 is an illustration of a network connection
graph useful for describing forensic analysis with respect to
tracking malicious lateral movement across a computer
network;

[0014] FIG. 4 is an operational flow of an implementation
of a forensic analysis method that may be used for tracking
malicious lateral movement across a computer network;
[0015] FIG. 5 is an illustration of a network connection
graph useful for describing general detection with respect to
tracking malicious lateral movement across a computer
network;

[0016] FIG. 6 is an operational flow of an implementation
of a general detection method that may be used for tracking
malicious lateral movement across a computer network; and
[0017] FIG. 7 shows an exemplary computing environ-
ment in which example embodiments and aspects may be
implemented.

DETAILED DESCRIPTION

[0018] Attackers may use several different methods to
perform lateral movement on a compromised network.
Assume an attacker has access to a computer on this
network. The attacker may be logged on to the computer
using stolen credentials or may have installed malware on
the computer allowing remote control using a backdoor.
During lateral movement, an attacker then accesses or
executes a program on a separate computer. For remote
access, the attacker may use a remote access application
(e.g., mstsc.exe on Windows) to log on to the other com-
puter. One technique to access files on a remote computer is
to first map the file’s drive or directory on the remote
computer using, for example, the “net use” command in
WINDOWS. More recently, attackers have been relying
more heavily on PowerShell or the Windows Management
Infrastructure (WMI) command line (wmic.exe) for lateral
movement on computers running the WINDOWS operating
system.

[0019] Assume that, in order to avoid detection, the
attacker is motivated to be active on the network for a short
period of time. In other words, the attacker gains access to
the network, launches the attack, achieves the desired objec-
tive such as downloading important documents or email, and
exits the network quickly. Once attackers have access to a
compromised computer, they may install a backdoor allow-
ing them to lurk and wait for a better time to explore the
network, e.g., doing reconnaissance at night when most
network security analysts have gone home. However, once
they start their lateral movement activity, they are motivated
to quickly finish the exploration and data exfiltration.
[0020] Graph-based detection systems and techniques are
provided to identify potential malicious lateral movement
paths. Large-scale event logs collected from operational
networks may be analyzed as described further herein.
[0021] FIG. 1 is an illustration of an exemplary environ-
ment 100 for tracking malicious lateral movement across a
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computer network. The environment 100 may include one or
more client devices 110a, 1105 and a server 130 in com-
munication through a network 120. The network 120 may be
a variety of network types including the public switched
telephone network (PSTN), a cellular telephone network,
and a packet switched network (e.g., the Internet). Although
only two client devices 110a, 1105 and one server 130 are
shown in FIG. 1, there is no limit to the number of client
devices and servers that may be supported, as well as signals
and outputs of software functions that indicate connections
among client devices and/or servers.

[0022] The client devices 110a, 1105 and the server 130
may be implemented using a variety of computing devices
such as smart phones, desktop computers, laptop computers,
and tablets. Other types of computing devices may be
supported. A suitable computing device is illustrated in FIG.
7 as the computing device 700.

[0023] In an implementation, system and security events
are used in the tracking of the malicious lateral movement
across the computer network. In an implementation, the
system processes event logs generated by a network of
computers such as the client devices 110a, 1105, and other
computing devices (not shown, and also referred to herein as
computers) in direct or indirect communication with one
another via a network such as the network 120 or any other
computer network. Additionally, events may be processed in
real-time instead of being processed from event logs. The
computers on the network of computers, as well as the user
accounts associated with one or more of the computers, may
run any operating system.

[0024] Each of the client devices 110a, 1105 may receive,
generate, and/or maintain one or more system and security
events 1154, 1155. As described further herein, the system
and security events 115a, 1156 may be used to generate a
network connection graph 173 and detect remote file execu-
tions using a remote file execution detector 160 for example,
for use in tracking malicious lateral movement across a
computer network, such as a compromised computer net-
work. Other types of detectors may be used, alone or in
conjunction with the remote file execution detector 160, to
filter network paths by providing corroborating evidence
that other types of anomalous and security-significant
behavior have been detected involving the same accounts
and/or hosts. Some examples of these alternative detectors
include: PowerShell behavioral detectors, process execution
anomaly detectors, account enumeration activity detectors,
process execution and command line behavioral detectors.
Similar to the remote file execution detector, combining
these other detectors with the rare-path rate score can lead to
the successful identification of attackers in the general
detection scenario. In an implementation, the network con-
nection graph 173 may be constructed from security events
generated by Kerberos Service Ticket Requests. It is con-
templated that events other than system and security events
can be used to generate the graph 173. It is contemplated that
other authentication networking protocols, besides Kerbe-
ros, may be used with respect to the systems and techniques
described herein. Examples of other events which can gen-
erate the graph 173 include Kerberos Ticket Granting Ticket
events, NT LAN Manager (NTLM) connection events, and
network logon events.

[0025] More particularly, graph concepts are used for the
problem of tracking lateral movements across computers
and user accounts to tackle the time-efficiency problem for
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large-scale data. In an implementation, in a network con-
nection graph 173, computers and user accounts are mod-
eled as nodes, and computer-to-computer connections or
user logon events are modeled as edges. A series of lateral
movements across computers can be seen as paths con-
structed by a sequence of edges in the same direction.
[0026] A graphis a representation of a set of objects where
some pairs of objects are connected. Use G=(V,E) to repre-
sent a graph, where V denotes the set of objects (v1, v2 , .
.. ), called nodes, and E is the set of connection relationships
(el,e2,...) between pairs of nodes, called edges. If edges
are considered different, e.g., they have different levels of
importance, they are assigned a number which is called a
weight, and this graph is referred to as a weighted graph.
[0027] If orientations of edges are considered, i.e., order
exists between the connection of each pair of nodes, such
edges are directed edges. For example, if there is an edge e
from node v to node v', v is referred to as the source node
and V' is referred to as the destination node. In addition, e is
the outbound edge for v and is the inbound edge for v'. A
path is a sequence of edges which connects a sequence of
nodes, e.g., vl, el, v2, e2 , . . . eK, vK+1. Because the
number of edges on this path is K, this path is called a K-hop
path.

[0028] Lateral movement determination across a computer
network may be divided into two subproblems with associ-
ated techniques: forensic analysis and general detection.
With forensic analysis, given a malicious node, possible
lateral movement leading into or out of the node is identi-
fied. Starting with an infected computer or user account,
forensic analysis identifies other compromised computers.
Thus, techniques are provided in the forensic analysis sce-
nario to identify lateral movement paths into and out of a
newly discovered compromised computer or user account.
[0029] General detection identifies previously unknown
malicious lateral movement on a network using a remote file
execution detector and a rare path anomaly detection algo-
rithm. Thus, to discover a new attack, general detection
identifies unknown lateral movement across nodes which are
not known to be compromised. For general detection, a
remote file execution detector may filter out paths in the
network. In some implementations, additional or alternative
detectors, including PowerShell and command line proces-
sors, may be used to filter out paths in the network by
providing corroborating evidence that other types of anoma-
lous and security-significant behavior have been detected
involving the same accounts and/or hosts. Some examples of
these alternative detectors include: PowerShell behavioral
detectors, process execution anomaly detectors, account
enumeration activity detectors, process execution and com-
mand line behavioral detectors. Similar to the remote file
execution detector, combining these other detectors with the
rare-path rate score can lead to the successful identification
of attackers in the general detection scenario.

[0030] The server 130 (or one or more other computing
devices) may comprise a remote file execution detector 160,
a network graph construction module 165, a general detec-
tion module 170, a path-rate score module 175, an automatic
account disabling module 177, a ranking module 180, and a
forensic analysis module 185. Although the remote file
execution detector 160, the network graph construction
module 165, the general detection module 170, the path-rate
score module 175, the automatic account disabling module
177, the ranking module 180, and the forensic analysis
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module 185 are shown as residing on the server 130, some
or all of these components can reside on, or be distributed
among, one or more other computing devices, but otherwise
accessible by the client devices 110qa, 1105, and the server
130, such as through a network such as the network 120.
[0031] The remote file execution detector 160 is used to
detect possible remote file execution based on system and
security events, such as the system and security events 115a
and/or 1155. As is well known, remote file execution occurs
when a user on one computer runs a program on a second
computer and is often used by attackers during lateral
movement. Once an attacker has obtained the credentials to
a privileged account, such as a domain administrator, a
remote file execution (RFE) can be used to infect other
computers on the network at will. Example system and
security events are described further herein.

[0032] Classes of RFE extend beyond service installation.
Misuse of the remote registration of scheduled tasks, the
WMI Win32 Process class and the Windows Remote Man-
agement (WinRM) have also been observed in the pursuit of
lateral movement. Remote service installations or task reg-
istrations are immediately preceded by a network logon
from the user performing the action as a result of the
associated Remote Procedure Call (RPC) endpoint interac-
tion. Additionally, when the service or task is started fol-
lowing the installation, a process creation related to the
service or task that was installed may be observed. At the
core of this detection technique are the service installation
and task registration events. From these events, one can
correlate backward-in-time with the logon event to identify
whether there were any network logon success events by the
user who installed the service or task. Finding a match
between these within a short time-frame is highly correlated
with a remote service installation or task registration. To
bring further context to these events, extend the correlation
by looking for a process creation event and any share access
event that may be associated with this activity. In summary,
look for a combination of the following: a remote logon; a
service installation or task registration resulting from that
logon; a process creation event of the executable pointed to
by the service or task; and optionally, an ADMINS share
access attempt. Although examples and implementations
described herein may refer to WINDOWS,; the examples and
implementations are not limited to WINDOWS, and it is
contemplated that the examples and implementations
described herein can also be applied to other operating
systems such as Linux, MacOS, iOS, Android, etc.

[0033] Regarding logon correlation, for a remote service
installation event, the Event/System/Security@UserID con-
tains the security identifier (SID) of the user account that
installed the service. Search backward-in-time from the
installation event to find a matching Network Logon Success
event where the TargetUserSid values match. In the case of
a task registration, the user account that registered the task
in the UserContext field of the event is provided. This
information may be used in a similar way to trace the
registration back to any remote network logon success event
for that user by correlating UserContext with the Targe-
tUserName and TargetDomainName fields.

[0034] In the case of the task registration, the path to the
executable is not provided. The Event/System/
Correlation@ActivityID field in the XML provides a robust
mechanism to find any associated “Task Created Process”
events for this task. Performing a forward-in-time correla-
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tion on the Activity ID, or where this is not available the
TaskName, provides a reliable method of obtaining the
executable’s path.

[0035] Once a remote task or service installation has taken
place and has been identified, this can be correlated forward-
in-time with any associated process execution events. Given
the name, path, and ID of the process from the service or task
data, look for the first process execution event that matches
this criterion. Additionally, restricting the user and logon ID
associated with the process execution to be a system session
with a logon ID of ‘0Ox3e7’ in the event indicates that it is a
service installation.

[0036] Between the time of the remote logon and the
service or task installation, also look for a Share Access
event for the WHMADMINS share. This may be used as
evidence that a file may have been written remotely at the
time of its execution. The Subject user details in the file
share event correlates with the target user details from the
success logon event, in addition to the IP address that is the
source of the share access and logon. The result of this
process is a high fidelity detection of a remote service or task
installation, enriched with the full logon event, resulting
process execution and, if available, the ADMINS share
access used to write the file that is executed. This refined
RFE data can be used to detect lateral movement on a
computer network by identifying rare or uncommon
instances, as well as provide a rich, valuable data source for
analysts and incident responders.

[0037] The network graph construction module 165 uses
system and security events to construct a network connec-
tion graph 173 and detect potential remote file executions. In
an implementation, the network graph construction module
165 uses Kerberos Service Ticket Request events in the
generation of the network connection graph 173. Kerberos is
a computer network authentication protocol which allows
nodes communicating over a non-secure network to prove
their identity to another in a secure manner. In an imple-
mentation, each of the Kerberos Service Ticket Request
events indicates a computer-to-computer connection or a
user account-to-computer connection. These connections
can be used to generate a graph 173 that shows the connec-
tions between the various nodes (e.g., the accounts and
computers and their connections and relationships).

[0038] In an implementation, the lateral movement detec-
tion problem is modeled with graph concepts. Nodes rep-
resent computers or user accounts, and edges indicate net-
work connection events such as a user logging onto a
computer or a computer connecting to another computer.
Because there is order between the connection of a pair of
nodes, directed edges are considered in the model. Using
this graph-based framework, a series of lateral movements
can be represented as a path through the network connection
graph 173. The system may be implemented as an off-line
system or may be implemented in a streaming environment,
depending on the implementation. Periodically, (e.g., hourly,
daily, etc.), the source and destination computers and user
accounts are collected from the Kerberos Service Ticket
Request event logs. Each Kerberos record represents an edge
in the graph, with a source node, a destination node, and a
timestamp indicating when this connection occurred.
[0039] Malicious lateral movement subgraphs may be
identified in the network connection graph 173. Lateral
movement paths can take several forms including linear
paths, directed acyclic graphs (DAGs), or cyclic graphs. To
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facilitate accurate and efficient processing, search for mali-
cious subpaths (i.e., rare K-hop paths), and then construct
the overall malicious graph by joining these subpaths
together based on a match of the source node, destination
node, and timestamp.

[0040] Input parameters may include: K (the number of
hops in suspicious paths); X (the number of days which are
analyzed to generate the path-rate score); T (the time con-
straint for filtering improbable lateral movement connec-
tions); F (the node indegree and outdegree threshold used to
filter out computers with a large number of connections);
and D (the path-rate score threshold for automatic dis-
abling).

[0041] Thus, one input parameter to the system is K, the
number of hops in suspicious paths which can also be
considered the desired subpath length. It has been deter-
mined that the number of K-hop paths in the network
increases exponentially as K increases. In an implementa-
tion, K may be set equal to 2. In other implementations,
longer subpaths with length K=3 may be used. In an
implementation, results for 1-hop paths may be generated in
case the attacker fails to make a second movement to a third
node. In addition, some servers or other computers located
on the network contribute to an extremely large number of
connections. For example, the computers with such a high
indegree or outdegree are domain controllers (DCs),
AppLocker servers, and Windows Event Forwarding (WEF)
servers. To prune the search space further in the general
detection scenario (described further herein), a filtering
mechanism may be used (e.g., node filtering) to remove
nodes with an indegree or outdegree which is greater than or
equal to the threshold F (e.g., F=10,000). Node filtering may
not be used in the forensic analysis scenario (described
further herein) because the graph is already filtered based on
the known compromised node.

[0042] The general detection module 170 combines the
output RFE events 168 of the remote file execution detector
160 and the path-rate score 176 from the path-rate score
module 175 to detect compromised nodes. The general
detection module 170 detects malicious lateral movement
without the knowledge of any previously discovered com-
promised nodes. The general detection module 170 searches
for lateral movement using the path-rate score 176 in
combination with possible remote file execution detections
(i.e., the RFE events 168) on a network.

[0043] In addition, the results of the general detection
module 170 can lead to automatic disabling of compromised
user accounts or computers by the automatic account dis-
abling module 177. The automatic account disabling module
177 may be used to automatically disable user accounts or
computers (disable compute network access) in order to
prevent attackers from using lateral movement techniques to
compromise other nodes in the network. Automatic node
disabling may be performed when a possible remote file
execution is detected and the path-rate score is less than the
threshold D. This threshold may be tuned by system admin-
istrators (e.g., to trade off potential false positives and false
negatives).

[0044] From the network connection graph 173, a path-
rate score 176 may be determined by the path-rate score
module 175, which provides a measure of how rare (i.e.,
anomalous) a path is in a computer network. The path-rate
score module 175 assigns a weight to a connection based on
its frequency over some period of time. In an implementa-
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tion, assign a weight to each directed edge, w(v,v'), calcu-
lated as the rate of connection from v to v' over an X-day
history of data:

wyV)=Clyv)/ X M

where C(v,v') denotes the number of days v connects to v'
during a period of X days (alternatively, C can be the number
of counts per day or other time period, for example). The
weight w ranges between 0 and 1 (the closer to O that w is,
the rarer the path is). Alternative methods of determining
and/or assigning weights may be used. The path-rate score,
p, of a K-hop path is calculated by the multiplication of the
weights of all its constituent edges:

p=wvlelp2e2, ...

[0045] Because paths are intended to model lateral move-
ment across nodes within a network, several time constraints
may be added to filter out impossible paths. First, edges to
be created in sequence with

eKv(K+1))y=w(vi, V(i +1)). 2)

time(ei)<time(e(i+1)) fori=1,2, ..., k-1 3)

where time(ei) denotes the timestamp when edge ei is
created. Equation (3) may be used to eliminate infeasible
paths based on timestamps. Next, assume that attackers do
not remain on the network for an extended period of time,
so all the edges in a path must be created within a certain
period of time:

[time(el)-time(e(i-1))I<T" 4

where |*| represents the absolute value, and T is a user-
defined input threshold representing the maximum amount
of time attackers use to make a pair of consecutive lateral
movement hops on the network.

[0046] Varying T is a tradeoff between potential false
positives, false negatives, and the number of results that are
output. When T is small, the filtered subgraph is small and
will only detect quick lateral movements. However, a lateral
movement may be missed (i.e., a false negative) if the
attacker introduces large delays between hops. On the other
hand, using large values of T results in a large number of
potential lateral movement paths which can lead to increased
false positives.

[0047] The ranking module 180 may rank the outputs from
the general detection module 170 and/or the forensic analy-
sis module 185 to aid in the determination of previously
unknown compromised nodes. Regarding ranking and dis-
covery, the path-rate score module 175 generates all possible
paths and calculates the corresponding path-rate score, p, for
each path. The ranking module 180 ranks these paths in
ascending order of the path-rate score. The highest ranked
paths, with the lowest score, are the most rare and are more
likely to correspond to malicious lateral movement. In the
forensic analysis case, a user (e.g., an analyst) can investi-
gate other highly ranked paths to discover additional com-
promised nodes. For general detection, a user (e.g., an
analyst) can focus on nodes with a remote file execution
detection and highly ranked path-rate scores for manual
investigation or additional monitoring. The results 190 are
output.

[0048] The forensic analysis module 185 receives a com-
promised computer and account list 195 as input. Given the
list 195 of one or more compromised computers or accounts,
the path-rate score 176 is used in discovering additional
compromised nodes (i.e., forensic analysis). Regarding the
forensic analysis module 185, the forensic analysis scenario
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assumes there is a list of compromised nodes as an addi-
tional input feature, which contains at least one known
compromised computer or user account. Forensic analysis
identifies malicious lateral movement paths into and out of
each compromised node. To do so, set this infected node as
either the starting or ending node in the 2-hop path, and
apply the path-rate score 176 to generate the possible
outbound or inbound paths. Because only a single malicious
node is considered, the majority of the rare 2-hop paths are
filtered out, revealing a limited number of suspicious paths
to investigate manually (e.g., by a user, analyst, system
administrator, etc.). Once a malicious lateral movement
subgraph is confirmed, add the two newly discovered nodes
to the compromised computer and account list 195. When
there are multiple infected nodes in the list 195, repeat the
process for each additional node. In an implementation,
these individually confirmed paths can be combined to
reveal the entire malicious lateral movement graph.

[0049] In an implementation, given the large-scale data-
sets (e.g., there are millions of nodes and hundreds of
millions of edges), the techniques herein may be imple-
mented in large cluster using a MapReduce framework. This
framework supports a SQL-like syntax, and includes a
distributed storage component. After parsing the users’ input
code, it generates a parallel, optimized “execution plan” for
the defined queries. A tool with a graphical user interface for
analysts to query the results may be used. The tool accesses
the logs, which are stored on the cluster, through the
interactive platform for fast response.

[0050] Example system and security events that may be
used to build the network connection graph and detect
remote file executions include the following. Note that the
following examples are described with respect to the WIN-
DOWS operating system, and that similar events on other
operating systems are contemplated and may be generated
and used on other operating systems depending on the
implementation.

[0051] Event ID 4769, corresponding to a Kerberos Ser-
vice Ticket Request. The WINDOWS security event 4769
may be used to create the network connection graph 173. A
4769 WINDOWS security event is generated whenever a
new Kerberos service ticket is requested. The Kerberos
network protocol involves six steps for a client user account
or computer to connect to another computer. First, the user
requests a Kerberos Ticket Granting Ticket (TGT) from the
Kerberos Key Distribution Center (KDC). The KDC returns
a TGT to the user which is encrypted with a hash of the
user’s password. If the user can successfully decrypt the
TGT, it is then submitted to the KDC’s Ticket Granting
Service in order to obtain a Kerberos service ticket. The
Kerberos service ticket is then provided to the network
service to authenticate the user and allow a connection to a
remote computer. The 4769 WINDOWS security event is
generated in response to the third step when the user requests
the Kerberos service ticket from the Key Distribution Cen-
ter’s Ticket Granting Service. In an alternative implemen-
tation, the graph can be generated with 4768 TGT security
events, which correspond to the request of a Kerberos Ticket
Granting Ticket. With this, the computer name is not pro-
vided for the destination computer—only the destination IP
address is collected. The graph can be implemented or
extended using the 4768 security events, using a separate
process which queries the Windows Active Directory peri-
odically (i.e., daily) to resolve the destination node name. As
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described further herein, network logon events and NTLM
events can also be used, e.g., to improve the graph.

[0052] A Service Control Manager (SCM), Event ID 7045,
is directed to service installation. WINDOWS services are
programs which run in the background of the operating
system, and these services are controlled by the Service
Control Manager. The 7045 WINDOWS security event is
generated on a WINDOWS computer when a service is
installed via the Service Control Manager. Because services
that are installed remotely over Remote Procedure Call
(RPC) also use the SCM, this event may be observed
whenever this technique is used.

[0053] Regarding tasks, Event ID 106 corresponds to Task
Registered. This event is generated on a WINDOWS com-
puter when a scheduled task is registered for the first time.
When a scheduled task is registered remotely, this event is
always logged. Event ID 129 correspond to a created task
process. This event is generated as a result of the execution
of a scheduled task and contains details of the process that
was executed on task start.

[0054] Regarding security auditing, Event ID 4624 corre-
sponds to a success logon event. The 4624 event indicates
there was a successtul logon to a WINDOWS account. This
event allows for the correlation of a service installation
(7045) or task registration (106) with the logon of the user
that performed the action. This enables two scenarios. First,
it can be verified that the service installation or registration
was the result of a remote logon from the user. Second,
additional information about the installation can be
obtained, such as the source internet protocol (IP) address.
[0055] Event ID 4688 corresponds to process creation.
Knowing the process destined to be executed by the service
or task, process creation data can be searched for the process
start event associated with it and incorporate additional
information from this event as well.

[0056] Event ID 5140 corresponds to file share. This event
is logged when a file share is accessed. By associating
WHADMIN\$ share accesses with the 4624 logon event that
installed the task or service, it can be shown that a file was
potentially written to the remote computer at the same time.
[0057] FIG. 2 is an operational flow of an implementation
of a method 200 for tracking malicious lateral movement
across a computer network. At 210, a graph, such as the
graph 173, is generated. The graph 173 may be generated by
the network graph construction module 165, using system
and security events received from one or more computers in
the computer network being monitored for malicious lateral
movement.

[0058] At 220, a weight of each directed edge in the graph
173 is determined, e.g., using equation (1) above by the
path-rate score module 175. Optionally, at 230, nodes and/or
paths may be filtered from the graph 173 to decrease the
number of paths that are to be subsequently processed by the
path-rate score module. This may increase the subsequent
speed and efficiency of processing.

[0059] At 240, a path-rate score, such as the path-rate
score 176, is determined for each path in the graph 173. The
path-rate score 176 may be determined by the path-rate
score module 175, using equation (2) above. The path-rate
score 176 for each path may be provided to the general
detection module 170 and the forensic analysis module 185.
[0060] Optionally, at 250, infeasible paths are eliminated,
and paths outside a threshold amount of time are eliminated.
Infeasible paths may be eliminated using equation (3) above,
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and paths outside a threshold amount of time may be
eliminated using equation (4) above.

[0061] At 260, processing is performed by the general
detection module 170 and/or the forensic analysis module
185 as described further herein, and ranking is performed
based on the path-rate score 176, using inbound and/or
outbound paths, to identify malicious computers and/or user
accounts. At 270, the identified malicious computers and/or
user accounts may be shut down (i.e., disabled).

[0062] Regarding forensic analysis, a user, analyst, system
administrator, etc. may discover that a computer on their
network is infected and want to identify other compromised
computers in the network. The lateral movement, forensic
analysis problem, is described with respect to FIGS. 3 and
4, as determining which user accounts and/or computers in
the network graph were connected to the infected computer
and which computers were later contacted by the infected
computer. In this scenario, the infected computer may be the
source of the initial infection, an intermediate node in the
lateral movement path, or the final destination in the attack.

[0063] FIG. 3 is an illustration of a network connection
graph 300 useful for describing forensic analysis with
respect to tracking malicious lateral movement across a
computer network. The network connection graph 300
shows 13 nodes (nodes A-M), with node G being a known
compromised (i.e., infected) node (i.e., a compromised
computer or account in the computer network represented by
the network connection graph 300).

[0064] For the forensic analysis problem depicted in FIG.
3, consider both inbound and outbound paths of the com-
promised computer (node G). For inbound path analysis,
search for other compromised computers which connect to
the known infected computer (node G). The connection can
either be direct or indirect. A direct connection occurs
between a computer which directly connects to the compro-
mised computer (i.e., 1-hop away), such as nodes D, E, and
F with respect to node G. Indirect connections are between
computers located two or more hops away from the known
infected computer, such as nodes A, B, and C with respect
to node G (the two hops being, for example, the path from
node A to node D to node G, the path from node B to node
E to node G, the path from node B to node F to node G, and
the path from node C to node F to node G).

[0065] Similarly for outbound paths, search for computers
which the known infected computer (node GG) connects to.
Again, these additional infected computers may be located
1-hop away from the infected computer in the case of a
direct connection (nodes H, I, and J with respect to node G)
or two or more hops away for indirect connections (node K,
L, and M with respect to node G, variously via nodes H, I,
and J).

[0066] Thus, in FIG. 3, a known compromised node
(denoted as nod G) is discovered and the task is to identify
the unknown compromised computers and user accounts
(dashed nodes C, F, I, L, and M) along the malicious access
path (dashed lines). Searching for potentially compromised
nodes which connect to the known compromised node
considers inbound paths, while discovering downstream
nodes which are connected to by the known compromised
node studies outbound paths.

[0067] For the forensic analysis problem, the network
connection graph is processed with the path-rate score 176
and the forensic analysis module 185 for generating the
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lateral movement graph with the detection of one or more
confirmed malicious (i.e., infected) computers or user
accounts.

[0068] FIG. 4 is an operational flow of an implementation
of a forensic analysis method 400 that may be used for
tracking malicious lateral movement across a computer
network. The method 400 may be implemented by the
forensic analysis module 185.

[0069] At 410, a malicious node (i.e., a compromised
node, computer, or account) is identified on a network
connection graph, such as the graph 173 or the graph 300. At
420, the identification of the malicious node is provided to
the forensic analysis module 185, e.g., via the compromised
computer and account list 195. At 430, the path-rate score
176 is provided to the forensic analysis module 185 by the
path-rate score module 175.

[0070] At 440, inbound path analysis is performed. For
example, with respect to FIG. 3, the paths into compromised
node G from nodes A, B, C, D, E, and F are analyzed as set
forth above.

[0071] At 450, outbound path analysis is performed. For
example, with respect to FIG. 3, the paths out of compro-
mised node G to nodes H, [, J, K, L, and M are analyzed as
set forth above.

[0072] FIG. 5 is an illustration of a network connection
graph 500 useful for describing general detection with
respect to tracking malicious lateral movement across a
computer network. FIG. 5 is a diagram of general detection
and represents the user accounts and computers in a large-
scale network without any prior confirmed intrusions. The
network connection graph 500 shows 20 nodes (nodes A-T).
Unlike the network connection graph 300 described with
respect to FIG. 3, there are no known compromised nodes in
the network connection graph 500. In the graph 500, node K
has been identified as suspicious pursuant to generating a
remote file execution detection alert (e.g., node K has an
RFE event 168 associated with it). As noted further herein,
alternate detections are possible in addition to, or instead of,
RFE.

[0073] Regarding the general detection problem, while
forensic analysis deals with the case where an infected
computer is already known, general detection involves iden-
tifying infected computers or compromised user accounts
and the lateral movement paths in the network connection
graph without any prior confirmed detections. In other
words, the task is to discover the initial infected computer or
compromised user account. To aid in the detection of mali-
cious lateral movement, FIG. 5 indicates that one suspicious
computer (node K) in the network has generated an alert
indicating a potential remote file execution, a key compo-
nent of lateral movement. The lateral movement path is
recovered from rare paths which include the computer
involved with the remote file execution detection. FIG. 5§
shows that the general detection ultimately determines that
nodes D, H, K, and Q are compromised.

[0074] Additionally, for the general detection problem,
relying on the path-rate score alone leads to too many
potential, but legitimate, rare paths for manual investigation
by analysts. To overcome this problem, the general detection
module 170 combines the path-rate score with possible
remote file execution detections to filter out the majority of
the benign lateral-movement paths. In an implementation,
the remote file execution detector 160 correlates various

Dec. 20, 2018

system and security events caused by the installation of a
new service or service, or the creation of a new process.
[0075] FIG. 6 is an operational flow of an implementation
of a general detection method 600 that may be used for
tracking malicious lateral movement across a computer
network. Using this technique, lateral movement may be
detected on a network which is believed to be secure.
[0076] At 610, a network connection graph is constructed,
e.g., using service ticket requests, such as Kerberos Service
Ticket Request events.

[0077] At 620, a number of system and security events are
correlated to indicate a possible remote file execution. At
630, benign lateral movement activity is filtered out, using
the possible remote file execution detections with the net-
work connection graph.

[0078] At 640, the network is monitored, and alerts are
generated when suspicious lateral movement is detected. At
650, a user account or a computer’s network access is
disabled if the detection confidence is high enough.

[0079] FIG. 7 shows an exemplary computing environ-
ment in which example embodiments and aspects may be
implemented. The computing device environment is only
one example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality.

[0080] Numerous other general purpose or special purpose
computing devices environments or configurations may be
used. Examples of well-known computing devices, environ-
ments, and/or configurations that may be suitable for use
include, but are not limited to, personal computers, server
computers, handheld or laptop devices, multiprocessor sys-
tems, microprocessor-based systems, network personal
computers (PCs), minicomputers, mainframe computers,
embedded systems, distributed computing environments
that include any of the above systems or devices, and the
like.

[0081] Computer-executable instructions, such as pro-
gram modules, being executed by a computer may be used.
Generally, program modules include routines, programs,
objects, components, data structures, etc. that perform par-
ticular tasks or implement particular abstract data types.
Distributed computing environments may be used where
tasks are performed by remote processing devices that are
linked through a communications network or other data
transmission medium. In a distributed computing environ-
ment, program modules and other data may be located in
both local and remote computer storage media including
memory storage devices.

[0082] With reference to FIG. 7, an exemplary system for
implementing aspects described herein includes a comput-
ing device, such as computing device 700. In its most basic
configuration, computing device 700 typically includes at
least one processing unit 702 and memory 704. Depending
on the exact configuration and type of computing device,
memory 704 may be volatile (such as random access
memory (RAM)), non-volatile (such as read-only memory
(ROM), flash memory, etc.), or some combination of the
two. This most basic configuration is illustrated in FIG. 7 by
dashed line 706.

[0083] Computing device 700 may have additional fea-
tures/functionality. For example, computing device 700 may
include additional storage (removable and/or non-remov-
able) including, but not limited to, magnetic or optical disks

PAN Exhibit 1004
Page 15 0of 18



US 2018/0367548 Al

or tape. Such additional storage is illustrated in FIG. 7 by
removable storage 708 and non-removable storage 710.
[0084] Computing device 700 typically includes a variety
of computer readable media. Computer readable media can
be any available media that can be accessed by the device
700 and includes both volatile and non-volatile media,
removable and non-removable media.

[0085] Computer storage media include volatile and non-
volatile, and removable and non-removable media imple-
mented in any method or technology for storage of infor-
mation such as computer readable instructions, data
structures, program modules or other data. Memory 704,
removable storage 708, and non-removable storage 710 are
all examples of computer storage media. Computer storage
media include, but are not limited to, RAM, ROM, electri-
cally erasable program read-only memory (EEPROM), flash
memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium which can be
used to store the desired information and which can be
accessed by computing device 700. Any such computer
storage media may be part of computing device 700.
[0086] Computing device 700 may contain communica-
tion connection(s) 712 that allow the device to communicate
with other devices. Computing device 700 may also have
input device(s) 714 such as a keyboard, mouse, pen, voice
input device, touch input device, etc. Output device(s) 716
such as a display, speakers, printer, etc. may also be
included. All these devices are well known in the art and
need not be discussed at length here.

[0087] It should be understood that the various techniques
described herein may be implemented in connection with
hardware components or software components or, where
appropriate, with a combination of both. Illustrative types of
hardware components that can be used include Field-pro-
grammable Gate Arrays (FPGAs), Application-specific Inte-
grated Circuits (ASICs), Application-specific Standard
Products (ASSPs), System-on-a-chip systems (SOCs), Com-
plex Programmable Logic Devices (CPLDs), etc. The meth-
ods and apparatus of the presently disclosed subject matter,
or certain aspects or portions thereof, may take the form of
program code (i.e., instructions) embodied in tangible
media, such as floppy diskettes, CD-ROMs, hard drives, or
any other machine-readable storage medium where, when
the program code is loaded into and executed by a machine,
such as a computer, the machine becomes an apparatus for
practicing the presently disclosed subject matter.

[0088] Inan implementation, a method for detecting mali-
cious computers in a computer network comprises: gener-
ating a graph representing the computer network, the graph
comprising nodes that represent computers and user
accounts, and edges that represent computer connections
and user logon events; determining a weight of each of the
plurality of edges in the graph; determining a path-rate score
for a plurality of paths in the graph using the weight of each
of the plurality of edges; ranking the plurality of paths based
on the path-rate score for each of the plurality of paths; and
identifying the malicious computers in the computer net-
work based on the ranking.

[0089] Implementations may include some or all of the
following features. The method may further comprise fil-
tering a plurality of the nodes from the graph, prior to
determining the path-rate score for the plurality of paths in
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the graph. The method may further comprise filtering at least
one of the plurality of the paths from the graph prior to
determining the path-rate score. Determining the path-rate
score for the plurality of paths in the graph may comprise
computing the path-rate score for each path along a rare path
in the graph. The method may further comprise eliminating
infeasible paths from the graph. The method may further
comprise eliminating paths outside a threshold amount of
time from the graph. The method may further comprise
disabling the identified malicious computers. The method
may further comprise identifying a malicious user account in
the computer network based on the ranking, and disabling
the malicious user account. The plurality of paths may
comprise 1-hop paths and 2-hop paths. The method may
further comprise performing forensic analysis on the graph,
wherein ranking the plurality of paths is further based on a
result of the forensic analysis. The method may further
comprise performing general detection on the graph,
wherein ranking the plurality of paths is further based on a
result of the general detection.

[0090] In an implementation, a system for detecting mali-
cious computers in a computer network comprises: a remote
file execution detector configured to detect at least one
remote file execution event; a network graph construction
module configured to generate a graph representing the
computer network, the graph comprising nodes that repre-
sent computers and user accounts, and edges that represent
computer connections and user logon events; a path-rate
score module configured to determine a path-rate score for
a plurality of paths in the graph; a general detection module
configured to process the graph using the at least one remote
file execution event and the path-rate score; a forensic
analysis module configured to process the graph using a
compromised computer and account list and the path-rate
score; and a ranking module configured to rank the plurality
of paths based on at least one of a result from the general
detection module or a result from the forensic analysis
module, and output results of the ranking.

[0091] Implementations may include some or all of the
following features. The system may further comprise an
automatic account disabling module configured to disable at
least one of a malicious computer or a malicious user
account responsive to the results of the ranking. The remote
file execution detector may be configured to detect the least
one remote file execution event from at least one computing
device of the computer network. The ranking module may
be configured to identify at least one of a malicious com-
puter or a malicious user account in the computer network
based on the ranking. The plurality of paths may comprise
1-hop paths and 2-hop paths.

[0092] Inan implementation, a method for detecting mali-
cious computers in a computer network comprises: receiv-
ing, at a forensic analysis module of a computing device, an
identification of a compromised node on a network connec-
tion graph corresponding to the computer network, the
compromised node indicating a malicious computer or
account on the computer network; receiving, at the forensic
analysis module of the computing device, a path- rate score
for a plurality of paths in the network connection graph, each
of the plurality of paths comprising the malicious node and
at least one other node of the network connection graph; and
identifying, at the forensic analysis module of the computing
device, lateral movement on the computer network using the
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identification of the compromised node and the path-rate
score for the plurality of paths in the network connection
graph.

[0093] Implementations may include some or all of the
following features. Identifying lateral movement may com-
prise identifying lateral movement into the compromised
node. Identifying lateral movement may comprise identify-
ing lateral movement out of the compromised node. Iden-
tifying lateral movement may comprise using 1-hop con-
nections with the compromised node and using 2-hop and/or
other multi-hop (e.g., 3-hop, 4-hop, etc.) connections with
the compromised node.

[0094] Although exemplary implementations may refer to
utilizing aspects of the presently disclosed subject matter in
the context of one or more stand-alone computer systems,
the subject matter is not so limited, but rather may be
implemented in connection with any computing environ-
ment, such as a network or distributed computing environ-
ment. Still further, aspects of the presently disclosed subject
matter may be implemented in or across a plurality of
processing chips or devices, and storage may similarly be
effected across a plurality of devices. Such devices might
include personal computers, network servers, and handheld
devices, for example.

[0095] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

What is claimed:

1. A method for detecting malicious computers in a
computer network, the method comprising:

generating a graph representing the computer network,

the graph comprising nodes that represent computers
and user accounts, and edges that represent computer
connections and user logon events;

determining a weight of each of the plurality of edges in

the graph;

determining a path-rate score for a plurality of paths in the

graph using the weight of each of the plurality of edges;
ranking the plurality of paths based on the path-rate score
for each of the plurality of paths; and

identifying the malicious computers in the computer

network based on the ranking.

2. The method of claim 1, further comprising filtering a
plurality of the nodes from the graph, prior to determining
the path-rate score for the plurality of paths in the graph.

3. The method of claim 2, further comprising filtering at
least one of the plurality of the paths from the graph prior to
determining the path-rate score.

4. The method of claim 1, wherein determining the
path-rate score for the plurality of paths in the graph
comprises computing the path-rate score for each path along
a rare path in the graph.

5. The method of claim 1, further comprising eliminating
infeasible paths from the graph.

6. The method of claim 1, further comprising eliminating
paths outside a threshold amount of time from the graph.

7. The method of claim 1, further comprising disabling the
identified malicious computers.
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8. The method of claim 1, further comprising identifying
a malicious user account in the computer network based on
the ranking, and disabling the malicious user account.

9. The method of claim 1, wherein the plurality of paths
comprise 1-hop paths and 2-hop paths.

10. The method of claim 1, further comprising performing
forensic analysis on the graph, wherein ranking the plurality
of paths is further based on a result of the forensic analysis.

11. The method of claim 1, further comprising performing
general detection on the graph, wherein ranking the plurality
of paths is further based on a result of the general detection.

12. A system for detecting malicious computers in a
computer network, the system comprising:

a remote file execution detector configured to detect at

least one remote file execution event;

a network graph construction module configured to gen-
erate a graph representing the computer network, the
graph comprising nodes that represent computers and
user accounts, and edges that represent computer con-
nections and user logon events;

a path-rate score module configured to determine a path-
rate score for a plurality of paths in the graph;

a general detection module configured to process the
graph using the at least one remote file execution event
and the path-rate score;

a forensic analysis module configured to process the
graph using a compromised computer and account list
and the path-rate score; and

a ranking module configured to rank the plurality of paths
based on at least one of a result from the general
detection module or a result from the forensic analysis
module, and output results of the ranking.

13. The system of 12, further comprising an automatic
account disabling module configured to disable at least one
of'a malicious computer or a malicious user account respon-
sive to the results of the ranking.

14. The system of claim 12, wherein the remote file
execution detector is configured to detect the least one
remote file execution event from at least one computing
device of the computer network.

15. The system of claim 12, wherein the ranking module
is configured to identify at least one of a malicious computer
or a malicious user account in the computer network based
on the ranking.

16. The system of claim 12, wherein the plurality of paths
comprises 1-hop paths and 2-hop paths.

17. A method for detecting malicious computers in a
computer network, the method comprising:

receiving, at a forensic analysis module of a computing
device, an identification of a compromised node on a
network connection graph corresponding to the com-
puter network, the compromised node indicating a
malicious computer or account on the computer net-
work;

receiving, at the forensic analysis module of the comput-
ing device, a path-rate score for a plurality of paths in
the network connection graph, each of the plurality of
paths comprising the malicious node and at least one
other node of the network connection graph; and

identifying, at the forensic analysis module of the com-
puting device, lateral movement on the computer net-
work using the identification of the compromised node
and the path-rate score for the plurality of paths in the
network connection graph.
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18. The method of claim 17, wherein identifying lateral
movement comprises identifying lateral movement into the
compromised node.

19. The method of claim 17, wherein identifying lateral
movement comprises identifying lateral movement out of
the compromised node.

20. The method of claim 17, wherein identifying lateral
movement comprises using 1-hop connections with the
compromised node and using 2-hop connections with the
compromised node.
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