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LIST OF CHALLENGED CLAIMS

Limitation

A system for ingestion of data into a cloud-based service from an
external network, comprising:

a midserver comprising at least a processor, a memory, and a
plurality of programming instructions stored in the memory and
operating on the processor, wherein the plurality of
programming instructions, when operating on the processor,
cause the processor to:

automatically install a virtual appliance software application, the
virtual appliance software application configured to
automatically load a plurality of stored configurations on the
midserver;

establish a secure network connection to an external network;

receive data over a local network from a plurality of computing
devices;

apply a plurality of transformations to at least a portion of the
received data; and

retransmit the received data over the secure connection as a
single data stream.

[4.1]

A method for ingestion of data into a cloud-based service from
an external network, comprising the steps of:

[4.2]

installing a midserver comprising at least a processor, a memory,
and a plurality of programming instructions stored in the
memory and operating on the processor;

[4.3]

automatically installing, using the midserver, a virtual appliance
software application, the virtual appliance software application
configured to automatically load a plurality of stored
configurations on the midserver;

3
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Claim Limitation
[4.4] establishing a secure network connection from the midserver to
) an external network;
4.5] receiving data over a local network from a plurality of
' computing devices;
[4.6] applying a plurality of transformations to at least a portion of the
received data; and
[4.7] retransmitting the received data over the secure connection as a

single data stream.




Petition for Inter Partes Review
U.S. Patent No. 11,539,663

I. INTRODUCTION

Palo Alto Networks (“Petitioner”) respectfully requests inter partes review
(“IPR”) of claims 1 and 4 of U.S. Patent No. 11,539,663 (“the ’663 patent”)
(EX1001), allegedly owned by QOMPLX LLC (“Patent Owner”). For the reasons
set forth below, the Board should institute IPR and hold these claims unpatentable.

The challenged claims relate to ingestion of data into a cloud-based service,
where a midserver receives data from a plurality of computing devices, applies a
plurality of transformations to the received data, and retransmits the received data
over a secure connection. Each feature was well-known and conventional and, years
before the priority date, Maturana (EX1004) had described the combination of
features in the challenged claims.

Maturana, which was not before the Office during original prosecution,
discloses an on-premise cloud agent application that ‘“facilitates collection of
industrial data from one or more data sources” and “migration of the collected data
to a cloud platform for storage and processing.” EX1004, Abstract. Maturana further
teaches transforming the data “before uploading to the cloud, rather than requiring
this transformation to be performed on the cloud.” EX1004, [0055]. Kashyap
(EX1005), in turn, expressly teaches how to efficiently implement cloud computing
applications using the well-known Open Virtual Application (“OVA”) standard. The

combination of Maturana and Kashyap renders each challenged claim obvious.
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The challenged claims were allowed after the Applicant heavily amended
independent claims 1 and 4 to include additional claim elements and remove original
claim elements. Prior to allowance, the Examiner did not adapt the search to address
the new claim elements but instead simply repeated the same search queries used for
the original claims. Ultimately, neither Maturana nor Kashyap were considered
during original prosecution. The Board should institute inter partes review and
evaluate the patentability of the claims against these important prior art references.

II. MANDATORY NOTICES AND FEES
A. Real Party In Interest

The real party in interest is Palo Alto Networks, Inc.

B. Related Litigation

Patent Owner is currently asserting the 663 patent against Petitioner in
Qomplx LLC v. Palo Alto Networks, Inc., Case No. 2-25-cv-00913 (E.D. Tex.), filed
August 28, 2025. Patent Owner has also asserted the *663 patent against Microsoft
in Qomplx LLC v. Microsoft Corporation, Case No. 1-25-cv-01383 (W.D. Tex.),
filed August 28, 2025.

Microsoft has filed an IPR petition against the 663 patent in [PR2026-00183.
This petition is a “copycat” of Microsoft’s petition and Petitioner Palo Alto
Networks has concurrently filed a motion to join Microsoft’s IPR proceeding in the

event trial is instituted.
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C. Counsel and Service Information

Petitioners provide the following counsel and service information. Petitioners
consent to electronic service the email addresses listed in the table below. Pursuant

to 37 C.F.R. § 42.10(b), Powers of Attorney accompany this Petition.

Lead Counsel Back-Up Counsel

James M. Glass (Reg. No. 46,729)
jimglass@quinnemanuel.com

QUINN EMANUEL URQUHART

Quincy Lu (Reg. No. 76,954)
quincylu@quinnemanuel.com

QUINN EMANUEL URQUHART

& SULLIVAN, LLP

295 5™ Avenue, 9" Floor
New York, NY 10014
Tel: (212) 849-7000
Fax: (212) 849-7100

& SULLIVAN, LLP

1109 First Avenue, Suite 210
Seattle, WA 98101

Tel: (206) 905-7000

Fax: (206) 905-7100

Brian Biddinger (pro hac vice
forthcoming)
brianbiddinger@quinnemanuel.com
QUINN EMANUEL URQUHART
& SULLIVAN, LLP

295 5™ Avenue, 9" Floor

New York, NY 10014

Tel: (212) 849-7000

Fax: (212) 849-7100

Jeremy Thomas (pro hac vice
forthcoming)
jeremythomas@gquinnemanuel.com
QUINN EMANUEL URQUHART
& SULLIVAN, LLP

50 California Street, 22" Floor

San Francisco, California 94111
Tel: (415) 875-6600

Fax: (415) 875-6700
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D. Payment of Fees

The undersigned authorizes the Office to charge the fee required for this
Petition (and any additional fees) to Deposit Account No. 50-5708.

E. Requirements for Inter Parties Review

Petitioner certifies the 663 patent is available for IPR, and Petitioner is not
barred or estopped from requesting this proceeding.

III. GROUNDS

Petitioner requests inter partes review of claims 1 and 4 (the “challenged

claims™) of the *663 patent, on the following statutory grounds:

Ground | Basis | Reference(s) Claims
1 §103 | Maturana, Kashyap 1,4

IV. STATE OF THE ART AND ORDINARY SKILL IN THE ART

The following sections explain pertinent aspects of the state of the art and the
level of ordinary skill in the art as of May 14, 2019, the filing date of the application
that led to challenged claims and earliest effective invention date. Infra Sections
IV.A — V.A. The state of the art and level of ordinary skill would be the same even
if the challenged claims were entitled to an effective invention date of April 28,
2016, the filing date of the ancestor application to which the *663 patent alleges CIP

priority. EX1003, 926.
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A. State Of The Art

1. Virtual Appliances Were Commonly Used For
Installation Of Applications On Virtual Machines

Virtual appliances went hand in hand with virtual machines. A virtual
appliance was known in the art as a virtual machine image containing a pre-installed
operating system and one or more pre-installed software applications, such that the
software applications run when loaded in a virtual machine. EX1003, 430. As just
one example, a 2012 patent publication explains this in its background section:

A virtual appliance is a virtual machine image file that
includes a pre-configured operating system and a single
application. It is packaged as a pre-installed system image
for a particular virtualized environment and hardware
platform. A common file format for the virtual appliance
is the open virtualization format (OVF). ... Accordingly,

the virtual appliance is a software image containing an
application designed to run inside a virtual machine.

EX1005 (Kashyap), [0003]; see also EX1016 (Mellor), [0002] (explaining the
benefits of providing applications as a virtual appliance, which can be “administered
as black boxes™); EX1003, 430.

By 2011, virtual appliances were already regarded as “a very important
standard cloud computing deployment object” (EX1007, 45), as explained in Wiley
Publishing’s “Cloud Computing Bible” by Sosinsky (id., a, e, xi). This is because

virtual appliances provide the software applications comprising a cloud platform and
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thus “occupy the middle of the cloud computing stack” (id., 50-51), as shown in

Sosinsky Figure 3.2:

A virtual appliance is software that installs as middleware onto a virtual machine.

APls < » Various by vendorl
Applications - -;EmheddedH Native I[ Web ]
Virtual | Data HMetadataH Content {<— r—StructuredHUnstructured‘

appliance

Integration and middleware :

Core connectivity

and delivery :
: Abstraction '
Virtual '
server :

EX1007, 50-51 (highlighting added); EX1003, q31.

Sosinsky explained that “[o]ne of the major advantages of a virtual appliance
is that you can use the appliances as the basis for assembling more complex services,
the appliance being one of your standardized components.” EX1007, 51. Virtual
appliances thus enable a modular plug-and-play / “ready-to-use” approach for
adding software functionality. EX1007, 52-55 (showing and discussing vendors

providing virtual appliances); EX1003, 932.
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POSITAs knew that “instantiating virtual appliances ... that encapsulate the
required applications or services (the key functionality) with their support
environment (e.g., an operating system and several software libraries)” was a
standard technique for quickly and easily deploying software applications. EX1014
(Kecskemeti), 279 (emphasis original). Virtual appliances enable rapid provisioning
because they “simplify and automate service deployment and eliminate the
complexities in the service installation process.” EX1010 (Jin), 5; id., 2 (explaining
that virtual appliances simplify deployment and “eliminate the need for manual
configuration and relieve the management burden”), 4-5 (discussing “complex and
labor-intensive process” for manually deploying applications without virtual
appliances); see also EX1007, 52 (“Virtual appliances are far easier to install and
run than an application that you must set up yourself.”); EX1003, 433.

It was well-known to use a bootstrap process, or boot process, to install and
configure a virtual appliance automatically upon instantiation, so that a base virtual
appliance can be deployed and then customized / configured for that specific
instance. EX1006 (Dake), [0009]-[0010], [0018]-[0023]; see also EX1013 (Madhu),
[0127], [0129] (explaining that an initial “bootstrap process involves the automatic
deployment, creation, and use of ... virtual infrastructure,” which begins when “a
virtual machine [] is downloaded to an on-premise data center”); EX1016, [0019]

(explaining how information provided by a virtual appliance is used to
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“instantiate[]” / “install” the virtual appliance on a virtual machine monitor /
hypervisor), [0027] (explaining that a virtual appliance may be “responsible for its
own configuration and modification”); EX1003, 934.

2. Open Virtual Appliances (OVAs) Were A Known

And Standard Format For Automatically Installing
And Configuring Applications In Virtual Machines

Virtual appliances were such a standard tool for provisioning cloud resources
that the Distributed Management Task Force (DMTF), an industry working group
of over 160 companies and organizations, developed the Open Virtualization Format
(“OVF”) “for the packaging and distribution of virtual appliances composed of one
or more virtual computer systems.” EX1019, 3; EX1020, 8 (“OVF is a packaging
format for virtual appliances.”); EX1007, 55 (OVF is the “best known” file format
for virtual appliances), 107 (noting that OVF is an open standard supported by
“notable virtualization vendors™), 243-44 (OVF is “a standard method for creating,
packaging, and provisioning virtual appliances”). EX1003, q35.

The resulting OVF software package was referred to as an Open Virtual
Appliance or “OVA.” EX1021, 14 (“The file extension [for the OVF package] is
.ova (open virtual appliance or application)”); see also EX1020, 14; EX1016
(Mellor), [0002]-[0003] (2007 patent describing an “Open Virtual Appliance
(OVA)”); EX1017, [0001] (explaining that “OVA (open virtual appliance) template

file is a single archive file in TAR file format that contains files for portability and
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deployment of virtualization appliances,” where the OV A template file includes “an
OVF (open virtual format) descriptor file”); EX1003, 936.!

OVAs are packaged with enough metadata “to automatically and securely
install, configure, and run the virtual appliance on any virtualization platform.”
EX1019, 5; EX1020, 8. OVF thus provides “full support for unattended installation
to ease the burden of deployment for users, and thereby enhance the user’s
experience.” EX1019, 8 (emphasis added); EX1020, 10 (same). EX1003, 937.

A 2007 patent application described an “Open Virtual Appliance (OVA)” as
a “packaging format for virtual machines 103 (VMs) or virtual appliances.” EX1016,
[0019]. As shown in FIG. 1 below, a “virtual appliance may include one or more
virtual machines 103,” and the VM 103 “may include an application and an

operating system.” EX1016, [0019].

' The ’663 patent itself describes—without any detail or explanation—

implementing the midserver with an “Open Virtual Appliance (OVA).” EX1001,

16:16-21.
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Figure 1

OVA

Virtual Machine
103

[
[

Virtual Machine
Monitor/Hypervisor
120

Server
123

EX1016, FIG. 1 (highlighting added). The OVA is “instantiated on any virtual
platform,” such as the virtual machine monitor (VMM) / hypervisor 120. Further,
“[tThe VMM 120 allocates the server’s 123 resources that the VM requires for
operation.” EX1016, [0019]. An OVA is provided as “an executable instruction set

(e.g., an xml file), including VM specific information (i.e. metadata), for directing

10
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installation in a virtual environment of the VMs that the OVA encompasses.”
EX1016, [0021]. This early description is consistent with how the OVF standard
describes packaging a virtual appliance. See EX1019, 9 (“The OVF descriptor is an
XML document that describes meta-data about the software installed on the virtual
disks.”); id. (“The OVF environment is an XML document containing deployment
time customization information for the guest software.”). EX1003, q38.

The Open Virtualization Format (OVF) and Open Virtual Appliances (OVAs)
continue to be used in the art for deploying / provisioning virtual appliances. E.g.,
EX1017, [0001]-[0005] (describing systems and methods for “deploying a virtual
processing instance from an OVA template file”); EX1018, [0015] (describing “a
virtual appliance that can be seamlessly provisioned” for different platforms and
“distributed in a known format, such as the Open Virtualization Format (OVF)”);
EX1003, 439.

3. Midservers Were Well-Known And Facilitated Data
Transfer Between Local Networks And Cloud Platforms

It was well-known to use an intermediate system—whether termed a

29 ¢¢ 99 ¢¢

“midserver,” “edge proxy,” “cloud agent,” or “cloud gateway”—as an interface to
facilitate data transfer from an enterprise network to a cloud system. E.g., EX1001,
11:28-32 (describing “midserver” as “a gateway to the cloud-based service”);
EX1004, [0048] (describing “on-premise cloud agent” as a “gateway that collects

data items” and “move[s] the on-premise data to a cloud platform™); EX1007, 258

11
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(“proxy”); EX1012, [0050] (“edge proxies™); EX1013, [0127] (“cloud gateways”);
EX1015 (Antony), 6:15-19 (describing connection between “on-premise gateway”
and “cloud-side gateway”); EX1022, [0016] (“cloud gateway”). POSITAs
understood that using such an interface would simplify the connection between a
local network and a cloud network (e.g., providing a single connection rather than
individual connections to every device on the network), while ensuring security and
other network services. EX1003, 940. For example, Sosinsky describes and shows a
proxy, which “can be local or in the cloud,” “in the direct data path between the

client and data stored in the cloud” (EX1007, 257), as shown in its Figure 12.4:

12
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6. Data response

e _Internet
b. Storage data
relay
Cloud
or
Web

4. Storage data
reply

Cloud Storage

EX1007, 258; see also id., 257 (describing example where proxy referred to as a

“Gatekeeper”). EX1003, 940.

Such interfaces were commonly implemented, like other aspects of cloud

systems, as a virtual appliance. For example, a 2017 published patent application

described “two edge proxies connecting a remote ‘cloud’ network to a local network

13
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that is typically on the premises of a particularly entity and termed an ‘on-prem’
network,” where an “on-prem edge proxy is a virtual appliance that resides on
premises (on-prem),” and “controls network traffic to and from a cloud edge proxy.”

EX1012 (Ben-Shaul), [0050], [0071] (emphasis added).

14
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11
System Architecture After Instance Transfer
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Fig. 1
EX1012, FIG. 1 (highlighting added); EX1003, q41.
Similarly, others described a “first cloud gateway in a private cloud” and a

“second cloud gateway in a public cloud” connected with a secure transport layer

15
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tunnel over a public network to enable secure network traffic between the private
cloud and the public cloud (together forming a “hybrid cloud”). EX1022 (Chang),
[0028]; id., [0002] (describing hybrid clouds), [0019]-[0020] (same), [0033]; see
also EX1015 (Antony), 4:8-20 (describing a gateway “executing as a virtual
appliance” that provides components “with connectivity to an external network™);
EX1003, 942.

B.  Person Of Ordinary SKkill In The Art

The person of ordinary skill in the art in May 2019 (“POSITA”) would have
had a bachelor’s degree in computer science, computer engineering, electrical
engineering, or an equivalent degree, with two to four years’ experience designing,
implementing, or otherwise working with cloud computing systems. More
education, e.g., a Master’s or Ph.D., would compensate for less work experience and
vice versa. EX1003, 9927-28.

A POSITA would have been familiar with common, then-existing
technologies for cloud computing, including virtualization, as well as issues
surrounding the design, implementation, and maintenance of such technologies. The
state of the art, above, identifies certain technologies within the knowledge and skill

of a POSITA. EX1003, 929.

16
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V. THE ’663 PATENT

The ’663 patent issued December 27, 2022, from an application filed May 14,
2019. It alleges priority to a string of continuation-in-part applications that date back
to April 28, 2016, and two 2017 provisional applications.

A.  The Claims’ Earliest Possible Priority Date Is May 14, 2019

Although the 663 patent alleges priority to forty-three earlier applications
(EX1001, 1-2), the May 14, 2019, application was the first to include the subject
matter claimed by the 663 patent. The Examiner confirmed that this subject matter
was not in any earlier “related” filing. EX1002, 364-65/497, 420-21/497. As a
specific example, the earlier applications lack any disclosure of the claimed virtual
appliance software application, or virtual appliances generally. In district court,
Patent Owner alleges a priority date of May 14, 2019, further confirming that the
’663 patent is not entitled to an earlier priority date. EX1023, 9. EX1003, 943.

B. The ’663 Patent’s Specification

The ’663 patent describes using “midservers located between the business
enterprise computer infrastructure and the cloud-based infrastructure to collect,
aggregate, analyze, transform, and securely transmit data from a multitude of
computing devices and peripherals at an external network to a cloud-based service.”

EX1001, Abstract. EX1003, 944.

17
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The ’663 patent describes “midserver” as “a server that functions as an
interface between an external network and a cloud-based service,” and performs
standard operations such as “collecting, aggregating, analyzing, filtering,
transforming, and securely transmitting data.” EX1001, 12:66-13:5. The “midserver
deployment, automated onboarding of data, and endpoint transparent data transport”
are described only in terms of conventional applications of known technologies such
as Open Virtual Appliance (OVA) and virtual private network (VPN), as well as
known commercial and open-source software such as ZeroTier, Ansible, and Nginx.
EX1001, 16:11-60; id., 9:51-52 (describing using “standard VPN or similar
encryption-based network transport technologies™); EX1003, 945. The *663 patent
describes the midserver as located “on-site” with the user devices / endpoints from

which it collects data (as shown in FIG. 1, reproduced below).

18
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EX1001, FIG. 1; id., 13:7-43. EX1003, 946.

C.  The Prosecution History

In a first Office action issued May 4, 2022, the Examiner concluded that the
presented claims were not entitled to an earlier filing date because the alleged parent
applications did not disclose, inter alia, a “midserver.” EX1002, 364-65/497. The
Examiner rejected presented claims 1-6, 8, and 9 as anticipated by U.S.
2018/0115519 to Bonomi et al. (“Bonomi”), claim 7 as obvious in view of Bonomi

and two non-patent literature references “Himes” and “MatthiasLohr,” and claim 10
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as obvious in view of non-patent literature reference “Microsoft” in view of Bonomi.
EX1002, 365-72/497.

In a response filed May 31, 2022, Applicant amended claims 1 and 4 “to more
clearly teach the functions of the midserver,” with alleged support in paragraphs
[0032]-[0041] and [0060] of the application. EX1002, 415/497. Regarding claim 1,
Applicant argued that the newly added features such as a virtual appliance software
application and transforming of data (e.g., to encrypt the data) distinguished the
claims from the cited prior art Bonomi:

This midserver operations clearly distinguishes over the
reference of Bonomi (and the additional references cited
below in further rejections), as Bonomi merely teaches a
form of firewall that selectively receives and blocks
connections between local and external networks
(Bonomi, Abstract and at least §[0030]). Bonomi does not
provide an automatically-deployed virtual appliance
software application that receives and transforms
multiple data streams for retransmission over a single,
secured data stream to an external host.

EX1002, 415/497 (italics original, bold added). Applicant cancelled claims 7 and
10. EX1002, 416/497.

A second Office action issued June 16, 2022, indicating claims 1-6 as
allowable, without comment, and maintaining the rejections of claims 8 and 9

because Applicant did not provide amendments or arguments for those claims.
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EX1002, 420-23/497. In allowing dependent claims 2, 3, 5, and 6, the Examiner
erred by failing to recognize antecedent basis issues caused by the deletions and
additions of claim elements in independent claims 1 and 4. See EX1002, 411-12/497.

Further, the Examiner’s search notes indicate that the Examiner used the exact
same search queries before and after the claim amendments, with no apparent change
in search strategy to reflect the new elements added to the independent claims.
EX1002, 426-30/497.

Applicant cancelled claims 8 and 9 in a response filed July 27, 2022. EX1002,
437-442/497. The Examiner issued a Notice of Allowance on August 10, 2022,
without any further comments on the allowability of claims 1-6. EX1002, 444-
50/497.

VI. CLAIM CONSTRUCTION

For inter partes review, claim terms should be given the ordinary meaning
that the terms would have to a person of ordinary skill in the art on the earliest
effective filing date, in view of the specification and file history. 83 Fed. Reg. 51340;
Phillips v. AWH Corp., 415 F.3d 1303, 1312-1313 (Fed. Cir. 2005) (en banc).

Unless otherwise expressly discussed, Petitioner applies the plain and
ordinary meaning of all claim terms below. Petitioner does not, however, waive any
argument in any litigation that claim terms in the ’663 patent are indefinite or

otherwise invalid, nor does Petitioner waive its right to raise additional issues of
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claim construction in any litigation. Petitioner will apprise the Board of any briefing
or orders that reflect such positions. EX1003, 947.

VII. GROUND 1: CLAIMS 1 AND 4 ARE OBVIOUS OVER MATURANA
IN VIEW OF KASHYAP

As explained below, claims 1 and 4 are obvious over Maturana in view of
Kashyap. EX1003, 948.

A. Maturana (EX1004)

Maturana is a U.S. patent application publication that published October 1,
2015, from an application filed October 27, 2014, and alleges priority to a
provisional application filed on March 26, 2014. EX1004, Cover. EX1003, 949.

Maturana qualifies as prior art under at least Sections 102(a)(1-2).
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Maturana discloses “an on-premise cloud agent that facilitates collection and
upload of industrial data to a cloud-based storage and processing infrastructure.”
EX1004, [0002]. As shown in FIG. 1, Maturana contemplates such cloud agents
installed and running at several locations, with each cloud agent collecting data from

many different devices:

-
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EX1004, FIG. 1 (highlighting added). The ‘“agent-based cloud infrastructure” of

Maturana provides “data ingestion into the cloud.” EX1004, [0046]. EX1003, §50.
Maturana explains that “[iJngestion of industrial device data in the cloud

platform 102 through the use of cloud agents 106 can offer a number of advantages

particular to industrial automation.” EX1004, [0041]. These advantages include, as
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some of the examples provided by Maturana, (1) the easy scalability of cloud-based
storage “to accommodate the large quantities of data generated daily by an industrial
enterprise,” (2) the ability for “multiple industrial facilities at different geographical
locations [to] migrate their respective automation data to the cloud ... without the
need to establish a private network between the facilities,” and (3) the ability for
cloud agents “to automatically detect and communicate with the cloud platform 102
upon installation at any facility, simplifying integration with existing cloud-based
data storage, analysis, or reporting applications used by the enterprise.” EX1004,
[0041]. Maturana further explains that the cloud platform enables “software vendors
to provide software as a service, removing the burden of software maintenance,
upgrading, and backup from their customers.” EX1004, [0041]; see also EX1003,
I51.

Maturana discloses implementing its cloud agents using “virtual machine(s).”
EX1004, [0042]. The cloud agent of Maturana, as shown in FIG. 2 (reproduced
below), includes various components such as a collection services component, a
queue processing component, a subscription management component, a user
interface component, one or more processors, and memory. EX1004, [0042]-[0045];
see also id., [0026] (explaining that the components may be software and giving “an

application running on a server” as an example of a component).
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EX1004, FIG. 2. EX1003, 52.

The collection services component is configured to “collect industrial device
data, either from a data concentrator or directly from the devices themselves.”
EX1004, [0044]. The queue processing component is configured to “package a
compressed data file prepared by the collection services component 204 into a data
packet and push the data packet to the cloud platform.” EX1004, [0044]. The

subscription management component is “configured to maintain customer-specific
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configuration and subscription information,” which is used “to determine how the
compressed data file should be packaged, and how to connect to the customer’s
cloud platform for transmission of the data packets.” EX1004, [0044]; EX1003, 953.

B. Kashyap (EX1005)

Kashyap is a U.S. patent application publication that published September 27,
2012, from an application filed March 24, 2011. EX1005, Cover. Kashyap qualifies
as prior art under at least Sections 102(a)(1-2). EX1003, q54.

Kashyap relates to “configuration of virtual appliances in a virtual machine.”
EX1005, [0001]; see also id., [0004]. It describes a “packaging and distribution
format” that supports installation and configuration of virtual appliances on virtual
machines. Id., [0005], Abstract; see also id., [0021]. Kashyap explains, as was
known in the art, that “[a] virtual appliance is a virtual machine image file that
includes a pre-configured operating system and a single application.” EX1005,
[0003] (“[T]he virtual appliance is a software image containing an application
designed to run inside a virtual machine.”). It further teaches that virtual appliances
allow users to carry out specific functions on a virtual machine: “A software virtual

appliance is one or more virtual machines that collectively provide a specific

function for a user through the services of a virtualization platform.” Id., [0021].

EX1003, 955.
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Kashyap also describes the mechanics of installing a virtual appliance on a
virtual machine: “Deploying a new virtual appliance requires copying the appliance
image, including the operating system and application, to a pre-installed and pre-
configured virtual machine.” EX1005, [0003]; EX1003, 956. It further teaches that
“la] common file format for the virtual appliance is the open virtualization format
(OVF).” EX1005, [0003]. It also notes known benefits of OVF, including that it is
“platform independent,” allows users to deploy “on a virtualization platform of their
choice,” provides a standardized “description and format of virtual image
appliances,” and provides features that “allow for additional configuration
parameters specific to the particular product.” 1d., [0021]. EX1003, q57.

Kashyap further teaches a virtual appliance packaging and distribution format
that enables efficient “post-install configuration of virtual appliances in a virtual
machine.” EX1005, Abstract; id., [0001], [0005]. This format involves installation
of both an activation script, for “configuration of the virtual machine on boot” and
an associated configuration script, for “configuration of an appliance application.”
1d., [0020]. EX1003, 958.

Kashyap FIG. 3 (reproduced below) illustrates various aspects of a system
that supports “post-install configuration of one or more virtual appliances with use
of OVF.” EX1005, [0032] (noting the use of “open virtualization format (OVF)” as

a “packaging and distribution format”); see also id., [0012].
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EX1005, FIG. 3. EX1003, 959.

C. Combining Maturana And Kashyap

A POSITA would have been motivated to combine the on-premise cloud
agent of Maturana with the automated virtual-appliance deployment and

configuration techniques of Kashyap to implement Maturana’s cloud agent as a
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standardized, easily deployable cloud-agent service. The POSITA would have

combined these teachings into an improved design (hereinafter “Maturana-

Kashyap”) that included benefits from each reference. EX1003, 460.

So implemented, the Maturana-Kashyap combination includes an agent-based

cloud infrastructure with at least the following features:

o A server storing and executing a cloud agent, as taught by Maturana

(EX1004, [0048]), configured to:

Automatically install the cloud agent as a virtual appliance software
application, which automatically loads configuration data while
booting, as taught by Kashyap (EX1005, [0003]-[0007], [0020]-
[0022]);

Securely connect to a cloud platform via an external network, as
taught by Maturana (EX1004, [0039], [0057], [0089], FIG. 1);
Collect data from a plurality of industrial devices via a local network,
as taught by Maturana (EX1004, [0040], [0048]);

Perform pre-processing and data refinement of the collected data,
including aggregating data from multiple sources into a single cloud
upload packet, as taught by Maturana (EX1004, [0054]-[0056]); and
Send the data packet to the cloud platform over the secure

connection, as taught by Maturana (EX1004, [0076]).
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EX1003, 461.

A POSITA would have been motivated, with a reasonable expectation of
success, to combine the teachings of Maturana and Kashyap for at least the following
reasons. EX1003, 962.

First, Maturana discloses cloud agents implemented with “virtual machine(s)”
where execution of one or more functional components can “cause the machine(s)
to perform the operations described.” EX1004, [0042]. Maturana further describes
implementing a cloud agent as “an application running on a server.” EX1004,
[0026]. Maturana expressly discloses deploying a persistent on-premise cloud agent
that interfaces with multiple local data sources and communicates with a cloud
platform, but Maturana does not prescribe a specific deployment or configuration
mechanism. E.g., id., [0041] (describing how the cloud agent operates and is
configured “upon installation at any facility”); id., [0043]. Kashyap addresses this
exact problem by teaching how applications are packaged as virtual appliances and
automatically installed and configured upon instantiation in a virtual machine
environment. EX1005, [0003] (describing a “virtual appliance”), [0020]-[0023]
(describing automated “application installation procedures” within an OVF
framework). As taught by Kashyap and known generally by POSITAs, a virtual
appliance comprises “an application designed to run inside a virtual machine.”

EX1005, [0003] (describing how to deploy a virtual appliance); supra Sections
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IV.B.1 (explaining that virtual appliances were well known in the art for deploying
applications), IV.B.2 (explaining that virtual appliances were known for providing
gateway/interface functionality). EX1003, 63.

Kashyap teaches that OVF was “a packaging and distribution format for a
virtual machine” and “standardizes the description and format of virtual image
appliances.” EX1005, [0021]. Within this standardized format, it teaches how to
install and configure a virtual machine and associated software application using
“activation and configuration scripts.” Id., [0020]. Using this flexible approach,
“application installation procedures remain unchanged while allowing for changes
and customization of the configuration script independent of the activation script.”
1d.; id., [0005]-[0007], [0022], [0028]-[0029]. This approach allows a base virtual
appliance to be deployed where needed and separately configured for specific
instances. EX1003, 964.

POSITAs would have thus been motivated to implement Kashyap’s detailed
teachings on a flexible OVF-based framework for “application installation
procedures” for the installation and configuration of cloud agents within the
Maturana system. These teachings align with Maturana’s virtual-machine execution
and “installation at any facility,” making them particularly applicable for
implementation of the Maturana cloud agent. E.g., EX1004, FIG. 1 (showing “cloud

agent[s]” at each site), [0075] (describing the cloud agent being “moved to a
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different computing device,” indicating portability of the cloud agent); see EX1005,
[0003] (describing a virtual appliance as a packaged application ready for
deployment); EX1020, 7-8 (describing the industry standard for packaging and
distributing virtual appliances); EX1003, 965.

A POSITA would have understood that implementing Maturana’s cloud agent
as a virtual appliance, as taught by Kashyap, would predictably improve reliability,
repeatability, and ease of installation across different environments. Such benefits
were well-recognized in cloud and enterprise systems prior to the 663 patent’s
priority date, particularly for intermediary services that must be deployed on-
premise but maintained and updated consistently across customer sites. Supra
Sections IV.A.1 (describing the benefits of virtual appliances), IV.A.3 (describing
known technique of on-premise intermediaries implemented as virtual appliances);
EX1003, 966.

Second, the teachings of Maturana and Kashyap were complementary for the
following reasons. The cloud agent of Maturana is “configured to automatically
detect and communicate with the cloud platform 102 upon installation at any facility,
simplifying integration with existing cloud-based data storage, analysis, or reporting
applications used by the enterprise.” EX1004, [0041]-[0042]. This requirement of
Maturana is naturally complemented by Kashyap’s teachings on an OVF-based

virtual appliance that is easily installed on virtual machines, while allowing for easy
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configuration of a particular appliance. For example, Kashyap teaches how to
complete installation and configuration of the application in a virtual appliance via
activation and configuration scripts. EX1005, [0003], [0005]-[0006], [0020]-[0023].
These teachings of Kashyap naturally complement Maturana’s teaching that a cloud
agent should “automatically detect and communicate” with the cloud platform “upon
installation at any facility,” because they allow an application such as the cloud agent
to be deployed to a server with automatic installation and configuration. EX1004,
[0041]; see also EX1020, 10 (explaining that the standard format for a virtual
appliance provides “full support for unattended installation to ease the burden of
deployment for users™); EX1003, §67.

Further, Maturana teaches “several cloud agents distributed throughout the
customer’s industrial enterprise” and recognizes that data volume “increases as
additional plant facilities are added.” EX1004, [0032], [0074]. Kashyap recognizes
the need for “post-install configuration™ of virtual appliances decoupled from the
virtual appliance itself so that deployed virtual appliances can be customized without
a proliferation of customized appliances, and provides a known solution where the
configuration script and configuration data are separate from the virtual appliance
and loaded upon booting the virtual appliance. EX1005, [0001], [0005]-[0007],
[0022], [0027]-[0028], [0031]. A POSITA implementing Maturana would naturally

leverage the boot-time configuration taught by Kashyap to easily deploy the same
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base virtual appliance to different locations while “allowing for changes and
customization independent of the” virtual appliance to be applied upon booting.
EX1005, [0022]; EX1003, 968.

Maturana further discloses “customer-specific configuration and subscription
information” that controls packaging and transmission, and registry-stored
configurations for secure connectivity. EX1004, [0044], [0052]-[0053], [0069]-
[0070], [0074]-[0075]. Kashyap provides the mechanism to provide and apply such
parameters automatically, where a “virtual transport mechanism external to the”
virtual appliance supplies a plurality of properties, configuration data, and
configuration files that the activation startup script and configuration script apply to
the virtual appliance at boot. EX1005, [0031]; id., [0020]-[0023], [0027], [0034],
FIG. 3. The technique for post-install configuration of the virtual appliance taught
by Kashyap thus enables the specific configuration data taught by Maturana to be
automatically provided to the cloud agent upon installation, thereby allowing the
cloud agent to “automatically detect and communicate with the cloud platform 102
upon installation at any facility.” EX1004, [0041]; id., [0020], [0022] (“Applications
included within virtual appliances may require post install configuration.”). The
teachings in Maturana and Kashyap therefore complemented each other, as the

automatic installation and configuration techniques taught by Kashyap provide
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implementation details for achieving the express goals of automatic connection and
simplified integration taught by Maturana. EX1004, [0041]; EX1003, 969.

Third, Kashyap teaches using the “open virtualization format (OVF)” for
packaging and deploying virtual appliances and describes how to implement its post-
install configuration technique using OVF. EX1005, [0003], [0021]-[0022], [0026]-
[0029], [0032]-[0034]. A POSITA would have been motivated to use the OVF-based
virtual appliance technique taught by Kashyap to implement the cloud agent of
Maturana because OVF was a widely adopted international standard for packaging
and distributing “virtual appliances and the metadata required to automatically and
securely install, configure, and run them on any virtualization platform.” EX1020,
8 (emphasis added); id., 7; EX1003, §70.

Fourth, the teachings of Maturana and Kashyap were compatible. The cloud
agent of Maturana is expressly executable on “virtual machine(s)” (EX1004, [0042])
and operate as an “application running on a server” (EX1004, [0026]). Kashyap
expressly describes deploying a virtual appliance onto a virtual machine and
completing installation and configuration at boot. EX1005, [0003], [0005]-[0007].
The execution and deployment of a software application is consistent between both
Maturana and Kashyap. EX1003, 71.

Maturana contemplates that a cloud agent may be “moved to a different

computing device,” with registry checks denying communication if the cloud agent
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is unregistered on the different device. EX1004, [0075]. Maturana thus teaches
enforcing cloud agent identity per deployment to ensure secure communication.
EX1004, [0074]-[0076]. Kashyap’s teachings, where a virtual appliance is deployed
and then specifically configured, are naturally compatible with the agent registry
technique of Maturana because the same virtual appliance can be deployed across
different locations, while per-site configuration data is loaded at boot as taught by
Kashyap. EX1005, [0020]-[0023]; EX1003, 72.

A POSITA implementing Maturana thus would have naturally turned to
Kashyap for implementation details on how to deploy and customize the cloud agent
for a specific site, with the additional advantage of not requiring storage and
maintenance of a customized virtual appliance for every site in the cloud. EX1005,
[0020] (explaining that “application installation procedures remain unchanged while
allowing for changes and customization of the configuration script”); see, e.g.,
EX1006, [0009] (describing the impracticality of maintaining a plurality of
customized images); EX1007, 52 (explaining that the file size of a virtual appliance
may be at least ten times the size of an application alone). This motivation is further
reinforced by industry practice recognizing virtual appliances as standard
deployment vehicles for cloud-connected services, as they were understood to

enable rapid provisioning, automated configuration, and scalable deployment across
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enterprise infrastructures. Supra Section IV.A.1; EX1007, 45; EX1010, 2, 5;
EX1014, 279; EX1003, 973.

Finally, a POSITA would have reasonably expected to succeed in
implementing the Maturana-Kashyap combination because doing so would only
entail implementing the respective complementary and compatible teachings of
Maturana and Kashyap, as discussed in the preceding paragraphs. At most, a
POSITA implementing Maturana-Kashyap would provide software code to
implement the respective teachings of Maturana and Kashyap, which was well
within the skill of a POSITA. EX1003, 474. E.g., Keynetik, Inc. v. Samsung Elecs.
Co.,No.2022-1127,2023 WL 2003932, at *2 (Fed. Cir. Feb. 15, 2023) (citing Fonar
Corp. v. Gen. Elec. Co., 107 F.3d 1543, 1549 (Fed. Cir. 1997)) (“Normally, once the
function to be performed by software has been identified, writing code to achieve
that function is within the skill of the art.”). Further, Kashyap provides specific
teachings on using the “open virtualization format (OVF)” to deploy virtual
appliances in accordance with its teachings (EX1005, [0006], [0021]-[0023]), and a
POSITA would have reasonably expected to succeed implementing the cloud agent
in this way because OVF was a “standard for packaging such virtual appliances and
the metadata required to automatically and securely install, configure, and run them
on any virtualization platform.” EX1020, 8; id., 7. Further still, similar functionality

has long been known in the art of cloud computing, as described above in the state
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of the art, and a POSITA would have been comfortable applying known and standard
techniques. Supra Section IV.A; EX1003, 474.

So implemented, the Maturana-Kashyap combination includes a self-
configuring virtual appliance-based cloud agent that collects data from a plurality of
devices, processes the collected data to prepare it for transmission, and transmits the
data over a secure connection to a cloud platform, and thus renders all challenged
claims obvious. EX1003, §75.

D. Claim1

1.  Element [1.1]?

[1.1] A system for ingestion of data into a cloud-based service from an external
network, comprising:

2 Reference numbers in the format of [claim#.clement#] are added throughout

for ease of reference.
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To the extent the preamble is limiting, Maturana-Kashyap satisfies it.
Maturana discloses “an on-premise agent architecture for collection of industrial
data from plant-floor devices and transfer of the data to a cloud repository for
processing and storage.” EX1004, [0034]. Maturana expressly describes this
collection and transfer of data as “ingesting industrial data to a cloud platform using
a cloud agent architecture.” EX1004, [0019], [0085] (emphasis added). And, as
shown in FIG. 1, Maturana teaches that the ingestion of data into the cloud platform

(“cloud services™) is done from a network external to the cloud services:
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EX1004, FIG. 1. Maturana labels the cloud services as “external” to the network
where the on-premise cloud agents reside and from which data originates. From the

perspective of the cloud, each cloud agent network is an external network. EX1003,
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76; see also EX1004, [0037]; id., [0033]-[0034] (discussing networks on which
applications “collect and generate data” and how the cloud agents transfer “the data

to a cloud repository for processing and storage™), [0039]-[0041].

2. Element [1.2]

[1.2] a midserver comprising at least a processor, a memory, and a plurality of
programming instructions stored in the memory and operating on the
processor, wherein the plurality of programming instructions, when operating
on the processor. cause the processor to:

Maturana-Kashyap satisfies this element. The server / hardware platform
executing the cloud agent taught by Maturana is a midserver because it “facilitates
collection and upload of industrial data to a cloud-based storage and processing
infrastructure” (EX1004, [0002]), just as the midserver of the 663 patent is used to
“collect, aggregate, analyze, transform, and securely transmit data from a multitude
of computing devices and peripherals at an external network to a cloud-based
service” (EX1001, 7:60-66). See EX1004, [0048] (explaining that “[c]loud agent
202 can execute on any suitable hardware platform (e.g., a server, a LINUX box,
etc.)”). The *663 patent describes a midserver as “an interface between an external
network and a cloud-based service” (EX1001, 8:5-7, 8:17-19), and “[u]sing the
midserver as a gateway to the cloud-based service” (EX1001, 11:28-29). The server
hosting the cloud agent of Maturana meets this description, as it “acts as a generic

gateway that collects data items from the various industrial assets on the plant
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network and packages the collected data according to a generic, uniform data
packaging schema used to move the on-premise data to a cloud platform 302.”
EX1004, [0048]; EX1003, 977.

Maturana depicts the cloud agent 202 as executing on a hardware server 808

in FIG. 8:
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EX1004, FIG. 8 (highlighting added); id., [0074]; EX1003, 978.

Within this hardware host, as depicted in FIG. 2 of Maturana below, the cloud
agent 202 includes “one or more processors 212, and 214” (at least a
processor, a memory), and various functional components that “comprise software

instructions stored on memory 214 and executed by processor(s) 212” (a plurality
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of programming instructions stored in the memory and operating on the processor).

EX1004, [0043] (color added).
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SUBSCRIPTION
MANAGEMENT |o4——»la—p MEMORY
COMPONENT
)

FIG. 2
EX1004, FIG. 2 (highlighting added); EX1003, 79.

A POSITA would have understood the underlying gateway computer (e.g.,
server) with at least one processor and memory as a midserver, and the cloud-agent
components stored as a virtual appliance in that memory and executed by the

processor to perform the gateway / midserver functions (collection, transformation,
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and transmission of data to the cloud platform) as a plurality of programming
instructions. As explained in the following sections, in the Maturana-Kashyap
system these instructions cause the midserver to perform the recited functions.
EX1003, 9480.

3. Element [1.3]

[1.3] automatically install a virtual appliance software application, the virtual
appliance software application configured to automatically load a plurality of
stored configurations on the midserver;

Maturana-Kashyap satisfies this element. As discussed supra Section VII.C,
a POSITA implementing Maturana’s teachings of a cloud agent comprising “an
application running on a server” and executed with “virtual machine(s)” (EX1004,
[0026], [0042]) would have been motivated to use Kashyap’s teachings regarding a
standardized way to install and configure “an application designed to run inside a
virtual machine,” namely via a virtual appliance (EX1005, [0003]). EX1005, [0020]-
[0021]. The virtual appliance is deployed to the server of Maturana-Kashyap via
OVF, as taught by Kashyap, which involves “copying the appliance image, including
the operating system and the application, to a pre-installed and pre-configured
virtual machine,” such as the virtual machine on the server disclosed by Maturana.
EX1005, [0003] (emphasis added); id., [0021]; EX1004, [0042]. The cloud agent of
Maturana-Kashyap is therefore a virtual appliance software application because it

is the software application provided within the virtual appliance, as taught by
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Kashyap, and executed with a virtual machine, as taught by Maturana. Supra Section
VIIL.C; EX1003, q81.

Regarding “automatically install a virtual appliance software
application,” the server (midserver) automatically installs the cloud agent (virtual
appliance software application) of Maturana-Kashyap when the virtual appliance is
deployed to the server. EX1020, 8 (explaining that a virtual appliance distributed via
OVF is “automatically and securely install[ed]”); EX1003, q82.

Kashyap discloses “application installation procedures” that automatically
install the virtual appliance software application when the virtual appliance boots.
EX1005, [0020]. Specifically, the “application included within a virtual appliance
requires installation of activation and configuration scripts” to complete installation
of the application. EX1005, [0020]; id. [0025]. The activation script, provided with
the virtual appliance and “instantiated during boot operation” of the virtual
appliance, configures the virtual machine when the virtual appliance boots, while
the configuration script, provided separately from the virtual appliance and called
by the activation script during boot, configures the application itself. EX1005,
[0005]; id., [0006]-[0007], [0020]-[0034]. POSITAs would have understood that
these scripts were executed automatically because they occur as part of the boot
operation. EX1003, q81. POSITAs further would have understood the “activation”

step taught by Kashyap as completing the installation of the virtual appliance
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software application in the specific virtual environment. EX1011, 620; EX1003,
q183.
This process of activating the virtual appliance is depicted in FIG. 1 of

Kashyap:
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EX1005, FIG. 1 (highlighting added). Together, these automatically executed scripts
automatically install the virtual appliance software application. EX1003, 984.
Regarding “the virtual appliance software application configured to
automatically load a plurality of stored configurations on the midserver,”
Kashyap explains that “[a]pplications included within virtual appliances may require
post install configuration,” and that “[t]o enable the customization, the configuration
framework must not be embedded or hardcoded within the virtual machine binary
as this would not support post-install configuration.” EX1005, [0022]. To address
this, Kashyap teaches using a virtual transport mechanism specified in an OVF
specification to load configuration information into the booting virtual appliance (¢the
virtual appliance software application configured to automatically load a plurality
of stored configurations on the midserver). EX1005, [0022], [0027]; EX1003, 485.
Specifically, during installation of the virtual appliance software application,
the activation script calls the configuration script. EX1005, [0020], [0022]-[0023].
The configuration script loads configuration data and configuration files (a plurality
of stored configurations) via a virtual transport mechanism. EX1005, [0026]-[0028],
[0031], [0034]. This configuration data is loaded in one embodiment as a virtual CD-
ROM, and used to configure the virtual appliance software application. EX1005,
[0005]-[0007], [0020], [0022]. During this process, where the cloud agent is

configured using the configuration data provided via the virtual transport
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mechanism, the cloud agent (virtual appliance software application) thus
automatically loads a plurality of stored configurations on the midserver. FIG. 1 of

Kashyap depicts the process of loading the configuration data:

Configure virtual machine
with activation script

104~
Activation script calls
configuration script
106 : : | ~110
Slir?;nglgﬁfg '%ne No .| Configuration script
image binary? provided by reference
108~ | ~112
Locally call configuration Execute configuration
script script

y
Product configuration |~ 114
details provided by virtual

f transport mechanism

100

FIG. 1

EX1005, FIG. 1 (highlighting added); EX1003, 986.
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FIG. 3 of Kashyap depicts a list of properties, configuration data, and
configuration files (together, a plurality of stored configurations) in a virtual CD-

ROM that are used to configure the application:
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EX1005, FIG. 3 (highlighting added). In combination, the list of properties,
configuration data, and configuration files taught by Kashyap further include
“customer-specific configuration and subscription information” taught by Maturana.
EX1004, [0044], [0053]; EX1003, q87.

So implemented, the cloud agent of Maturana-Kashyap is provided to an on-
premise server as a virtual appliance software application that is activated in the
virtual machine environment of the server (automatically install a virtual appliance
software application). The cloud agent (virtual appliance software application) then
automatically loads configuration data and configuration files, including customer-
specific configuration information, as part of its boot process (the virtual appliance
software application configured to automatically load a plurality of stored
configurations on the midserver), where this configuration data enables the cloud
agent to “automatically detect and communicate with the cloud platform.” EX1004,
[0041]; EX1003, q88.

4. Element [1.4]

I [1.4] establish a secure network connection to an external network; I

Maturana-Kashyap satisfies this element. Maturana discloses establishing a
secure network connection to an external network, referred to by Maturana as “the
cloud,” through a “methodology for securely connecting a cloud agent to a cloud

platform by handshaking with an agent registry” (establish a secure network
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connection to an external network). EX1004, [0021], [0089]. Specifically, “[t]o
ensure secure outbound traffic to the cloud, one or more embodiments of cloud agent
202 can support HTTPS/SSL, certificate authority enabled transmission, and/or
unique identity using MAC addresses.” EX1004, [0057] (emphasis added); EX1003,
489. Maturana depicts the cloud agent connecting to cloud services on an “external

network” in FIG. 1:
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EX1004, FIG. 1 (highlighting added); EX1003, 490.
Maturana-Kashyap thus discloses and teaches establishing a secure network

connection to an external network, at least because Maturana expressly discloses

doing so. EX1003, q91.
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5. Element [1.5]

I [1.5] receive data over a local network from a plurality of computing devices; I

Maturana-Kashyap satisfies this element. Maturana discloses the cloud agent
receiving data from a plurality of computing devices over a local network.
Specifically, the cloud agent “collect[s] data from industrial devices” (receive data
from a plurality of computing devices). EX1004, [0039]. Figure 1 of Maturana

depicts a plurality of industrial devices providing data to a cloud agent over a local

network:
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EX1004, FIG. 1 (highlighting added); EX1003, 992.
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The “number of industrial devices” (e.g., industrial device 1, industrial device
2, through industrial device N) providing data to the cloud agent (e.g., on-premise
cloud agent) include “industrial controllers that facilitate monitoring and control of
their respective processes” (a plurality of computing devices). EX1004, [0037]; id.,
[0036]. The industrial controllers are computing devices because the term
“controller” refers to “a computer-related entity,” including “a computer” (EX1004,
[0026]), and such “[i]ndustrial controllers store and execute user-defined control
programs to effect decision-making in connection with the controlled process”
(EX1004, [0031]). FIG. 12 of Maturana, reproduced below, expressly discloses
receiving collected industrial data at a cloud agent from one or more on-premise data

sources:
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FIG. 12
EX1004, FIG. 12 (highlighting added); EX1003, 993.
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Regarding a local network, Maturana discloses collecting the data on the
“plant network.” EX1004, [0048]. Specifically, the cloud agent “collects data items
from the various industrial assets on the plant network and packages the collected
data according to a generic, uniform data packaging schema used to move the on-
premise data to a cloud platform 302.” Id. The plant network is a local network
because the on-premise cloud agent and the industrial controllers are connected
“through a physical or wireless local area network or radio link.” EX1004, [0040]
(emphasis added); id., [0037] (describing plant network); EX1003, 994.

Maturana-Kashyap thus discloses and teaches receiving data over a local
network from a plurality of computing devices, at least because Maturana expressly
discloses doing so. EX1003, q95.

6. Element [1.6]

[1.6] apply a plurality of transformations to at least a portion of the received data;
and

Maturana-Kashyap satisfies this element. EX1003, 996.

Maturana discloses applying a plurality of transformations to at least a portion
of the received data. Maturana discloses that the “cloud agent 202 can also perform
local analytics on the data prior to moving the data to the cloud platform,” where
“[t]his can comprise substantially any type of pre-processing or data refinement that

may facilitate efficient transfer of the data to the cloud, prepare the data for enhanced
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analysis in the cloud, reduce the amount of cloud storage required to store the data,
or other such benefits” (apply a plurality of transformations to at least a portion of
the received data). EX1004, [0054]; see also id., [0049] (cloud agent “can
intelligently sort and organize the data”), [0052] (the cloud agent “packages the
compressed data file 412 into a data packet and pushes the data packet to the cloud
platform™). EX1003, 496.

Maturana expressly teaches a plurality of transformations that the cloud agent

applies to at least a portion of the received industrial data:

o “[C]lloud agent 202 may also transform a specified subset of the
industrial data from a first format to a second format” in order to
“reduce the amount of processing load on the cloud side.” EX1004,
[0055] (emphasis added).

o “[C]loud agent 202 may be configured to compress the collected data
using any suitable data compression algorithm prior to migrating the
data to the cloud platform,” where “[t]his can include detection and
deletion of redundant data bits, truncation of precision bits, or other
suitable compression operations.” EX1004, [0054].

o “[C]loud agent 202 may be configured to aggregate data by combining

related data from multiple sources.” EX1004, [0054].
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o “Cloud agent 202 may also encrypt sensitive data prior to upload to the
cloud.” EX1004, [0054].

o “[C]loud agent 202 may filter the data according to any specified
filtering criterion.” EX1004, [0055].

o “Cloud agent 202 may also associate metadata with selected subsets of
the data prior to migration to the cloud, thereby contextualizing the data
within the industrial environment.” EX1004, [0056]. This “layered
processing of the collected data to generate meta-level knowledge ...
can subsequently be leveraged by cloud-based analysis tools to
facilitate enhanced analysis of the data in view of a larger plant context.”
ld.

Each of these example processing steps in Maturana is a transformation. EX1003,
9197.
Maturana discloses applying more than one such transformation to at least a

subset of data by using “also” to describe the different transformations (e.g., “cloud

99 ¢¢ 29 ¢¢

agent 202 may also transform” in addition to “compress, encrypt,”

aggregate,
and so on). EX1004, [0054]-[0056] (emphasis added). Maturana also expressly

discloses applying a plurality of transformations to data in FIG. 12, including

encrypting, compressing, and packaging:
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EX1004, FIG. 12 (highlighting added); id., [0085]. This express disclosure of the
cloud agent performing compression, encryption, and data packetization with
structured header information in Maturana is express disclosure of applying a
plurality of transformations because each alters the data in a different and
meaningful way: (1) Compression is a transformation because it changes the data’s
representation and size while preserving content; (2) encryption is a transformation
that converts the original data into a different form that cannot be interpreted without
a corresponding decryption key, thus altering the data’s structure and accessibility;
and (3) packaging the compressed and encrypted data into a data packet further
transforms the data by embedding it within a structured container that adds metadata
governing routing, prioritization, and cloud-side processing. EX1004, [0054],
[0069]-[0070], [0085]-[0086]; EX1003, 998.

Maturana-Kashyap thus applies a plurality of transformations to at least a
portion of the received data, at least because Maturana expressly discloses doing so.
EX1003, 999.

7. Element [1.7]

[1.7] retransmit the received data over the secure connection as a single datal
stream.

Maturana-Kashyap satisfies this element. EX1003, 4100.
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Maturana discloses retransmitting the received data over the secure
connection as a single data stream. Specifically, the cloud agent “packages the
compressed data file 412 into a data packet and pushes the data packet to the cloud
platform” (retransmit the received data over the secure connection as a single data
stream). EX1004, [0052]; id., [0076]. The data is provided as a single data stream
because “data from multiple sensors measuring related aspects of an automation
system can be identified and aggregated into a single cloud upload packet by cloud
agent 202.” EX1004, [0054] (emphasis added). EX1003, 4100.

Thus, Maturana-Kashyap retransmits the received data over the secure
connection as a single data stream, at least because Maturana expressly discloses
doing so. EX1003, 4101.

E. Claim 4

1. Element [4.1]

4.1] A method for ingestion of data into a cloud-based service from an external
network, comprising the steps of:

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VIL.D.1 (element 1.1). Maturana-Kashyap
discloses a “methodology for ingesting industrial data to a cloud platform using a

cloud agent architecture,” as taught by Maturana. EX1004, [0019], FIG. 12; id.,
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[0005] (describing “a method for sending industrial data to a cloud platform™);
EX1003, 9102.

2. Element [4.2]

4.2] installing a midserver comprising at least a processor, a memory, and

plurality of programming instructions stored in the memory and operating on the
processor;

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VII.D.2 (element 1.2). A POSITA would have
understood that the computing device / server executing the cloud agent, as taught
by Maturana, is installed at a facility where data is to be collected, and thus the
method of ingesting data to a cloud platform taught by Maturana-Kashyap includes
installing the server at the facility. Maturana discloses the “installation at any
facility” (EX1004, [0041]) of a cloud agent executing on a “hardware platform” such
as “a server” (id., [0048]). See also EX1004, [0026]. Maturana further discusses the
physical devices / servers executing the “cloud agents distributed throughout the
customer’s industrial enterprise.” EX1004, [0074]. Each server “has a physical
address (e.g., a MAC address or other physical address) that uniquely identifies the
computing device,” and a given cloud agent is associated with that physical address

so that the cloud agent “and the physical device on which the agent executes are
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logically linked.” Id. These disclosures show that a server is installed at a particular
facility to execute a cloud agent. EX1003, 4103.

3. Element [4.3]

[4.3] automatically installing, using the midserver, a virtual appliance software
application, the virtual appliance software application configured to
automatically load a plurality of stored configurations on the midserver;

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VII.D.3 (element 1.3). EX1003, 9104.

4. Element [4.4]

[4.4] establishing a secure network connection from the midserver to an externall
network;

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VII.D.4 (element 1.4). Maturana discloses
establishing the secure network connection from the server with the cloud agent
(from the midserver) to the cloud platform / external network. EX1004, [0057] (“[t]o
ensure secure outbound traffic to the cloud”), FIG. 1; EX1003, q105.

5. Element [4.5]

I [4.5] receiving data over a local network from a plurality of computing devices; I

Maturana-Kashyap discloses and teaches this element, and thus renders this

claim obvious. See supra Section VIL.D.5 (element 1.5). EX1003, §106.
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6. Element [4.6]

[4.6] applying a plurality of transformations to at least a portion of the receive
data; and

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VII.D.6 (element 1.6). EX1003, q107.

7. Element [4.7]

[4.7] retransmitting the received data over the secure connection as a single datal
stream.

Maturana-Kashyap discloses and teaches this element, and thus renders this
claim obvious. See supra Section VII.D.7 (element 1.7). EX1003, q108.

VIII. NO OBJECTIVE INDICIA OF NON-OBVIOUSNESS

Petitioner is not aware of any evidence of objective indicia of non-
obviousness having a nexus to the challenged claims.

IX. CONCLUSION

Petitioner requests institution for claims 1 and 4 on Ground 1 specified in this

petition.

62



Date: May 14, 2026

Petition for Inter Partes Review
U.S. Patent No. 11,539,663

Respectfully submitted,

By: /s/ James M. Glass

James M. Glass

QUINN EMANUEL URQUHART
& SULLIVAN, LLP

295 5t Ave., 9t Floor

New York, NY 10016

Tel: (212) 849-7000

Fax: (212) 849-7100

Counsel for Petitioner

63



Petition for Inter Partes Review
U.S. Patent No. 11,539,663

CERTIFICATE OF COMPLIANCE WITH
TYPE-VOLUME LIMITATION, TYPEFACE REQUIREMENTS,
AND TYPE STYLE REQUIREMENTS

1. This Petition complies with the type-volume limitation of 14,000
words, comprising 8,965 words, as counted using the Microsoft Word software that
was used to prepare this paper, excluding the parts exempted by 37 C.F.R.
§ 42.24(a).

2. This Petition complies with the general format requirements of 37
C.F.R. § 42.6(a) and has been prepared using Microsoft® Word 2016 in 14-point

Times New Roman.

Date: May 15, 2026

By: /s/ James M. Glass

James M. Glass

QUINN EMANUEL URQUHART
& SULLIVAN, LLP

295 5t Ave., 9t Floor

New York, NY 10016

Tel: (212) 849-7000

Fax: (212) 849-7100

Counsel for Petitioner

64



Petition for Inter Partes Review
U.S. Patent No. 11,539,663

CERTIFICATE OF SERVICE

The undersigned hereby certifies that on May 15, 2026, true and correct
copies of the foregoing document and supporting materials were served in its
entirety on the Patent Owner at the following address of record as listed on PAIR
via Priority Mail Express® or Express Mail:

NK Patent Law

4101 Lake Boone Trail

Suite 218

Raleigh, NC 27607

Official Correspondence Address

Courtesy copies were also sent via electronic mail to Patent Owner’s counsel
of record in the related district court proceeding

aberger@irell.com
cwen@irell.com
dslusarczyk@irell.com
iwashburn@irell.com
claire@millerfairhenry.com

Date: May 15, 2026

By: /s/ James M. Glass
James Glass
QUINN EMANUEL URQUHART
& SULLIVAN, LLP
295 51 Ave., 9™ Floor
New York, NY 10016
Tel: (212) 849-7000
Fax: (212) 849-7100

Counsel for Petitioner

65



