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(57) ABSTRACT 

A Software application distributed as a virtual appliance is 
automatically installed, updated and removed in a virtual 
machine system running on top of a virtual machine monitor 
in a computer. The Software application virtual appliance 
comprises a virtual disk, which is automatically detected and 
installed or removed at the customer by a virtual disk activa 
tion manager program, which executes Scripts including com 
mands through an API to the virtual machine monitor. The 
virtual appliance virtual disk is also created automatically by 
the Software manufacturing using the virtual disk activation 
manager program. The virtual appliance virtual disk stores 
the binaries of the Software application, a software package 
created by the software manufacturer using a Software pack 
age tool, an installer to execute the software package, instal 
lation and un-installation scripts and a unique identifier which 
is a signature for the virtual machine virtual disk. 

Willia is: 

: Product 

virtual Disk 

18 

Copy fi is S 

Fiie Repository 

    

  

  

  

  

  

  

Page 1 of 11
PAN Exhibit 1008



US 2012/0216181 A1 

§ €Actio, 

Aug. 23, 2012 Sheet 1 of 5 Patent Application Publication 

  

  

  

  

Page 2 of 11
PAN Exhibit 1008



US 2012/0216181 A1 Aug. 23, 2012 Sheet 2 of 5 

{}{}). 

Patent Application Publication 

  

Page 3 of 11
PAN Exhibit 1008



US 2012/0216181 A1 Aug. 23, 2012 Sheet 3 of 5 Patent Application Publication 

  

Page 4 of 11
PAN Exhibit 1008



US 2012/0216181 A1 Aug. 23, 2012 Sheet 4 of 5 Patent Application Publication 

  

Page 5 of 11
PAN Exhibit 1008



US 2012/0216181 A1 Aug. 23, 2012 Sheet 5 of 5 Patent Application Publication 

003 

  

  

  

  

  

  

  

  

  

  

  

  

Page 6 of 11
PAN Exhibit 1008



US 2012/0216181 A1 

AUTOMATIC UPGRADE OF VIRTUAL 
APPLIANCES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 13/215.288, filed Aug. 23, 2011, entitled 
“AUTOMATIC UPGRADE OF VIRTUAL APPLIANCES', 
now pending, which claims priority to European Patent 
Application No. 10174377.1, filed Aug. 27, 2010, the disclo 
sures of which are incorporated herein by reference. 

BACKGROUND 

0002 Aspects of the present invention relate generally to 
the installation and upgrade of software distributed as virtual 
appliances, and more particularly, to the automatic activation 
of virtual disks containing virtual appliances. 
0003. The utilization of a virtual appliance represents a 
new way of deploying software applications. Virtual appli 
ances are virtual machine images comprising at least one 
software application and at least one virtual machine (VM). A 
virtual appliance can be directly installed on a virtual 
machine monitor operating on a physical machine. 
0004 From a software packaging and distribution point of 
view, software developers can create a single platform, reduc 
ing the cost and complexity of software development and 
management. Virtual appliances are provided to the user or 
customeras files, via either electronic downloads or physical 
distribution. By distributing virtual appliances, the software 
application manufacturers deliver a turnkey software service 
to the end user. 

0005. However, a single virtual machine is not sufficient to 
create a virtual appliance for distributing a multi-tier archi 
tecture application such as a client server application com 
prising as many tiers as separate processes. Rather, a virtual 
appliance of a multi-tierarchitecture includes at least as many 
virtual machines as the number of tiers. For instance, com 
pared to current virtual appliances that contain a single virtual 
machine only, modern enterprise applications modeled as 
service oriented architectures (SOA) implement a multi-tier 
architecture where each tier contains one or more machines. 
Accordingly, a single virtual machine model is not sufficient 
to distribute a multi-tier service. Rather, the virtual appliance 
will be composed of multiple virtual machines. For a Web 
application that consists of three tiers, one tier implementing 
the presentation logic, an application server tier implement 
ing the business logic and a back-end database tier, the virtual 
appliance will include three virtual machines, one for each 
tier. 
0006 Today the components of a virtual appliance can be 
separated into virtual disks. A virtual disk image is a file on a 
physical disk which has a format that can be interpreted by a 
virtual machine monitor as a hard disk. In most cases it is 
possible to separate the base operating system of the virtual 
machine from the other Software applications and other com 
ponents creating multiple virtual disks forming the virtual 
appliance. Almost all the applications distributed for UNIX 
comprise a binary section containing all the binaries to run the 
application that do not depend on the specific system where 
they are installed. A configuration/data section is also pro 
vided, which contains configuration and data files specific to 
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the current installation. The two sections can be installed on 
two different file system paths potentially pointing to two 
different virtual disks. 
0007. There are many interests in delivering a virtual 
appliance on multiple disks. For instance, delivering a virtual 
appliance on multiple disks simplifies maintenance of the 
Software application product binaries. As an example, the 
Software application manufacturer can update the binaries 
and provide a new virtual disk with updated binaries to the 
customer. The customer can stop the virtual machine, replace 
the corresponding virtual disk image and restart the virtual 
machine. The customer can also modify the operating system 
virtual disk of the virtual appliance and replace the operating 
system with a different version. 
0008. In order to support different virtual environments 
such as VMware (VMware is a registered trademark of 
VMware, Inc.) or Xen (Xen is a trademark of Citrix Systems, 
Inc.) the application software manufacturer converts, for 
instance, the VMware formatted virtual disk for the product 
application binaries (product disk) into a Xen formatted Vir 
tual disk. However, the virtual disk containing the operating 
system has no need to be converted. The product disk can be 
used to support different virtual machines. By using the Xen 
“img virtual disk format, the user can mount a virtual disk 
containing the product application binaries in a Linux system 
(Linux is a registered trademark of Linus Torvalds) into the 
appropriate mount point and configure the virtual disk using 
Software application activation scripts. This is equivalent to 
installing the product in a Linux Server. In this context, the 
same product disk can be installed on the same operating 
system family. For each version of the same operating system, 
the Scripts can be different. Consequently, all the Scripts pro 
vided with the product disk apply to the same operating 
system family. Moreover, the product itself can be divided 
into multiple disks for separating the product binaries from 
the configuration/data. In this case, it will be possible to 
update the binaries without losing any configuration and/or 
data. 
0009. However installing or replacing the virtual disk con 
taining the application binaries distributed on virtual disks 
requires execution of manual operations. For instance, the 
user has to manually run configuration/installation scripts to 
install the virtual disk in order to create and/or update system 
files under the virtual machine system directories. 

BRIEF SUMMARY 

0010. According to aspects of the present invention, a 
Software application distributed as a virtual appliance in a 
virtual machine system is automatically upgraded, compris 
ing detecting, by an application programming interface of a 
virtual machine monitor, a change in a previously stored 
version of a list of virtual appliance virtual disks attached to a 
corresponding virtual machine. The automatic upgrade is 
further implemented by performing, if a new virtual appli 
ance virtual disk is detected, the operations of storing deac 
tivation scripts on the new virtual disk on at least one operat 
ing system virtual disk and executing an installation script on 
the new virtual disk. Execution of the installation script is 
performed by modifying the operating system according to 
instructions stored on the new virtual disk by starting execu 
tion of an installing/un-installing program stored on the new 
virtual disk which installs the software application stored on 
the new virtual disk and by adding an entry for the new virtual 
appliance virtual disk in the list of the virtual disks currently 
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attached. Aspects of the invention, described more fully 
herein, may be implemented, for instance, as a method for 
automatically upgrading a Software application distributed as 
a virtual appliance, in a virtual machine system comprising at 
least one OS virtual disk, running on top of a virtual machine 
monitor in a computer. Alternatively, aspects set out more 
fully herein may be implemented as a computer usable stor 
age memory with executable program code, the program code 
instructing a processor to perform the approach set out above 
aspects of the invention. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0011 FIG. 1 illustrates a system environment to set-up a 
preparation site and to create a virtual appliance according to 
aspects of the invention; 
0012 FIG. 2 is a flowchart of a method to set-up a site to 
prepare a virtual appliance according to aspects of the inven 
tion; 
0013 FIG. 3 is a flowchart of a method to create a virtual 
appliance in a preparation site as set-up according to the 
method described in the flowchart of FIG. 2; 
0014 FIG. 4 illustrates a system environment for install 
ing or un-installing a virtual appliance created according to 
the method described in the flowchart of FIG. 3; and 
0015 FIG. 5 is a flowchart of a method according to 
aspects of the invention, for installing or un-installing virtual 
appliance self-activating virtual disk (SAVD) created accord 
ing to the flowchart of FIG. 3. 

DETAILED DESCRIPTION 

0016 FIG. 1 illustrates a system environment to set up a 
preparation site and to create a virtual appliance according to 
aspects of the invention. To create an image of the virtual 
appliance, a Software application manufacturer may have a 
virtual management server 110 to manage a virtual machine 
environment. The Software application manufacturer may 
also have a preparation site server 100 on which virtual 
machines can be installed. For instance, a host environment 
125, which is a virtual machine monitor, can be a VMware 
virtual machine monitor to manage virtual machines. A host 
environment 125 can also include a guest operating system 
preparation site 130 with virtual disks, such as a base operat 
ing system virtual disk 115 and a product virtual disk 120 (as 
illustrated). 
0017. A new software component is installed on the virtual 
management server 110 that is referred to herein as a virtual 
disk activation manager (VDAM) 135. The virtual disk acti 
vation manager 135 is provided to create, in a file repository 
145, all the necessary files 150 to create a final image of the 
virtual appliance that will be distributed to the customer. 
These files comprise a virtual machine image that will be used 
to create a base operating system virtual disk of the virtual 
appliance. Particularly, the files will be used to create a self 
activating virtual disk (SAVD) containing the application. For 
the first creation, the virtual image will contain a virtual disk 
for the virtual machine base operating system and a SAVD for 
the application. For upgrading of the application, only one 
SAVD will be created. 
0018. The virtual disk activation manager more particu 
larly creates the virtual disk of the virtual appliance, which 
will include the software application libraries and the product 
disk. The product disk, according to aspects of the invention, 
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is a self-activating virtual disk. The virtual disk activation 
manager communicates with the Host environment using an 
existing application programming interface (API). More par 
ticularly, the virtual disk activation manager may use a set of 
scripts to interact with the VMware virtual machine monitor 
leveraging a VIX interface provided by the VMware server to 
send commands both to the VMware virtual machine monitor 
and the VMware virtual machine. The VIX API automates the 
VMware virtual machine operations and runs programs or 
manipulates files within guest operating systems. The VIX 
interface is a programming interface for automating both 
virtual machine operations (such as stop VM, start VM, take 
VM Snapshots ...) and guest operations (such as running an 
application inside the guest operating system, copying files 
between guest and host . . . ). Similar APIs could be used in 
different virtualization environments, besides VMware. The 
virtual disk activation manager component particularly can 
detect any change in the virtual machine related to the disk 
processing (add/replace/remove) and invoke the proper con 
figurations in order to make the virtual appliance disk con 
nected or disconnected to the virtual machine. 

0019. An existing software package tool such as the 
AUTOPACK function of the IBM Tivoli Provisioning Man 
ager (IBM and Tivoli are trademarks of IBM Corporation), 
and a Software Package Installer Engine (SIE) are used in the 
preparation site to create the SAVD product disk. A software 
package includes operations that are necessary to install a 
Software application on a system. The Software package 
installer, by reading the software package, is able to prepare 
the target operating system for installation of the Software 
application. The SIE program depends on the architecture of 
the target virtual machine. 
0020. The different exchanges of information between the 
components 140,155,160 are explained hereunder in relation 
with the method for setting-up the preparation and creating 
the virtual appliance, as respectively described in relation 
with description of FIG. 2 and FIG. 3 in the rest of the 
document. 

0021 FIG. 2 is a flowchart of a method to set-up the site to 
prepare a virtual appliance according to aspects of the inven 
tion. The Software manufacturer sets up the preparation site, 
which preferably comprises a virtual management server and 
a preparation server comprising a virtual machine monitor 
which is the host environment. The method aims at making 
the preparation site ready for creation of the SAVD corre 
sponding to a product disk of the virtual appliance. All the 
steps for setting up the preparation site are executed by the 
virtual disk activation manager program which is installed on 
the virtual management server and which executes Scripts 
communicating with the host environment of the preparation 
server. For instance, the virtual disk activation manager com 
municates with the host environment using VIX scripts if the 
host environment is a VMware virtual machine monitor. Note 
that as all the steps are executed through Scripts, this method 
can be entirely automated. 
0022. The method consists in installing a virtual machine 
for the required guest operating system at 200. Preferably, the 
virtual machine image is created from the file repository on 
the host environment machine which is a virtual machine 
manager (for instance, the VMware virtual machine monitor). 
0023 The virtual machine then needs to be configured in 
the virtual machine manager using its API at 210. This con 
figuration consists in registering the new virtual machine, 
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referring to the just copied image. The result is the creation of 
the base operating system virtual disk. 
0024. Next, still executed on the host environment, a new 
virtual disk is configured at 220, from which an image has to 
be created. This new virtual disk is attached to the virtual 
machine image. This disk will become the SAVD product 
disk at the end the process. 
0025. The guest operating system virtual machine is then 
powered-on at 230 and the program codes of: a tool for 
creating software packages (such as AUTOPACK), the cor 
responding Software package installer (SIE), and a virtual 
disk activation manager, are copied at 240 on the guest oper 
ating system. The libraries are copied into the SAVD, still 
through a VIX-based script in the case of VMware. In fact, 
only the installer (SIE) will be necessary at the customer site 
and for simplification, the Software package tool (Such as 
AUTOPACK) may be not stored on the final SAVD to be 
distributed to the customer. 
0026 FIG. 3 is the flowchart of a method to create the 
virtual appliance according to aspects of the invention in the 
preparation site as set-up according to the method described 
in the flowchart of FIG. 2. Once the guest operating system is 
ready in the preparation site, a SADV product disk can be 
created. Note that this SAVD product disk can be the product 
disk of the first virtual appliance distributed to the customer, 
or the product disk comprising an upgrade of the Software 
application. This SAVD disk is the only virtual disk distrib 
uted to the user to upgrade a corresponding software appli 
cation as there is no value in providing a SAVD and an 
operating system virtual disk in the virtual appliance for 
upgrading the application. The virtual appliance of the first 
distribution of the application may contain an operating sys 
tem virtual disk, but the creation of the operating system disk 
is not part of the invention. This is why the method focuses on 
the creation of a SAVD as the only virtual disk in the virtual 
appliance. 
0027 All the steps to create a SAVD product disk are 
automatically performed by the virtual disk activation man 
ager component interfacing the with the host environment 
virtual machine monitor using API-based scripts (VIX for 
VMware environment). 
0028. The installation image of the software application, 
including the product binaries, is copied 300 from the reposi 
tory file to the host environment and from the host environ 
ment to the guest operating system. 
0029. A software package for the software application to 
be distributed is first created 310 in the guest operating system 
virtual machine by the tool to create software packages. For 
instance, the AUTOPACK tool automates the creation of soft 
ware packages using a differencing technology by comparing 
two Successive system Snapshots of the preparation machine 
system before and after the software application installation. 
By this way, AUTOPACK detects file and system changes 
made by the installation of an application and creates the 
operations to be executed to adapt the target system to the 
software application. The installer (SIE) is then able to 
execute these operations automatically, install the Software 
application libraries for their execution on a target system. 
0030 The virtual disk activation manager, through API 
based script performs a first AUTOPACK snapshot of the 
system in the guest operating system virtual machine. AUTO 
PACK just captures the changes occurring to the system 
related files and registry entries on the operating system base 
virtual disk. Then, the software application is installed refer 
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ring to the Software application installation images directo 
ries in the SAVD product disk. The installation is performed 
in silent mode if silent mode is Supported by the guest oper 
ating system and this application. The installation is alterna 
tively performed in an operator assisted mode. A second 
AUTOPACK snapshot is run in the guest operating system 
virtual machine. AUTOPACK differencing is run, and the 
Software package is built in the guest operating system virtual 
machine. The software package created by AUTOPACK is 
then stored into the SAVD product disk 120 created at 220 
during setting-up of site preparation. 
0031. It is noted that in using some existing tools to create 
Software packages, some software packages may contain not 
only the instructions to be executed to create/modify system 
files but also may contain the binaries libraries of the appli 
cation. This is just an option of implementation. In the case 
described in the illustrated embodiment, the software pack 
age and the application binaries libraries are separated and are 
stored at 300, 310 on the SAVD product disk. 
0032. The virtual disk activation manager creates specific 
activation/de-activation API-based scripts at 320 to be used 
by the virtual disk activation manager at installation of the 
Software application on a user target system. A Software 
application, once installed, may need to have specific host 
name used etc. As an example some applications need to be 
reconfigured in the case where the IP address of the machine 
where it is installed has changed. A specific reconfiguration 
command has to be executed for this purpose. The created 
activation/de-activation API-based scripts are copied into the 
SAVD product disk. 
0033. A unique identifier, e.g., universally unique identi 
fier (UUID) identifying the SAVD product disk is created at 
330 and is stored in the SAVD product disk. The unique 
identifier is a kind of signature of the SAVD product disk. The 
unique identifier can be calculated for example, composing 
different attributes of the SAVD such as using the SAVD 
name, size, its version, the virtual appliance name and so on. 
Several algorithms already exist in the field for the calculation 
of a UUID. The unique identifier is used during the phase of 
activation of the SAVD product disk at the customer site when 
the customer installs for the first time, or upgrades, the Soft 
ware application. 
0034. The guest operating system is powered-off and the 
SAVD product disk is detached. The SAVD product disk 
image is copied at 340 from the host environment to the file 
repository. The SAVD product disk includes, software appli 
cation installation images (which includes the software appli 
cation binaries), the software package, the activation/de-ac 
tivation scripts, which are executed by the virtual disk 
activation manager when an activation/de-activation event 
occurs, the virtual disk activation manager, SIE and AUTO 
PACK libraries. The just created SAVD product disk can be 
part of the initial delivery of the virtual appliance image 150 
or the SAVD product disk can be created when a new version 
of the product is distributed to the customers. 
0035 FIG. 4 illustrates a system environment, according 
to aspects of the invention, for installing or un-installing the 
virtual appliance created as described according to the flow 
chart of FIG. 3. The customer system environment 400 for 
installing and upgrading the Software application may com 
prise a server on which a virtual machine monitor Such as a 
VMware virtual machine monitor, and the host environment 
425 manage virtual machine. 
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0036. At first installation of the software application, a 
virtual machine image that may have been provided in the 
virtual appliance of the first installation is installed by the 
customeras a target operating system 430 with its base oper 
ating system virtual disk 410. In the case where the applica 
tion virtual appliance, even for the first version, contains only 
a SAVD, the customer has installed the customer's own vir 
tual machine and has ordered a SAVD for the operating sys 
tem of the corresponding virtual machine. The customer has 
now to install a SAVD product disk 420, which is a self 
activating virtual disk used to install the Software application 
on the target operating system virtual machine. 
0037 For activating/deactivating SAVDs, the virtual disk 
activation manager and SIE 435 are both started on the target 
operating system. The virtual disk activation manager uses 
the SIE as a tool to perform installation. The virtual disk 
activation manager is preferably started as a service, as a 
daemon component, to continuously monitor the system for 
events related to addition or removal of disks. 
0038. It is noted that the virtual disk activation manager 
needs to be installed once on the customer virtual machine to 
execute scripts of commands to the virtual machine monitor. 
Once installed, the virtual disk activation manager will be 
reused for the install, update and remove of the next SAVDs. 
Optionally the customer may execute a set-up of the virtual 
disk activation manager program. The set-up program can be 
stored on the SAVD and can be performed at attachment of 
the virtual disk using an existing tool in the operating system 
of the virtual machine (such as AUTORUN with Windows). 
0039 FIG. 5 is the flowchart of the method according to 
the preferred embodiment of the invention for installing or 
un-installing the virtual appliance SAVDs created as 
described according to the method described in the flowchart 
of FIG. 3. 
004.0 Assuming a SAVD product disk is attached to the 
target operating system, the virtual disk activation manager 
collects at 510 the list of all the SAVDs attached to the virtual 
machine by reading the UIDs. It compares the current list 
with the list stored locally in the base operating system and 
corresponding to the last starting of the virtual disk activation 
manager service. At creation of the target operating system 
the list is empty and when the virtual appliance is installed for 
the first time one SAVD is identified. 
0041) If the virtual disk activation manager has detected a 
new SAVD (answeryes to test 515), the virtual disk activation 
manager copies the deactivation script at 525 in the SAVD to 
the base operating system virtual disk. Then, the virtual disk 
activation manager starts installation of the Software package 
in the SAVD by the SIE and the activation scripts to install the 
software application at 530. The virtual disk activation man 
ager updates at 535, the local list of active SAVDs in the base 
operating system disk adding the entry of the new SAVD. If 
necessary, the target operating system is rebooted if required 
by the installation of the software package or by the activation 
Scripts. 
0042. If the virtual disk activation manager has detected 
that a SAVD is removed (answer yes to test 520), the related 
deactivation script copied in the base operating system virtual 
disk from the SAVD at its activation is executed at 540. The 
virtual disk activation manager runs the SIE to undo the 
installation of the Software package corresponding to the 
SAVD to be removed. The de-activation script of this SAVD 
is removed at 545 from the base operating system virtual disk. 
The virtual disk activation manager deletes at 550, the entry 
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of the SAVD to be removed in the list of SAVDs. If necessary, 
the target operating system is rebooted if required by the 
un-installation of the Software package or by the deactivation 
Scripts. 
0043. To work as a service, the virtual disk activation 
manager may starta loop (answer no to test 520) to collect and 
process virtual system events related to the addition/removal 
of virtual disks in the target operating system. If an event for 
a new SAVD is received, the virtual disk activation manager 
performs the steps for activating the new SAVD. If an event 
for a removed SAVD is received, the virtual disk activation 
manager performs the steps for de-activating the removed 
SAVD. Because of the loop on the virtual disk activation 
manager started as a daemon to detect system events, a loop is 
performed at 510 after execution of the installation or removal 
of the virtual disk at 535, 550. 
0044 According to aspects of the invention, distribution 
of virtual appliances on different virtual disks is implemented 
by methods and systems that allow the software manufacturer 
to build a SAVD that comprises software application binaries 
(the product disk), this SAVD product disk being automati 
cally installed by the user or replaced on the user's site virtual 
machine so as to avoid performing manual operations. 
0045 One aspect for the software manufacturer distribut 
ing the applications with SAVDs is that the creation of a 
SAVD product disk by the software manufacturer in the soft 
ware manufacturer's preparation site can also be automated as 
described in relation with the description of FIG. 3. This 
method may allow the software manufacturer to avoid dis 
tributing an operating system in the virtual appliance. The 
virtual appliance may only comprise one SAVD as virtual 
disk containing the application binaries and all the artifacts 
necessary to an auto installation or replacement of the appli 
cation in the virtual machine environment of the customer. 
When upgrading the application by replacing the SAVD prod 
uct disk, the customer will not change the virtual machine 
operating system virtual disk on which the customer may 
have included additional data and configurations that could 
get lost if the operating system disk had been distributed with 
the application upgrade virtual appliance. Furthermore, the 
overall size of the artifacts required to install the appliance is 
reduced since all the operating system related files are not 
included. 

0046. One additional aspect is that the operating system is 
not distributed with a new version of the application. Thus, 
the manufacturer avoids issues related to the licensing agree 
ment required when the operating system needs to be re 
distributed along with a new version of the virtual appliance. 
In fact, usually the operating system comes with a proprietary 
license that prevents a free redistribution of the image. 
0047 According to aspects of the invention, the software 
manufacturer may choose to distribute an operating system 
virtual disk and a SAVD product disk in the first version of the 
application virtual appliance, and to distribute an SAVD 
product disk only for each new version the application. The 
manufacturer could also distribute an operating system disk 
with a SAVD containing an application upgrade. However, 
the distribution of an operating system disk with a SAVD 
containing an application upgrade may not be necessary as 
one aspect of the invention will be lost, which is that the 
customer avoids modifying the customer's operating system 
base system when replacing the SAVD to upgrade the appli 
cation binaries on the customer's site. 
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0048 Aspects set out more fully herein, rely on a particu 
lar sequencing and usage of APIs and commands that the 
specific virtualization vendor provides to implement Such 
product installation/upgrade. As an alternative to the silent 
and full automatic approach, a user interface is provided that 
guides and assists the administrator in the reconfiguration 
process. 
0049 Aspects also rely upon the use of software pack 
ages to deliver software application libraries, which include 
automatic operations to be executed on the target machine 
when installing the Software application. 
0050. The virtual machine of the customer uses a new 
program (the virtual disk activation manager) which, using a 
SAVD product disk unique identifier is able to detect and 
install/uninstall a new or removed SAVD product disk and to 
start the automatic installation or replacement of the corre 
sponding Software on the target virtual machine. 
0051. The description of the present invention has been 
presented for purposes of illustration and description, but is 
not intended to be exhaustive or limited to the invention in the 
form disclosed. Many modifications and variations will be 
apparent to those of ordinary skill in the art without departing 
from the scope and spirit of the invention. Aspects of the 
invention were chosen and described in order to best explain 
the principles of the invention and the practical application, 
and to enable others of ordinary skill in the art to understand 
the invention for various embodiments with various modifi 
cations as are Suited to the particular use contemplated. 
What is claimed is: 
1. A method to automatically upgrade a software applica 

tion distributed as a virtual appliance in a virtual machine 
System, comprising: 

detecting, by an application programming interface of a 
virtual machine monitor, a change in a previously stored 
version of a list of virtual appliance virtual disks 
attached to a corresponding virtual machine; and 

performing, if a new virtual appliance virtual disk is 
detected: 
storing deactivation Scripts on the new virtual disk on at 

least one operating system virtual disk; and 
executing an installation script on the new virtual disk by 

performing: 
modifying the operating system according to instruc 

tions stored on the new virtual disk by starting 
execution of an installing/un-installing program 
stored on the new virtual disk which installs the 
software application stored on the new virtual disk; 
and 

adding an entry for the new virtual appliance virtual 
disk in the list of the virtual disks currently 
attached. 

2. The method of claim 1, further comprising: 
executing specific additional activation operations if the 

specific additional activation operations are stored on 
the new virtual disk, to reconfigure the Software appli 
cation. 
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3. The method of claim 1, further comprising: 
executing an un-installation script having been already 

stored in the operating system if a removal of a virtual 
appliance virtual disk is detected, wherein the virtual 
disk is removed by performing: 
modifying the operating system according to instruc 

tions stored on the virtual disk to be removed which 
starts execution of an installing/un-installing program 
stored on the virtual disk to be removed and which 
un-installs the Software application; and 

deleting the entry of the virtual disk to be removed in the 
list of the virtual disks currently attached. 

4. The method of claim 3, further comprising: 
executing, if stored on the virtual disk to be removed, 

specific additional operations on the system allowing 
that the application be un-installed. 

5. The method of claim 1, further comprising: 
continuously monitoring the virtual machine for virtual 

disk attachment or virtual disk removal events on said 
virtual machine. 

6. The method of claim 1, further comprising: 
storing a software application package on an initialized 

new virtual disk; 
storing on the new virtual disk, an installing/un-installing 

program that installs/un-installs the Software applica 
tion; 

creating, using a program package tool, instructions, form 
ing a program package, for modifying the operating 
system to install/un-install the Software application that 
will be executed by the installing/un-installing program: 
and 

creating a disk identifier identifying the virtual disk as a 
virtual appliance virtual disk, and storing the disk iden 
tifier on the new virtual appliance virtual disk. 

7. The method of claim 6, further comprising: 
creating and storing on the new virtual disk, specific addi 

tional operations to be executed on the system to allow 
the software application configuration after installation. 

8. The method of claim 1, wherein detecting and perform 
ing are automatically executed by a virtual disk activation 
manager executing Scripts comprising application program 
interface programming instructions interfacing the virtual 
machine monitor of the virtual machine. 

9. The method of claim 8, further comprising: 
setting up the virtual disk activation manager for automatic 

step execution. 
10. The method of claim 1, wherein: 
detecting a change in a list of virtual appliance virtual disks 

comprises: 
detecting a change in a list of unique identifiers which 

are each a specific signature of a virtual appliance 
virtual disk; and, 

creating a unique identifier consists in calculating a spe 
cific signature based on the attributes of the virtual 
appliance virtual disks. 
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