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OPTIMALLY ADAPTING MULTIMEDIA CONTENT
FOR MOBILE SUBSCRIBER DEVICE PLAYBACK

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] The present application claims priority from U.S.
Provisional Patent Application No. 60/555,717 to Solow et
al, filed on Mar. 23, 2004, and U.S. Provisional Patent
Application No. 60/635,719 to Solow et al, filed on Dec. 13,
2004, both incorporated herein by reference in their entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to communications
systems in general, and more particularly to techniques for
adapting multimedia content for playback on mobile sub-
scriber devices.

BACKGROUND OF THE INVENTION

[0003] The Multimedia Message Service (MMS) provides
for the transmission of graphics, video clips, sound files and
text messages over wireless networks. Mobile network
operators (MNO) and wireless service providers typically
implement MMS using MMS Centers (MMSCs), which
implement store-and-forward delivery of multimedia mes-
sages from providers of multimedia content to mobile sub-
scribers, as well as multimedia message exchange between
mobile subscribers. Once a multimedia message is received
the MMSC will identify one or more intended recipients of
the multimedia message, locate the receiving device of a
recipient, which may be a cellular telephone, a PDA or
handheld computer, transcode the multimedia message as
required for playback on the recipient’s device according to
the device’s multimedia capabilities, and send the multime-
dia message to the recipient’s device.

[0004] One challenge facing MNOs and wireless service
providers involves adapting multimedia content for the wide
variety of mobile subscriber devices in use. Adapting con-
tent currently incurs a relatively large computational
expense when transcoding content for different playback
environments. This is especially acute with respect to mul-
timedia messages sent between disparate mobile subscriber
devices. For example, when content that was previously
transcoded for playback on one mobile subscriber device is
sent from the mobile subscriber device to another mobile
subscriber device, the transcoded content is typically
transcoded again by the MMSC for playback on the intended
recipient’s device. This typically results in a lower playback
quality than would be the case if the original content was
transcoded for playback on the intended recipient’s device.
In order for the content to be sent from the mobile subscriber
device to another mobile subscriber device of a different
type, the transcoded data is typically transcoded again to suit
the receiving device, often resulting in a further reduction in
quality. Adapting content is further hampered by the com-
plexity of implementing Digital Rights Management (DRM)
techniques to control access to content by mobile subscriber
devices with different DRM capabilities at a time when
DRM standards for MMS are still emerging. Techniques
which efficiently adapt multimedia content in these respects
would therefore be advantageous.

[0005] Furthermore, with current systems, in order to
provide control over content each mobile subscriber needs to
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connect to a content server and download the content in a
“pull” mode. A system that would allow mobile subscribers
to send content to each other that appears to the recipient as
if the content were received in a “push” mode, and that
allows for rights management for multimedia devices with
different DRM capabilities would also be advantageous.

SUMMARY OF THE INVENTION

[0006] In one aspect of the present invention a method is
provided for distributing multimedia content, the method
including a) storing an item of a multimedia content, b)
firstly transcoding the content for playback on a first mul-
timedia device, ¢) generating a content ID of the firstly
transcoded content, d) storing the content ID of the firstly
transcoded content in association with the stored content, ¢)
accessing the stored content using the content ID of the
firstly transcoded content, and f) secondly transcoding the
stored content for playback on a second multimedia device.

[0007] In another aspect of the present invention the
storing step includes storing the item of multimedia content
at a multimedia message center (MMSC).

[0008] In another aspect of the present invention the
storing step includes storing the item of multimedia content
together with an original content identifier (ID) identifying
the content.

[0009] In another aspect of the present invention the
storing step includes storing the item of multimedia content
together with an original content identifier (ID) that uniquely
identifies the content.

[0010] In another aspect of the present invention the
storing step includes storing the item of multimedia content
in its original form.

[0011] In another aspect of the present invention the
storing step includes storing the item of multimedia content
such that the content may be partly or wholly reconstituted.

[0012] In another aspect of the present invention the
method further includes receiving the original content 1D
from a provider of the content.

[0013] In another aspect of the present invention the
method further includes generating the original content ID
by applying either of a predefined hashing method and a
predefined fingerprinting method to the content and using
either of the resulting hash and fingerprint as the original
content ID.

[0014] In another aspect of the present invention the
method further includes associating the original content 1D
with different transcoded versions of the content.

[0015] In another aspect of the present invention the
method further includes sending a notification to the first
multimedia device indicating that the content is available for
download to the multimedia device.

[0016] In another aspect of the present invention the
method further includes delivering the firstly transcoded
content to the first multimedia device.

[0017] In another aspect of the present invention the
method further includes delivering the firstly transcoded
content to the first multimedia device together with any of
the content IDs.
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[0018] In another aspect of the present invention the
method further includes g) receiving the firstly transcoded
content from the first multimedia device, and h) regenerating
the content ID of the firstly transcoded content.

[0019] In another aspect of the present invention the
regenerating step includes regenerating the content 1D of the
firstly transcoded content using the same method used to
generate the content ID of the firstly transcoded content.

[0020] In another aspect of the present invention the
method further includes performing steps e)-h) in response
to receiving instructions from the first multimedia device to
forward the content to the second multimedia device.

[0021] In another aspect of the present invention the
performing step includes performing where the instructions
include any of a copy of the firstly transcoded content and
any of the content IDs.

[0022] In another aspect of the present invention the
method further includes protecting any of the transcoded
content with a content protection key (CPK).

[0023] In another aspect of the present invention the
method further includes identifying any rights associated
with providing the content to any of the multimedia devices,
generating at least one entitlement as a function of the rights,
and providing the content to any of the multimedia devices
in accordance with the entitlement.

[0024] 1In another aspect of the present invention the
method further includes determining if the copy of the firstly
transcoded content is protected, if the copy is protected,
determining if the content may be forwarded to the second
multimedia device as indicated by any rights associated with
either of the content and the recipient of the firstly
transcoded content, and if the content may be forwarded,
protecting and forwarding the secondly transcoded content
to the second multimedia device.

[0025] 1In another aspect of the present invention the
method further includes protecting the secondly transcoded
content with a content protection key (CPK) associated with
the secondly transcoded content.

[0026] In another aspect of the present invention the first
determining step includes determining that the copy of the
firstly transcoded content is protected by identifying a CPK
stored in association with the content ID.

[0027] In another aspect of the present invention a method
is provided for implementing digital rights management
(DRM), the method including determining the DRM capa-
bilities of a multimedia device, determining the DRM rights
associated with an item of content, determining an optimal
level of DRM protection to apply to the content as a function
of the capabilities and the rights, and applying the optimal
level of DRM protection to the item of content.

[0028] In another aspect of the present invention the
determining an optimal level step includes determining the
optimal level as the highest-ranked level of DRM protection
that is both supported by the device and that is indicated by
the content rights.

[0029] In another aspect of the present invention the
determining an optimal level step includes determining the
optimal level as the highest-ranked level of DRM protection
that is supported by the device.
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[0030] In another aspect of the present invention the
determining an optimal level step includes determining the
optimal level as the highest-ranked level of DRM protection
that is that is indicated by the content rights and that is below
the highest-ranked level of DRM protection that is that is
supported by the device.

[0031] In another aspect of the present invention a multi-
media content distribution system is provided including an
MMS server, an MMS relay, a transcoder, and a DRM
server, where the MMS server, MMS relay, transcoder, and
DRM server are individually or cooperatively operative to
store an item of a multimedia content, firstly transcode the
content for playback on a first multimedia device, generate
a content ID of the firstly transcoded content, store the
content ID of the firstly transcoded content in association
with the stored content, access the stored content using the
content ID of the firstly transcoded content, and secondly
transcode the stored content for playback on a second
multimedia device.

[0032] In another aspect of the present invention any of
the MMS server, MMS relay, transcoder, and DRM server
are individually or cooperatively operative to track to whom
the content is sent and with what rights.

[0033] In another aspect of the present invention the DRM
server acts as either of a probe and a proxy between any of
the MMS server, the MMS relay, and the transcoder.

[0034] In another aspect of the present invention a system
is provided for distributing multimedia content, the system
including a) means for storing an item of a multimedia
content, b) means for firstly transcoding the content for
playback on a first multimedia device, ¢) means for gener-
ating a content ID of the firstly transcoded content, d) means
for storing the content ID of the firstly transcoded content in
association with the stored content, e) means for accessing
the stored content using the content ID of the firstly
transcoded content, and f) means for secondly transcoding
the stored content for playback on a second multimedia
device.

[0035] In another aspect of the present invention the
means for storing is operative to store the item of multimedia
content at a multimedia message center (MMSC).

[0036] In another aspect of the present invention the
means for storing is operative to store the item of multimedia
content together with an original content identifier (ID)
identifying the content.

[0037] In another aspect of the present invention the
means for storing is operative to store the item of multimedia
content together with an original content identifier (ID) that
uniquely identifies the content.

[0038] In another aspect of the present invention the
means for storing is operative to store the item of multimedia
content in its original form.

[0039] In another aspect of the present invention the
means for storing is operative to store the item of multimedia
content such that the content may be partly or wholly
reconstituted.

[0040] In another aspect of the present invention the
system further includes means for receiving the original
content ID from a provider of the content.
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[0041] In another aspect of the present invention the
system further includes means for generating the original
content ID by applying either of a predefined hashing system
and a predefined fingerprinting system to the content and
using either of the resulting hash and fingerprint as the
original content ID.

[0042] In another aspect of the present invention the
system further includes means for associating the original
content ID with different transcoded versions of the content.

[0043] In another aspect of the present invention the
system further includes means for sending a notification to
the first multimedia device indicating that the content is
available for download to the multimedia device.

[0044] 1In another aspect of the present invention the
system further includes means for delivering the firstly
transcoded content to the first multimedia device.

[0045] In another aspect of the present invention the
system further includes means for delivering the firstly
transcoded content to the first multimedia device together
with any of the content IDs.

[0046] In another aspect of the present invention the
system further includes g) means for receiving the firstly
transcoded content from the first multimedia device, and h)
means for regenerating the content ID of the firstly
transcoded content.

[0047] In another aspect of the present invention the
means for regenerating is operative to regenerate the content
1D of the firstly transcoded content using the same system
used to generate the content ID of the firstly transcoded
content.

[0048] In another aspect of the present invention the
means e)-h) are operative in response to receiving instruc-
tions from the first multimedia device to forward the content
to the second multimedia device.

[0049] In another aspect of the present invention the
instructions include any of a copy of the firstly transcoded
content and any of the content IDs.

[0050] In another aspect of the present invention the
system further includes means for protecting any of the
transcoded content with a content protection key (CPK).

[0051] In another aspect of the present invention the
system further includes means for identifying any rights
associated with providing the content to any of the multi-
media devices, means for generating at least one entitlement
as a function of the rights, and means for providing the
content to any of the multimedia devices in accordance with
the entitlement.

[0052] In another aspect of the present invention the
system further includes means for determining if the copy of
the firstly transcoded content is protected, means, responsive
to the copy being protected, for determining if the content
may be forwarded to the second multimedia device as
indicated by any rights associated with either of the content
and the recipient of the firstly transcoded content, and
means, responsive to the content being forwardable, for
protecting and forwarding the secondly transcoded content
to the second multimedia device.
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[0053] In another aspect of the present invention the
system further includes means for protecting the secondly
transcoded content with a content protection key (CPK)
associated with the secondly transcoded content.

[0054] In another aspect of the present invention the first
means for determining is operative to determine that the
copy of the firstly transcoded content is protected by iden-
tifying a CPK stored in association with the content ID.

[0055] In another aspect of the present invention a system
is provided for implementing digital rights management
(DRM), the system including means for determining the
DRM capabilities of a multimedia device, means for deter-
mining the DRM rights associated with an item of content,
means for determining an optimal level of DRM protection
to apply to the content as a function of the capabilities and
the rights, and means for applying the optimal level of DRM
protection to the item of content.

[0056] In another aspect of the present invention the
means for determining an optimal level is operative to
determine the optimal level as the highest-ranked level of
DRM protection that is both supported by the device and that
is indicated by the content rights.

[0057] In another aspect of the present invention the
means for determining an optimal level is operative to
determine the optimal level as the highest-ranked level of
DRM protection that is supported by the device.

[0058] In another aspect of the present invention the
means for determining an optimal level is operative to
determine the optimal level as the highest-ranked level of
DRM protection that is that is indicated by the content rights
and that is below the highest-ranked level of DRM protec-
tion that is that is supported by the device.

[0059] Tt is appreciated throughout the specification and
claims that the term “multimedia” as it applies to content
may include audio content, visual content including text,
still images, and/or moving images, and any combination
thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0060] The present invention will be understood and
appreciated more fully from the following detailed descrip-
tion taken in conjunction with the appended drawings in
which:

[0061] FIGS. 1A and 1B, which are simplified block-flow
diagrams of a multimedia content distribution system for
non-encrypted content, constructed and operative in accor-
dance with a preferred embodiment of the present invention;

[0062] FIGS. 1C and 1D, which are simplified block-flow
diagrams of a multimedia content distribution system for
encrypted content, constructed and operative in accordance
with a preferred embodiment of the present invention;

[0063] FIG. 2 is a simplified block diagram of a multime-
dia service center, constructed and operative in accordance
with a preferred embodiment of the present invention;

[0064] FIG. 3 is a simplified block diagram of a multime-
dia service center, constructed and operative in accordance
with a preferred embodiment of the present invention; and



US 2007/0204064 Al

[0065] FIG. 4 is a simplified flowchart illustration of a
method for implementing best effort DRM, operative in
accordance with a preferred embodiment of the present
invention.

[0066] The same reference characters and numerals
appearing on different drawings denote the same elements.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0067] Reference is now made to FIGS. 1A and 1B, which
are simplified block-flow diagrams of a multimedia content
distribution system for non-encrypted content, constructed
and operative in accordance with a preferred embodiment of
the present invention. In FIG. 1A a multimedia content
provider 100 is shown providing multimedia content to a
multimedia message center (MMSC) 102, for delivery to a
multimedia device, such as a cellular telephone, of a mobile
subscriber 104, labeled ‘A’. Preferred implementations of
MMSC 102 are described in greater detail hereinbelow with
reference to FIGS. 2 and 3. After receiving the content,
MMSC 102 preferably stores the content in a database 106,
either in its original form or otherwise such that the original
content may be partly or wholly reconstituted. The content
is preferably stored along with an original content identifier
(ID) that preferably uniquely identifies the content. The
original content ID may be received from multimedia con-
tent provider 100 or may be generated for the content using
any suitable technique. For example, the original content ID
may be generated by applying a predefined hashing or
fingerprinting method to the content and using the resulting
hash or fingerprint as the original content ID. The same
original content ID associated with the original content
received from multimedia content provider 100 may be
associated with different transcoded versions of the content
as may be prepared for playback by different multimedia
devices. Alternatively, a different content ID may be gener-
ated by applying a predefined hashing or fingerprinting
method to each transcoded version of the content and using
the resulting hash or fingerprint as the content ID for its
associated transcoded version. In this scenario, the content
ID of each transcoded version is preferably stored by
MMSC 102 in database 106 together with the original
content and/or the original content ID of the original content.

[0068] Once the content is received from multimedia
content provider 100, MMSC 102 preferably sends a noti-
fication to the multimedia device of mobile subscriber A
indicating that content intended for subscriber A is available
for download from MMSC 102. When mobile subscriber A
contacts MMSC 102 to retrieve the content, or in anticipa-
tion of such contact, MMSC 102 may transcode the content
as necessary for playback on his’her multimedia device
whose characteristics may be determined by MMSC 102
using conventional techniques. A content ID of the content
transcoded for mobile subscriber A may then preferably
generated as described above and stored in database 106 in
association with the original content. The content transcoded
for mobile subscriber A is then delivered to mobile sub-
scriber A using conventional techniques. The transcoded
content may be transmitted to mobile subscriber A together
with the original content ID associated with the original
content, which may be transmitted “in the clear” or unen-
crypted, and/or together with the content ID generated for
the transcoded content.
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[0069] 1t will be appreciated that once a content 1D is
generated by MMSC 102 for a specific content item that has
been transcoded for a particular type of recipient multimedia
device, a content ID need not be generated again for the
transcoded content adapted for the same type of device as
long as the content ID is retained by MMSC 102. The
transcoded content may itself optionally be stored in data-
base 106, such as in anticipation of the transcoded content
being provided to other mobile devices for which the
transcoded content is adapted for playback.

[0070] In the system of FIG. 1B MMSC 102 is shown
receiving from mobile subscriber A instructions to forward
content previously provided to mobile subscriber A to the
multimedia device of a mobile subscriber 108, labeled ‘B’.
The instructions may include a copy of the transcoded
content previously provided to mobile subscriber A, the
original content ID associated with the original content,
and/or the content ID generated for the transcoded content.
After receiving the instructions from mobile subscriber A,
MMSC 102 preferably sends a notification to the multimedia
device of mobile subscriber B indicating that content
intended for subscriber B is available for download from
MMSC 102. When mobile subscriber B contacts MMSC
102 to retrieve the content, or in anticipation of such contact,
if a content ID associated with the content is received from
mobile subscriber A, such as a part of submitted content
data, MMSC 102 may determine the original content by
looking up the content ID in database 106. If no content ID
is received from mobile subscriber A, MMSC 102 prefer-
ably regenerates a content ID of the received content using
the same method used to created the content ID when
previously transcoding the content for mobile subscriber A.
MMSC 102 then looks up the regenerated content ID in
database 106 to identity the original content associated with
the content ID. Once found, the original content is retrieved
and transcoded as necessary for playback on the multimedia
device of mobile subscriber B whose characteristics may be
determined by MMSC 102 using conventional techniques.
As before, a content ID of the content transcoded for mobile
subscriber B may be generated using any suitable method,
preferably being the same method previously used to gen-
erate a content ID for the content transcoded for mobile
subscriber A. The content ID is then preferably stored in
database 106 in association with the original content. The
content transcoded for mobile subscriber B is then delivered
to mobile subscriber B using conventional techniques.

[0071] Reference is now made to FIGS. 1C and 1D, which
are simplified block-flow diagrams of a multimedia content
distribution system for encrypted content, constructed and
operative in accordance with a preferred embodiment of the
present invention. The system of FIG. 1C is similar to the
system of FIG. 1A except as is now noted. In the system of
FIG. 1C MMSC 102 stores content access criteria (e.g.
“forward lock™) in database 106 in association with the
original content, where the content access criteria may be
specified and provided by multimedia content provider 100
or the service provider (e.g. a MNO). MMSC 102 preferably
generates a Content Protection Key (CPK) using conven-
tional key generation techniques and stores the CPK in
database 106 in association with the content. The CPK may
be generated once for a content item and may be reused for
various mobile subscriber devices. Alternatively, a unique
CPK may be generated for different mobile subscriber
devices and even for different transactions involving the
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same mobile subscriber device. After the content is
transcoded for mobile subscriber A, MMSC 102 preferably
protects the transcoded content using the CPK, such as by
employing an encryption method such as AES. MMSC 102
preferably identifies any rights associated with providing
content to mobile subscriber A, such as by evaluating the
content access criteria associated with the content, as well as
any rights associated with mobile subscriber A in accordance
with conventional rights assessment techniques. MMSC 102
then preferably generates and stores in database 106 sub-
scribe any entitlements associated with the content, such as
whether mobile subscriber A has the right to receive the
content. A content ID of the content that has been transcoded
and protected for mobile subscriber A may then be generated
as described above and stored in database 106 in association
with the original content. The transcoded and protected
content is then delivered to mobile subscriber A using
conventional techniques.

[0072] The system of FIG. 1D is similar to the system of
FIG. 1B except as is now noted. In the system of FIG. 1D
when MMSC 102 receives from mobile subscriber A
instructions to send content previously provided to mobile
subscriber A to the multimedia device of mobile subscriber
B, MMSC 102 receives a content ID of the received content,
or generates a content ID of the received content as
described above, and then looks up the content ID in
database 106 to determine if the received content is pro-
tected, such as may be evidenced by the presence of a CPK
stored in association with the content ID. If the received
content is protected, MMSC 102 preferably identifies the
content access criteria, specified by the content or service
provider associated with the received content item and then
verifies the rights of A, determining if mobile subscriber A
is allowed to forward the content to mobile subscriber B. If
the content rights do not allow the content to be forwarded,
the transaction ends. If the content rights allow the content
to be forwarded, MMSC 102 sends a notification to mobile
subscriber B indicating that content intended for subscriber
B is available for download from MMSC 102. When mobile
subscriber B contacts MMSC 102 to retrieve the content, or
in anticipation of such contact, MMSC 102 retrieves the
original content from database 106 using the content ID. The
original content is transcoded according to the multimedia
device capabilities of mobile subscriber B. MMSC 102
preferably generates and stores a CPK for mobile subscriber
B. Alternatively, MMSC 102 may use the same CPK pre-
viously generated for the content item. MMSC 102 protects
the transcoded content with the CPK, such as by encrypting
the transcoded content with AES. A content ID of the content
transcoded and protected for mobile subscriber B is then
preferably generated as described above and stored in data-
base 106 in association with the original content. The
content transcoded for mobile subscriber B is then delivered
to mobile subscriber B using conventional techniques.

[0073] Reference is now made to FIG. 2, which is a
simplified block diagram of a multimedia service center,
constructed and operative in accordance with a preferred
embodiment of the present invention. In FIG. 2 an MMSC
200 is shown having an MMS server 202 which controls the
storage aspect of the store-and-forward MMS architecture,
and an MMS relay 204 which controls transcoding and
delivery of multimedia messages to mobile subscribers. Also
shown in FIG. 2 are additional MMS architecture elements,
any of which may be incorporated into MMSC 200 or
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provided externally to MMSC 200 with which MMSC 200
may communicate. These elements may include an MMS
user agent 206, that provides users with the ability to view,
create, send, edit, delete and manage their multimedia mes-
sages, a transcoder 208 for transcoding multimedia content
as may be required for playback on mobile subscriber
devices, a DRM server 210 for providing digital rights
management of content, a billing system 212 for billing
subscribers, an MMS value added service (VAS) application
214 for providing multimedia content, such as weather
reports and music video clips, an MMS user database 216
for storing subscriber information, a home location register
(HLR) 218 which provides subscriber routing information
and maintenance of user subscription information, and one
or more external servers 220 for providing auxiliary services
such as faxing, email, and unified messaging service (UMS).
Communications between elements shown in FIG. 2 may be
performed in accordance with conventional protocols, such
as multimedia protocols MM1-MM9 and DRM protocols as
shown.

[0074] Any of the functions described hereinabove with
reference to FIGS. 1A-1E may be performed by any of the
elements shown in FIG. 2, or cooperatively by any combi-
nation of any of the elements shown in FIG. 2, such as by
DRM server 210 in addition to performing digital rights
management operations to protect content. DRM server 210
may perform content ID generation at any stage before or
after transcoding and/or protecting content. DRM server 210
and/or any of the elements shown in FIG. 2 may also track
to whom content is sent and with what rights, which, for
example, may be used to generate a log for a content
provider.

[0075] Reference is now made to FIG. 3, which is a
simplified block diagram of a multimedia service center,
constructed and operative in accordance with a preferred
embodiment of the present invention. FIGS. 2 and 3 are
substantially similar, with the notable exception that in FIG.
3 DRM server 210 does not interface directly with MMSC
200. Rather, DRM server 210 acts as a probe and/or proxy
between MMSC 200 and other elements described in FIG.
2.

[0076] Reference is now made to FIG. 4, which is a
simplified flowchart illustration of a method for implement-
ing DRM, operative in accordance with a preferred embodi-
ment of the present invention. In the method of FIG. 4,
which may be implemented by DRM server 210 of FIGS. 2
and 3 separate from or in addition to the functions described
hereinabove with reference to FIGS. 1A-1E, MMSC 200
receives content for distribution to a mobile subscriber.
DRM Server 210 determines the DRM capabilities of the
mobile subscriber device using conventional techniques,
such as by receiving information about the device from
MMSC 200, which may receive such information from the
device itself or from device information previously stored in
database 216, and consulting a table of DRM capabilities by
device or a User Agent Profile (UAProf) of the device
acquired using conventional techniques. Such DRM capa-
bilities may be built in to the device, or may be programmed
into the device after manufacture, such as by loading a
multimedia player client with DRM capabilities into the
device. DRM Server 210 also determines the ‘“content
rights” indicating what type of DRM protection applies to
the content itself, such as may be indicated by the content
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provider and/or the service provider. Given the above infor-
mation DRM Server 210 determines an optimal level of
DRM protection to apply to the content as a function of said
device DRM capabilities and content rights, such as may be
based on a predefined ranking of levels of DRM protection.
Thus, in one possible configuration, the highest-ranked level
of DRM protection that is both supported by the mobile
subscriber device and that is indicated by the content rights
may be selected and applied to the content. In another
possible configuration, if the content provider and/or the
wireless service provider require a level of DRM protection
that is ranked below the highest level of protection that is
supported by the mobile subscriber device, DRM server 210
may select and apply the level of DRM protection required
by the content provider and/or the wireless service provider.
In another possible configuration, if the maximum level of
DRM protection that is supported by the mobile subscriber
device is ranked below a minimum level of DRM protection
required by the content provider and/or the wireless service
provider, the content may be withheld from the mobile
subscriber device. Alternatively, DRM server 210 may pro-
vide the mobile subscriber device with software to support
either the maximum level of DRM protection that can be
supported by the mobile subscriber device using such soft-
ware or the maximum level of DRM protection required by
the content provider and/or the wireless service provider.

[0077] The method of FIG. 4 may be used to implement a
DRM rights hierarchy, such as is provided by the OMA-1
standard, where different rights modes are represented from
strongest to weakest as follows:

[0078] SD-—separate delivery

[0079] CD-—combined delivery

[0080] FL—forward lock

[0081] Clear—*“in the clear”

[0082] Thus, for example, if these rights are associated

with an item of content, delivery of the content to a
multimedia device will first be attempted by implementing
SD, provided that the multimedia device supports SD. If the
multimedia device does not support SD, delivery of the
content will then be attempted by implementing CD, and so
forth.

[0083] Another example of a DRM rights hierarchy may
be understood where a device supports two or more different
DRM systems, each one with own method of content
protection and rights management. For instance, where a
device is configured by its manufacturer to support the OMA
DRM vl implementation, and is also equipped with a
third-party proprietary DRM system which uses a proven-
key management scheme involving secure hardware (e.g. a
SIM or other chip in the device platform), the DRM server
may chose to protect content using the third-party propri-
etary DRM format, where the server includes a ranking of
the third-party proprietary DRM system with respect to
OMA DRM vl and determines that the third-party DRM
provides better security then OMA DRM v1.

[0084] The method of FIG. 4 may be understood in the
context the following example, where a content provider
agrees to provide some video clips to a content aggregator.
The content provider stipulates that the strongest OMA-1
rights protection be implemented, that content not be sent in
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the clear, and that it is willing to receive a payment from the
content aggregator for any clip received by a mobile sub-
scriber. The content aggregator has an MMSC connected to
a DRM Server as described above. A mobile subscriber, Joe,
has a multimedia device which implements OMA-1 forward
lock functionality only. The DRM Server analyses the
information and makes a decision to protect content as an
OMA-1 forward-lock DRM message, since this is the only
DRM option available for this user.

[0085] Another user, Alice, has a multimedia device which
implements the full OMA-1 standard. When Alice retrieves
a clip, the DRM Server makes a decision to protect content
according to OMA-1 Separate Delivery method. This
method may be preferred by the DRM Server because a) it
is much more secure, since the content is encrypted, and b)
Alice will be able to share content with her friends, while the
content is still protected and each new recipient will be
required to acquire his/her own rights to access the content

[0086] Another user, Michael, has a multimedia device
that is able to play content provided by the content provider,
but has no DRM capabilities. The content aggregator uses
the DRM Server to identify users that can receive protected
content and thus does not send an announcement to Michael
that the content is available. However, Alice forwarded the
announcement she received to Michael. When Michael tries
to retrieve a clip, the DRM Server informs the MMSC that
content can not be protected for Michael’s device. Alice may
receive a message that Michael cannot receive the forwarded
content, and/or Michael may receive a message saying that
content that Alice wished to forward can not be released for
his device.

[0087] Another user, Leo, has a multimedia device with
some DRM capabilities provided by the device manufac-
turer. Additionally, Leo has registered at the content aggre-
gator’s WAP site for a premium content service called
“Video Hit of The Day.” The content aggregator asks Leo to
download and install a third-party DRM agent on his device.
When Leo attempts to access content, the DRM Server
checks its database and finds that Leo has installed a
third-party DRM Agent, with this information being
recorded by the content aggregator when Leo downloaded
the DRM Agent. The DRM Server analyses the DRM
capabilities both inherent in Leo’s device and otherwise
installed in Leo’s device and decides that maximum protec-
tion may be achieved by using the third-party DRM Agent.
The DRM Server protects the content according to the
maximum protection supported by the third-party DRM
Agent.

[0088] It is appreciated that one or more of the steps of any
of the methods described herein may be omitted or carried
out in a different order than that shown, without departing
from the true spirit and scope of the invention.

[0089] While the methods and apparatus disclosed herein
may or may not have been described with reference to
specific computer hardware or software, it is appreciated that
the methods and apparatus described herein may be readily
implemented in computer hardware or software using con-
ventional techniques.

[0090] While the present invention has been described
with reference to one or more specific embodiments, the
description is intended to be illustrative of the invention as
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a whole and is not to be construed as limiting the invention
to the embodiments shown. It is appreciated that various
modifications may occur to those skilled in the art that, while
not specifically shown herein, are nevertheless within the
true spirit and scope of the invention. Various features of the
invention which are, for clarity, described in the contexts of
separate embodiments may also be provided in combination
in a single embodiment. Conversely, various features of the
invention which are, for brevity, described in the context of
a single embodiment may also be provided separately or in
any suitable subcombination.

1. A method for distributing multimedia content, the
method comprising:

a) storing an item of a multimedia content;

b) firstly transcoding said content for playback on a first
multimedia device;

¢) generating a content ID of said firstly transcoded
content;

d) storing said content ID of said firstly transcoded
content in association with said stored content;

e) accessing said stored content using said content ID of
said firstly transcoded content; and

1) secondly transcoding said stored content for playback

on a second multimedia device.

2. A method according to claim 1 wherein said storing
step comprises storing said item of multimedia content at a
multimedia message center (MMSC).

3. A method according to claim 1 wherein said storing
step comprises storing said item of multimedia content
together with an original content identifier (ID) identifying
said content.

4. A method according to claim 1 wherein said storing
step comprises storing said item of multimedia content
together with an original content identifier (ID) that uniquely
identifies said content.

5. A method according to claim 1 wherein said storing
step comprises storing said item of multimedia content in its
original form.

6. A method according to claim 1 wherein said storing
step comprises storing said item of multimedia content such
that said content may be partly or wholly reconstituted.

7. A method according to claim 3 and further comprising
receiving said original content ID from a provider of said
content.

8. A method according to claim 3 and further comprising
generating said original content ID by applying either of a
predefined hashing method and a predefined fingerprinting
method to said content and using either of the resulting hash
and fingerprint as said original content ID.

9. A method according to claim 1 and further comprising
associating said original content ID with different
transcoded versions of said content.

10. A method according to claim 1 and further comprising
sending a notification to said first multimedia device indi-
cating that said content is available for download to said
multimedia device.

11. A method according to claim 1 and further comprising
delivering said firstly transcoded content to said first mul-
timedia device.
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12. A method according to claim 1 and further comprising
delivering said firstly transcoded content to said first mul-
timedia device together with any of said content IDs.

13. A method according to claim 1 and further compris-
ing:

g) receiving said firstly transcoded content from said first
multimedia device; and

h) regenerating said content ID of said firstly transcoded

content.

14. A method according to claim 13 wherein said regen-
erating step comprises regenerating said content ID of said
firstly transcoded content using the same method used to
generate said content ID of said firstly transcoded content.

15. A method according to claim 13 and further compris-
ing performing steps e)-h) in response to receiving instruc-
tions from said first multimedia device to forward said
content to said second multimedia device.

16. A method according to claim 15 wherein said per-
forming step comprises performing where said instructions
include any of a copy of said firstly transcoded content and
any of said content IDs.

17. A method according to claim 1 and further comprising
protecting any of said transcoded content with a content
protection key (CPK).

18. A method according to claim 1 and further compris-
ing:

identifying any rights associated with providing said
content to any of said multimedia devices;

generating at least one entitlement as a function of said
rights; and

providing said content to any of said multimedia devices
in accordance with said entitlement.
19. A method according to claim 16 and further compris-
ing:

determining if said copy of said firstly transcoded content
is protected;

if said copy is protected, determining if said content may
be forwarded to said second multimedia device as
indicated by any rights associated with either of said
content and the recipient of said firstly transcoded
content; and

if said content may be forwarded, protecting and forward-
ing said secondly transcoded content to said second
multimedia device.

20. A method according to claim 19 and further compris-
ing protecting said secondly transcoded content with a
content protection key (CPK) associated with said secondly
transcoded content.

21. A method according to claim 19 wherein said first
determining step comprises determining that said copy of
said firstly transcoded content is protected by identifying a
CPK stored in association with the content ID.

22. A method for implementing digital rights management
(DRM), the method comprising:

determining the DRM capabilities of a multimedia device;

determining the DRM rights associated with an item of
content;
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determining an optimal level of DRM protection to apply
to said content as a function of said capabilities and said
rights; and

applying said optimal level of DRM protection to said

item of content.

23. A method according to claim 22 wherein said deter-
mining an optimal level step comprises determining said
optimal level as the highest-ranked level of DRM protection
that is both supported by said device and that is indicated by
said content rights.

24. A method according to claim 22 wherein said deter-
mining an optimal level step comprises determining said
optimal level as the highest-ranked level of DRM protection
that is supported by said device.

25. A method according to claim 22 wherein said deter-
mining an optimal level step comprises determining said
optimal level as the highest-ranked level of DRM protection
that is that is indicated by said content rights and that is
below the highest-ranked level of DRM protection that is
that is supported by said device.

26. A multimedia content distribution system comprising:

an MMS server;
an MMS relay;

a transcoder; and
a DRM server,

wherein said MMS server, MMS relay, transcoder, and
DRM server are individually or cooperatively operative
to:

store an item of a multimedia content;

firstly transcode said content for playback on a first
multimedia device;

generate a content ID of said firstly transcoded content;

store said content ID of said firstly transcoded content
in association with said stored content;

access said stored content using said content ID of said
firstly transcoded content; and

secondly transcode said stored content for playback on
a second multimedia device.

27. A system according to claim 26 wherein any of said
MMS server, MMS relay, transcoder, and DRM server are
individually or cooperatively operative to track to whom
said content is sent and with what rights.

28. A system according to claim 26 wherein said DRM
server acts as either of a probe and a proxy between any of
said MMS server, said MMS relay, and said transcoder.

29. A system for distributing multimedia content, the
system comprising:

a) means for storing an item of a multimedia content;

b) means for firstly transcoding said content for playback
on a first multimedia device;

¢) means for generating a content ID of said firstly
transcoded content;

d) means for storing said content ID of said firstly
transcoded content in association with said stored con-
tent;
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e) means for accessing said stored content using said
content 1D of said firstly transcoded content; and

f) means for secondly transcoding said stored content for

playback on a second multimedia device.

30. A system according to claim 29 wherein said means
for storing is operative to store said item of multimedia
content at a multimedia message center (MMSC).

31. A system according to claim 29 wherein said means
for storing is operative to store said item of multimedia
content together with an original content identifier (ID)
identifying said content.

32. A system according to claim 29 wherein said means
for storing is operative to store said item of multimedia
content together with an original content identifier (ID) that
uniquely identifies said content.

33. A system according to claim 29 wherein said means
for storing is operative to store said item of multimedia
content in its original form.

34. A system according to claim 29 wherein said means
for storing is operative to store said item of multimedia
content such that said content may be partly or wholly
reconstituted.

35. A system according to claim 31 and further compris-
ing means for receiving said original content ID from a
provider of said content.

36. A system according to claim 31 and further compris-
ing means for generating said original content ID by apply-
ing either of a predefined hashing system and a predefined
fingerprinting system to said content and using either of the
resulting hash and fingerprint as said original content ID.

37. A system according to claim 29 and further compris-
ing means for associating said original content 1D with
different transcoded versions of said content.

38. A system according to claim 29 and further compris-
ing means for sending a notification to said first multimedia
device indicating that said content is available for download
to said multimedia device.

39. A system according to claim 29 and further compris-
ing means for delivering said firstly transcoded content to
said first multimedia device.

40. A system according to claim 29 and further compris-
ing means for delivering said firstly transcoded content to
said first multimedia device together with any of said
content IDs.

41. A system according to claim 39 and further compris-
ing:

g) means for receiving said firstly transcoded content
from said first multimedia device; and

h) means for regenerating said content ID of said firstly

transcoded content.

42. A system according to claim 41 wherein said means
for regenerating is operative to regenerate said content ID of
said firstly transcoded content using the same system used to
generate said content ID of said firstly transcoded content.

43. A system according to claim 41 where said means
e)-h) are operative in response to receiving instructions from
said first multimedia device to forward said content to said
second multimedia device.

44. A system according to claim 43 wherein said instruc-
tions include any of a copy of said firstly transcoded content
and any of said content IDs.
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45. A system according to claim 29 and further compris-
ing means for protecting any of said transcoded content with
a content protection key (CPK).

46. A system according to claim 29 and further compris-
ing:

means for identifying any rights associated with providing
said content to any of said multimedia devices;

means for generating at least one entitlement as a function
of said rights; and

means for providing said content to any of said multime-
dia devices in accordance with said entitlement.
47. A system according to claim 44 and further compris-
ing:

means for determining if said copy of said firstly
transcoded content is protected;

means, responsive to said copy being protected, for deter-
mining if said content may be forwarded to said second
multimedia device as indicated by any rights associated
with either of said content and the recipient of said
firstly transcoded content; and

means, responsive to said content being forwardable, for
protecting and forwarding said secondly transcoded
content to said second multimedia device.

48. A system according to claim 47 and further compris-
ing means for protecting said secondly transcoded content
with a content protection key (CPK) associated with said
secondly transcoded content.

49. A system according to claim 47 wherein said first
means for determining is operative to determine that said
copy of said firstly transcoded content is protected by
identifying a CPK stored in association with the content ID.

50. A system for implementing digital rights management
(DRM), the system comprising:

means for determining the DRM capabilities of a multi-
media device;

means for determining the DRM rights associated with an
item of content;

means for determining an optimal level of DRM protec-
tion to apply to said content as a function of said
capabilities and said rights; and

means for applying said optimal level of DRM protection
to said item of content.

51. A system according to claim 50 wherein said means

for determining an optimal level is operative to determine
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said optimal level as the highest-ranked level of DRM
protection that is both supported by said device and that is
indicated by said content rights.

52. A system according to claim 50 wherein said means
for determining an optimal level is operative to determine
said optimal level as the highest-ranked level of DRM
protection that is supported by said device.

53. A system according to claim 50 wherein said means
for determining an optimal level is operative to determine
said optimal level as the highest-ranked level of DRM
protection that is that is indicated by said content rights and
that is below the highest-ranked level of DRM protection
that is that is supported by said device.

54. A system for implementing digital rights management
(DRM), the system comprising:

a multimedia device;
an item of content; and
a DRM server operative to:

determine the DRM capabilities of said multimedia
device;

determine the DRM rights associated with said item of
content;

determine an optimal level of DRM protection to apply
to said content as a function of said capabilities and
said rights; and

apply said optimal level of DRM protection to said item
of content.

55. A system according to claim 54 wherein said DRM
server is operative to determine said optimal level as the
highest-ranked level of DRM protection that is both sup-
ported by said device and that is indicated by said content
rights.

56. A system according to claim 54 wherein said DRM
server is operative to determine said optimal level as the
highest-ranked level of DRM protection that is supported by
said device.

57. A system according to claim 54 wherein said DRM
server is operative to determine said optimal level as the
highest-ranked level of DRM protection that is that is
indicated by said content rights and that is below the
highest-ranked level of DRM protection that is that is
supported by said device.
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