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Figure 18.4 Functionf.

The same attack can find pairs of messages that hash to the same value for
12-round N-Hash in 256 operations, compared to 264 operations for a
brute-force attack. N-hash with 15 rounds is safe from differential
cryptanalysis: The attack requires 272 operations.

The agorithm’s designers recommend using N-Hash with at least 8 rounds
[1106]. Given the proven insecurity of N-Hash and FEAL (and its speed with 8
rounds), | recommend using another algorithm entirely.

18.4 MD4

MD4 is aone-way hash function designed by Ron Rivest [1318, 1319, 1321].
MD stands for M essage Digest; the algorithm produces a 128-bit hash, or
message digest, of the input message.

In[1319], Rivest outlined his design goals for the algorithm:

Security. It is computationally infeasible to find two messages that
hashed to the same value. No attack is more efficient than brute force.

Direct Security. MD4' s security is not based on any assumption, like the
difficulty of factoring.

Soeed. MD4 is suitable for high-speed software implementations. It is
based on a simple set of bit manipulations on 32-bit operands.

Smplicity and Compactness. MD4 is as simple as possible, without
large data structures or a complicated program.

Favor Little-Endian Architectures. MD4 is optimized for
microprocessor architectures (specifically Intel microprocessors); larger
and faster computers make any necessary tranglations.

After the algorithm was first introduced, Bert den Boer and Antoon Bosselaers
successfully cryptanalyzed the last two of the algorithm’s three rounds [202].
In an unrelated cryptanalytic result, Ralph Merkle successfully attacked the
first two rounds [202]. Eli Biham discussed a differential cryptanalysis attack
against the first two rounds of MD4 [159]. Even though these attacks could not
be extended to the full algorithm, Rivest strengthened the algorithm. The result
isMD5.

18.5 MD5

MD5 isan improved version of MD4 [1386, 1322]. Although more complex
than MD4, it issimilar in design and aso produces a 128-bit hash.
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Description of MD5

After someinitial processing, MD5 processes the input text in 512-bit blocks,
divided into 16 32-bit sub-blocks. The output of the algorithm is a set of four
32-bit blocks, which concatenate to form a single 128-bit hash value.

First, the message is padded so that its length is just 64 bits short of being a
multiple of 512. This padding isasingle 1-bit added to the end of the message,
followed by as many zeros as are required. Then, a 64-bit representation of the
message’ s length (before padding bits were added) is appended to the result.
These two steps serve to make the message length an exact multiple of 512 bits
in length (required for the rest of the algorithm), while ensuring that different
messages will not ook the same after padding.

Four 32-bit variables are initialized:
A = 0x01234567
B = 0x89abcdef
C = Oxfedcha98
D = 0x76543210

These are called chaining variables.

Now, the main loop of the algorithm begins. Thisloop continues for as many
512-bit blocks as are in the message.

The four variables are copied into different variables: a gets A, b gets B, ¢ gets
C,and d gets D.

The main loop has four rounds (M D4 had only three rounds), all very similar.
Each round uses a different operation 16 times. Each operation performs a
nonlinear function on three of a, b, ¢, and d. Then it adds that result to the
fourth variable, a sub-block of the text and a constant. Then it rotates that
result to the right a variable number of bits and adds the result to one of a, b, c,
or d. Finally the result replaces one of a, b, ¢, or d. See Figures 18.5 and 18.6.

Figure 18.5 MD5 main loop.

There are four nonlinear functions, one used in each operation (a different one
for each round).

FX,Y,2) = (X¥Y) ! (= X) ¥2)
G(X,Y,2) = (X¥2) = (Y (= 2)
HX,Y,Z) =X YeZ

I(X,Y,2) =Y+ (X{(=2)

(+isXOR¥iSAND, !isOR, and - isNOT.)

These functions are designed so that if the corresponding bits of X, Y, and Z
are independent and unbiased, then each bit of the result will also be
independent and unbiased. The function F is the bit-wise conditional: If X then
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Y else Z. The function H is the bit-wise parity operator.
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If M; represents the j th sub-block of the message (from O to 15), and <<<s

represents a left circular shift of s bits, the four operations are:
FF(a,b,c,d,M; st denotesa=b + ((a+ F(b,c,d) + M; +1;) <<<s)
GG(ab,c,d,M;stj) denotesa=b + ((a+ G(b,c,d) + M + ;) <<<¥s)
HH(a,b,c,d,M;,st;) denotesa=Db + ((a+ H(b,c,d) + M; + ;) <<<s)
ll(a,b,c,d,M;,st) denotesa=b + ((a+1(b,cd) + M; + 1) <<<¥9)

Figure 18.6 One MDS5 operation.

The four rounds (64 steps) look like:
Round 1:
FF (a, b, c, d, Mg, 7, O0xd76aa478)
FF (d, a, b, c, M4, 12, OxeB8c7b756)
FF (c, d, a b, M,, 17, 0x242070db)
FF (b, c, d, a, M3, 22, Oxclbdceee)
FF (a, b, ¢, d, My, 7, Oxf57cOfaf)
FF (d, a, b, ¢, Mg, 12, 0x4787c624)
FF (c, d, a b, Mg, 17, 0xa8304613)
FF (b, ¢, d, a, M-, 22, Oxfd469501)
FF (a, b, c, d, Mg, 7, 0x698098d8)
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FF (d, a, b, c, Mg, 12, 0x8b44f7af)
FF (c, d, a, b, Mg, 17, Oxffff5bbl)
FF (b, c, d, a, M44, 22, 0x895cd7be)
FF (a, b, ¢, d, Mq,, 7, 0x6b901122)
FF (d, a, b, c, M43, 12, 0xfd987193)
FF (c, d, a b, My,, 17, 0xa679438¢€)
FF (b, c, d, a, M5, 22, 0x49b40821)
Round 2:

GG (a, b, ¢, d, My, 5, 0xf61e2562)
GG (d, a, b, c, Mg, 9, 0xc040b340)
GG (c, d, a, b, M4, 14, 0x265e5a51)
GG (b, c, d, a, Mg, 20, OxeSb6c7aa)
GG (a, b, ¢, d, Mg, 5, 0xd62f105d)
GG (d, a, b, ¢, My, 9, 0x02441453)
GG (c, d, a, b, M5, 14, Oxd8ale681)
GG (b, ¢, d, @, My, 20, Oxe7d3fbc8)
GG (a, b, ¢, d, Mg, 5, 0x21elcdeb)
GG (d, a, b, ¢, My4, 9, 0xc33707d6)
GG (c, d, a, b, M3, 14, 0xf4d50d87)
GG (b, ¢, d, a, Mg, 20, 0x455al4ed)
GG (a, b, c, d, M3, 5, 0xa9e3e905)
GG (d, a, b, ¢, M,, 9, Oxfcefa3f8)
GG (c, d, a, b, M;, 14, 0x676f02d9)
GG (b, c, d, a, My, 20, 0x8d2a4c8a)

Round 3:
HH (a, b, ¢, d, Ms, 4, Oxfffa3942)

HH (d, a, b, ¢, Mg, 11, 0x8771f681)
HH (c, d, a, b, M4, 16, 0x6d9d6122)
HH (b, c, d, a, M4, 23, 0xfde5380c)
HH (a, b, c, d, M4, 4, Oxadbeead4)
HH (d, a, b, ¢, My, 11, Ox4bdecfa9)
HH (c, d, a, b, M, 16, Oxf6bb4b60)
HH (b, c, d, a, Mg, 23, Oxbebfbc70)
HH (a, b, c, d, M43, 4, 0x289b7ec6)
HH (d, a, b, ¢, M, 11, Oxeaal27fa)
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HH (c, d, a, b, M3, 16, Oxd4ef3085)
HH (b, ¢, d, a, Mg, 23, 0x04881d05)
HH (a, b, ¢, d, Mg, 4, 0xd9d4d039)
HH (d, a, b, ¢, My,, 11, 0xe6db99e5)
HH (c, d, a, b, M5, 16, Ox1fa27cf8)
HH (b, c, d, a, M,, 23, Oxc4ac5665)
Round 4:

Il (&, b, c, d, Mg, 6, 0xf4292244)

Il (d, a, b, c, M5, 10, 0x432aff97)

Il (c, d, & b, Mq4, 15, Oxab9423a7)
Il (b, ¢, d, &, Mg, 21, Oxfc93a039)

Il (&, b, c, d, Mq5, 6, 0x655b59c3)

Il (d, a, b, c, M3, 10, 0x8f0ccc9?2)

Il (c, d, & b, Mqq, 15, Oxffeff47d)

Il (b, c,d, a, M4, 21, 0x85845dd1)
Il (&, b, c, d, Mg, 6, Ox6fa37e4f)

Il (d, a b, c, My5, 10, Oxfe2ce6e0)
Il (c, d, &, b, Mg, 15, 0xa3014314)
Il (b, c, d, a, Mq3, 21, Ox4e0811al)
Il (& b, c, d, My, 6, 0xf7537e82)

11 (d, a, b, c, Mq4, 10, Oxbd3af235)
Il (c, d, &, b, My, 15, 0x2ad7d2bb)
Il (b, c, d, a, Mg, 21, Oxeb86d391)

Those constants, tj, were chosen as follows:
In step i, tj isthe integer part of 232*abs(sin(i)), wherei isin radians.

After al of this, a, b, ¢, and d are added to A, B, C, D, respectively, and the
algorithm continues with the next block of data. The final output isthe
concatenation of A, B, C, and D.

Security of MD5

Ron Rivest outlined the improvements of MD5 over MD4 [1322]:
1. A fourth round has been added.
2. Each step now has a unique additive constant.

3. Thefunction G in round 2 was changed from ((X¥Y ) | (X¥Z) | (Y¥
Z)to((X¥Z)|(Y¥-2))tomake G less symmetric.

4. Each step now adds in the result of the previous step. This promotes
afaster avalanche effect.
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5. The order in which message sub-blocks are accessed in rounds 2 and
3 ischanged, to make these patterns less alike.

6. Theleft circular shift amountsin each round have been
approximately optimized, to yield afaster avalanche effect. The four
shifts used in each round are different from the ones used in other
rounds.

Tom Berson attempted to use differential cryptanalysis against a single round
of MD5 [144], but his attack isineffective against all four rounds. A more
successful attack by den Boer and Bosselaers produces collisions using the
compression function in MD5 [203, 1331, 1336]. This does not lend itself to
attacks against MD5 in practical applications, and it does not affect the use of
MDS5 in Luby-Rackoff-like encryption algorithms (see Section 14.11). It does
mean that one of the basic design principles of MD5—to design a
collision-resistant compression function—has been violated. Although it is
true that “there seems to be a weakness in the compression function, but it has
no practical impact on the security of the hash function” [1336], | am wary of
using MD5.

18.6 MD2

MD2 is another 128-bit one-way hash function designed by Ron Rivest [801,
1335]. It, along with MD5, is used in the PEM protocols (see Section 24.10).
The security of MD2 is dependent on arandom permutation of bytes. This

permutation is fixed, and depends on the digits of A. §, S}, S),..., Sys5 isthe

permutation. To hash a message M:

(1) Pad the message with i bytes of valuei so that the resulting message
isamultiple of 16 byteslong.

(2) Append a 16-byte checksum to the message.
(3) Initialize a 48-byte block: Xg, X1, Xo,..., X47. Set thefirst 16 bytes of

X to be 0, the second 16 bytes of X to be the first 16 bytes of the
message, and the third 16 bytes of X to be the XOR of the first 16 bytes
of X and the second 16 bytes of X.

(4) Thisisthe compression function:
t=0
Forj=0to 17
Fork=0to 47
t=X(XOR S
X =t
t=(t+]) mod 256

(5) Set the second 16 bytes of X to be the second 16 bytes of the
message, and the third 16 bytes of X to be the XOR of the first 16 bytes
of X and the second 16 bytes of X. Do step (4). Repeat steps (5) and (4)
with every 16 bytes of the message, in turn.

(6) Theoutput isthefirst 16 bytes of X.
Although no weaknesses in MD2 have been found (see [1262]), it is Slower
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than most other suggested hash functions.

Previous|Table of Contents’Next |

Products | Contact Us | About Us | Privacy | Ad Info | Home

Use of this site is subject to certain Terms & Conditions, Copyright © 1996-2000 EarthWeb Inc.
All rights reserved. Reproduction whole or in part in any form or medium without express written permission of EarthWeb is
prohibited. Read EarthWeb's privacy statement.

Page 589 of 1027


http://www.itknowledge.com/reference/standard/0471128457/ch18/18-04.html
http://www.itknowledge.com/products.html
http://www.itknowledge.com/contactus.html
http://www.itknowledge.com/aboutus.html
http://www.earthweb.com/about_us/privacy.html
http://www.itmarketer.com/
http://www.itknowledge.com/
http://www.itknowledge.com/agreement.html
http://www.itknowledge.com/copyright.html
http://itnews.earthweb.com/
http://www.earthweb.com/about_us/privacy.html
http://www.itknowledge.com/reference/standard/0471128457/ch18/ITKN1a2b3c4d5e6f7g8h9idefcon4.html

	GMHGFMAHOFPONJMCKIEEOCPIKLKGPECPBB: 
	form1: 
	x: 
	f1: FilterSearch
	f2: ewfilter.hts
	f3: http://search.earthweb.com/search97/samples/forms/srchdemo.htm
	f4: ITK
	f5: dummy
	f6: view.hts
	f7: on
	f8: 
	f9: Go!
	f11: [keyword]
	f12: itk-brief.hts

	f10: 

	form2: 
	x: 
	f1: [ ]


	form3: 
	x: 
	f1: Search
	f2: http://search.earthweb.com/search97/samples/forms/srchdemo.htm
	f3: ITK
	f4: itk-simple-intrabook.hts
	f5: view.hts
	f6: on
	f7: http://www.itknowledge.com/reference/standard/0471128457/
	f8: 
	f9: Go!

	f10: 


	NCFMFMMGOBOIIMEOKMBHOFDIIGJIPKNJND: 
	form1: 
	x: 
	f1: FilterSearch
	f2: ewfilter.hts
	f3: http://search.earthweb.com/search97/samples/forms/srchdemo.htm
	f4: ITK
	f5: dummy
	f6: view.hts



	CEFMAHIKEBDPCBFJKAGEPGKBIPALCIDJIH: 
	form1: 
	x: 
	f1: FilterSearch
	f2: ewfilter.hts
	f3: http://search.earthweb.com/search97/samples/forms/srchdemo.htm
	f4: ITK
	f5: dummy
	f6: view.hts
	f7: on
	f8: 
	f9: Go!
	f11: [keyword]
	f12: itk-brief.hts

	f10: 

	form2: 
	x: 
	f1: [ ]


	form3: 
	x: 
	f1: Search
	f2: http://search.earthweb.com/search97/samples/forms/srchdemo.htm
	f3: ITK
	f4: itk-simple-intrabook.hts
	f5: view.hts
	f6: on
	f7: http://www.itknowledge.com/reference/standard/0471128457/
	f8: 
	f9: Go!

	f10: 




