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(57) ABSTRACT

In some aspects, a method includes obtaining, by a response
generator circuit, reliability information for each bit of an
array of bits provided by a physical unclonable function
(PUF) circuit; receiving, from the PUF circuit during run
time, an array of values for the array of bits; selecting a
plurality of values from the array of values received from the
PUF circuit in accordance with the reliability information;
and generating, by the response generator circuit, a PUF
response from the selected plurality of values.
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METHODS FOR GENERATING RELIABLE

RESPONSES IN PHYSICAL UNCLONABLE

FUNCTIONS (PUFS) AND METHODS FOR
DESIGNING STRONG PUFS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of priority under
35 U.S.C. §119(e) to provisional U.S. Patent Application
No. 61/967,728 filed on Mar. 25, 2014, the entire contents of
which are hereby incorporated by reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH AND
DEVELOPMENT

[0002] This invention was made with partial government
support under the National Science Foundation Grant Num-
ber CNS1117755. The government has certain rights to this
invention.

FIELD OF USE

[0003] The present disclosure relates to physical unclon-
able functions (PUFs).

BACKGROUND

[0004] A physical unclonable function (PUF) is a silicon
die-specific random function or a silicon biometric that is
unique for every instance of the die. In general, PUFs derive
their randomness from uncontrolled random variations in the
integrated circuit fabrication process (usually undesirable)
to create practically unclonable functions even if the original
design files are compromised. PUFs can be used as building
blocks in many secure systems for applications such as
device identification/authentication and secret key genera-
tion. PUFs can be an alternative to storing of random secret
bits in volatile or non-volatile memory (which may be
vulnerable to attacks) by instead generating these random
bits every time the PUFs are activated.

[0005] PUF implementations generate random bits by
amplifying some electrical characteristic (e.g., delay or
threshold voltage) from two nominally identical circuit
components in the PUF array. These electrical differences,
especially when small, often flip polarity across environ-
mental variations (e.g., voltage and temperature), in the
presence of ambient noise, or over device aging, resulting in
some bits of the raw PUF response being inconsistent/
unreliable. For some designs, greater than 25% of the PUF
response bits may be unreliable across environmental varia-
tions. Because electrical differences of larger magnitude
require larger variations to flip polarity, a PUF bit may be
more reliable when generated by amplifying a larger elec-
trical difference.

[0006] Although some applications, such as identification
and authentication, can be designed to tolerate a few errors
in the response without significant loss of security, all
applications can benefit from more reliable PUFs, and
applications such as key generation may require the PUF
response to be perfectly reliable.

SUMMARY

[0007] The present disclosure describes methods and sys-
tems related to physical unclonable function (PUF) circuits,
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which can be used on integrated circuits for device identi-
fication/authentication and secret key generation. In one
aspect, a method includes obtaining, by a response generator
circuit, reliability information for each bit of an array of bits
provided by a physical unclonable function (PUF) circuit;
receiving, from the PUF circuit during run time, an array of
values for the array of bits; selecting a plurality of values
from the array of values received from the PUF circuit in
accordance with the reliability information; and generating,
by the response generator circuit, a PUF response from the
selected plurality of values.

[0008] Implementations of the disclosure can include one
or more of the following features. The PUF circuit includes
an array of circuits, with each circuit of the array of circuits
providing a bit of the array of bits, and the method can
include receiving, from the array of circuits, the array of
values for the array of bits. The response generator circuit
can include a built-in self-test (BIST) circuit, and the method
can include generating, by the BIST circuit, the reliability
information for each bit of the array of bits. The response
generator circuit can include a non-volatile memory, and the
method can include storing the reliability information in the
non-volatile memory. Generating, by the BIST circuit, the
reliability information for each bit of the array of bits can
include receiving first values for the array of bits generated
by the PUF circuit in response to receiving a positive
differential input voltage; receiving second values for the
array of bits generated by the PUF circuit in response to
receiving a negative differential input voltage; comparing
the first values to the second values; and generating a
reliability bitmap indicating bits of the array where the first
values match the second values. Selecting the plurality of
values from the array of values received from the PUF
circuit in accordance with the reliability information can
include selecting, as a plurality of reliable bits, at least a
portion of the bits of the array where the first values match
the second values as indicated by the reliability bitmap.
Selecting, as the plurality of reliable bits, at least the portion
of the bits of the array where the first values match the
second values as indicated by the reliability bitmap can
include selecting the plurality of reliable bits after the PUF
circuit receives a zero or near zero differential input voltage.
The method can include transmitting the PUF response to a
cryptographic system for use as at least a portion of a
cryptographic key.

[0009] In another aspect, a device includes a physical
unclonable function (PUF) circuit configured to provide an
array of bits and to generate an array of values for the array
of bits during run time; and a bit aggregator circuit config-
ured to obtain reliability information for each bit of the array
of' bits, to select a plurality of values from the array of values
generated by the PUF circuit during run time in accordance
with the reliability information, and to generate a PUF
response from the selected plurality of values.

[0010] Implementations of the disclosure can include one
or more of the following features. The PUF circuit can
include an array of sense amplifier (SA) circuits, an array of
flip-flop circuits, an array of latch circuits, an array of static
random access memory (SRAM) cells, an array of bi-stable
circuits, or an array of digital bi-stable circuits. The device
can include a non-volatile memory configured to store the
reliability information. The device can include a built-in
self-test (BIST) circuit configured to generate the reliability
information for each bit of the array of bits. The BIST circuit
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can be further configured to receive first values for the array
of bits generated by the PUF circuit in response to receiving
a positive differential input voltage; receive second values
for the array of bits generated by the PUF circuit in response
to receiving a negative differential input voltage; compare
the first values to the second values; and generate a reliabil-
ity bitmap indicating bits of the array of bits where the first
values match the second values. The bit aggregator circuit
can be further configured to select, as a plurality of reliable
bits, at least a portion of the bits of the array where the first
values match the second values as indicated by the reliability
bitmap. The bit aggregator circuit can be further configured
to select the plurality of reliable bits after the PUF circuit
receives a zero or near zero differential input voltage. The bit
aggregator circuit can be further configured to transmit the
PUF response to a cryptographic system for use as at least
a portion of a cryptographic key.

[0011] In yet another aspect, a system includes a crypto-
graphic system and a response generator circuit. The cryp-
tographic system is configured to receive a cryptographic
key. The response generator circuit includes a physical
unclonable function (PUF) circuit configured to provide an
array of bits and to generate an array of values for the array
of bits in response during run time, and a bit aggregator
circuit configured to obtain reliability information for each
bit of the array of bits, to select a plurality of values from the
array of values generated by the PUF circuit in accordance
with the reliability information, to generate a PUF response
from the selected plurality of values, and to transmit the PUF
response to the cryptographic system for use as at least a
portion of the cryptographic key.

[0012] Implementations of the disclosure can include one
or more of the following features. The PUF circuit can
include an array of sense amplifier (SA) circuits, an array of
flip-flop circuits, an array of latch circuits, an array of static
random access memory (SRAM) cells, an array of bi-stable
circuits, or an array of digital bi-stable circuits. The system
can include a non-volatile memory configured to store the
reliability information. The response generator circuit can
include a built-in self-test (BIST) circuit configured to
generate the reliability information for each bit of the array
of'bits. The BIST circuit can be further configured to receive
first values for the array of bits generated by the PUF circuit
in response to receiving a positive differential input voltage;
receive second values for the array of bits generated by the
PUF circuit in response to receiving a negative differential
input voltage; compare the first values to the second values;
and generate a reliability bitmap indicating bits of the array
of bits where the first values match the second values. The
bit aggregator circuit can be further configured to select, as
a plurality of reliable bits, at least a portion of the bits of the
array where the first values match the second values as
indicated by the reliability bitmap. The bit aggregator circuit
can be further configured to select the plurality of reliable
bits after the PUF circuit receives a zero or near zero
differential input voltage. The cryptographic system can be
further configured to receive a challenge and to provide a
cryptographic response.

[0013] The details of one or more implementations are set
forth in the accompanying drawings and the description
below. While specific implementations are described, other
implementations exist that include operations and compo-
nents different than those illustrated and described below.
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Other features, objects, and advantages will be apparent
from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE FIGURES

[0014] FIG. 1 is a block diagram of an example system for
secret key generation using a PUF response.

[0015] FIG. 2 is a schematic of an example of a sense
amplifier (SA) that can be used in a PUF.

[0016] FIG. 3 shows examples of schematics for enroll-
ment operation of an SA.

[0017] FIG. 4 is a flowchart of an example of a process
performed during a two-phase enrollment operation.
[0018] FIG. 5 is a flowchart of an example of a process
performed during run-time operation to generate a PUF
response.

[0019] FIG. 6 shows an example of a schematic for
run-time operation of an SA.

DETAILED DESCRIPTION

[0020] The techniques described in the present disclosure
can be used in applications such as device identification/
authentication and secret key generation. Although the tech-
niques described in the present disclosure are applicable to
a wide range of applications, various implementations will
be described in the context of secret key generation using an
advanced encryption standard (AES) system. FIG. 1 is a
block diagram of an example system 100 for secret key
generation. The system 100 includes a physical unclonable
function (PUF) response generator 102 and an advanced
encryption standard (AES) cryptographic primitive 104. The
PUF response generator circuit 102 includes a PUF array
106, built-in self-test (BIST) logic 108, and two 64x64 static
random access memory (SRAM) arrays 110 and 112. The
system 100 can be fabricated on an integrated circuit chip.
[0021] The PUF array 106 can include an array of sense
amplifier (SA) circuits, an array of flip-flop circuits, an array
of latch circuits, an array of static random access memory
(SRAM) cells, an array of bi-stable circuits, or an array of
digital bi-stable circuits. As shown in FIG. 1, the PUF array
106 is a sense amplifier (SA) based PUF array that includes
a 64x64 SA PUF array. The SA PUF array is configured
similar to a typical SRAM array, and each row of the SA
PUF array is activated by a rising sense enable (SE) signal
which is implemented similar to the word-line (WL) signal
in a SRAM array.

[0022] FIG. 2 is a schematic of an example of a sense
amplifier (SA) 200 that can be used in the PUF array 106.
The SA 200 is a latch-style SA with a bi-stable portion in the
center. SAs are clocked circuits that amplify small differ-
ential voltages into full swing digital values and are can be
used in memory read paths and as voltage comparators.
Under ideal conditions, an ideal SA would correctly amplify
even the smallest of input differential voltages. In practice,
however, variations in the devices of an SA may result in an
offset (or bias), which is a measure of the natural tendency
of the SA to resolve to a particular polarity. In typical SA
implementations, correct operation is ensured by providing
the SA inputs V+ and V- with a voltage difference larger
than the offset voltage (IV gppgp1). Offset of a SA results
from a combination of systematic and random variations.
Systematic variations can be due to manufacturing gradients
and layout asymmetries, and can be minimized by symmet-
ric layout of matched devices. Random variations are a
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result of random uncertainties in the fabrication process such
as random dopant fluctuation (fluctuations in the number and
location of dopants in the transistor channel) and gate
line-edge roughness. The effects can be mitigated by using
larger devices.

[0023] SAs can be used as PUFs by evaluating them while
providing a zero differential input voltage at inputs V+ and
V-. To maximize randomness and reliability, SAs as PUF
arrays should be built using a regular layout and by using
small-sized devices. A regular layout will minimize any
systematic variations (high randomness) and small-sized
devices will maximize the variations in the device charac-
teristics (high reliability). Hardware measurements have
previously shown that SA PUFs designed this way have
good randomness and uniqueness characteristics.

[0024] The magnitude of the offset voltage (IV pppszs) Of
a SA is a good indicator of its reliability for use in a PUF.
A SA with high IV 5ppeesl (i-e., a strong bias to resolve to a
particular polarity) will likely resolve to the same polarity
across environmental variations and over aging. Measured
hardware results have shown high reliability from SA PUFs
with IV g ppser/>50 mV.

[0025] FIG. 3 shows examples of schematics 302 and 304
for enrollment operation of an SA 300. A two-phase enroll-
ment operation is used to characterize the reliability of the
PUF array 106. If a large number of SAs are arrayed with
their inputs shorted across all of them (i.e., a common V+
and a common V-), then the entire array of SAs can be
characterized together. In the first phase (POS phase), the
inputs are configured such that AV, =(V+)-(V-), as shown
in schematic 302. In the second phase (NEG phase), the
connections are reversed so AV ,=(V-)-(V+), as shown in
the schematic 304. At the end of enrollment, a SA is selected
as a potentially reliable one if the value at the output OUT
of the SA is consistent (either 1 or 0) for both the phases, as
shown in Table 1 below.

TABLE 1
OUT (POS) OUT (NEG) DECISION
1 1 SELECT (strong ‘1’ bias)
0 0 SELECT (strong ‘0’ bias)
1 0 REJECT (small bias)
[0026] A consistent output of a SA is an indicator that its

IV orrser>AN,, (i.e., an external AV, was insufficient to
make a SA flip its preferred polarity) and hence the SA has
a high probability to resolve to a consistent polarity when
AV, ~0 across different and noisy environmental condi-
tions. V+ and V- are kept fixed at a voltage differential
(AV ) that provides sufficient robustness over environmen-
tal variations. A higher AV,,, during enrollment operation
will result in a smaller set of selected SAs, but one with
higher expected reliability. Hence, reliability will be a
function of the chosen AV, Previous studies have shown
that a AV, of approximately 50 mV results in selection of
approximately 50% of SAs which have extremely high
reliability, but this can vary with SA design and process
technology.

[0027] Referring again to FIG. 1, BIST logic 108 can be
used to pre-characterize and selectively use only the reliable
bits of the PUF array 106. The BIST logic 108 generates a
reliability bitmap during the two-phase enrollment opera-
tion. The reliability bitmap is then used at run-time to select
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reliable bits from the PUF array 106. The selected reliable
bits are used to generate a PUF response. The first 128 of
these bits can be used as a cryptographic key in the AES
primitive 104 to realize a reliable and secure “strong” PUF.
The input and output of the AES primitive 104 are treated as
the challenge and response respectively.

[0028] FIG. 4 is a flowchart of an example of a process
400 performed by the BIST logic 108 during a two-phase
enrollment operation. During the first phase (POS phase) of
enrollment (pre-characterization), the values from the PUF
array 106 are read and temporarily stored in the Value Array
SRAM 110 (402). In the second phase (NEG phase), the
values from the PUF array 106 are read, and the NEG phase
values are compared with the POS phase values by, e.g.,
simultaneously accessing the Value Array SRAM 110 (404).
If'the POS phase value equals the NEG phase value fora SA,
this suggests that its |V opperd>AV,y, and its location is
marked as potentially reliable by storing a ‘1” at the corre-
sponding location in the Reliability Bitmap SRAM array 112
(406). The written word into the Reliability Bitmap is
generated by a bit-wise XNOR of the POS phase value and
the NEG phase value. The end product of enrollment is the
completely filled Reliability Bitmap SRAM array 112. This
reliability bitmap can be stored in a non-volatile memory of
the PUF response generator 102 or can be sent to the PUF
response generator 102 from an external server before it
needs to generate its response in the field.

[0029] FIG. 5 is a flowchart of an example of a process
500 performed by the BIST logic 108 during run-time
operation when the PUF response generator 102 is used in
the field. The reliability information is loaded into the
Reliability Bitmap SRAM array 112 (502). The PUF array
106 is activated with AV =0 (504), as shown in the sche-
matic 602 of FIG. 6. The corresponding reliability informa-
tion is read from the Reliability Bitmap SRAM array 112. A
Reliable Bit Aggregator 114 aggregates the PUF values from
the first N reliable locations of the PUF array 106 (as per the
Reliability Bitmap) (506) to generate and store a reliable
N-bit PUF response in registers (not shown). In some
implementations, the Reliable Bit Aggregator 114 in the
BIST logic 108 aggregates 512 reliable bits during run-time
and generates a PUF response. The first 128 of these bits can
be used as a cryptographic key in the AES primitive 104,
which is run for challenge and response pairs (508). The
128-bit input and output to the AES primitive 104 can then
be considered the challenge-response pair (CRP) of the
strong-PUF.

[0030] A strong PUF is defined as a PUF with extremely
large number of challenge-response pairs. Most PUF imple-
mentations (including ROs, SRAM, SAs) only generate a
small number of random bits. Designing a true strong PUF
may be challenging and may possibly be impractical for
most applications. The one-way property of AES, a standard
one-way encryption primitive which is widely used and
considered extremely secure, is leveraged to design a prac-
tical strong PUF. The PUF response bits used are unique
across chips, and hence the responses of the PUF will be
unique across chips. The use of reliable cryptographic keys
makes an AES primitive a deterministic function and
ensures that the responses from a PUF are repeatable (and
hence reliable) for the same challenge bits.

[0031] The reliability bitmap carries no information about
polarity of the bits but only the physical location of the
potentially more reliable bits of the PUF array 106. Hence,
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the reliability bitmap does not leak any information about
the bits unless there is a location-based correlation found in
the bits generated from the SAs in the PUF array 106.
However, the biggest contributor of V ,zrxr (and hence the
polarity of bit) is local random variations in the devices of
a SA (e.g., random dopant fluctuations and line edge rough-
ness), and hence the bits of the array can be assumed to
largely independent.

[0032] The enrollment needs to be done just once to
extract the reliability bitmap of the PUF array 106. In some
implementations, the enrollment is a completely self-con-
tained operation and requires no configuration except fixing
the two signal pins V+ and V- to provide a sufficient AV,
which could be done with an internal resistive ladder or
other bias generator circuits. Enrollment requires reading all
locations of the PUF array 106 twice, one each for the POS
phase and the NEG phase with a break between the phases
to allow the inputs of the SAs to settle to the switched
voltages. A design that uses 4-bit words requires 1024 cycles
for each phase. From the simulations of the design with
parasitic capacitances extracted, the SA inputs are estimated
to take less than 250 ns to settle. At 250 MHz, enrollment
would take approximately 8.5 us. At 10 MHz, enrollment
would take approximately 205 ps. The speed of enrollment
could be further increased by increasing the word size of the
SA and the SRAM arrays from 4, but at the cost of increased
1/O pins since this reliability information has to be sent off
chip for storage.

[0033] At run-time, the PUF response generator 102 loads
the reliability bitmap (generated during enrollment and
stored off-chip) into the Reliability Bitmap SRAM array
112. The PUF array 106 is evaluated while the Reliable Bit
Aggregator 114 accumulates the reliable bits of the PUF
response by processing the output words from the PUF array
106 and the Reliability Bitmap SRAM array 112, one word
at atime. For 4-bit word designs, this run-time PUF response
generation operation takes a maximum of 2048 cycles—
1024 cycles to load the Reliability Bitmap, and 1024 cycles
to aggregate the PUF response bits. To aggregate 171 bits,
it would require nominally accessing 570 of the 4096 bits (or
143 cycles instead of 1024). At a speed of 250 MHz,
run-time PUF response generation would take approxi-
mately 1.15 ps. At a speed of 10 MHz, it would take
approximately 28.6 ps.

[0034] In some implementations, the PUF response could
be generated by storing approximately 570 bits of reliability
bitmap. This is a significant improvement over the typical
requirement of many thousands of bits of helper data in
conventional PUFs that use error correcting code (ECC). For
example, in PUFs using ECC, to generate a 128-bit PUF
response with a targeted response error rate less than 1075
would typically require 3,000 to 10,000 PUF raw response
bits (with bit error rate of 15%) to generate a response. This
is equivalent to using 23 to 80 raw bits to generate a single
reliable bit. The helper data generated for this case would
then be 3,000 to 15,000 bits. Further, the reliability bitmap
is significantly more resilient to information leakage as
compared to the helper data in conventional ECC.

[0035] Other examples are within the scope and spirit of
the description and claims. Additionally, certain functions
described above can be implemented using software, hard-
ware, firmware, hardwiring, or combinations of any of these.
Features implementing functions may also be physically
located at various positions, including being distributed such
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that portions of functions are implemented at different
physical locations. The use of the term “a” herein and
throughout the application is not used in a limiting manner
and therefore is not meant to exclude a multiple meaning or
a “one or more” meaning for the term “a.”” Additionally, to
the extent priority is claimed to a provisional patent appli-
cation, it should be understood that the provisional patent
application is not limiting but includes examples of how the
techniques described herein may be implemented.
[0036] It will thus be seen that the objects set forth above,
among those made apparent from the preceding description,
are efficiently attained and, because certain changes may be
made in carrying out the above method and in the construc-
tion(s) set forth without departing from the spirit and scope
of the disclosure, it is intended that all matter contained in
the above description and shown in the accompanying
drawings shall be interpreted as illustrative and not in a
limiting sense.
[0037] A number of exemplary implementations of the
invention have been described. Nevertheless, it will be
understood by one of ordinary skill in the art that various
modifications may be made without departing from the spirit
and scope of the invention.
What is claimed is:
1. A method comprising:
obtaining, by a response generator circuit, reliability
information for each bit of an array of bits provided by
a physical unclonable function (PUF) circuit;

receiving, from the PUF circuit during run time, an array
of values for the array of bits;

selecting a plurality of values from the array of values

received from the PUF circuit in accordance with the
reliability information; and

generating, by the response generator circuit, a PUF

response from the selected plurality of values.

2. The method of claim 1, wherein the PUF circuit
comprises an array of circuits, with each circuit of the array
of circuits providing a bit of the array of bits, and the method
further comprises:

receiving, from the array of circuits, the array of values

for the array of bits.

3. The method of claim 1, wherein the response generator
circuit comprises a built-in self-test (BIST) circuit, and the
method further comprises:

generating, by the BIST circuit, the reliability information

for each bit of the array of bits.

4. The method of claim 3, wherein the response generator
circuit comprises a non-volatile memory, and the method
further comprises:

storing the reliability information in the non-volatile

memory.

5. The method of claim 3, wherein generating, by the
BIST circuit, the reliability information for each bit of the
array of bits comprises:

receiving first values for the array of bits generated by the

PUF circuit in response to receiving a positive differ-
ential input voltage;

receiving second values for the array of bits generated by

the PUF circuit in response to receiving a negative
differential input voltage;

comparing the first values to the second values; and

generating a reliability bitmap indicating bits of the array

where the first values match the second values.
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6. The method of claim 5, wherein selecting the plurality
of values from the array of values received from the PUF
circuit in accordance with the reliability information com-
prises:

selecting, as a plurality of reliable bits, at least a portion
of the bits of the array where the first values match the
second values as indicated by the reliability bitmap.

7. The method of claim 6, wherein selecting, as the
plurality of reliable bits, at least the portion of the bits of the
array where the first values match the second values as
indicated by the reliability bitmap comprises:

selecting the plurality of reliable bits after the PUF circuit
receives a zero or near zero differential input voltage.

8. The method of claim 1, further comprising:

transmitting the PUF response to a cryptographic system
for use as at least a portion of a cryptographic key.

9. A device comprising:

aphysical unclonable function (PUF) circuit configured to
provide an array of bits and to generate an array of
values for the array of bits during run time; and

a bit aggregator circuit configured to obtain reliability
information for each bit of the array of bits, to select a
plurality of values from the array of values generated
by the PUF circuit during run time in accordance with
the reliability information, and to generate a PUF
response from the selected plurality of values.

10. The device of claim 9, wherein the PUF circuit
comprises an array of sense amplifier (SA) circuits, an array
of flip-flop circuits, an array of latch circuits, an array of
static random access memory (SRAM) cells, an array of
bi-stable circuits, or an array of digital bi-stable circuits.

11. The device of claim 9, further comprising:

a non-volatile memory configured to store the reliability
information.

12. The device of claim 9, further comprising:

a built-in self-test (BIST) circuit configured to generate
the reliability information for each bit of the array of
bits.

13. The device of claim 12, wherein the BIST circuit is

further configured to:

receive first values for the array of bits generated by the
PUF circuit in response to receiving a positive differ-
ential input voltage;

receive second values for the array of bits generated by
the PUF circuit in response to receiving a negative
differential input voltage;

compare the first values to the second values; and

generate a reliability bitmap indicating bits of the array of
bits where the first values match the second values.

14. The device of claim 13, wherein the bit aggregator
circuit is further configured to select, as a plurality of
reliable bits, at least a portion of the bits of the array where
the first values match the second values as indicated by the
reliability bitmap.

15. The device of claim 14, wherein the bit aggregator
circuit is further configured to select the plurality of reliable
bits after the PUF circuit receives a zero or near zero
differential input voltage.
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16. The device of claim 9, wherein the bit aggregator
circuit is further configured to transmit the PUF response to
a cryptographic system for use as at least a portion of a
cryptographic key.

17. A system comprising:

a cryptographic system configured to receive a crypto-

graphic key; and

a response generator circuit comprising:

a physical unclonable function (PUF) circuit config-
ured to provide an array of bits and to generate an
array of values for the array of bits in response
during run time, and

a bit aggregator circuit configured to obtain reliability
information for each bit of the array of bits, to select
a plurality of values from the array of values gener-
ated by the PUF circuit in accordance with the
reliability information, to generate a PUF response
from the selected plurality of values, and to transmit
the PUF response to the cryptographic system for use
as at least a portion of the cryptographic key.

18. The system of claim 17, wherein the PUF circuit
comprises an array of sense amplifier (SA) circuits, an array
of flip-flop circuits, an array of latch circuits, an array of
static random access memory (SRAM) cells, an array of
bi-stable circuits, or an array of digital bi-stable circuits.

19. The system of claim 17, further comprising:

a non-volatile memory configured to store the reliability
information.

20. The system of claim 17, wherein the response gen-

erator circuit further comprises:

a built-in self-test (BIST) circuit configured to generate
the reliability information for each bit of the array of
bits.

21. The system of claim 20, wherein the BIST circuit is

further configured to:

receive first values for the array of bits generated by the
PUF circuit in response to receiving a positive differ-
ential input voltage;

receive second values for the array of bits generated by
the PUF circuit in response to receiving a negative
differential input voltage;

compare the first values to the second values; and

generate a reliability bitmap indicating bits of the array of
bits where the first values match the second values.

22. The system of claim 21, wherein the bit aggregator
circuit is further configured to select, as a plurality of
reliable bits, at least a portion of the bits of the array where
the first values match the second values as indicated by the
reliability bitmap.

23. The system of claim 22, wherein the bit aggregator
circuit is further configured to select the plurality of reliable
bits after the PUF circuit receives a zero or near zero
differential input voltage.

24. The system of claim 17, wherein the cryptographic
system is further configured to receive a challenge and to
provide a cryptographic response.
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