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[0043] Inbox 360, the bitwise OR of the noisy bit mask, as
stored in noisy bit mask register 220 and the temporary noisy
bit mask as stored in temporary noisy bit mask register 222, is
computed by bitwise OR gate 224, and fed back into noisy bit
mask register 220. Therefore, noisy bit mask register 220 may
accumulate a noisy bit mask over multiple testing conditions,
indicate which PUF cells have been found to be noisy based
on one or more iteration of testing.

[0044] Inbox 370, itis determined whether to repeat boxes
320 to 360, for example, based on a parameter chosen based
on a desired or expected error rate limit, an allowable redun-
dant bit limit (i.e., the number of redundant bits), the cost of
testing, and/or any other factor.

[0045] Inbox 380, the output of redirection list register 240
may be used to program redirection list NVM 172, for
example by the tester. Note that none of the content of initial
PUF result register 210 or measured result register 212 or any
other values used to generate the output of redirection list
register 240 are revealed or leaked to the tester.

[0046] The operation of method 300 may be illustrated with
the following three manufacturing time examples. For each
example, assume that the site of main PUF array 122 is
sixteen bits to be referred to as bits b, through b, 5) and the size
of redundant PUF array 124 is four bits (to be referred to as
bits b, through b ,); therefore, redirection list register 240
and redirection list NVM 172 each have four entries. Each
entry has been initialized to negative one to indicate that the
entry is available to be used. Each entry may be used to store
the address or other location identifier of one of bits b,
through b,,, which, for purposes of this description, will be
referred to as the value 0 through the value 19, respectively.
Redirection list register 240 will be referred to as L and its
contents will be described as a bracketed ordered list. e.g.,
{-1,-1, -1, -1}, corresponding to redundant bits b, ; through
b, respectively.

[0047] In a first manufacturing time example, each bad bit
is to be replaced with any available redundant bit. In this
example, a redundant bit is identified as a had bit, and since it
has already been used to replace another bad bit, it is itself
replaced by another redundant bit.

[0048] By the first performance of box 330, bit b, is iden-
tified as a bad bit. Therefore, by the first performance of box
350, L is updated to {3, -1, -1, -1}, such that b, is to be
replaced by b ¢, the first currently available redundant bit. By
the second performance of box 330, bit b, is identified as a
bad bit. Therefore, by the second performance of box 350, L
is updated to {3, 9, -1, =1}, such that b, is to be replaced by
b, the first currently available redundant bit. By the third
performance of box 330, bit b, is identified as a bad bit.
Therefore, by the third performance of box 350, L is updated
t0 {3,9,17,-1}, such thatb, , is to be replaced by b, 4, the first
currently available redundant bit.

[0049] Then, by the performance of box 380, {3,9,17, -1}
is stored to redirection list NVM 172, such that during the use
of IC 100 (as further explained below in the description of
method 400), bit 3 is replaced by bit 16, and bit 9 is replaced
by bit 18 (because bit 9 is replaced by bit 17 which is replaced
by bit 18).

[0050] In a second manufacturing time example, each bad
bit is to be replaced with any available redundant bit. The
second example, like the first example, illustrates the identi-
fication of a redundant bit as a bad bit, but in this example, the
redundant bit is identified as a bad bit before it has been used
to replace another bad bit.
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[0051] By the first performance of box 330, bit b, , is iden-
tified as a bad bit. Therefore, by the first performance of box
350, L is updated to {-1, 17, -1, =1}, even though b, , is not
the first currently available redundant bit, so that b, , will not
beused to replace any other bit. By the second performance of
box 330, bit b, is identified as a had bit. Therefore, by the
second performance of box 350, L is updated to {3, 17, -1,
—1}, such that b, is to be replaced by b, ¢, the first currently
available redundant bit. By the third performance of box 330,
bit b, is identified as a bad bit. Therefore, by the third perfor-
mance of box 350, L is updated to {3, 17,9, -1}, such that b,
is to be replaced by b, 5, the first currently available redundant
bit.

[0052] Then, by the performance of box 380, {3,17,9, -1}
is stored to redirection list NVM 172, such that during the use
of IC 100 (as further explained below in the description of
method 400), bit. 3 is replaced by bit 16, and bit. 9 is replaced
by bit 18 (and bit 17 is ignored).

[0053] In athird manufacturing time example, each had bit
is to be replaced only with any available redundant bit having
the same value as the bad bit being replaced, in order to
maintain the original PUF response value distribution.

[0054] By performance of box 310, the value of bit 3 is
initially determined to be zero, the value of bit 9 is initially
determined to be one, the value of bit 16 is initially deter-
mined to be one, the value of bit 17 is initially determined to
be zero, the value of bit 18 is initially determined to be one,
and the value of bit 19 is initially determined to be zero.

[0055] Then, by the first performance of box 330, bit b, is
identified as a had bit. Therefore, by the first performance of
box 350, L is updated to {-1, 3, =1, -1}, such that b, is to be
replaced by b, the first currently available redundant bit
having the same initial value as bit 3. By the second perfor-
mance of box 330, bit b, is identified as a bad bit. Therefore,
by the second performance of box 350, L is updated to {9, 3,
-1,-1}, suchthat b, is to be replaced by b, 4, the first currently
available redundant bit having the same initial value as bit 9.
By the third performance of box 330, bit b, , is identified as a
bad bit. Therefore, by the third performance of box 350, L is
updatedto {9,3, -1, 17}, suchthatb ,istobereplaced by b,
the first currently available redundant bit having, the same
initial value as bit 17.

[0056] Then, by the performance of box 380, {9, 3, -1, 17}
is stored to redirection list NVM 172, such that during the use
of IC 100 (as further explained below in the description of
method 400), bit 3 is replaced by bit 19 (because bit 3 is
replaced by bit 17 which is replaced by bit 19), and bit 9 is
replaced by bit 16.

[0057] Although, for clarity and convenience, each of the
three manufacturing time examples shows only one bad bit
being identified per performance of boxes 320 through 360,
any number of bad bits may be identified and box 350 may be
performed for each.

[0058] FIG. 4 illustrates amethod 400 of using a redirection
list according to an embodiment of the present invention, for
example, during evaluation time (as defined below).
Although method embodiments of the present invention are
not limited in this respect, reference may be made to elements
of FIGS. 1 and 2 to help describe the method embodiment of
FIG. 4. Method 400 may include actions performed or in
response to actions performed during the use of IC 100
(evaluation time), for example by a customer, including
actions performed by the internal operation of IC 100.
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[0059] Inbox410ofmethod400,PUF cell array 120 is read
or evaluated to determine an initial raw PUF value. In box
412, aredirection list L is read from redirection list NVM 172.
[0060] Inbox 420 (starting from the last entry in L for the
initial performance of box 420 and progressing towards the
first entry in L with each subsequent performance), an entry is
read from L. In box 422, it is determined whether the value of
the current entry is negative one. If so, then method 400
returns to box 420. If not, then method 400 continues in box
424.

[0061] In box 424, the value of the redundant bit corre-
sponding to the current entry is used to replace the value of the
bit whose address or other indication of location is stored in
the current entry, resulting in an updated raw PUF value.
[0062] In box 430, it is determined whether the current
entry is the first entry in L. If so, then method 400 continues
in box 432. If not, method 400 returns to box 420.

[0063] In box 432, a final raw PUF value is generated by
using a first portion of the updated PUF value. For example, if
the main PUF array has 128 bits, then the first 128 bits of the
updated PUF value are used as the final raw PUF value.
Therefore, any had bits in the main array are replaced by
redundant bits, such that the bad bits and any remaining
redundant bits are not used in the final raw PUF value.
[0064] In box 440, the final raw PUF value may be pro-
cessed by error correction logic 140. In box 442, the result
from error correction logic 140 may be processed by entropy
extraction logic 150. In box 444, the result from entropy
extraction logic 160 may be used by PUF key generation logic
160 to generate a PUF key.

[0065] Theoperation of method 400 may be illustrated with
the following evaluation time example. This example corre-
sponds to the first manufacturing time example, so by the
performance of box 412, L is {3, 9, 17, -1}.

[0066] Then, by the first performance of box 420, corre-
sponding to redundant bit 19, the value of the current redirec-
tion list entry is —1. Therefore, by the first performance of box
422, method 400 returns to box 420.

[0067] By the second performance of box 420, correspond-
ing to redundant bit 18, the value of the current redirection list
entry is 17. Therefore, by the performance of box 424, the
value of redundant bit 18 in the initial raw PUF value is used
to replace the value of the bit 17, resulting in an updated raw
PUF value.

[0068] By the third performance of box 420, corresponding
to redundant bit 17, the value of the current redirection list
entry is 9. Therefore, by another performance of box. 424, the
value of redundant bit 17 in the updated raw PUF value (i.e.,
the value of redundant bit 18 in the initial raw PUF value) is
used to replace the value of bit 9, resulting in another updated
raw PUF value.

[0069] By the fourth and final performance of box 420,
corresponding to redundant bit 16, the value of the current
redirection list entry is 3. Therefore, by another performance
of' box 424, the value of redundant bit 16 in the updated PUF
value is used to replace the value of bit 3, resulting in another
updated raw PUF value.

[0070] Then, by the performance of box 432, the first six-
teen bits of the wupdated PUF value (ie.,
bob,b,b, b, bbb bbb, b, bbb, b, 5) are used as the
final raw PUF value.

[0071] In another evaluation time example corresponding
to the third manufacturing time example, in which bad bits
were replaced by redundant bits having the same initial value,
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it would be likely to see unused redundant bits between used
redundant bits. Therefore, box 422 is used to skip the unused
redundant bits during the backwards reading of the redirec-
tion list resulting from repeated performances of box 420.
[0072] Invariousembodiments ofthe present invention, the
methods illustrated iii FIGS. 3 and 4 may be performed in a
different order, with illustrated boxes combined or omitted,
with additional boxes added, or with a combination of reor-
dered, combined, omitted, or additional boxes.

[0073] Other method embodiments of the present invention
are also possible. For example, an embodiment may include a
method of selecting redundant bits, based on their value, to
replace bad bits (or even good bits) such that the final PUF
value may be expected to have any desired ratio of ones to
zeroes, such as a one-to-one ratio. Or, for example, and
embodiment may include a method for the post-manufactur-
ing (e.g., during, customer use) identification and replace-
ment of had bits, for example, to counter device aging effects.
[0074] Thus, embodiments of an invention for using redun-
dant bits to reduce PUF error rates have been described.
While certain embodiments have been described, and shown
in the accompanying drawings, it is to be understood that such
embodiments are merely illustrative and not restrictive of the
broad invention, and that this invention not be limited to the
specific constructions and arrangements shown and
described, since various other modifications may occur to
those ordinarily skilled in the art upon studying this disclo-
sure. In an area of technology such as this, where growth is
fast and further advancements are not easily foreseen, the
disclosed embodiments may be readily modifiable in arrange-
ment and detail as facilitated by enabling technological
advancements without departing from the principles of the
present disclosure or the scope of the accompanying claims.

What is claimed is:

1. An integrated circuit comprising:

a physically unclonable function (PUF) cell array to pro-
vide a raw PUF value, the PUF cell array including a
plurality of redundant cells; and

redundancy logic to generate a redirection list to be used to
replace each of one or more bits of the raw PUF value
with a redundant bit value from one of the redundant
cells.

2. The integrated circuit of claim 1, further comprising a

non-volatile memory in which to store the redirection list.

3. The integrated circuit of claim 1, wherein the redun-
dancy logic includes:

a first storage location to store a first raw PUF value;

a second storage location to store a second raw PUF value;

and

a comparator to compare the first raw PUF value to the
second raw PUF value.

4. The integrated circuit of claim 3, wherein the comparator
is to identify a PUF cell as a bad bit if the comparator deter-
mines that the first raw PUF value for the PUF cell is different
from the second raw PUF value for the PUF cell.

5. The integrated circuit of claim 4, wherein the redun-
dancy logic also includes a bad bit mask storage location to
store a had bit mask, wherein the comparator has a compara-
tor output, the had bit mask storage location has a bad bit
mask input and a bad bit mask output, and the had bit mask
input is based on a bitwise logical OR operation on the com-
parator output and the bad bit mask output.

6. The integrated circuit of claim 4, wherein the redun-
dancy logic also includes a new bad bits storage location to
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store a new bad bits vector be used to update the redirection
list based on a result from the comparator.

7. The integrated circuit of claim 6, wherein the redun-
dancy logic also includes a bad bit mask storage location to
store a had bit mask, wherein the comparator has a compara-
tor output, and wherein the result from the comparator is
based on a bitwise logical AND operation on the comparator
output and an inverse of the bad bit mask.

8. A method comprising:

testing a PUF cell array in an integrated circuit to measure

a first raw PUF value;

testing the PUF cell array to measure a second raw PUF

value;

comparing the first raw PUF value and the second raw

PUF; and

generating a redirection list based on the comparing, the

redirection list to be used to replace each of one or more

bits of the raw PUF value with a redundant bit value from

one of a plurality of redundant cells in the PUF cell array.

9. The method of claim 8, wherein the redirection list is
also based on a bad bit mask.

10. The method of claim 9, further comprising generating
a new bad bits vector based on the comparing and the bad bit
mask, the new bad bits vector to be used in generating the
redirection list.

11. The method of claim 10, wherein generating the new
bad bits vector includes a bitwise logical AND operation on a
result of the comparing and an inverse of the had bit mask.

12. The method of claim 10, further comprising updating
the bad bit mask based on the bad bit mask and the result of the
comparing.
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13. The method of claim 12, wherein updating the bad bit
mask includes a bitwise logical OR operation on the bad bit
mask and the result of the comparing.

14. The method of claim 8, further comprising storing the
redirection list in a non-volatile memory.

15. The method of claim 14, further comprising:

reading an evaluation time raw PUF value from the PUF

cell array; and

reading the redirection list from the non-volatile memory.

16. The method of claim 15, further comprising:

using the redirection list to replace each of one or more bad

bits of the evaluation time raw PUF value with a redun-
dant bit; and

generating a final evaluation time raw PUF value.

17. The method of claim 16, further comprising applying
error correction to the evaluation time raw PUF value.

18. The method of claim 17, further comprising applying
entropy extraction to the evaluation time raw PUF value.

19. The method of claim 18, further comprising generating
a cryptographic key from the evaluation time raw PUF value.

20. An apparatus comprising:

an integrated circuit including:

a physically unclonable function (PUF) cell array to
provide a raw PUF value, the PUF cell array including
a plurality of redundant cells; and

redundancy logic to generate a redirection list to be used
to replace each of one or more bits of the raw PUF
value with a redundant bit value from one of the
redundant cells; and

an integrated circuit tester to test the PUF cell array;

wherein the redundancy logic is to generate the redirection

list without revealing the raw PUF value to the integrated
circuit tester.





