






























16

US 2012/0072737 Al 

string lies in the correctable neighborhood of some further 
error correcting code. For example, bit-string receiver 410 
may split at pre-determined fixed boundaries. Each one of the 
multiple correctable sub-strings is passed to one of the mul­
tiple correctors, possibly in parallel. Note that error corrector 
140 could comprise only one further corrector and use it 
serially, multiple times. 
[0158] A corrector of the multiple correctors, preferably 
each one of them, performs error correcting in constant time. 
For example, first corrector 422 receives a further correctable 
bit-string and is arranged to use a further error correcting 
algorithm. The further error correcting algorithm may be 
arranged, to compare the further correctable bit-string to each 
code word in the further error correcting code to which the 
further error correcting algorithm is associated. When a fur­
ther code word is found with a distance to the further correct­
able bit-string which is less than the correctable distance then 
that further code word may be forwarded to bit-string concat­
enator 430. Preferably, after finding the further code word, 
first corrector 422 continues to compare the further correct­
able bit-string to each further code word, to ensure that the 
amount of processing time is constant, regardless whether the 
further code word is found early or late. If first corrector 422 
fails, i.e., if it does not find a further code word, it may signal 
this to bit-string concatenator 430, it may also forward a 
wrong bit-string, e.g., a random bit-string, or the all zero 
bit-string, etc. 
[0159] Although the number of code words in an error 
correcting code word is typically large, by using a concat­
enated code which may be distributed over multiple correc­
tors the time to enumerate all code words in the further error 
correcting codes is reduced to manageable proportions. A 
concatenated code can also be decoded by a single error 
corrector which is applied to the sub-strings sequentially. 
[0160] Preferably, bit-string receiver 410 comprises an 
interleaver for interleaving the bits in the first correctable 
bit-string 330 such that bursts of error bits are distributed over 
the multiple correctors. 
[0161] Bit-string concatenator 430 receives from each one 
of the multiple correctors a further code word and combines 
them to create the first code word. 
[0162] Preferably, bit-string concatenator 430 comprises a 
concatenator for concatenating the multiple further code 
words. Preferably, bit-string concatenator 430 comprises a 
large error corrector for error correcting said concatenated 
bit-string using a large error correcting code and algorithm. 
As it may happen in practice that one of the multiple correc­
tors fails and does not forward bit-string, or forwards a wrong 
one, the large error corrector can compensate for this using 
the large error corrector. Preferably, the large error corrector 
has a large block-size, that is, a block size equal to or larger 
than the block size of the first code word, and a high rate. 
Since the multiple correctors will correct most, if not all, of 
the errors, the large error correcting code need only have a low 
correctable distance. 
[0163] Additionally, using multiple small error correctors 
may give a more efficient decoding than one monolithic error 
correcting code, albeit this gain in efficiency may be compen­
sated by a reduction of the rate of the combined code. 
[0164] For example, an error correcting code may be con­
structed by concatenating a number of smaller codes. For 
example, code words oflength 135 bits may be constructed by 
concatenating 9 smaller codewords, taken from a BCH (15, 5, 
7) error correcting code. FIG. Sb is a schematic illustration of 
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a codeword obtained by concatenation. FIG. Sb shows a code 
word 520, which is made up of a number of smaller code 
words. Each code word was taken, preferably independently 
from each other, from a smaller error correcting code. There 
are shown 9 of these smaller code words, one of which is 
labeled with reference number 521. 
[0165] Decoding a correctable bit-string to a code word 
from a concatenated error correcting code may be done in 
various ways. For example, the first correctable bit string may 
be partitioned into a plurality of sub-strings. This partitioning 
may be done at fixed boundaries, e.g., after each 15 bit. 
However, the partitioning may be more involved. For 
example, an interleaving permutation may first be applied. Or 
the sub-strings may be obtained by applying a plurality of 
sub-string producing functions, preferably linear functions, 
on the first correctable bit-string. A smaller error corrector, 
which may be comprised in error corrector 140, e.g., first 
error corrector 422 may be applied sequentially, to each one 
of the substring to produce a plurality smaller code words, 
which are then concatenated. If multiple error correctors are 
available they may be operated on the plurality of sub-strings 
in parallel. For example, nine smaller code words may be 
error corrected in 5 batches, if two error correctors, e.g., first 
and second error corrector 422 and 424 are available. 
[0166] Preferably, a correctable string, such as a correct­
able sub-string, is decoded using an enumeration of all the 
code words in the error correcting code. For example, a code 
word producer may sequentially produce all the code words 
in the error correcting code. For each produced code word a 
distance is determined between the produced code word and 
the correctable bit-string. Preferably a distance measure is 
used which is associated with the error correcting code. Pref­
erably the distance measure is a hamming distance. The clos­
est code word so obtained may be used in an output of the 
error corrector. Alternatively, a look up table enumerating all 
the code words may be used.A look-up table saves the expen­
diture of producing the code words each time a decoding is 
needed. Alternatively, a look-up table enumerating all cor­
rectable bit-strings, including all code words, which maps a 
correctable bit-string to the corresponding code word is used. 
Possibly, the look-up table also includes uncorrectable bit­
strings. An uncorrectable bit-string may be mapped to a spe­
cial bit-string indicating error, e.g., a correcting failure. Alter­
natively, an uncorrectable bit-string is mapped to a most 
likely code word, e.g., an arbitrary one of the code words 
being closest to the uncorrectable bit-string. 
[0167] By enumerating all code words in the error correct­
ing code it is ensured that the running time of the error 
correcting code is constant, and independent from the input. 
[0168] If a concatenated code is used, then preferably, a 
constant time algorithm, such as one described above, is used 
for each sub-string. However, constant time algorithm may 
also be employed for fewer, or even one of the smaller code 
words. When this is employed the running time of the error 
corrector is somewhat masked, and leakage through the time 
side channel is correspondingly somewhat reduced. 
[0169] Depending on the error rate, the concatenated error 
correcting code may be used as an alternative error correcting 
code. For example, the error correcting code comprising 9 
smaller code words taken from BCH (15, 5, 7) may some­
times be used to replace a BCH (127, 15, 55) code. First ofall, 
such code words are longer than 127 bits. The additional 8 
may be set to zero, let random, or set to any other convenient 
value. Moreover, a BCH (127, 15, 55) can correct up to 27 
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errors, that is, about 20% of the 127 bits. A BCH (15, 5, 7) 
code word can correct 3 errors, which is also 20% of the 15 
bits. Hence the concatenated code is of comparable length 
and of comparable error correcting strength. Although using 
the long code word may have the advantage of being more 
robust against burst errors, the concatenated code may be 
made more resilient against burst error by the use of inter­
leaving permutations. 
[0170] In FIG. Sb, the 9 smaller code words are each 
sequentially stored. However, in an alternative embodiment 
the bits are stored in a permuted order, e.g., to reduce burst 
errors. For example, before the error correcting takes place a 
permutation may be performed to collect bits corresponding 
to a smaller code word. For example, an interleaving permu­
tation could be performed, using an interleaver. 
[0171] In a embodiment, the code words in of the error 
correcting code or of a further error correcting code such as 
may be used by a further error corrector, such as correctors 
422 and/or 424 may be stored in a look-up table, e.g., in a 
storage (not shown). 
[0172] Some choices of the error correcting code allow a 
reduction in the storage size. Part of the error correcting code 
may be a simple sequence which may be produced easily. In 
particular if the error correcting code comprises a sequential 
list ofintegers in data parts of the code words, then a substan­
tial saving may be realized by omitting storage of this part. 
[0173] As an example, the table below lists a small error 
correcting code. It is a hamming code with a block size of 7 
and a dimension of 4. It has 2'4=16 code words. 

Code Data Redundancy 
Word Part Part 

0000 000 0000 000 
0001 111 0001 111 
0010 110 0010 110 
0011 001 0011 001 
0100 101 0100 101 
0101 010 0101 010 
0110 011 0110 011 
0111100 0111 100 
1000011 1000 011 
1001100 1001 100 
1010 101 1010 101 
1011 010 1011 010 
1100 110 1100 110 
1101 001 1101 001 
1110 000 1110 000 
1111111 1111 111 

[0174] The codewords are listed in the first colunm. In an 
implementation this colunm could be stored in a storage. If a 
bit string must be decoded, each code word in the list is 
compared to the bit string the find a code word which is 
closest to the bit string. 
[0175] As can be seen, the code words have been ordered 
such that a data part, which is in this case formed by the first 
four bits, and indicated in the second colunm, form a sequen­
tial list. In this case the integers O to 15 in binary form. The 
remaining bits are given in the third colunm. The error cor­
recting properties arise out of the combination of a data part 
and a corresponding redundancy part. 
[0176] By only storing the third colunm a saving of 3/7-th 
is achieved, that is about 43%. A codeword can be recon­
structed by concatenating the index in the table with the 
corresponding redundancy part. To decode a bit string, its first 
four bits are compared with a table index and its last three bits 
are compared with the table entry found at the table index. 
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[0177] In a preferred embodiment, the key derivation algo­
rithm further depends on an index, the cryptographic system 
comprising an index establisher. The index establisher may 
for example comprise a random number generator for gener­
ating the index. When the cryptographic key is used for com­
munications with some other party then cryptographic system 
100 is arranged to communicate the index to the other party. 
If the other party has a copy of the enrollment bit-string or of 
the second code word, the other party can use the index to 
derive the cryptographic key using the same steps as crypto­
graphic system 100 used. Preferably, the other party does not 
use a randomizing component in its normalizer, although this 
is possible. 
[0178] In a preferred embodiment, the key derivation algo­
rithm comprises selecting a hash function from a family of 
hash functions in dependence upon the index. The key estab­
lisher is configured for applying said selected hash function to 
the first code word. Removing the effect of the randomizing 
component is dependent on the selected hash function applied 
to the randomizing component. 
[0179] To improve the cryptographic properties of a system 
according to this embodiment, preferably, the family of hash 
functions and a selection function for selecting a hash func­
tion from the family of hash functions in dependence upon an 
index is a universal hash function. 
[0180] Not all families of hash functions are compatible 
with the requirement that the effect of the randomizing com­
ponent can be removed after the hashing has been performed. 
However, one may chose a family of hash functions which is 
homomorphic with respect to the establishing of the first 
correctable bit-string in dependence on the randomizing com­
ponent. The homomorphism allows the random component to 
be removed after the hashing. By applying the selected hash 
function to the random component a hashed randomized 
component is obtained which may be removed in the inverse 
manner in which the randomizing component was applied. 
[0181] It was an insight of the inventor to combine the key 
derivation with a family ofhash functions. Since the choice of 
hash function is randomized through the index, the individual 
cryptographic requirements of a hash function in the family 
can be lessened, at least for less sensitive applications. In 
particular, this allows a sufficient cryptographic strength 
while postponing the removal of the randomizing component. 
[0182] For example, for the key derivation function (also 
known as a compression function) a universal hash function 
with an index may be chosen which has linearity properties. 
This allows the randomization procedure to be taken one step 
further. The randomizing component need only be removed at 
the end of the computation, after the universal hash compu­
tation by compensating the output of the hash appropriately. 
This improves the resistance of the embodiment against side 
channel attacks. 
[0183] As an example, for the family of hash functions, a 
so-called polynomial hash could be used. The polynomial 
hash is an example of a universal hash function. 
[0184] The polynomial hash is defined as follows: A mes­
sage m, in our case the first code word, is portioned into parts 
oflengthn bits, the final part may be padded ifnecessary. That 
is m=mlllm2II ... 11ml. The hash function corresponding to 
index k is defined as G_k(m)=Sigma (miYi) herein the com­
putation is done over the field GF(2'n). Note that these func­
tions are linear with respect to addition in GF(2'n). The block 
length is predetermined and fixed, and chosen to allow effi­
cient computation, for example n=32 is an appropriate choice 
for some applications. 
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[0185] If a mask, e.g. a random code word, is added to the 
message, and thereby to the message blocks, this will go right 
through the formula and can be removed by computing the 
hash of the mask. 
[0186] Other GP-linear (xor-linear) examples are Toeplitz 
Hashing, bucket hashing. 
[0187] Other examples may be used with arithmetic mask­
ing, e.g. addition mod p or mod 2'32, 2'64, etc. These include 
for example to so-called hashes: MMH, NH, NMH etc. For 
some hash functions, in particular in this category, it may be 
needed to mask only parts of the message so that the random­
izing component may be removed after the hash function is 
applied. 
[0188] It should be noted that the above-mentioned 
embodiments illustrate rather than limit the invention, and 
that those skilled in the art will be able to design many 
alternative embodiments without departing from the scope of 
the appended claims. In the claims, any reference signs placed 
between parentheses shall not be construed as limiting the 
claim. Use of the verb "comprise" and "include" and its 
conjugations do not exclude the presence of elements or steps 
other than those stated in a claim. The article "a" or "an" 
preceding an element does not exclude the presence of a 
plurality of such elements. The invention may be imple­
mented by means of hardware comprising several distinct 
elements, and by means of a suitably programmed computer. 
A computer program product may be stored and/or distrib­
uted on a suitable medium, such as optical storage, but may 
also be distributed in other forms, such as being distributed 
via the Internet or wired or wireless telecommunication sys­
tems. In a system/device/apparatus claim enumerating sev­
eral means, several of these means may be embodied by one 
and the same item of hardware. The mere fact that certain 
measures are recited in mutually different dependent claims 
does not indicate that a combination of these measures cannot 
be used to advantage. 

1. A cryptographic system for reproducibly establishing a 
cryptographic key comprising 

a physical system comprising a physical, at least partially 
random, configuration of components, 

an initial bit-string producer for establishing an initial bit­
string (310), the initial bit-string (310) depending on the 
configuration, 

a normalizer for establishing in dependency on the initial­
bit string a first correctable bit-string, the first correct­
able bit-string lying in a correctable neighborhood of an 
error correcting code, a pre-determined error correcting 
algorithm for mapping an element of the correctable 
neighborhood to a code word being associated with the 
error correcting code, 

an error-corrector, for establishing a first code word of an 
error correcting code in dependency on the first correct­
able bit-string using the error correcting algorithm, 

a key establisher for establishing the cryptographic key in 
dependency on the first code word by applying a pre­
determined key derivation algorithm, 

wherein 
the cryptographic system further comprises a randomizer 

for producing a randomizing component, 
the establishing of the first correctable bit-string is further 

dependent on the randomizing component, 
the establishing of the cryptographic key is further depen­

dent on the randomizing component for making the 
cryptographic key reproducible by removing the effect 
of the randomizing component. 
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2. A cryptographic system as in claim 1, comprising a code 
word adder and a code word subtractor, wherein the random­
izing component comprises a random code word of the error 
correcting code and the normalizer is coupled to the code 
word adder for adding at least the random code word to at 
least the initial bit-string, and the key establisher is coupled to 
the code word subtractor for subtracting the random code 
word from the first code word. 

3. A cryptographic system as in claim 2 comprising a 
helper data store for storing a helper data bit-string, the helper 
data bit-string being a difference between an enrollment bit­
string established by the initial bit-string producer and a sec­
ond code word of the error correcting code, the code word 
adder being configured for adding at least the helper data 
bit-string, the initial bit-string and the random code word to 
establish the first correctable bit-string. 

4. A cryptographic system as in claim 3, wherein the code 
word adder is configured for first adding the helper data 
bit-string and the random code word to obtain an intermediate 
bit-string and for adding the initial bit-string to the interme­
diate bit-string, or for first adding the random code word and 
the initial bit-string to obtain the intermediate bit-string and 
for adding the helper data bit-string to the intermediate bit­
string. 

5. A cryptographic system as in claim 1, wherein the ran­
domizing component comprises a random permutation from 
a permutation class, the error correcting code being invariant 
under the permutation class, the normalizer being configured 
for establishing in dependency on the initial-bit string an 
intermediate correctable bit-string lying in the correctable 
neighborhood, the normalizer being configured for permut­
ing according to the random permutation the intermediate 
correctable bit-string to establish the first correctable bit­
string, the key establisher being configured for permuting the 
first code word according to an inverse of the random permu­
tation. 

6. A cryptographic system as in claim 1, wherein the per­
mutation class consists of cyclic permutations and the error 
correcting code is a cyclic code. 

7. A cryptographic system as in claim 1, wherein an execu­
tion time of the error corrector for establishing the first code 
word in dependency on the first correctable bit-string is sub­
stantially independent from the first correctable bit-string. 

8. A cryptographic system as in claim 1, wherein the error 
corrector is arranged for 

partitioning the first correctable bit-string into a plurality of 
sub-strings, a specific sub-string of the plurality of sub­
strings lying in a further correctable neighborhood of a 
further error correcting code, and 

selecting a specific further code word within a substantially 
pre-determined time from an enumeration of all further 
code words in the further error correcting code, the spe­
cific further code word being closest to the specific sub­
string, according to a predetermined distance function, 

wherein establishing the first code word is further depen­
dent on the specific further code word. 

9. A cryptographic system as in claim 8, wherein each code 
word in the further error correcting code comprises a data part 
and a redundancy part, the error correcting code having an 
ordering according to which a collection of the data parts of 
the code words in the further error correcting code form a 
sequential list of integers, the system comprises a storage for 
storing the redundancy parts of the code words according to 
the ordering. 
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10. A cryptographic system as in claim 1 wherein the key 
derivation algorithm further depends on an index, the cryp­
tographic system comprising an index establisher for estab­
lishing the index. 

11. A cryptographic system as in claim 10 wherein 
the key derivation algorithm comprises selecting a hash 

function from a family of hash functions in dependence 
upon the index, 

the key establisher being configured for applying said 
selected hash function to the first code word 

removing the effect of the randomizing component being 
dependent on the selected hash function applied to the 
randomizing component. 

12. A cryptographic system for reproducibly establishing a 
reproducible code word comprising 

a physical system comprising a physical, at least partially 
random, configuration of components, 

an initial bit-string producer for establishing an initial bit­
string (310), the initial bit-string (310) depending on the 
configuration, 

a normalizer for establishing in dependency on the initial­
bit string a first correctable bit-string, the first correct­
able bit-string lying in a correctable neighborhood of an 
error correcting code, a pre-determined error correcting 
algorithm for mapping an element of the correctable 
neighborhood to a code word being associated with the 
error correcting code, 

an error-corrector, for establishing a first code word of an 
error correcting code in dependency on the first correct­
able bit-string using the error correcting algorithm, 

wherein 
the cryptographic system further comprises a randomizer 

for producing a randomizing component 
the establishing of the first correctable bit-string is further 

dependent on the randomizing component, and 
the cryptographic system further comprises a transformer 

for transforming the first code word into the reproduc­
ible code word, the transforming being dependent on the 
randomizing component for making the reproducible 
code word reproducible by removing the effect of the 
randomizing component. 

13. A cryptographic method for reproducibly establishing 
a cryptographic key comprising 

establishing an initial bit-string (310), the initial bit-string 
(310) depending on a physical, at least partially random, 
configuration of components comprised in a physical 
system, 
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establishing in dependency on the initial-bit string a first 
correctable bit-string, the first correctable bit-string 
lying in a correctable neighborhood of an error correct­
ing code, a pre-determined error correcting algorithm 
for mapping an element of the correctable neighborhood 
to a code word being associated with the error correcting 
code, 

establishing a first code word of an error correcting code in 
dependence on the first correctable bit-string using the 
error correcting algorithm 

establishing the cryptographic key in dependency on the 
first code word by applying a pre-determined key deri­
vation algorithm, 

wherein 
the method further comprises producing a randomizing 

component, 
the establishing of the first correctable bit-string is further 

dependent on the randomizing component, and 
the establishing of the cryptographic key is further depen­

dent on the randomizing component for making the 
cryptographic key reproducible by removing the effect 
of the randomizing component. 

14. A cryptographic method as in claim 13, comprising 
partitioning the first correctable bit-string into a plurality of 

sub-strings, a specific sub-string of the plurality of sub­
strings lying in a further correctable neighborhood of a 
further error correcting code and 

selecting a specific further code word within a substantially 
pre-determined time from an enumeration of all further 
code words in the further error correcting code, specific 
further code word being closest to the specific sub­
string, according to a predetermined distance function, 

wherein establishing the first code word is further depen­
dent on the specific further code word. 

15. A cryptographic method as in claim 13, comprising 
establishing an index, and wherein establishing the crypto­
graphic key further depends on the index. 

16. A computer program comprising computer program 
code means adapted to perform all the steps of the method of 
claim 13 when the computer program is run on a computer. 

17. A computer program as claimed in claim 16 embodied 
on a computer readable medium. 

* * * * * 




