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(57) ABSTRACT 
Embodim ents arc directed to using a hash signan1re of a 
rendered DOM objt.-ct of a website 10 find similar content 
aud behavior on. other websites. Embodiments break a DOM 
into a large number of data portions (1.e., "shingles' '), apply 
a hashing algnritlun to the ~hingles, select a predetermined 
number of hashes from the hashed shingles accmding to a 
selt.-ction criteria to create a hash signatw·e. and compare t11e 
hash si,gnati.u-e lo that of a reference page lo dete11UiJ1e 
similarity of website DOM object content. Embodiments 
can be used tn identify phishing websites, defaced websites, 
spam websites, significant chtmge$ in the content of a 
webpage, copyright iufringemeot, and any other suitable 
purposes related to the similarity between. website DOM 
object content. 
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Obtain Website Address Associated with a Web Server 
301 

1 
Receive Website lnformabon From a Web Server 

Corresponding to a Website 
302 

+ 
Render Document Object Model (DOM) Object of the Website 

Using the Website Information 
303 

+ 
Generate a Hash Signature of the DOM Object 

304 

~ 
Classify the Website as Confirmed or Dismissed For One or 

More Classifications 
305 

+ 
Store the Hash Signature As Being Associated With the One or 

More Classifications 
306 

FIG. 3 
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1101 

t 
Render a Document Object Model (DOM) Object of the 

Website Using the Website lnfonnation 
1102 

i 
Separate the DOM Object Into Data Portions of Fixed Length 

1103 

! 
Apply Hash Function to Each of the Data Portions 

1104 

t 
Create a Hash Signature By Selecting Predetennined Number 

of Hashed Data Portions Using Selection Policy 
1105 

+ 
Comparing Hash Signature of the DOM Object to Known Hash 
Signature of DOM Object Generated From Another Website 

1106 

+ 
Calculating Similarity Measurement Between Hash Signature 
of the DOM Object and the Known Hash Signature of DOM 

Object Generated From the Other Website 
1107 

+ 
Classify the Website Based on the Similarity Measurement 

1108 

FIG. 11 
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_ Identify a Classification For Similarity Search of Known Websites 

r-~ 
1204 

' Searching Classified Hash Signature Databases For Websites 
Associated with the Classification 
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Compare DOM Object Hash ofTarget Website to DOM Object 
Hash of Known Websites 
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" Match? 
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Calculate a Similarity Measurement For Each of the Known 
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Identify a Predetermined Number of Most SimTiar Known Websites 

1210 
t 

Calculate Similarity Weights Based on Similarity Distribution of the 
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1211 
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USU'IG UASII SIGNATURES OF DOM 
OBJ.ECTS TO IDENTil"Y WEBSITE 

SIMILARl'IY 

Cl,AIM OF PRIORITY 

(0001] This application is a continuation of. and cl~lms the 
benefit of and priority to U.S. patent application Ser. No. 
15/161.109, filed May 20, 2016. entitled ''USING HASH 
S]GNATURES OF DOM OBJECTS TO IDENTIFY WEB­
SITE SIMILARITY," (now allowed), which is a continua­
tion of. and claims the benefit of and priority to U.S. patent 
-application Ser. No. 14/938.814, [i)ed Nov. 11, 2015, entitled 
"USING 1-LI\.SH SIGNATURES OF DOM OBJECTS TO 
IDENTIFY WEBSlTE SIMILARITY." now U.S. Pat. No. 
9,386,037, which claims the benefit of pri,1rity lO U.S. 
Provisional Applic<Hion No. 62/219.624, filed Sep. 16, 2015. 
entitled "USlNG llASfl SfGNATURES OF DOM 
OBJECTS TO lDENTIFY WEBSITE SIMlLARITY. The 
above-identified patent applications are hereby incorporated 
by reference in their entirety for all purposes. 

CROSS-REFERENCES TO RELATED 
APPLICAT1ONS 

(0002] This application is related to U.S. patent applica­
tion Ser. No. 15/382,480, filed Dec. 16, 2016 and entjtled 
''IDENTIFYING Pf-USHING WEBSITES USlNG DOM 
Cl lAflACTFiRISTICS," which is a continuation of, and 
claims the benefit of find priority lo U.S. Non-provisional 
application No. 14/938,802, filed Nov. 11, 2015. entitled 
''IDENTIFYlNG PHISHING WEBSITES USING DOM 
Cl IARACTllRJSTICS." now U.S. Pat. No. 9,578.048. 
which claiJUs the benefit of priority to U.S. Provisional 
Application No. 62/219.623. filed Sep. 16. 2015, entitled 
"IDENTJFYlNG PI-IlSHING WEBSITES USING DOM 
CHAR.A..CTERlSTICS". The above-referenced patent appli­
cations are hereby incorporntoo by reference in their c1itirety 
for all purposes. 

BACKGROUND 

(0003] _tv; the use of the lnteme1 and the amotu1t of 
information available 011 the ln1eruet has expanded, 1he 
ability to track and monitor iufonuntion available over the 
lntcniet related to a particular ~ullj1?Cl or associated with a 
particular entity hali been negat.ively impacted. As ~uch, it 
can be difficult for entities with a presence on the lnteruet to 
provide a consistent experience and information to the 
public. The vast amount of information present on the 
h1tcmet makes mon.iwring website.~ neatly impossible as it 
is di flicult Lo quickly and elliciently comr<1Te the large 
a1nount of information comained within the large muuber of 
websites that ru.iy be associated with an entity, Accordingly, 
malic-ious third parties may hide malicious code from an 
c11tity'~ web domain witJmut such entities km1wiug that any 
changes Jrave occuned or that such domains have bee11 taken 
over by malicious code. As such, i1 is difficult to ensure that 
malicious third parties are not altering, misappropri3ting, 
ancVor using their information, intellectual property. and 
goodwill 1vithout their knowledge. 
10004] Accordingly. there is a need for systems that are 
capable of discovering. cataloging. and monitoring web sites 
011 behalf of entities to determine changes to websites and 
idcnti(ying malicious activity associated with those web­
site:~. 

Oct. 5, 2017 

[0005( Embodiments of the present invention solve these 
and other problems individually and collectively. 

BRJF,I• SUMMARY 

100061 Hmbodimeuts are directed to using a hash signature 
of a rendered DOM object of a website to find sim.ilar 
content and behavior 011 other websi1es. l~nbodiments break 
a DOM into a large mt111ber of data portions (i.e., 
"sl:tin.gles"'), apply a hashing algoritlun to the shingles. select 
a predetermined number of hashes from the hashed shingles 
according to a selection criteria to create a bash signat11re, 
and compare the hash signature to 1l1at of a reference page 
to determine similarity of website DOM object content. 
Embodiruents can be used to identify prushing websites, 
defaced websites. spam websites. significant changes in tl1e 
content of a webpage. copyright infringement. and any other 
suit.able pw-poses relalcd to the similarity between website 
DOM object content, 

[0007] One embodiment of the present invention is 
directed to a method for cleterm.iniJ1g ll similarity between 
two websites. The method comprises a computer system 
receiviog website information from a web server corre­
sponding to a website. rendering a document ob_icct model 
(DOM) obj eel of the website using the website informal ion. 
separating content within the DOM object into a plurality of 
data portions. e.~ch of the plurality of data portions having a 
lixed le1,gLh, and generating a hash signatw-e of the DOM 
object by tipplying a hashing function to each of the plurality 
of data 110rtions. The method ftu·ther comprises the computer 
comparing the hash signature of'tl1e DOM object to akuowu 
hash signature ot' a DOM object associated with a known 
website haviJ1g a fin;t classification. ]11c comparison 
includes comparing each of the plurality of lwshed data 
portions to a plurality of known hashed data portions of the 
know11 lrnsh signature. The method further comprises cal­
culating a similarity measurement between the hash sii91.i­
ture of the DOM object and the known hash siguatureoft11e 
DOM object associated with the known website. comparing, 
the sim.ilarity measurement to a threshold. and deteanining 
the website has the first classification based on the similarity 
measurement exceeding the threshold. 

[0008] Otl1er embodimen.ts arc directed to systems, por­
table consumer devices, t)Jld computer read.iblc media asso­
ciated with methods described herein. 

10009] A better understanding of the nat11re aod advan­
tages of the present invention may be gained with reference 
to the following detailed description and the accompanytng 
drawings. 
[00'1(1] Reference to the remaining portions of the specj­
ficatiou. inducting the drawings aJ1d claims, will realize 
other features and advantages of the present invention. 
Further feattttes and advantages of the present invention. as 
well as the structure and operation of varit1us embt1dimcnts 
or the present invention, are described in detai l below with 
respect to the accompanying drawings. fn the drawi11gs. like 
reference numbers can indicate identical or fimctio.o.a!Jy 
similar elements. 

BRIEF DESCRIP'l1ON 0 1• TllE DRAWJNGS 

[00111 FIG. l shows a website crawliog and discovery 
system. according to one embodiment of the present inve11-
tfon. 
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10012] FJG. 2 shows a data analysis syi;tem including a 
computing device 1hat is configured to determine the simi­
larity of a website to previously stored and classified web­
sitcs. according to one embodiment of the present invention. 
10013] FIG. 3 slmws an exemplary method of geneniting 
a hash siguamre of a DOM object of a website and classi­
fying the hash signature as mn.firmed or dismissed for a 
classificmion, according to one embodiment of the present 
invention. 
10014) FIG. 4 shows an exemplary DOM object and a 
correspoJ1Cliug exemplary HTML code body response. 
according to one embodiment of the present invention. 
10015] FIG. 5 ~hows the changes to the DOM object a~ 
some lt1nctions contained with the website infom1ation arc 
executed, according to one embodiment of the present 
invention. 
10016) FIG. 6 shows an exemplary method for separating 
a document iJ1to fixed length data ponions, accxmling 10 one 
emliodimcnt of the present invention. 
10017] FIG. 7 shows an exemplary view of a hashing 
algorithm, according. to one embodiment of the present 
invention. 
10018] FJQ-. 8 shows an exempla1y metll,)d of applying a 
predctennined number of hashing algorithms to fixed length 
data portions and selecting hash values based on an exem­
plary selection policy. accorcliJ1g to 011e embodiment of the 
present invention. 
10019] FJG. 9 shows an exemplary method of using local­
ity sensitive hashing (LSI I) lo further gn.1up hash signatures 
by similarity. according to one embodiment of the present 
invention. 
100201 FlG. 10 shows an exemplary classil1ed website 
hash signalllrc database that includes hash signature$ nf 
websites that l1ave been classified in some exemplary clas­
sifications. according to oue embodiment of the present 
invention. 
L0021j F1G. l1 shows an exemplary method of gcnernting 
a hash signature for a DOM object of a website an<l 
compruing to known classified hash signatures of other 
websites to classify the website, according 10 one embodi­
ment of the present invention, 
100221 FlG. 12 shows an exemplary method of classifying 
a website based on a database of classified known hash 
signatl\fes ba..sed on a similarity measurement, according to 
one embodiment oJ the present invention. 
100231 FIG. 13 shows atl exemplary result of 11 weighting 
calculation for determining the similarity ll1Cll.$LU"emcnt and 
for perfonning a classification ofa website, according to one 
embodiment of the present invention. 
(0024] FIG. 14 shows an exemplary computer system. 

TTIRMS 

(0025] A "Document Object Model obje(.i" or ''DOM 
object'" is a pla1fom1- and language-neutral interface that 
allows prognims an<l scripts to dynami{.-ally access an<l 
updare the content. structure and style of documents. The 
documents may include any d.ita that can be exchanged and 
stored by computer environments. For example, a docw11ent 
may include received llTMLcode for a wclipage.111e DOM 
object may define the logical stmctme of documents and the 
way a document is accessed and manipulated tlu·ough a tree 
structme., c;illed a DOM tree. The document can be forther 
processed and the results of that processing can be incor­
por.ited b,1ck into the presented page to pmvide an updated 
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DOM object. The DOM obj~--ct allows client-side applica­
tions lO dynamically access, interact, and update information 
received from one or more remote server computers asso­
ciated wi th web site infom1ation received !'tum a web server 
compnter. 
10026) "Web site infomwtion" may include any relevant 
information associated with a host website. For example, 
website information may include a URL for the website, the 
f ITML code received once contacting the web server. 
instructions for contacting other remote server computers for 
content, JavaScript fi.mctiomlity for loading l;)Xecut.1ble 
in.formation wi1hin the website, meta data associated with 
the HTML code, and any other infonna..tion that may be 
received from a web scrvc.t for rendering a webpage asso­
ciatcd with a webs.ite. 
100271 "Shingling" may include any process of breaking 
information into collSistenr portions of data, each oJthe data 
portions being a predeten.niued length, For example, shin­
gling may include pickii1g a window size and sliding the 
chosen window over content will1in a document or object 
such that .it produces contiguous subsequences of the text 
under consideration. For instance, separating content with.in 
the DOM object may include shingling the text, HTML 
headers. labels, m1d any other information included within a 
rendered DOM object into a plun1lity of <lata portions of 
equal ai1d fixed length. For example, e.ich of the data 
portions may be ten characters Jong. 
[00281 A "ha.siting fonction" may include any fonctjon that 
can be used 10 map digital data of arbitrary size lo digital 
data of fixed $ize. The values returned by a hru;h function 
may be called hash values, hash codes. hash stuus, or simply 
hashes. In some embodiments. applying a hashing ftmction 
may include applyi11g a pre<letem1ined number olpermuta­
tfons of .:i hashing function 10 o set of data 10 create a 
predetermilled number of ha~hes for each piece of data 
within a set of data. In some embodiments, a selection policy 
may be applied lo the predetermined number of hashes to 
selt.-ct a ~ingle value for each distinct piece of data within the 
set of data. For example. applying a Minflash hash}ng 
:function may include computing hashes of the text shingles 
N nwuber of times. and for all sequence of hash values, 
choosing the minimum value for each sequence ollset. Thus, 
embodimems snmplc a set of hashes and reduces 1l1e amount 
of data reqLtired for a signature. ·111e set of computed 
minimum hash values in the hash signature can then be used 
to estimate Jaccard Similarity. However, doing a painvise 
comparison to determine each document similar to each 
other document would typically require order O(n2

) opera­
tions. 
[00291 A "hash signature" may include a characte.rization 
of the content within a document to idelltify a distinctive 
pattern. product, or characteristic: by which someo11e or 
somctl1ii1g cmi be identified using one or more hash func­
tions. The hash signature may include a predetermined 
number of hash vruues tirnt 1.1.re a sample of the contem 
withln a document. A lrnsh signature allows the content 
within a doc1u11cnt to be limited to a predetermined number 
of samplcs to limit the amount of lnfomiation to be com­
pared betv,een documents. 
10030] Additionally, in some embodiments, applyu1g a 
hashing fonction may include ''Locality Sensitive Haslting" 
(LSH) which computes a bash of groups of bashed values. 
For example, a grouping ofMin[-lash values hashed together 
may be referred tn as a band. The collection of hashed bands 



18

US 2017/0286544 A I 

computed during LSI I s,unplcs the Mini lash values and 
further redtrces the amount o:f data required to determine 
similar documents. Thus, the LSH processing samples the 
Minl lash signat1.1rcs to fiuther compress a docllment signa­
ture. Documents ca11 be compared by determining ifa subset 
of their LSI--1 buckets match, Becnuse the values are hashed 
i1Ho buckets, the system may obtain candidate pairs for 
matching similarity by determining if tlley share the same 
bucket. Comparing LSI I values ru1d their offsets between 
two documents gives candidate pair.;. This cru1 be done in 
order O(n) time. If 11 match. a candidate pair is found, The 
documents may then be compared using a similarity mea­
surement betwee11 the two dot.1,1111ents to determine a simi­
larity between the documents that share the same bucket. 
(00311 A "similarity measw·ement" may include-a result nf 
applying 11 li.mction tllar quantifies 1he similarity between 
two objects. A variety of diJforent functions may be applied 
to determine a similarity measurement between two or more 
docmnents. For example, a Jaccard similarity measurement 
includes a quantified similarity between two sets of infor­
mation by calculating the magnimcle of the set intersection 
(i.e., the set o:f shared elements between two sets of ele­
ments) divided by the set union (i.e., the set of clis1inct 
elements between two sets of elements). An estimation of 
the Jaccard similarity may be provided by calculating the 
number of matching hash values divided by tile total munber 
of bash values. 
(0032] A ''classification'· may include a c,itegoty into 
which information is assigned and/or associated. Classifi­
cations may include any suitable type of information and/or 
associations with an activity. For example, a classi£ic~tion 
may inc)ude a char.icteristic of the underlying classified 
object .:incl/or may be misociated with an action ,Jr function­
ality associated with the classilied object. In some embodi­
ments. a classification may include examples of both con­
finned objects associated with that activity or characteristic 
as wel) di$missed objects ll1at are confim1ed as not being 
associak'CI with the activity or characteristic. 

DETAJLED DESCRJPTION 

10033] Embodiments are directed lo determ.in.io.g the simi­
farity between two or more data sets by rendering and 
analyzing docmneo.t object model (DOM) objects associated 
with websites. For example, one embodiment is directed to 
breaking a DOM object Into a la~e number of dat.1 portions 
(i.e., ''shingles"), applying a hashing algorithm to the 
shingles, selecting a predetermined m11nber of hashes from 
the bas!K'CI shingles according to a selection criteria lo create 
a hash signature, and c.'Omparing the hash signature to that of 
one or more reference pages to detem1ine a similarity 
measuremelll of website DOM objects of two or more 
websites. Embodiments can be used to identify ph.ishing 
websites. defaced websites. spam website~, significanr 
chlll1ges in the content of a webpage, copyrigbt iufringe­
melll. and any other suimble purposes related to the simi­
larity between website DOM object content. 
(00341 Embodiments may use a DOM object ofa website 
in order to obtain a deeper understanding of the functionality 
and infbnnation contained within a website. For example, a 
web se.rver may provide website iofoa:nation iu .response to 
a request for a webpage that includes hundreds of third party 
requests to other web servers. For instance, a social media 
network page may have as many as 500 requests to various 
third party web servers while loading. "!lie v.:irious web 

3 
Oct. 5, 20 17 

content server computers may pmvide dynamic and inrer­
active content for the webpage. In such websites, the HTML 
code provided by the original web server may include 
executable code (e.g .. JavaScript) that when exL'Cuted by a 
java client present on the computer ,lJ1d/or the browser can 
perfonu any number of dHlerent li.10ctions. As sucll. a small 
amount of code can. when executed, include a large amount 
of fi.mctionality m1d generate a large amotull of additional 
information rL'Ceivcd ;)Hd provided by the website and any 
mu11ber of other websites. [ lowevcr, by rendering a DOM 
object ru1d tb lly executing all of the JavaScript aud other 
executable fuuclions embedded in the HTML code. a full 
view of the functionality of the website may be obt-Jined. For 
example, when rendering the DOM ,1bject, a browser may 
take l11e IJTML code aJ1d build a DOM tree. The DOM tree 
can be updated whicll can manipulate the HTML code being 
executed by the browser. 
(0035] AdditionaJly, by hashJJ1g the content of the DOM 
object, !ITML tags, laym1t of a wcbpage, and other infor­
mation thut is not capttm::d by mere data content can be 
compared for sim.ilarity between websites. Accordingly, by 
rendering a DOM object and using tile rendered DOM object 
to anal)"/& the similarity betW4-'ell wcbsitL>S. the l1.1rmat, 
layout, and i)lteraction options for a web browser may be 
compared and used to determine a holistic view of the 
similarity between websites. Further, functionality and 
structure similarities between websites may be identified 
that 01J1crwisc would Jlot be captured by pure content 
comparison between websites. 
(0036] ·111u$, embodiments arc capable ofidentilying web­
site activity that would otherwise be obfoscated from a 
website' s original HTML code. For example, embodiments 
may be used to identify websites that ru·e performing obfus­
cnted. phisl1ing which may include wcbsires which use 
embedded executable funcrio1ls within wcb~ite infom1ation 
(i.e., JavaScript source code) to perform the actual phish.iug 
functionality. As such, traditional static HTML analysis 
software may Ill)\ be capable of determiuing that ll1e website 
is perfom1ing phisl1ing, are similar to a11othcr website. 
a11d/or are performing other types of similar activities using 
obfoscated coding and/or 01l1er types of functional chabges 
during rendering of the web page. As such, websites may use 
JavaScript'l'M source code and other executable code Lo 
obfuscate inputs so thnt tn1ditioual phishrng deteetiou sys­
tems that do not analyze a rendered DOM would not be 
capable of identifying the ph.ishing activity or tile similarity 
between websites. 
[00371 Thus, embodiments provide more eifocrive websi1e 
ch1ssification and activity detection over traditional detec­
tion systems which may not recognize that there is any 
activity (due tu the lack of related !--]Th.IL code). For 
example. st1ch systems may not be capa.ble of analyzing 
phishing behavior for webpagcs 1hat have very little I ITMI. 
code and i11stead may have a single script l11at loads in 1J1e 
page and dynamicaUy performs all of the activity. Thus, 
embod.ime11ts may be cnpable ofidentiJying additional activ­
ity a11d functionality over prior an $ystems due to the use of 
a fhlly rendered DOM object mid may be capable of com­
paring the similarity between this limctionality between two 
or more websites. 
(00381 Embodiments ofd1e present invention are directed 
to an automated discovery and tracking tool that automati­
cally discovers, tracks, ru1d reports phishing web~itcs. For 
example. a computer system may fL'CJUCSt website infonm1-
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rion from a web server associated with a websi!e address. 
email, etc. Tile web server compltter may send back some 
HTML code includiug some JavaScript1.M or otller execut­
able fimcdons embedded iuto tl1e HTML code. A computer's 
browser m,ay then execute the JavaScript which changes the 
1 ITML because the .lavnScript alters 1J1c displayed inJomia­
tioll and the fi.mctionality o:f tJ1e webs.ite displayed through 
tile HTML code by 1J1e browser. Once all of the JavaScript 
has been executed. a rendered DOM may be present which 
includes all the relevant information a website may be 
associa!l>d with and includes all the exccu!L'CI fimctionality 
included within the website information. Thus, the rendered 
DOM object provides a full picmre of tile possible in.for­
mation accessible aud available through a website. Accord­
ingly, website iuformation which appears l() only have a 
limit~ amount of infim11a1ion and/or content associated 
with it. may in fuct include JavaScript :functions that are 
associated witll a particular type of activity (e.g., per1onning 
phishing) and/or particttlar infonilation (e.g., copyrighted 
and/or trademarked material) that may be associated with a 
particular eutity that is interested in monitoring and/or 
tracking those activities and/or informarion. 

ro039] Accordiugly, embodiments of 1he present invenlion 
are capable of ideutifyii1g embedded l'iUlctfonality witllin a 
website by executing tJ1e available functions, rendering a 
Ii.illy execurcd DOM objeCl for a website. and analyzing the 
DOM objt:.'Ct for content that is similar to previously stored 
and/or classified website information. Thus. emboclimeuts 
provide a deeper understanding or a website. Accordingly, 
1J1e deeper understanding you t:.-an provide for a website or 
email (or other dt)ctu11ent/content). the more information 
you can compare between documents and the more accurate 
determiuation of similarity between documents coo be pro­
vided. As such, embodimenrs provide a deeper understand­
ing of website behavior by analyzing 1J1e fuJI activity and 
fi.mctionality associatLxl with a website, email, or other 
web-based docLUnents. 

[0040] TI1cre1bre, emhodimcnrs are directed to systems 
that (1) collect website information from a variety of web­
sites and web servers connecled to die internet. (2) analyze 
ll1e collected da!a lo dctem1ine whether 1J1e website infor­
mation is similar to previously classified website infom1a­
tion, (3) classily the website based on a similarity meastrrc­
ment to previously classified website information, and (4) 
mediate websites and otl1er actors based 011 tbe. cfr,ssificalion 
oft.he website. Further, embodiments provide a system that 
can elltc-ientJy and q t1ickly analyze a large number of web­
sites to determiue the similarity between a target website and 
a large data set of websites faster than traditional comparison 
processes. Accordingly. a larger number of reforeuce web­
sitcs may be used and processing spet'Cls may be maximi~d 
to ensure timely comparison nf a large ammu1t of website 
iuformatiou. 

I. Data Collection 

[0041j Embodiments may use m1y sti.it~ble systems and 
methods to find, obtain. and store website infon11ation. For 
example, in some embodiments. the system may obtain 
website itrfo11uatio11 by crawling lbe Internet for website 
information associated with pan:icuJar websites and/or by 
cmwling tluough the available websites thtlt arc related 
and/or linked to onti another. Additionally, a particular 

4 
Oct. 5, 20 17 

subsd of website infomiation may be uploaded and/or 
referred lo the DOM object similarity system by third parties 
(partners, clients, etc,). 
[0042j A. Referrals 
[0043j In some embodiments, a system may obtain sus­
p1c1ous or known website addresses and other resources 
:from clients or through other referrals. r"or example, suspi­
cions emails may be sent from clients that may iuclucle l inks 
lo websites embedded in their email. Clients may also send 
raw links, chat or messaging resources (e.g., fo1warded 
messages that have phishing links contained within them). 
and any other sources for website links. 
[0044] B. Search Engines 
[004S1 Additionally, some emboditucnts may crawl or 
discover websites 11Sing higJ1-volume sites and search 
eugiues. For example, a search engine may be searched 
using keywords. Any number o:f search results may be 
logged and used to forther crawl and discover additional 
websites and/or other resources. 
[0046] C. lulemet Crawling and Websjte Discove1y Sys­
tem 
[0047] FIG. l shows a website crawling and discovery 
system tlrnt is configLU·ed to discovery website information 
from vinious sources throughout the internet. ·11,e crawling 
and discover system 100 may be used to detennine internet­
facing assets. For example. the sysrem 100 may enable a 
user 108 to ge11erate a list of internet-facing assets (e.g .. 
domaius. llosts. etc.) that are owned by or affi liated with a 
particular user or business entity (e.g .. corporiltion). 111e 
system 100 may .ilsn enable the user 108 to track specific 
intemet-faci11g assets. or gro11ps of intemet-foci.ng assets. 
The system 100 may be configured to automatically scan/ 
crawl internet-faciug assets and notiJy tl1e user 108 when 
infiJrmation ;;issociatod with an imernet-facing asse! changes 
and/or when the internet-facing asset violates <1 policy 
specified by the user 108. 1be syslem J 00 may thus provide 
automated discovery and inventory o:f internet-facing assets, 
which may be faster, more accurate, aml/or more convenient 
than the user 108 manually scmching for and tracking such 
assets, suc;h as in a spreadsheet or tither document during a 
yearly audit. 
[0048] In some examples, the computing device 102 may 
include additioual components. To illustrate. the computiug 
device 102 may i11cludc components to receive input from 
variqus devices (e.g., a keyboard, a mouse, 1.1 touch ~creen, 
a network, a storage clevice. etc.). lu 11ddition or in The 
alternative., the computing device 102 may include compo­
nents to output data or media (e.g., a video output interface, 
an audio output interface. an integrated display. a network 
interface, a storage device interface, etc.). For example, tJ1e 
computing device 102 may receive input from a user 108 via 
one or more input interfaces ood may output data or media 
to the user I 08 via one or more output interfaces. 
[0049] The memory 106 nwy store a discovery ,ind inven­
tory application 109 that may be executed by the processor 
104. The discovery and inventory application 109 may be 
configured lo determine a list of iutemet-facing assets. to 
compile information related to the internet-facing assets, and 
lo present tl1e list and the information to the usct 108. ·111c 
computing device 102 may be coupled to or in communi­
cation (e.g.,. via a 11etwork) with a tliscovery/iuvenlory 
database 110. The discovery/inventory database 110 may 
store data (e.g., results, settings, etc.) a~sociated with the 
discovciy and inventory application 109. 
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L0050J 'J11e computing device J 02 may be in comnrnnica­
tion with the internet 111. The computing device 102 may 
communicate with a domain name system (DNS) response 
database 114. The DNS response database ll4 may slon;­
captnred DNS messages. The captured DNS messages may 
include records linking a domai11 name to 011e or more 
internet protocol (IP) addresses (e.g., a single IP address or 
an lP address block). Jo some examples. the captured DNS 
messages may include records (e.g.. ctiJmnical name 
(CNAMn) records) linking domain names to domaiu names. 
[0051] The computing device 102 may be in com1uunica­
tion with ,i border gateway protocol (BGP) dalilbase 115 
(e.g., a BGP enabled device). The BGP database 115 may 
store mapping$ betwcc.n autonomous system numbers 
(ASNs) and IP addresses. The BGP d!1tabase 115 may 
support ASN queries that include ASN(s) m1d result in a11 
answer including an l P address. nrnltiple 11on-contiguous IP 
addresses, and/or a block of contigno11s IP addresses. The 
BGP database 115 may also support reverse ASN queries 
that include lP address(cs) and result in an answer iDclucling 
ASN(s). 
(00521 The computing devioe 102 may be in comnnmica­
tio11 with a whois database 116. The whois darabase may 
store infonnarion linking an IP addreSS, an IP address block, 
or a domain name Lo a whois contact (e.g., a contact name. 
a physical address, a mailing address. an e-mail address, or 
a combination thereof). The who is database 116 may support 
whois queries that include a doi11ai.J1 name, an f I) address 
block, or an IP address and result in an answer including a 
whois contacL The whois database 116 may support reverse 
whois queries that include a whois contact aud result in ru1 
auswer incJuding a domain name., an IP address block. or an 
IP adckes$. 
[0053] In !he illustrated example, the computing device 
102 commw1icates with the DNS response dawbase 114. the 
BGP database 115. and the whois database 116 via the 
internet 111. In other examples, the computing device 102 
may be directly coupled lo one or more of the databases 
114- 116. the computing device 102 may be in direct com­
munication with 011e or more of the databases 114-116. or 
the computing device 102 may conumuucate with one or 
more of the databases 114-116 via a different netwo.rk or 
combination of networks. which may include public net­
wmk(s) and/or private network(s). 
[0054] A first domain 118 may be coupled lo the internet 
111 via a first access sietwork 112. Tile first domain J'l8 may 
be mapped (e.g., via DNS) to one or more IP addresses (e.g., 
a first subnet represented ill Cl DR notation as 192.0.2.0/24 ). 
·n1e first domain 118 may have an associated domain name, 
such as "example.com." 
(0055] It should be noted that although 11ot shown in FIG. 
1, tbe first domain 118 may include one or more sub­
domains. The first domain 118 may also be a sub-domain of 
a larger domain. 11w fitst drnrn1in 118 may map lo one or 
more JP addresses (e.g., via DNS), where each IP address is 
associated with a host. .A.$ used herein. a host may include 
general purpose computers, as well as other devices, that 
have an JP address. For example, a host may include a 
printer or otl1er internet enabled device. 
(0056] lu the illustrated example, the first domain 118 
maps to IP addresses associated with one or more first hosts 
119. Each of the first hosts 119 may have an associated 
hostnmne (e.g., firslhost.example.com). A hostnamc may 
also bereferrcd lo as a fi.tllyqualifkd domain name (FQDN). 
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In someexllll1ples. a host may have more tJ1an one JP address 
(e.g .. have more than one network interface or have more 
than oue JP address per ner.vork i11terfoce ), and 011e or more 
of these JP addresses may 1101 be mapped to the first domain 
118. For example, a particular computing device may have 
two JP addresses. One of the IP addresses may map to a first 
hostnarne (e.g .. firsthost.example.com) and another of lhe IP 
addresses may map to a second Llostnruue (e.g .. firstbost. 
example.net). Tims. a particular fa1st device may belong to 
more thirn l)ne domain. 
[0057] One or more of the fht hosts 119 may incluclc 
(e.g .. execute) a DNS name server. For example. the first 
hosts 119 may include a ii.rs! DNS name server 120. TI1e fast 
DNS name setver 120 may iuclude DNS records 121. The 
DNS records 121 may link a domain name lo one or nmre 
internet protocol OP) addresses. lu some examples, the DNS 
records 121 may include records (e.g. .. CN . .t\ME records) 
linking domain Daines to domain .names. The DNS records 
121 may correspond 10 the lirst domain 11 8. For example, 
the lJNS records 121 may store mappings between a hmH­
name oJ each of the Ii.est hosts ll9 aud a corresponding IP 
address. In some examples. the DNS records 121 may 
forther include intbnnatiou regarding one or more other 
domains, sucl1 as a ~econd domain 122 (e.g .. "example. 
011?,"), The DNS records 121 may indicare that the first DNS 
name server 120 is an authoritative name server for one or 
both of the first domai.11 118 and the second domain 122. 
Some or all or the DNS records 121 may be stured in the 
DNS respoJ1se database 1)4. 

[0058] 'l11e second domain 122 may be coupled to the 
internet 111 via a second access ner.vork 113. The second 
domain 122 may be mapped (e.g., via DNS) to one or more 
IP addresses (e.g., second subnet represented in CIDR 
notation as 198.51. l 00.0/24). 
(0059( ll should be noted thar although not shown iu FJG. 
1. the second domain 122 may include one or more sub­
domaius. The second domain 122 may also be a sub-domain 
of a larger domain. In the illustrated example, the second 
domain 122 is 111.apped to IP addresses associated with one 
or more second hosts I 23. Each of the secoud hosts 123 may 
have au associated hostilllme (e.g., secondbost.exarnple. 
org). ln some examples, a host may have more 1han one IP 
address (e.g., have more than 011e network interface or have 
more than one IP address per network interface). mid one or 
more of these IP addresses may not be mapped to the sectmd 
domain 122. For example, a pa.rticttlar computing device 
may have two IP addresses. One of the JP addresses may 
map 10 a firi;t hostni\me (e.g., secondhosr.cxample.org) and 
another of the IP addresses may map to a second hostname 
(e.g.. second.host.ex.imple.net). Thus. a particular J10sr 
device may belong to more than one domain. 
(0060] One or more of the second hosts 123 may include 
(e.g .. execute) a DNS name server. For example, the second 
hosts 123 may include a second DNS name server 124. '111c 
second DNS name server 124 may include DNS records 
125. The DNS records 125 may link a domai1111mne to one 
or more internet protocol (IP) addresses. ln some examples, 
the DNS rt.'Cords l25 111.ay include records (e.g., CNAME 
records) linking domain names lo domain names. 'l11c DNS 
records 125 may correspm1d to the second domain 122. For 
example. the DNS records 125 may store mappings between 
a hosturune of each of the second hosts U3 and a co.rre­
sponcling IP addn:.-i;s. In sqme examples, the DNS records 
125 may fnrther include infonnatim1 regarding one or more 
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other domains. such as a third domoin (e.g., "e-xamplc.nct"). 
The DNS records 125 may indicate that the second DNS 
name server 124 is au autllolitmive name server for one or 
both of the second domain 122 and the third domain. Some 
or all of the DNS records 125 may be stored in the DNS 
response database 114, 
10061] Addition.al deta ils of such a discovery system may 
be found in U.S. No11-provisional application No. 14/520. 
029. filed Ocr. 21. 2014, which is hereby incorporated by 
re le rence in its entirety for a ll purposes. 

II. Data Analysis 

10062] Once the system has obtained website inlormarion 
associated with a number of dil:lerem providers, entities. 
etc .. the system may gener.ite a hash signature tbr each of the 
identi fied websites and may store cacl1 of the v.;ebsites witJ1 
a predetem1ined classification and/or index associated witJ1 
the hash s~gnature of the website. 
10063] FIG. 2 shows a sim.ilarity system 200 that is 
configured to determine I.he ~imilarity between a website and 
a set of rcferCJ1ce websites and classify the target website 
based on the sinrila1ity, TI1e computing device 210 may 
comprise a processor 2'1'1 and a computer-readable memory 
212. The memory 212 may comprise a website imerface 
module 213, a ))OM re11dc1ing module 214. a data portion 
separation module 215, a bash signature generation module 
216. and a website class.i1:ic11tio11 module 217. The computer 
device 210 may be coupled to a discovery/inventory d11ta­
base 218 and a classified hash signature& database 219. Note 
tliat in some embodiments additional modules may be 
implemented ,ind in other embodiments the ftrnctionality of 
each module may be combined. into fewer modules than 
showo in FIG. 2- The limctiouality of the modules 213-217 
and the infomiation contoined wi1111n the datubases 218-219 
are desCJibed i11 further detail below. 
[0064] The computing device 210 may be coupled to one 
or more website server computers 220 and one or more 
website content se1ver computers 230A-230D through a 
commtmicatiou network 240 (e.g., the Internet). -nic com­
pt1 ting device 210 may obtain website informati,m (e.g., 
HTML code) from the website server computer 220 (which 
may be identified through the discovery/inventory database 
or through any other suitable method). The website infor­
matinn may include functio11s and/or instructions that when 
executed by a browser applictl!ion or other modules on the 
computing device 210 cause the computing device 210 to 
contact, get information from, ru1d/orpost information to the 
Olle or more website content server computer~ 230A-230D. 
Additionally, the comptJting device 210 may obtain infor­
matilln from the one more website content server computer.; 
230A-230D while executing the one or more functions 
embedded in the website iiiforlrultion. For example, some 
websites may request inJimnation Jfom multiple dilJerent 
server computer:; th.at store content, media, and/or any o ther 
relevru1t in.fbnnation that is meant lo he displayed, used. 
and/or processed for a website 220 I.hat originated the initial 
website i1ubrmation to be dispbiyed and imeracred with by 
a user of tbc computing device 210. 
(0065] The computing device may be used to implement 
multiple ditlerent functionality and embodiments. For 
example, the computing device may be configured to gen­
erate hasJ1 signatures for a website. classify the bash signa­
ture for one or more classifications, and store the hash 
signa111re in one or more databiises to be used in classifying 
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future websites based on the similmity of those websites to 
the stored database (also referred to as a corpus) of websites. 
Funhermore, in some embodiments, t11e computing device 
may be config11red lo obtain wclJsite information. detcn11ine 
the similarity of websites to a set of hash sig.natw·es asso­
ciated with previously hashed DOM objects for .known 
websites, and classiJy the website based on the similarity to 
pi-eviously classified known hash sigua111res. 
[0066( A. I lash Signat,1re Generation, C'lassification .. and 
Stomge 
[0067( Once the internet crawling and discovery system 
has obtained website information associated with a number 
of djflereut providers, corporations, entities, etc., tile com­
puter device may generatc a hash signature for cricb of the 
identified websites and may store each of the websites witJ1 
a predetem1i.ned classificntion and/or index associated witl1 
the bash siguat, ire of the website. 
10068] FIG. 3 shows au exemplary process of classifying, 
DOM object hash signotures as being associated with par­
tictilar cl~sification.s. 11or example, tJ1e computing device 
may be configured to obt,1i11 website infonnatlon asstJciated 
with a discovered website, render a document object model 
(DOM) object of the website using the websire information. 
gene.rate a h.1sh signature for the rendered DOM object, 
chissify the webs.ite and con·e$pt)nding hash $jgnature as 
beiog confirmed and/or dism.issed as part of that classifica­
tion, and store the bash signanire of the website as being 
associated witl1 one or more classifications. Accordingly, 
embodiments may be used to build a corpus of class illcd 
hash signatures t.hat may be used to identify simjJaritics and 
classify later discovered websites. 
[0069] At step 301, the website in terface module of the 
computing device may obtaib a website address associated 
with a web surver computer and contact the website. As 
described above, the computing device may obtain the 
website address through any suitable method i11cludiug, 
c1·awling and discovering websites using the system 
described above in relcrcncc to FIG. 1. 'l11e website 
addresses 1m1y be Stor<.'C! in a discovery/inventory database 
218 of website information, rcndert.'C! DOM objects, ancVor 
addresses associated with discovered websites. For iustauce. 
the website intedace module may obtain a website address 
from the discovety/ invcntory datab~e a$socia1cd witl1 t.he 
cr.:iwling and discovery system and may use the address to 
contact the web server computer that is identi lied tl1roug:h 
the website address. 
[0070] At step 302, 1'he website interface module of the 
computing device receives website infom1ation from a web 
server corresponding lo a website. "l11e website i111erface 
module may send a request for the website information 
using m1y suitable request fimctionaJity and/or data protocol 
for the website and may receive a response including the 
website information using any suitable communication pro­
tocol. For inswncc, rho websfte interface module may send 
a request using HTML code and may receive a response 
from the web server inducting the requested website in:lor­
mation con.figured to be returned for the requested website 
address. 
[0071] At stop 303, the DOM rendering module of the 
computing device renders a doct1mei1t object model (DOM) 
object of 1be of the website using the website utformatiou. 
The DOM rendering module may execute any and all 
li.ul,Clional code within the websi te infom13tion in order to 
obtain a fully execnted DOM object. In some embodiments, 
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the fi.mctiontI.1 code within the websile infonuation may 
insu·uct tbe DOM rendering module to request and post 
foformatiou to one or more website conten1 server comput­
ers 230A-230D. 
[0072] At ~tep 304, the hash s.ignattu·e generation module 
216 of the Compuling device 210 generates a hash signature 
of tbe rendered DOM object. A bash signature may be 
obtained by applying one or more hash functions to the 
rendered DOM objec1. Because the rendered DOM ob_jec1 
includes botl1 website content (e.g., text) a11d code infon11a­
tio11 related to webpage format (e.g., HTML tags) and meta 
data, ;md the DOM object is formatted acc{)rding to the 
positional relationships between information (e.g .. the DOM 
object is nested according to Ille relationship between con­
tent), the DOM Object may provide a nn1ch different con­
figuration and formatting of information than a p11rely 
website content based analysis oJ the website in:formation. 
Accordingly. llash signatt1res using tile DOM object may 
have very different results than a bash fonction that is 
applied to website i11formation 1.hat is nm rendered into a 
fully executed DOM object. The specific steps for generat­
ing a bash signature are explained UJ furtller detaiJ below for 
some emboclimems but one of ordina1y skill would easily 
undersrru1d different types of hashing algorithms and bash 
signautre generation pr<.)ces~es that cou.ld be 1mpleme111.ed 
f0073) At step 305, the website classification module of 
the computing device classifies the website and the corre­
sponding hash signature of the website'$ DOM object as 
confirmed or dismissed for one or more classifications. In 
some embocliments. during an initial classification process 
where a corpus of confirmed and dismissed websites for 
each classificatio11 have 11ot yet been established, a human 
operator may be L1$ed 10 analyze each of the websites and 
classily the websites us being of a particular class. Addf­
tionally and/or alternatively, in some embodiments, the 
system may receive indications of the classification from 
third party rete.rrals, clients, and/or any other entities and 
may store the hash signatures as being a$socia1ed with those 
classifications b::ised on the reported classifications associ­
ated with each website. As soon as a corpus of stored 
websites has enough samples of both confirmed a11d dis­
missed hash signatures within rhc dat.1base. the sysiem may 
then use l11e ~imilarity between websites 10 automaticaJly 
classi ly those website;; as being confirmed or dismissed as a 
member oJ that c.lass.ific11tion using a similarity measurement 
and similarity tllreshokL Tile mttomatic cfossification based 
on similari1y measurement will be descn'bed in further detail 
below. 
L0074] Al step 306, the website classification module of 
the computing device stores the bash sigmnure as being 
associa1ed with the one or more classifications based on tbe 
classification or the wobsite. As described above. the clas­
sification as a confim1ed or dismissed member tif a particular 
classification may be performed by a human operator ini­
tially and then may be automated using similarity measure­
ments once a corpus of websites wi1hin a particular classi­
fication has been buih. Additional details regarding the 
storage of the hash signatures of the DOM objects intti 
confirmed and dismissed llash signat1tres associated with 
classifications will be described in further detail below. 
(00751 1. Re11dering a Fully Executed DOM 
(0076] As explained above in reference to step 303 ofFJG. 
3, the DOM rendering module may be configured to render 
a DOM objec1 associated with 1hc received website in!iJr-
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nwtion. -!lie process of rendering n DOM object may include 
executing functions included in the website information. 
The Ji.111ctions may include JavaScript and other executable 
code (e.g., SilverLigJitT", etc.) tlml instructs a computer to 
pe.rfo.nu particular functionality, obtain infomiation from 
one or more other server computers co1111ected tbrougll rbe 
commtmication11etwork (e.g., obtain media content from a 
third party computer system), as well as sending (or posting) 
information to one or more other server computers con­
nected through the conmmn.ication network. As the fw1c­
tio11s are executed, tile fo.nctions may obtain additional 
HTML code from the other computers and/or may trigger 
condition11 withii1 the existing website i11for111at ion tliat may 
result in changes to the existing DOM object. As such, 1he 
DOM object may change and may be updated with new 
HTML code, received infonnatiou. prompts, media, etc., as 
the Junctions are executed. Tims. as the computwg system 
executes each oftl1e functions embedded. in the IJTMLcode, 
1he DOM object is ottered until all of the available fi.u1ctions 
are ext--cuted within llHt website information. At I.his point, 
the DOM object may be considered folly executed aud 
rendered. 
[0077] Using a Ii.illy executed rendered DOM object is 
advantageous because no malicious third party software or 
fimctionality can be hiding within the web~ire. Thus, the true 
nature of tile website and tile Jluic1fonality associated with 
the website information can most accurately be determined 
once all timctionaJity within the website infonn.ation is 
executed and a fully rendered DOM object is obtained. 
[0078] FIG. 4 shows a11 exemplary DOM obje<.:t and a 
corresponding exemplary HTML code response body. As 
C311 be seen in FIG. 4, although there is a lot of ovedap 
between the IITML code response body 420 tl1at is received 
from the server computer and 111e DOM object 410, the 
DOM object 41 0 bas a nested or tree data format that shows 
the relationsltip between iufon11ation witltiu the HTML 
response body 420. Additionally, the DOM object 410 
i1.1cludes additional infomiation that i~ n,)L shown in the 
HTML code response body 420 incladi11g meta dam and 
smm:e web address information. 
[0079] FJG. 5 shows the changes to tbe DOM object as the 
functions contained with the website .i.n.tbrmation are 
executed. For example, altributes and elements may be 
added, removed, altered, and/or any other suitable changes 
may be provided through execution of functional code 
witltiu the website infonuation. Tile changes shown in PlG. 
S areillustrntive only and any rendering action may include 
hundreds or Lhousands or changes depending on 1.he com­
plexity and luoctfonality embedded in the functions embed­
ded into the website information. 
[0080] 2. Generating a DOM Object Hash Signarure of a 
Website 
[0081] As explained above i11 reference 1.0 step 304 ofF.IG. 
3. the hash signature generation module 2 16 of the compul­
ing device 210 may be conligurcd to generate a hash 
signatttre of the rendered DOM object. One exemplary 
method of generating a llash signan:1re is provided below but 
one of ordinary skill in tl1e art would recognize that di0crent 
methods could be used to generate dilferen1 types of hash 
signatttres. As Jong as 1be hash signatures are generated in a 
consistent basis across the various websites that are analyzed 
and processed. difterent methods may be used to generate 
ha&h signatures that can be compared to determine similarity 
bclwcen websites. 
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[0082] a) Separating the DOM i1110 Data Por1io11s Web­
site Shingling 
f0083] First a DOM object may be separated i11to a 
plurality of s,uallcr fixed size data portions to ensure tha1 
smalle r ponions of data within the web$ite inHmnation may 
be compared between documents. For example, a data 
portion separation module may process a rendered DOM 
object to break tile rendered DOM object into a plurality of 
consistent fixed size data portfons that cau be Cllmpared 
between websites. In some embodiments, the data portion 
separation module may be referred to as a "shingler" and the 
separated data portions may be refo.rred to as a shingles of 
tile DOM object. 
(0084] FIG. 6 shows an exemplary method of separating a 
document into a plurality of data portions of fixed lcngtl1 
(i.e., shingles). As shown in FIG. 6. the document may be 
any inplll informatio11 into the data portion separation mod­
ule. For example, the docuruent may be the fully rendered 
DOM object thl'lt is generated by the DOM rendering 
module in step 303 of FIG. 3 . The data portion sepanition 
module may break tile document into a plurality of consis­
te11tly sized, fixed, data portions by taking a fixed length 
sample of the content within the document. The shingle 
length 612 may be the fixed length size of the samples that 
the document may be separated into in order Lo generate the 
shingles. 
10085] For example, FIG. 6 shows a very simple imple­
mentation thnt takes a simple word ''hello" and a shingle size 
of2 and generates 4 different shingles of shingle length 2 by 
breaking the document (i.e. , ·'.hello") into equal fixed lc11gth 
shingles oJ shingle length 2. Thus, by taking a 2 letter 
sample of the word "hello." the equal Jixed leng1h data 
portions "he". "el". " 11" , and "lo" a re crnated. The data 
portions arc coittinucd to be created unti l the last shingle of 
length two is po$~ible (i.e. , " lo"). AccordingJy, the docw11ent 
''hello" has been broken into 4 sllingles of length 2. 
Although this is a very simple sample with only 4 resulting 
shingles, the separation of a DOM obj1:,-ct tbat luts tl10usands 
of characters within the DOM object could easily result in 
hundreds of thousands or more shingles for a rendered DOM 
object. 
10086] Choosing 1be size of tile shingles for the documents 
bcinganaly7.ed is important in order to capture the simifarity 
between docw11ems and to avoid over-sampling. The shingle 
lengtll of2 sl1own in PIG. 6 is purc-Jy for ease of exainpleb11t 
one could imagine a large document, such as a journal or 
newspaper article. and a silingle size of 2 would result ill a 
very large number of shingles. Where the shingles si7.e is 2, 
shingles will be created for every two characters. 17or a 
suitably large doctUnent (e.g .. a DOM object of a website). 
if shingles of size 2 were compared lo other large doct1-
1Uents, any simi larity analysis would find tilat there would 
likely be sig·nificant overll1p leading to the conclusion that 
n,;o documents are identical or very similar when in fact, 
tile silingle size purnmeter was nor mned weU for tile size of 
the document, leading to false positives. Accordingly, 
shingle size may be selected to optimize the similarity 
measurei11en1 calculations between documents of relatively 
the same si,i;e. 
10087] For example, wl1ere a shingle size is 1, comparing 
tile set of shingles generated by two diJferent sentences: 1) 
"'The quick brown fox jumps over the lazy dog" and 2) 
"0bcdelg,hijklmnopqrstuvwxyz," would produce a set of 
shingles that indi~te that the two docu111ei1ts arc exactly 
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equal, wbich is a false positive. '11rns. the shingle size 
parameter should be chosen carefully depend.il'lg on the 
application. 
[0088] Jn English, ihe average word is 5 letters long. Por 
short documents, choosing 5 or6 characters as a shingle size 
i~ a viable choice, while longer docw11ents would benefit 
from double the word leng1b.. Optimal shingle size will vary 
based on .language and word length. While English word 
length was used as an example, other alphabets and tokens 
can j ust as easily be used. 
[0089] Given a properly chosen silingle size, tl1e silingling 
of a document can encode botb the ordering and the content 
of the underlying text. Using these sets, a Jaccard Similarity 
can be comptltocl by comparing the number of sh.ing-Jes that 
are shared between sets divided by the mu11bcr of shingles 
that are not shared between sets. TI1e Jaccard Similarity can 
give a fractional siru.ihu·ity between the two documents. 
Thus, given the silingles of two documents. with properly 
chosen parameters. we could compute their set i111ersection 
to determine the simjlarity measure between tl1e documents. 
(0090] However, as the document size grows, so does the 
number of shingles required to represent tile document. 
"llms. the caJculntion and comparison lll' U1e number of 
shared elements over the n1.1mber of lU1ique clements can 
become an oncmus calculation th!ll can 1,1ke very kmg 
processing times. 
[0091] However, iJ the shingles can be sampled to still 
accw·ately reflect tl1e contents of the document. the docu­
ment size can be comptcss(>d to gem:rate a signl'lture that is 
much smaller to detennine document similarity. ·nrns, by 
sampling these shingles 11sing a sampling haslling algorithm 
(e.g., a MinHash), the length of the documents needed to 
establish tl1c similarity between documents L'Bll. be mini­
mized and the processing of the similarity process can be 
much faster than. a one to one comparison of shingles across 
documents. 
[0092] b) Converting Shingles to Numeric Values 
(0093] 1n order to convert the shingles to an int.cg.er value 
wh1cb can be furtl1er hashed by universal bash ftU1ctions. a 
suitable bashftmctionmay be used that is both quick and has 
a low collision rate. For example, on order to apply a 
M.inffasb a lgorilhm. first the shingles may be converted 
from a shingle string to an integer hash value, which can be 
forther applied to a w1ivcrsal hash functions. For example. 
a djb2a hasil fonction, know11 for few collisions and fast 
computation may be used. Additionally and/or a lter11atively, 
a MurMurE-lasb may be used which is also capable of 
producing hashes very quickly and with low collision rates. 
(0094] c) Applying Universal Hash Functions 
[0095] FIG. 7 shows an exemplary diagr<1111 of a universal 
hashing Ji.111ction. Universal hashing is the process of choos­
ing random parameters for a class of hash functions. In this 
example, t.he universal hasl1 function is comprised of a and 
b. whicl1 are mudom numbers, p is a large prime, aJ1d N, 
which serves to divide the space further into buckets. 
MinHasiling re;quires using collec1io11s of hasil functions 
which should produce non-colliding results. RandomJy gen­
erating a and b multiple t imes will create a family of hash 
fonctions suitable for sampling when applying a MiDl lasb. 
I 0096] TI1e trn.ivers.11 basil firnction witb input parameters 
generates a function H(x). which given m1 x, the fonction 
computes the hash value. But, given random values for a and 
b, and a large prime p, we need to determine if this hash 
fonction has desirable properties. -nms. the univen;,il hash 
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fi.mction should be appfaxl with se-lected parameten; that 
ensure a low collision rate and random value ctistribution. 
Accordingly, when applying parameters to the universal 
hash function. a result should hash i11tegers that .'.Ire distrib­
uted approximately evenly into bash buckets. Thus. uoiver­
sal hasl1 functions should be rested befure being applied ro 
a large sample input to ensure that the bash values are 
ctistributed evenly and to m.illimize collision of hash values. 

f0097j d) Hash Collections Of Universal I-lash Functions 

10098] FIG. 8 shows a Minl-lasl1 algorithm that includes a 
hash collection of universol hash functi@s for generating 
hash values from shingles, and sampling those values. The 
collection of hash functions witbi11 the M.inHasl.! algorithm 
may accept au initial seed and the number of hashes to be 
generated. Usi11g the same initial seed for the hai;h collec­
tions of universal hash func1io11s allows the hash functions 
1o reproduce a random sampling in a fixed manner. ]1ms. 
when the hasl.! collection of universal hash functions are 
applied to a given input a prederermined number of bash 
value,; are returned wh.ich correspond to hashing t.he $hing1e 
value the predetermined number of times. 

[0099] For example. in FIG. 8, the universal hash function 
is applied 4 d.ifl'erent times to generate 4 different hashes or 
each input value. Thus. as shown in box 813. by applying the 
shingles from FIG, 6 above to the bash collection of the 
w1iversal hash fonctions, 4differcn1 hashes are generated for 
each input value. For instance, for the input '<hi?", the hashes 
- 10, 25, 33, and - 97 are generated. These various bash 
vruues are generated by applying random variables ro the 
universal hash function to generate 4 different universal lmsh 
runctions using the same seed value such that 1l1ey are 
consistc11t bur have some ra11dom variation. Accordingly. 
single hash values are generated for each hash algorithm 
usi11g the same input vruue ''he". Tb.is generates 4 clifferent 
hashes for the single input that can then be sampled con­
sistently to create a hash signature. Thus, each shingle wi ll 
be hasl.!ed N times and sampled ro generate a l.!ash signature. 

[0100] Any munber of hash functions may be applied and 
the use of 4 in the example shown in FIG. 8 is used fo.r 
simplicity of example. Usually a value of 100 or 500 may be 
applied as a suitable number of bash.:s 10 generate a good 
sampling of bashes foi· the sjgnalw-e. [lowcvcr, the number 
of hashes to be applied depends on the wrget applicatio11 and 
should be t1111ed appropriately for that application. Gene.rally 
speaking, the higher tl1e threshold required for matching, lhe 
more hash tiU1ctions that shottld be appliet.1 10 ;:main a 
threshold similarity. 

(0101J e) Minllash And Sl1ingle Sampling 

(0 102] Using the collect.ion of hash fimctions, each shingle 
js evaluated by inputting eacl.! shingle into the N l.!ash 
functions, producing N bashed values. The MinHasb then 
chooses the minimtun hash value for each shingle which 
represents the signaltlrc fiJr the shingle out of the N gcncr­
alecl hash values. [D the case of the Min!Jash a selt.'Ction 
criteria may be applied such that tl.!e minimum value for 
each bashing algorithmmay be sampled from the bashes and 
chosen for the hash function . 111e resulting set of hashes of 
shingle values is comprised of the minimum h3sh computed 
for a s.lringle which was chosen from the N hash fi.metious. 
As shown .in FIG. 8, for each column of hash values. the 
minimum is chosen. The resulting vector of minimum bash 
values 815 rcpre$ents the Mini-lash signature of the docu­
ment. 
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[0103j It should be noted that. the minimum hash value 
chosen by the MinHasb fi.mction is by convention and thar 
auy consistent sampling function or selectio11 criteria could 
be implemented. For example, a Maxi lash could be applied 
such that the maximum value could be sampled and the 
Maxi-lash algorithm would still produce a doctunent signa­
ture that would only match if two documenti, bad b.igb 
similarity. 1b11s, if the timctiou cl.!osen to sample the hash 
values is consis1enl, the similarity between documents may 
be calculated ;ind compared. For simplicity, the embodi­
ments described l.!erein ap·ply a M.inHasb but any suitable 
sampling incJudiJ1g maximum or median sampling may be 
used. 
[0104] ·111us 11s showu in FIG. 8. one e1ubodi.tneo1 may 
apply a Minllash which creates a document signature by 
creating the shingles oftb.e document, hashing e~ch of those 
shingles N times. and from each position, in each hash, 
laking the minimum value. Note. the mininmm value in each 
column corresponds to the basl1 value being sampled. 
[0105] f) Locality Sensitive [lashing And Mi11[ lash Sam­
pling 
[0106] Additionally, in some embodiments, fi.uther stllil­
pling may be applied using Locality Sensitive Hashing 
(LSI I). FIG. 9 sbown an exemplary process of applying a 
LSI T hashing algorithm to tl1e result or1he Mini Tash process 
ro li.111her sample the results and forth.er minimize the 
ammmt of in.format.ion necessary to determine the similarity 
between documents. [,SI I 9 IO is an algorithm which 
samples the resnlts of the Min! lash hash signature 912 and 
compresses lhe Miu! lash sig,11atures into LSI I buckets 9.13. 
The additional sampling serves to fi.trther reduce the size of 
the mllilbe.r of features that need to be compared to deter­
mine if document~ are candidates for being similar. LSI] 
relies on the principle that if documents are similar they 
should hash to approximately the same value. So, given 
some similarity threshold and N bash functions. a MiJ1HasI1 
function may be s;11I1pled in sucb a way that two docwnenls 
are candidate pain; for similarity if and only if al least one 
oftl1cir LSl l 11uckcts arc identical and share the same ofl'se1 
within the si.gm1Lure. 
[0107] Thus, LSH quickly compares documents tha1 are 
potential candidate matches to determ.ine whether a closer 
analysis should be completed. Accordingly. um allows for 
large numbers of documents to be compared quick.ly such 
that if the LSH between documents is not in the same bucket, 
processing will be avoided ro focus 011 tl.!ose clocwneurs thar 
are within a similar bucket and thus, are mo.re sim.ilar. Thus, 
by using LSI! values as bucke~, the system can dctem1ine 
potential candidate pain; in mdcr O(n) time by binning those 
LSH values that match together. Thus, the system c.an 
quickly determine potential cimcliclates and analyze ct1e 
simifarity measnrement for only those website hash sig.na­
tures that arc in the same LS[l bin. 
[0l08J g) LSfl Hashing 
[0109] As shown in FIG. 9, an LSH algorithm may be 
applied to the Mini-lash Hash Signature generated in FIGS. 
6-8 Lo bash together groups of values according to a prede­
tem1ined number orbancls. ·111e LS[ J hashing algorithm may 
have a number ofb.rnds par.imctcrthat is an input to the LSI l 
algorithm and that produces a number of LSH huckets, 
whicl.! are a san1pling of the Mini-lash values in the hash 
signaltlTC. 
[0110] !\ key part or the LSIJ algorithm is the nwnbcr or 
bands 9 11 input. 'Ilic bands 9 11 in this algorithm subdivide 
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the hasil signatme into N/number of bands. where ench 
subdivision is tben hashed to represent an LSH bucker 913. 
Thus, the number of LSI-! buckets 913 may be determined by 
the number of hashes in a hash signatme 912 divided by the 
number or bands 9 11. For example. as shown in FIG. 9. the 
hash signa111re has 4 values, lhe number ofbauds is 2.. so the 
hash values are subdivided into two grmips of 2 hash 
samples each. The 2 hash values in each two groups are then 
hashed to gcnernle a single hash for each gnrnp (e.g .. 13, 
-37) which are determined to be ll1e LSI I buckets 913 for a 
lrnsh signature 912 . 
101111 Note that the number of bands aJ:focts the process­
ing resources and accuracy of the similarity between those 
documents found i11 LSll buckets. For example. in order lo 
get a JOO% match for the buckets of' the LSI I function and 
the resulting similarity. a11 equal muuber of bauds and hash 
values may be used. However, ifa 5(l"/c, threshold is imple­
ment"ed, fewer buckets cru1 be used aud the m1mber of bands 
may be minimized. ·111is will result iu less processing 
resources being uscxl. Accordingly, there i$ a t.radeolJ 
betweeu accuracy and efficiency, Thus, as the accuracy 
threshold is lowered, tbe efficiency of comparing the LSH 
buckets increases. For example, where a 50% similarity is 
set, there may be 4 buckets lo compare. while a! 99% 
similarity, there arc 50 buckets LO compare. Accordingly. in 
choosing, values of similarity close to 100%. doctUneots 
returned wiU be nearly identical, while values oft close to 0.5 
or 0.6 would capture documents 111.at -are contained within 
other documents. -!bus, when designing the hashing algo­
rithms, a tradeoff between processing resmirces. similarity 
of documents. and number ofhaslles in the signatt1.re may be 
designed to the particular websites or other applic11tions 
being implemented... 
(011 2) 3. Classifying and Storitig " DOM Object llash 
Signature of a Website 
10113) Ouce a hash signature has been generated includi11g, 
either, for example, a Min.Hash value or a LSH sampling 
buckets, or botl1. the hash signattU·e may be classified and 
stored in a classified hnsb sigiwturcs database as being 
confirmed or dismissed for one or more ditterent classilica­
tiolls. 
10114) FIG, 10 shows an exemplary website hash signa­
ture database 219 thlll includes DOM object hash signatures 
of websites l11at have been classil1ed in son,e exemplary 
classifications. FIG. 10 include_., some exemplary classifica­
tions that may be used in an exemplary embodiment For 
exruuple, classifications may include pbishing classifica­
tions, trademark and/or copyright classificarions. website­
revision classifications, and onensive content classrncations. 
Note that these are 11on-limiting exemplary classifications 
and any otber website content and/or fonnalling may be 
used to identify !ldditional classificatiolls for use with the 
website similarity identincation system. 
(0115) Urich of the classifications may include confim1ed 
and dismissed (i.e., not confil'med) examples of DOM objt.-ct 
hash siguan1res that can be used to compare ro a target 
website bash signarure to determine whether a hash signa­
ture is confirmed or dismis~cd as pan of that cla$sification. 
·n,cre may be a similar number or hash signatures within 
each or confirmed and dismissed hash signatl1re classifica­
tions or there may be more coufinned or dismissed examples 
of hash siguatures within the dassilied hash signan1res for 
each or the classificat.ioJ1~ 410-440. Addit ionully, hash sig­
nature samples for the classificMions may be built up with 
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ruores sampks as more websites are rendered, bashed, 
analyzed, and c.ompared to the stored classified hash signa­
t11res. Thus, accuracy may improve over time as more 
con finned and dismissed hnsh signatures are stored for each 
classification. FW1.hermore, a different similarity threshold 
associated with each classification may be stored associated 
witb each classification such that some 1ypes of classifica­
tions may have different magnitudes of similarity measure­
ments belwl'cn them before a website is considered similar 
to a confim1ed am:1/or dismissed hash signattu·e for a par­
ticulnr classificatiou. 
101161 The similarity threshold may be dependent ou 1i1e 
type of activity being analyzed. For ex;imple, tbe website 
revisil1n classil1ca1ion may have a very high similarity 
threshold because the websites are difforent ve.rslons of one 
a11otber and thus may be very sim.ilar genernlly. Tirns, r, high 
threshold may be reqtrired ro be confirmed to ensure 1hat the 
websites are in fact the same and/or that the difterences are 
very minor compared to the phishing functionality classifi­
cation which may be looking for less similarity between 
websites (i.e., looking for a small section of the website tbat 
is performing a particular functiou). 
(0117] Note tha1 the classified l1ash signatures may be 
OJ1?;tUu7.cd in the database in any suitnble manner. For 
example, when a ha~h signature or a website is stored in 1he 
database. each bash signature may be assigned to one or 
more classifications. E'or example, in some embodiments, a 
single hash signature may be classified as continued as a 
phishing website but may be classified as di$mtsscd for a 
particular brru.1d's copytight, a panicu]ar website's revision 
history, and/or for offensive coutent classification. 1bus, rl1e 
similarity identification system may have a variety oJ dis­
missed and confirmed samples for cacl1 or die classi11ca­
tions. Additio11ally aud/or alternatively. ill some embl1di­
ments, tl1e hash signature of a par ticulal' website may be 
stored ,vithil1 a particular classification database as co11-
fumed or dismissed due to particular fonnatting and/or 
content features of the website. Thus, some embodiments 
may stricter about which liash sigm1tmes are iucluded in the 
dismissed websites within each classified bash signamre 
classificatiou. 
[0118] Ph.ishiug, classifications may include hash sig11a­
tnres for websites that arc confirmed IOlOA and/or dis­
missed IOIOB as performing phish.ing. ftu1ctionality. The 
conflm1ed hash signat1.1res may be websites that have bec:n 
independently eoillianed as having phishing website for­
mattiug, f'tmctio11ality, a particular common web server 
associated witl1 the phisMng functionality, and/or through 
any suitable methnd for identifying confi1111ed associations 
with pbisbing fuuctiom1lity. The d.ismissed hash signatures 
10108 may include websites that have been analyzed and do 
not include any such functiouality. Hash signatures from a 
broad base ,1fdiJforent types of websites may be included in 
the classrncation to allow a wide-(,mgc of dilforcnt similar 
material to be ideutified betwee11 the dismissed 10108 aud 
confinned 1010A hash signatures of websites. 
[0119 ] Trademark and/or copyright classifications 1020 
may include ha~h sjgnatures for website$ that are crn1flrmcd 
and/or dismissed as h.wing particular trademarks, formMS 
associated with a nademark associated with a particular 
euti1y, have particular fonnatliug and functionality associ­
ated willt a particular trademark and/or copyrighred work, 
etc. For example, if a company provides their web~itcs in a 
particular format and/or having particular content that is 
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unique, websites having hl>cn confirmed as having thal 
format and/or content may be stored in a confirmed classi­
fication associated with thm trademark and/or copyright. 
1 lowever. websites that .'.Ire dismissed as not having that 
format, content. and/or u,;e of that particular copyrighted or 
1rademarked work may be stored as having a dismissed 
starus within that classification. 
ro1201 Website revision classifications 1030 may include 
confin11ed bash signatures 1030A and dismissed h.1sh sig­
natures 103013 for websites being associated with a panicu­
lar version of a website. For example. hash signatures for 
one or more versions of a particular web page may be stored 
as being con.firmed 1030A as being 1he same or a slightly 
d1JTeren! version of that website. "!11e website may be 
regularly or perio<lically sampled, rendered into a DOM 
object, have a hash signature generated of that rendered 
DOM object. and may be compared to the confirmed pre­
vious llllsh signatttres assocfoted with that website to deter­
mine whether a sufficient change has occurred lo move the 
hash s ignature i11to being similar to dismissed hash sigua­
tures associated with rJ1at website or any other websites not 
similar Lo that version of lhe website .. If so. the web domain 
operator may be notilied of the cha11ge si.nce tl1e change, are 
substanrial enough to show that ll1e similarity threshold no 
longer is s imilar to t11e previous versions nf tl1a1 webpage. 
Accordingly. the dismissed bash signatures associated wit11 
that classification may be selected .from different webpages 
from that client ru1d/or webhost or random webpages not 
associar~'<I wilb that provider. In some embodiments, the 
dismissed web pages may be samples of other providers I.bat 
have been hijacked, hacked, and/or otheiwise changed sucl1 
that the s.1me changes may show as the most similar. leading 
10 a notificution that the webpage has been altered in a 
similar manner. 
10121] Oftensive content classifications 1040 may include 
confirmed hash signattues 1040A nnd djsmissed hasl1 sig­
natures 10408 for websites that include partiL-ular types of 
offensive content including particular media or content, 
formalting of websites that have liecn alicred 10 provide fake 
pbarma seUing oflers and/or other f1mctionality. and/or any 
other o:lfonsive material tha1 n webhost may want to be 
nmified about ift.heir wcbpages arc fmu1d to be serving thal 
type of material. Accordii1gly, tJ1e di~misscd pages may 
include hash sign.in:ires for websires that do not include that 
type of fonctionality while lhe cDn.lianed bash signatures 
may be previous 1ypes of websites that have beeu coufirmed 
as hnving such funcliom1li1y embt'<lded within lhe website. 
[0122] B. Methods or Identifying Similarity Between 
Websites 
ro12J] Once one or more hash signatures have been gen­
ernted. cbssified, and stored for one or more websites in the 
classified hash signature database. embodiments may use the 
classified. hash signatt1rc$ to identify similarity between a 
target website and t11e stored hash signatures oftl1e classified 
websites. For example. as described above. the eompuling 
device of FIG. 2 may generate a hash s.igm1t1.1re by taking 
data ponion.s (i.e., shingles) of a website, applying one or 
more hashing algorithms to 1he dt1ta portions. and comparing 
them piece-wise. 
10124] For example, applying a MinHasb algorithm lo a 
rendered DOM object for a website and comparing the 
resulling hash signature to one or more bash s.iguarures 
gener,1ted by applying 1.he Min.Hash algorithm to otl1er DOM 
objects associated wi th those websites is one method of 
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comparing two web pages for a level of similarity. A system 
may store a classification of website information in a corpus 
and may compare an unknown website to a known website 
of a particular classification to detem1ine whdher the 
wilrnown website may be 1he same type of website and/or 
the likelihood that the tulkt1ow11 website contains some 
information that is stored in the corpus (e.g .. copyright 
infongement) by how similar it is to the known website 
featmes. The Mini lash algorithm samples a document (e.g., 
a rendered DOM l1bject of a webpagc) in a consistent way 
so that the system is comparing shingles (i.e .. data portions) 
across multiple documents. The system may then look for 
common hash values for those shingles acmss multiple hash 
signallircs or websites to idenrify a similarity measurement 
between hash sjg.natures. 

[01251 As described above in reference to lhc hash col­
lections being applied. the system may take the minimum 
hash value for each of the specific bash f1mctio1.1s applied to 
the shingles and repeal that process many limes. For 
instance. the system may have a hundred different hash 
functions and may create a Min.Hash signature that would be 
have one hundred hashes in a signarure. where each of the 
selected values includes the smallest hash vnlue for each 
hash fnnclion applied to the plurality of data portions. -n111s, 
upplying the Min!Jash algo1ithm allows for a consistent 
length for a hash signa111re and selects the hash value for 
each hash function oJ the multiple hash functions through a 
consistent process. Thj, will result i,i rcpcamble sampling or 
values wben the same content is fmmd within a document. 
[0126] For example. the system may sample a set or 
L0,000 shingles ill a docmneutand select a hundred of those 
based on the lowest hash values associated with the 10,000 
shingles applied to each of 100 di Jferent hash fimctions lhat 
arc created with the same initial se~'<I. ·n1e pn.1cess is applied 
consistently across multiple documents so that when a hash 
value associated with one of the shingles is selected. 1he 
sampled hash value ends up being consistently found across 
multiple doc1unents becau~e it is the 111i11imum value of one 
or the hash functions thill is applied acn)ss nmlliple docu­
ments. Thus. the consistency or tl1e method 11llows the 
sysrem to consistently find the same min.imtun hash vnlue 
(and thus the corresponding shingle) across multiple docu­
ments. Thus, tJ1e ~ystem can determine another webpage 
included the same shingle because it ended up being the 
minimum value for the same hash function. -nrns. the second 
webpage had the same shingle because it also ended up as 
bei11g a mini.mum value for the same hasb fonction number. 
Because the hash values for that shingle are the same across 
the two pages, the sys1e111 knows that there is at 1cast some 
similarity in the document as the same shingle was found in 
both doc1unents. Once you have determined the number of 
matching hash values bet°\veen two websites. you can divide 
tl1e number or shared hash values divided by the ltJtal 
number of hash values to get a similarity measurement 
between webpages. This provides an approximation of the 
similarity between two web pages. A similarity threshold 
may then be compared lo detennine whether the webpages 
are similar enough for a type or cla$si1ication to be consid­
ered as having the same type or classification. 
[0127] FIG. 11 shows an exemphlry method ofidentifyi.ug 
the similarity between website i11:formatio11 in order to 
classify a website. At step 1101. a website interface module 
or the computing device receives website infbmrntion from 
a web server correspo11ding to a website. The website may 
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be contacted through any suitable mcll1od. For example, the 
website may have been referred to the cornpul"ing system as 
a potentially i11terestiug website and/or the website may 
have been contacted as pan of a search strategy related to a 
particular type of content. keywords in the website infor­
matiOJL being associated with a particular set of websites. 
and/or through any other suitable methods. 
[0128) At step 1102. the DOM object rendering mocltile 
renders n document object model (DOM) object of the 
web$ite using the website information. As described above 
iu section ll(A)(J ). the DOM object may have any func­
tionality within the page fully executed so that the fuU 
l"unctiouaLity of the website is captured by the DOM object. 
(0129) At step 1103. tbc data portion separation module 
sepamtes the DOM object into data portions of a fixed 
length. -nie data pon'ions may have a fixed length of any 
suitable length depending on the length of the rendered 
DOM object. Typic.;-11ly, 1he data portions oftbe DOM object 
may have a fixed length somewhere in the range of 10 
characters and may have tens of thousands dt1ta portions" 
(0J30J At step 1104, the hash signa1urc generation module 
applies a hashing function to each of the data portions to 
generate bash values for each of the data portions. For 
example, ill some embodiments. applying the hnsh function 
includes applyi11g a predetermined number of hashi11g frn1c­
tions to tbe plurality of data portions such that a number of 
difterent hashing values are generated for each of the pJu­
.raLity of data portions. The predetermined number of hash­
ing 1hnclions may be gene.rated using a common seed value 
and using Ht least one randomly generated input variable to 
generate su flicieurJy dilforent llash.ing algorithms between 
the predetermined number of hashing fi.mctions. Thus, by 
applying the plurality of different predetermined nrn1ibcr of 
hashing functions. a predetermined mu11her of values fi1r 
each of the plurality of data portion, is generated. For 
example, for a DOM object that has 10.000 data portions, 
10.000 diJierent hash values may be generated .for each of 
1he plurality or hash functions. 
[0131] At step 1105. the hash signature generatiou module 
creates a hash siguature by sc-lecting a precletennined uum­
ber of hash data portions using a selection policy. A selection 
policy may be repeatable and cousistem nil\'! that can be 
appl ied across nmltiple different numbers of data portions 
for a doctmicnt and types of data. For example, the selt.-ction 
policy nwy iuclude a minimum value, n maximum value. 
and/or a median value for 1be set of hashed data portions. 
[0132] For example, for a MinHash algorithm. the selec­
tiol1 policy may include taking the mi11imUJn hash value for 
each hashing function. "11ins. where the prede1crminednmn­
ber or hashing functions includes 100 different hasliing 
functions being generated. the selection policy may select a 
minimum hash value from the I 0,()()() hash values generated 
by applying one of the ha~h functions. ]lie result would be 
one of 100 different minimum hash values selected by the 
selection policy and 1J1e selection process may be repealed 
for each of the 100 hash fimctions applied to ll1e 10,000 data 
portions. 1lms. a hash signat1U·e may be generated including 
JOO or the minimum ha~h values or the 10,000 data portions 
for each of the 100 different hash functions applied to the 
10,000 data portions. Acwrdi.ngly. lhe hash sig□ature may 
iuclude 100 bashing samples of a much larger document 
(e.g., 10.000 data portions) that may be repeatedly found in 
other docume1,ts that apply the same hashing algorithms and 
selection pn'>cess across documents. 
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[0133 ( At step ll06, the website classification module 
compares 1l1e hash signature of the DOM object 10 a known 
hash signature of a DOM object generated from ,mother 
website that is associated with a first classification. 1he 
comparison may include comparing each or the plurality of 
hashed data portions within the hash signatme to a pluraLity 
of known hashed data portions of the known hash signature. 
For each hasb signa111re that matches, the system may 
determine that data porlions within the target website and the 
chissified website are the same. Th.is pmcess may be 
repeated until all oflbe bashed data portions within the hash 
signature are compared 10 the hash signanire of the known 
DOM object hash signature. 
[0134( At step 1107. the website classification module 
calculate$ a similarity measLu·emcnt between llie hash sig­
nature of the DOM object and the knowu hash signature of 
the DOM object genernted from the other website. Toe 
similarity measurement may include a fraction of the rota! 
tll1J11ben1t'matching hash values divided by rhe tot.Jl nwnber 
of"hash values within the hash $igna1Ure, For example, using 
the example described above, for a llash signature 1bat has 
100 hash values with 32 matc.hiog selected hashes. the 
similarity measurement may be 32/100 or 32%. Where there 
arc more or less hash values, the total uumbcr o[ matching 
hashes may be divided by the total number of hashes in llie 
hash signatnre to determine a percemage of similarity for the 
sampled m.i.nimuru bash values between the two hash sig­
natures. 
[0135] A1 step 1108, the website classificati~111 module 
classifies the website and. in some ernbodimenls. the web 
server based on 1be similarity measurement by comparing 
the similarity measurement lo a similarity threshold for the 
classification. ll1e $imilarity tlu-eshold for a par ticular clas­
sification may be determined based on the type- of classifi­
cation and may be difterenl for different types of classifi­
cations. Thus, ll1e system may detenniue a similarity 
threshold .for the classification. compare the similarity to the 
similarity threshold, and may determine whether the website 
has a c.lassi flcation based on whether the similarity mea­
surement exceeds the similarity threshold. Accordi.ngly, the 
system may determ.iue the similarity between websites, 
dct~·rmine whelhcr the target website has a similarity nic..1-
surement elnse enough to meet a similru·ity threshold cor­
responcling to 1hc classification and may classify the hash 
signature and the website as having a particular classifica­
tion based on the similarity threshold. 
[ 0136( C. Searching a Corpus of Hash Signatures i.n Order 
to Classify a Wcbsile Using a Weighted Simila1ity Measure­
menl of the Mosl Similar J lasli Signature& 
[0137] Additionally. in some embodiments. a generated 
hash signature may be compared to a hash signature dat-a­
base including previously generated and classified hash 
signalurcs lo detern1ine the similarity of a wel)site Lo the 
prcviow;Jy classified websites using a variety or the closest 
weighted results in the corpus to determine :i classi.ficat:irui 
of a hash s.iguature. 
[0138] Thus, some embodiments may be configured to 
search one or more chi$sification$ for Ilic closest N nlllnber 
of Closest hash signatures stored in the classified hash 
signature database. In such embodiments, 1he system can 
weigh the similarity of the most similar hash signa111res to 
determine the distance weighted k-nearest neighbors to 
cnsui:c there is not over-fitting based on a particular result or 
outlier h,,sh signatme. "Jbe system can query a database ot' 



28

US 2017 /0286544 A I 

hash signalurcs withill n classification and cau classify a 
target website accord_ing to the closes! hash signatures 
within the classification. 
[01391 Accordingly, in some cmbodimenls, a similarity 
may be determiDed that includes a weighted similarity ol"t.be 
most similar hash sigmnurcs stored within theclassifk'C! lmsh 
signature database. The closest matching bash signatures 
may be classified as con.firmed or dismjssed for nuy par­
ticular classificntion. Thus, the system may calculate n 
similarity measurement based on the weighted similarity 
weights based on hash signatures llmt are the closest match­
ing coo.firmed bash signatures for a classilication. Accord­
iugly. in some embodiments, lhe weighted similarity mea­
suremen.t may not provide a lrue similarity between lhe 
number of ma1ching vs. total number of hashes. In.stead, it 
may provide a weighted similarity measuremeut based 011 
the closest con.finned bash signatures for a particular clas­
sification. 
(0140] For example, if a search within a classification 
returns ten similar hash s.ignatnres. the weighted similarity 
may include the distnuce related between the top ren results 
so that there is a linear weiglu betweeu the teu results. This 
allows the system to provide more value to the llighest 
weighted results while correcting for fal$e positives. Thus, 
the eleventh most similar result would be provided a zero 
weight and tllen all lhe otl1er results may be provided a Unear 
weight up to the most similar which theu bas a weight of the 
estimated Jaccard similru;ity. The otl1er results are provided 
a degrading linear weight based on the distance of the other 
results from the most similar result. 
10141] A sum of the similarity weights for those ten pages 
provides a tot.il weightiug for 1he returned immber of sim.ilar 
pages. For instance. if there is only one page tlrnt is very 
similar, that hash signature may be weigh1ed very high bu! 
that high weighting may be di.miJJished by the otl1er niDe 
hasll signatmes that are very dissimilar and those will be 
weighted very low. So wheu the weightings are summed 
together, and divided by the total weighting of al l of the 
returned similarity of the bnsh signatun:s, the single con­
firmed match may be determh1ed to be a false positive or an 
outlier. 
[0142] Accordiugly. if there is one really similar result but 
tl1at result is very different fl-mn the other returned results, 
the computing device m.ay not end up being classified with 
lhe clnssification of lhe single result depending on the 
distributiou and weightiug of the other hash siguatures. So 
if tile top result is a confirmed page but the other results are 
dismissed pages. thc~e dismissed pages may weigJ1t much 
lower tlrnn the confirmed page. Only the confim1cd weights 
are stunu1ed bm that amount is divided by the weights oJ all 
the closest returned results. Thus, iftbere is n noisy sample 
where several dismissed matching hash siguat11res are very 
close to the wdghti11g of the singlt confim1ed hash signa­
ture. the srrui larily score of the returned results may in fact 
become low even though a high similarity may be retu111ed 
for one result. 
(01431 As s11ch. the dismissed results are _included in the 
retllrned samples so that the system can scparale dismissed 
results Jh.1111 the confim1ed results and provide a counter­
weight to false-positives. Tilus, by ouJy surnm.ing con.fumed 
results, lhe system can distinguish betweeu coufirmed and 
dismissed results lllld determine whether it is more likely 
that 111.e rC!;ult is confim1ed or dismissed. A.ccordingly, some 
embodiments may ineludt a nnmbtr of closest matching 
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results (which may include dismissed results) to get a larger 
sampl_ing size of thee results returned by the search of rhe 
closest matching hash signatures to ensure llll accurate 
result. Accordingly. dismissed hash signatures may be 
included in the classification search of a corpus to clistin­
g11ish between coufim1ed matches aud dismissed matches. 
'Thus. the corpus should be selected to have a non-biased 
sample, Tims, a corpus of classified hash signatures may 
have a mix of confim1ed and dismissed hash signatures. 
[0144] Additionally, by multiplying by the max.imum 
weighting result, tile system c1111 identify m1d factor in that 
none of the results provide a good match and tllus, the 
system should dismiss the webpage as n.ot being part of the 
classification. For example. if the closest match is only 10% 
similar, tl1e highest score you can have is a 10"1., similarity 
measurement. Thus, 1be website will be classified as dis­
missed eveu iJ all of the results are confirmed where they are 
all only 10% similar (assuming the similarity threshold is 
higher thtu1 l 0'1/o). 
[0145] FIG. 12 shows an exemplary method nf detem1in­
ing the most similar websites to a tiuget website based on the 
hash signatures of a reudered DOM object of the preseut/ 
tm-get website aud between the stored DOM object hash 
signatures of 1he known websites within one or more pt1r­
ticular classificntions. Before the process shown in JIIG. 12 
may be pertormed tl1e classified hash signatme database 
may be built with confirmed and clismissed web pages iu one 
or more different classifications. 'll1e various hash signatures 
may be classified sncl1 that an elastic search can be per­
formed in a cl!lssification to find the confirmed and dis­
missed hash siguarures with the classification.. 
[0146( At step 1201, a DOM rendering module may 
render a DOM object of a target website using the website 
informatiou associated wit11 1he websi1c. 'l11is pmccss is 
similar LO those described above in reference to FIGS. 3 and 
11. 
[0147] At ~1ep 1202, a hnsh signature generation module 
may gencr:itc a DOM object hash value oftl1e target website 
bast>d on the rendered DOM object. The DOM object hash 
value may include a static value tliat is generated by apply­
ing a known llash algorithm to tile rendered DOM object of 
the target website. The same hashing algorithm may have 
been applied to 1110 rendered DOM objects or the k:uQwn 
websices stored in the classification database. "[bus, static 
values for the DOM object of the target website may be 
compared directly witll the static hash of the previously 
classified websites stored iu the cJassilied hash signalure 
databa~e. 
[0148( f\1r example. the system may have a classified bash 
signature database containi11g Lhousands of hash signalllrcs 
generated from the DOM objects of previously discovered 
and an.ilyzed websites. Along with each hash signature, the 
classified ha.sh signature database may include a slatic hash 
(MD5) tifthe DOM objl'ct and labels assigned 10 each hash 
signature (e.g. confirmed pbishiu.g, confirmed fake pharma, 
dismissed phisb.iug, etc.). When a candidate page euters the 
system, a static hash (e.g._. MDS hash) may be generated and 
may be compared to other websites within tl1e database. ]f 
that static hash (e.g., MD5 hash) exists, the system deler­
mine.s that an exact match has beeu identi.6ed and may 
assig11 tile same classification ro the tal';?,et wehpage as the 
website associated with 1he matching Static hash. 
[0149] At step 1203, a hash s ignalllrc gt11eration module 
may generate n hash signature of the rendered DOM object 
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of the target websile. ' ll1e hash sig,nalllrc may be generated 
using the processes described above in reference to FJGS. 
6-11 , 

10150] At step 1204. a website classiJ:ication module may 
identily a classificntion for a similarity search or known 
websites. ·111e classifica1ion mny be detem1ined through any 
suitable method. For example, the classification may entered 
by ru:i operator, m1tomatically based 011 a mrumer in wb.icl1 
the target website was identified and/or referred to the 
computing device, and/or through any other suitable 
mcth()d. Fnrexample. a targel website may be rcforred to the 
computing device for analysis through a client sending a 
11otificatio11 of a poteutiaJ phisb.ing website address. ln such 
a case, the classification may be selected as phishing and the 
system may search the phishing classification for class.i(ied 
hash signalurcs within 1he stored clMsification. 

[015 1j At step 1205, the website clas~ification module 
may search t11e classified hash signature database for web­
sites and c.o.rrespondiag hash sigllatures associated with the 
classification .. For example, if the identified class.i!ication is 
a pbishing classification. the compuling databa~c may search 
ll1rougb the classified phishing classiflcation ror hash s ig­
iwtures associated with confirmed and dismissed hash sig­
nat1u·es being stored as being within the phishing classifi­
cation. 

[0152] At step 1206, the website classification module 
may compare Lhe hashing signature of the target website 
will1 the stored hash signatures tetnrued from 1he search 
through the cJassjjjed database associated with the database. 
The computing device may compare eacb. b.ash value with.ill 
the targc1 hashing signature to the corresponding hash value 
wit11in the classified hash signatures stored for that classi­
lication. For exmnple. the system may determine the nwnber 
of classi fled hash signatures that have a - 13 as the minimum 
hash value for the first b.ash fiu1ction. The system may store 
the result of 1hc cfassifld website results with a matching 
resuJt [or the flrst hash function and may co11tinue t11rough 
eacb. oftb.e hash values iu the target website hash signature. 

ro153] At step 1207, the website classification module 
may determine whether any of the class.iJ:ied hash s.ignatures 
have au exact match with the target website hasb. sigoat1u-e. 
F'urther, before determining a similarity meas1.iremen1 
between the hash sig.nature, a comparison of the static hash 
between the targer website and tb.e classified websites may 
be detenn.iJ.1ed. In some embodimems, this analysis may be 
done before the rest of the hash signature is compared to 
detenninc whether miy exact Cl1pies of the target wcbsile are 
already included ·in the corpus to avoid unneccs~-ary pro­
cessing. 

10154] At step 1208. if ru1 exact match between the static 
hash of the target website and the classified websites exist, 
ll1e website cla~sifkation module may cla~sify the target 
,vcbsitc as having the same classifications as 1hc classified 
website and ll1e process may either continue or may be 
stopped. Further. in some embodimeots, where the static 
bash between any of the classified websites aod tbe target 
website are not found but the sampled hash $ignature results 
in .)n cx:ict niatch, the same classification nwy be completed 
as the websites may be so similar lb.at the smnpled results 
were the same. 17rns. the classification is likely accurate as 
the websites are likely very similar. However, the likelihood 
or similarity may be dependent on the param,eters fod into 
the bashing calcularion including the number of dat~ por-
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lions, length of the shingles used, number or hashing limc­
t:ions applied to the data portiollS, etc .. 

101551 Al step 1209, if an exact match is not present 1l1e 
website classification module may calculate a similarity 
measurement foJ" each of the known websites associated 
with the classifica1im1. ·111e similarity meaSuremenl may 
include comparing ll1e target hash signature placement for 
each of the hash values within tb.e b.ash signiiture aud 
comparing to the same location with.i11 the know11 hash 
values of the returned known hash sig.naturcs. Accordingly, 
the returned hash signalurcs may be searched for 011e or 
more of the mosl similar basb siguatures based on the 
similarity measurement for each oftb.e returned known basl1 
signantres. 

10156] At step 1210. tb.e website classiJ:icatiou module 
may identify a prudetcrrui11ed number of the most similut 
known wcb$ite~ stored with.in the clas~ified hash signmure 
database. Tb.e predetennined number of the most similar 
known websites may include any suitable number. For 
example, 5, 10, 100, and/or ru1y other suitable mm1bcr of 
closes! matching b.nsh sig11atures may be selected. 111 some 
embodiments, the mm1ber of returned closest malchcs may 
depend ou the muuber of tb.e stored aud classified hash 
signatnres fo.r the classification. For iru;t~u1ce, where thou­
sands or hw1dreds of thousands of hash signatures are stored. 
it may be beneficial to include a lug.her number of results. 
and vice versa. 

(0157 1 Accord.ingly, the computing device m□y 4ue1y the 
data store for the N closest hash signarnres which may be 
calct1lated. selected, and returnetl When renirned by the 
databtJsc, lhe similar pages also inc!Ltde a similarity score. 
The similarity score may be detem1ined by ll1e number of 
hashes in the target lwsb. signati.1Ie that match the stored hash 
signature for each or the known hash signatures. Thus. the 
N number of hasb. signamres that iuclude the most matchiug 
hash values as ll1e target hash signature may be re11.m1ed. 

[0J58j A1 step 12 11 , the website classification module 
may calculate similarity weights oft11e predetcrmim:d num­
ber of most similar b.asl1 signatures based on the similarity 
distribution of the predetermined number of most sintilar 
known website bash signamres. For example, tb.e similarity 
weights for each or the N closeS'l returned hash sig11atures 
may be calculated according to a linear regressioi1 from I.he 
hig.he1>t matched most similar hash signature. 

10159] Ai step 1212, tb.e website classif:icatiou module 
may determ.iJ.1e the classification similari1y based on the 
similarity weights of the most similar known website hash 
signatlltcs. Fur1hcr. the simil:'lrily measuremcnl may be 
determined only by the weighting of the hash signatures that 
are cou6m1ed for the classiiication. Accordingly. 1he 
nrnneraror for determining the similarity may be the sum of 
the ~imilarity wcighti11g for the website~ that arc confirmed 
as being a part of the classification and may not include 1hc 
similarity weighting of dismissed hasl1 signatures for the 
classification. Accordingly. 1l1e similarity oftbe target hash 
signan1re lo the N most siniilarly returned hash signatures 
may include the weighting of the cm1f1rmed hash signatures 
dividM by the sm11 of all or the weights of !lie most similar 
bash s.ignatures multiplied by the most similar hash signa­
mre suuilarity value. Tirns. some embodiments may imple­
me11r metb.ods to ensure that false positives aod/or outlier 
results to do nm overly Otit,veigh the majority of the ret11111ed 
similarity results. 
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L0160] For inscance, FJG. 13 slmws an exemplary simi­
larity graph that has a digressing linear weighting based on 
tile distauce of 1J1e five closest ret1.1.med most similar llasl1 
signatmcs. The x-axis or1he similaricy distribution shown in 
FIG. 13 includes a distance calculation for U1e 5 most similar 
hasll signatures. Tile y-axis is tile weighted similarity for the 
5 most similar bash signatllres. The basl1 signatures 13.U-
1336 sllow tile 5 most similar llash signatures and a linear 
digression oftl1e wcigl1ted similarity based on lhe similarity 
of each or the 5 most similar hash sig.natures. As shown in 
FIG. 13, the most similar B 31 ru:td tile second leas1 similar 
results 13.'4 are confirmed results (indicated by the c des­
ignation) and the hash $ignatures 1332-1333, 1335 are 
dismissed for 1hc classification. ·nms. the weighted similar­
ity or the 5 most similar re$ults includes lhe stun or lhe 
weighted similarity of tile confinned hasll signamres (e.g .. 
0.85+0.25) divided by the total \veighting oJ all of the most 
similar re$Ltlts (e.g., 0.85+0.7+0.5+0.25+0. I) 111ultiplied by 
the maximum similarity (0.85). In this example, the final 
similarity 1nay be equal to 1.1./2.4*0.85=0.39. 
[0161] Al step 12U, tile website classification module 
may classify the target website as confinned or dismissed for 
the classil1c3liou by comparing lhe clllssification similari1y 
threshold to the similarity weigl.lt for tJ1e returned most 
similar known website h,1sh signatures . .l\ccordingly. the 
weighted s.imi.larity measurement may be calculated and the 
weighted similarity may be compared to a threshold simi­
larity value to detem1ine whether the hash signature is 
confim1ed or di$missed for tJ1e classi fkation+ ln the example 
sllown in PIG. 13, the website may be confirmed or dis­
missed for tile classification based 011 whether the similarity 
tllreshold is Dbove or below 0.39. For example, if tile 
simi larity th.resbold is 0.4. the website would be dismissed. 
I Jowever, if the similarity thre$hold is 0.35, tl1e website 
would be confinued as being part of tl1e classificmion. Tile 
classification similarity algorithm 1340 fs shown in FIG. 13. 
[0162] At step 1214, iranotherclassific.ationis included in 
a similarity search, the process of steps 1204-1213 described 
above may be repeated until there arc no more classification 
searches to be completed. Thus, tile DOM signature hash 
signature can be reused to classify tile status of other page 
types (e.g. defacement, offensive material, fake pharmaceu­
ticals, etc.). Additionally. i11 some embodimems, when the 
page type is not specified for the classiltcatiou, the hash 
signarure may be searched for multiple chissi:fications to 
determiue if 1he website matclles with dH!erent classifica­
tions other Ulan the first classillcation in order classify the 
type of page. Thus, the entire classifkation t.'at1 be searched 
in some embodiments, ro determine the clos(:SI classification 
or multiple classifications in whicl1 the website can be 
confirmed as matching. 
[0163] At step 1215. if there are no more classificatioh 
searches to be completed, a reporting module may report the 
one or more classifications associated with the target web­
site. Additional details are provided below for the reporting 
:functionality. 
(01641 Note that in some embodiments. tile embodiments 
and techniques described in related U.S. Non-provisional 
application No. 14/938.802, titled "IDENTIFYING PlllSl!­
ING WEBSIIBS USJNG DOM CHA.RACTERISTICS." 
_filed 011 Nov. 1 L 2015. and wllich is a non-provisional 
application of and claims the benefit of priority to U.S. 
Pmvis.ional Application No. 62/219,623. (i]ed Sep. 16. 2015. 
both of which tire hereby incorporated by reference in their 
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enlircty for all purposes, may be applied 10 embodi1m:n1s 
described herein in order to identify website similarity. For 
example. a phishing model may be generated and used with 
the Jiash signatures of the present inve11tion to identify 
similarity be1ween two websites and to identify websites 
perfonui.ng phislling and/or otller similar characteristics 
between \vebsites. 

111. .l\ctinn Based on Darn Analysis Mediation 

[0165] Once 1hc similarity and classification analysis has 
been completed and a website has been classified as similar 
to a designated classification, a reporting module may be 
configured to lake any relevant steps to mediate a website 
that has been identified as being classified with an tUldesir­
a11!c activity. 
[0166] ·n1e compLtting device may perform any mm1ber or 
diflereot activities to mediate a website identified as being 
associated witll n type of classilication. For example, the 
computi11g dev.ice may report 1he classification LQ an entity 
hos1ing the web server thar is hos1ing the website. 111c 
reporting may be completed th.rough any st1itable method 
ioch1ding email. text message. pllo11e call. and/or any otller 
suitable method for notifying a host aod/or control system of 
tl1e existence of a matching cl~sification. ·111e reporting 
me-ssage may include the website infom1a1ion. tl1e type or 
classification, the ~im.ilarity ,rneastu-emcut. aud/oi:. any 01her 
suitable inli:mnatioo tllat may be helpful in mediating the 
website. 
[0167] Additionally, the computing device may store Uie 
results of the simflarity analysis and periodically antllyze 1he 
identified website lo determine whether the website being 
associated with tile classification llas been ' 'resolved" or 
taken down. Such a determination may be made where a 
previou]Sly classified website that is perfom1ing some activ­
ity associated with a classificmion is identified as no longer 
performing that i1c1ivity such tllat the website is no longer 
being confirmed witll that classification (i.e., the web hosr 
removed the phishing functionality from the web sire) and/or 
the website has been taken down (i.e., the web host killed U1e 
websire such that it no fonger is accessible). '11rns, embodi­
ments allow tlte computer system to make sure that a 
classified website is no !auger associated with. tile classifi­
catitm activity ancVor tl1a1 fhe websi1e has bocu wken down. 
For example, a web host may only take down part of a 
website- not an entire site. Thus, tile system continues to 
analyze the website periodically until tl1e website is no 
louger offending ancVor being associated witll the classifi­
catitm activity. 
[0168] As such, embodimenu; may classify a website 
associated with 1he remote server compuler as performing or 
being associated wllb one or more classifications and may 
report 1.he classified website for one or more mediation 
activities inch1ding take-down. moniloring, and/or a re­
classification/succes~ reporting action. The ~ystem may fi.tr­
ther detenuine an operating stams of the website associated 
witJ1 remote server computer and report U1e operating status 
ofl11e website to a monitoring system to determi1w whelher 
additional monirt1ring is necessary or if1he website bas been 
taken down or the classified functionality has been removed. 

IV. Exemplary Compu1er System 

(0169] FIG. 14 shows a block diagram of an example 
computer system 1400 usable with system and methods 
according to embodiments of the prcsenl invention. 
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[0170] Any of the computer systems mentioned herein 
may utilize any suitable number of subsystems. Examples of 
sucll subsystems are shown in PlG. 14 in computer appa­
rall.lS 1400. In some embodiments, a computer system 
includes a single computer apparatus, where ll1e sub$ystems 
can be the components of tile computer apparatus. In otller 
embodiments, a compmer system can include multiple com­
puter apparatuses. eacll being a subsystem. wilh 1menwl 
components. 

[0171] The subsystems shown in FIG. 14 are intercon-
1ll'Cted via a system bus 1475. Additional subsyst<:nw such as 
a printer 1474, keyboard 1478, fixed disk 1479, monitor 
1479, which is coupled ro rusplay adapter 1482. and others 
are shown .. Peripherals and input/output (I/0) devices, wh.icll 
couple to TIO controller 1471, can be conuected to the 
computer system by any number of mcani; known in the art. 
such as serial port 1477. For example, serial porL 1477 or 
external imerfoce 1481 (e.g. Etlleruet, Wi-Fi, etc.) can be 
used to cDnnecl comp11ter syslem 1400 to a wide area 
network such as the Internet, a mouse input device, or a 
scarmer. The interconuedion vi,1 system bus 1475 allows the 
central processor 1473 to communic.ate with each subsystem 
and to co11trol the execution of instn1ctions from system 
memory 1472 or the fixed disk 1479. as well as the exchange 
of information between subsystems. 111e system memory 
1472 and/or the fixed disk 1479 may embody a computer 
readable meruum. i \.ny of t.!Je values mentioned herein can 
be output from one compo11ent to another component and 
can be output tl) the user. 

f0l 721 A computer system can include a plurality of the 
same components or subsyStems, e.g., com1cc1ed together by 
external interlace 148'1 or by an internal interface. In some 
embodiments, computer systems, subsystem., or apparatuses 
can commmucate over a netwo.rk. 1n such instances, one 
computer t'ail be considered a client and another computer a 
server, where each can be part of a same computer system. 
A client and a ~erver can each include multiple system~, 
subsystems~ or components. 

10173] lt sllould be understood that any of the embodi­
ments of tile present invention can be implememed in the 
form of control logic using hardware (e.g. an application 
specific integrated circu.it or field progrmrnnable gate array) 
and/or usi11g computcr soft.ware 1vi1h a generally program­
mable processor in a modular or integrated manner. Based 
on the disclosttre and teacllings provided herein. a person of 
ordinary skill in the art will lumw ,Uld appreciate other ways 
and/or method$ to implement embodiments of the present 
invention using llardwaxe and a combination of hardware 
and software. 

f0l 74] A.ny of tile software components or functions 
described in this application may be implemented as soft­
ware code to be ext.x.'1tted by a processor using any ~u.itable 
computer 1ang11age Sllch as, for exampl~ Java, C++ or Perl 
using, for example, conventional or object-oriented tech­
niques. Tile. sotlware code may be stored as a series of 
instructions or commands on a computer readable meruum 
for storage and/or tronsmissio11, suitable media include 
random access memory (RAM), a read 011ly memory 
(ROM), a magnetic medium such as a hard-drive or n floppy 
disk, or au optical medium such as a compact disk (CD) or 
DVD (digita l versatile disk), flasll memory, and the like. The 
computer readable medium may be any combination of such 
storage or transmission devices. 
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[01 751 Such pmgnuns may also be encoded and transmit­
ted using carrier signals adapted for trallSmission via wired, 
optical, and/or wireless net\vorks co11.forming to a variety of 
protocols. including the lntemet. As such, a computer read­
able medium according lo an embodiment of tl1e present 
invention may be created using a data signal encoded with 
such programs. Computer readable medja encoded with the 
program code may be packaged with a compatible device or 
provided separately tfom othtr dtvices (e.g., via Internet 
download). Any such computer readable medium may reside 
011 or within a single compurer program product (e.g. a hard 
drive, a CD, or an entire com1mter system), and may be 
present Oil or within different computer program products 
within a system ur network. A computer 6ystem may include 
a mnnitor, printer. nr otl1er suitable clisplay for providing any 
of tile results mentioned llereio ro a user. 
10176] Any of the methods described llerein may be totally 
or partially performed with a computer system including one 
or more processors, which can be configm·ed to perform Lhe 
steps. Thus. emboruments can be d.irl-Cted 10 computer 
systems configured to perform the steps of any of the 
methods described herein., potentially with clifleren1 compo­
nents pcr.fon11ing a rei;pectivc steps or a respective group of 
steps. Although presented as numbered steps. steps of 111el11-
ods herein can be performed at a same time or in a dilferenr 
order.Additionally, portions of these steps may be used with 
portions of otl1er steps from other methods. Also, all or 
portions of a step may be L1ptional. Additiomilly, any l)fthe 

steps of any of the methods can be performed with modules, 
circuits, or other means for perfonning, these steps. 
10177] The specific details of particulax embodiments may 
be combined in any suitable manner without departing from 
the spirit and scope nf embodimentJ; of the invention. 
l lowever. other embodiments of the inventlon may be 
rurected to specific embodimems relating to each individual 
aspect, or specific combinatfons of these inruvidual aspects. 
101781 TI1e above description of exempl.:iry embodiments 
of the invenrion has been presented for the purposes of 
illustration and description. It is not intended to be exlrnus­
tive or to limit tile invention to the precise form described. 
and many modifications and variations are possible in ]jght 
of l.he teaching above. The embodiments were chosen and 
described in ord<:r Ill best explain the principles of the 
invention and its practit-al appl ications LO thereby enable 
others ski lied in tile art to best utilize the invention in various 
embodiments and with various modifications as are suited to 
the particular use contemplated.. 
10179] A recitation of "a'', "an" or "'the" is illlendcd LO 

mean ''one or more' ' unless specifically indicated to the 
contrary. 
(0180] All patents. patent applicatious. publications, and 
description.:; mtntioned above are herein incorporated by 
reference in their entirety for all purposes. None i~ admitted 
to be prior art. 

Wlla1 is claimed k 
1. A metllod comprising, at a computer system: 
renderi11g a docrnnent object model (DOM) object of ll 

doctin1ent: 
generating. by a hardware proccsi;or of the compul<:r 

system. a hash signatme of the DOM object by: 
determining a plurality of haslled data ponious by 

applying a number of hashing fimctioDS to each of a 
plurality of data µonions t11at are separated fmm 
content within the DOM object of the document, 
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wherein applyi11g the number of hashing functions 
results in a number of values for each of the plurality 
of data portions; and 

genemting a hash signature of the DOM object of the 
tlocLUnent based on selecting a oumber of hashed 
da!i'I portions of the plurality of hashed data portions; 

c.:omparing the hash signature of the DOM object to a 
knowu hash siguature of a DOM object associated witl1 
a known document having a classification, wherein 
comparing the hash signature of the DOM object to the 
known hash signature of the DOM object associated 
with the known document inch1des comparing, each of 
the plurality of hashed data portions to a plurality of 
known hashed data portions or the known hash signa­
ture; 

calculating a similarity measurement between the hash 
sig.uamre of the DOM object and the known hash 
signature of the DOM object associated with the known 
docwucnt; 

t:omparing the similarity measurement 10 a threshold; and 
detem1ining that the docnmenl ha$ the cla$siJication based 

on the similarity mcasnreinenl satisfying the thresl1old. 
2. 111e method of claim 1, wherein 1be document is ail 

email document. 
3. The mefuod of claim 1, wherein the document is a 

web-based docw11ent. 
4. The metl1od of claim 1, further comprising: 
receiving infom1ation from a server computer corre­

sponding too website. where-in the DOM object of the 
document is rendered using the in1brmation received 
from the server comp11ter. 

5. The method of claim 1, wherein each of a plurality of 
dat.1 portions has a fixed leJ1gth. and where-in the number nf 
hashing lil.nctions i~ generated based on a seed value. 

6. The metl1od or daim I, wherein the classification of the 
known document is one of a trademark classification for 
trademark content" or a c.opyrigbt classification for copy­
righted coutent. 

7. The metliodof claim I, wherein the classification ol'the 
known document is a website revisilln classificatilln. 

8. The method ofclafo1 1. wherein the classification of the 
known document is a content classification for unauthorized 
content. 

9. The method of claim I , further comprising: 
detcnnining that the docw11ent does not have the classi­

fical'ion based on the similarity meaSllrement not sat­
isfying the threshold. 

10. The method of claim 1, wherein the threshold is based 
oil the classification of the t,.,1own documellt. 

11 . The method of claim l , whereiu 1he number of hashing 
functions is basL'<i on the threshold !i.1r the classification of 
the known docw11enl. 

12. ·111e method or claim 1, wherein t.he known hash 
signature is a first k.nowll hash siguarure of the DOM object 
associated with the known document, wherein the known 
documenJ is a flrst known document., wherein the DOM 
object associated with the firnt knllwn document is a first 
DOM ob jeer, wherein the classification is a first classi l:ica­
tion, wherein the similarity measurement is a first similarity 
measurement. wherein the threshold is a first threshold 
based on the first cl!i$silication, and wherein the method 
ft111her comprises: 
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comparing the hash signature of the DOM object to a 
second known bash signature of a second DOM object 
associated witll a second known doctUuent having a 
second classification; 

calculating a St.'Cond similarity measurement between the 
hasll signature of tile DOM object and the secoud 
.known hash signature oJ the second DOM object" 
associated with the secoud known document; 

cnmporing the second similarity mcasmement to a second 
threshold based on the second clas~ilication; and 

determiniug whether the document lias tile second clas­
sification based on whether the sec.ond similarity mea­
surement satisfies the second threshold. 

13. "l11e method of claim 12, wherein the first classificr,­
tion is different from the second classification, and wherein 
the first threshold is different from the second d1resbold. 

14. The method of claim 12, wherein the second known 
hash signature is di,fierent from the lir:;t known ha~h signa­
ture. 

I S. The method of claim 12, wherein the doctu11ent docs 
not have tile second classification based oil the second 
similarity me11soremen1 not satisfying the second threshold. 

16. ·nie metl1od of claim 15, wherein tl1e fmt classilica­
tfon is a phfshing classifica1ion, ,1J1d wherein the second 
classification is one of a trademark. classific11tion for trade­
mark content or a copyright classification for copyrighted 
con.tent. 

17. A computer system comprising: 
one or more processors: and 
a memory accessible to the one or more processors, 

wherein the memory stores one or more in.structions 
tllat. upon executiou by the oue or more processors, 
causes t.he one or ml1rc processors to: 

render a document ol~ecl model (DOM) objL'CI of :1 

document; 
generate a hash signature of th.e DOM object by: 

determining a _plurality of has.bed data portions by 
applying a munber ofhashiug functions to each ora 
plurality of data pl1rtions lhnt are separated frum 
content withln the DOM object of the document. 
wherein applyiug the muuber of hashing -fimctious 
results in a number of values fo.r each oJthe plurality 
or data portions: and 

generating a hai;h signature of tl1e DOM object oftl1e 
document based ou selecting a number of hashed 
data portions ofthe plurality of hashed dat,1 portions; 

compare the hash signanire of the DOM object to a knowu 
hash signatLU-c of a DOM object associated with a 
known document having a classification. wherein com­
paring the hash signature of the DOM objecl lo the 
.known hash signature of the DOM object associated 
with the .known document includes comparing each of 
the plurality of hashed data portions to a pJunility of 
known bashed data portions of the J.mmvn hash signa­
ture: 

calculate a similarity rueasurerueut betwee,1 the hash 
signature or the DOM object and the known hash 
signat11re of the DOM object associated witl1 the kru.1wn 
document; 

compare the similarity measurement to a threshold: and 
determine that the document has the classification based 

on the similarity measurement satisfying the threshold. 
13. The complller system of claim 17. wherei.n Ilic docu­

ment is an email document, wherein the threshold is based 
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ou 1he classification. and wherein tbe classification of the 
known document is one oJ a trademark classification for 
trademark conteur or a copy1igllt classification for copy­
right<.'C! content. 

19. An apparatus comprising: 
one or more hardware processors configured to: 

render a document object model (DOM) object of a 
document: 

gener.'!te a hash signature of the DOM object by: 
determi11ing a plurality of hashed data portions by 

applying a number of hashing fi.mctious to each of a 
plurality of data portions that are separated from 
content within t11e DOM object of the document, 
wherein applying the numb~ of hashing fimctions 
results in a number of values for each of the plurality 
of data portions; and 

generating a hash signature of the DOM object of the 
doc1uneL1L based on selecting a Dumber of hashed 
data port1ons of the plurality of hashed data portions: 

compare the hash signature of the DOM object to a 
known hash signature of a DOM object associated 
with a known document having a classification, 
wherein comparing the hash signature o f the DOM 
object to the k.71own hash signalure of the DOM 
obje-et associated with the kllowD document includes 
comparing e1Jch of the plurality of hasl1ed data 
portions to a plurality of known bashed data portions 
of the known hash s ignature; 

calculate a similarity measurement between the liash 
signature of the DOM object and the known bash 
signature of the DOM object associated with the 
k11own document; 
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compare the similariry measurement to a threshold: and 
determine thin the document has lhe classification 

based on tile s imilnrity measurement satisfying the 
threshold. 

20. The appamt11s of claim 19. wherein the known hash 
signature is a fir~, known hash signature of the DOM object 
associated with the known document, wherein the known 
document is a first known doctunent, wilerei11 the DOM 
object associated with the first known document is a first 
DOM object, wherein the classification is a first classilica­
tfon, wherein the similarity measurement is a firs! similarity 
measurement wherein the threshold is a first threshold 
based on the first classification. imd wherein the one or more 
hardware processors is farther configured to: 

compare the hash signatme of the DOM object to a second 
known h,tsh signature of a second DOM object asso­
ciated with a second known document h.tving. a second 
classification. wherein the first classificatioJ1 is different 
from the second c lassification: 

calculate a second similarity measurement betweeD I.he 
hash signature of the DOM object and tl1c second 
known hash signature of the second DOM object 
associated with the second known document; 

compare the secm1d similarity measurement to a second 
threshold based 0 11 the sc.-cond c la~si ficatioD, wbcrei11 
the first threshold is different from the sccot1d thresh­
old; aod 

detennine whether the document has the second classifi­
cation based on whether the second similarity measure­
ment satisfies the second threshold. 




