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[0181] If the application or protocol requires the security
codes to be unique, the generated security code may be
compared to other known or discoverable security values to
determine if there is a collision. If no collision is found, then
the generated security value may be returned 2536. It is to
be appreciated that any suitable computing device may
generate the security code. For example, the first device may
compute its own security code, or alternatively, a third party,
such as the manufacturer of the first device may compute the
security code and store the security code and its associated
modifier and/or hash indicator in a data store of the frits
device. In another example, the user may compute the
security code (using the first device or another device) and
communicate the security code to the firs device. In yet
another example, the second hash value may be computed
by the manufacturer and the first hash value may be com-
puted by the device while including some information that
is not available to the manufacture in the additional data.

[0182] If there is a collision, an input parameter to either
or both of the first hash function and the second hash
function may be modified. For example, a collision count
may be incremented in any suitable manner, such as incre-
mented by one. The collision count may be compared to a
collision threshold. If the collision count equals or exceeds
the collision threshold, appropriate action may be taken. For
example, the process of generating a security code may be
halted and/or an error message may be sent. If the collision
threshold is not exceeded, then the process of generating the
security code may return to combining 2522 the modifier,
collision count as a second hash parameter, the data value
and optional additional data values until a suitable security
value is determined or the process is halted.

[0183] If a security parameter is generated, the security
parameter may be encoded in any suitable manner for use.
For example, the security parameter may be encoded into an
alpha-numeric combination. In some cases, the encoding
may select letters and/or numerals that are readily distin-
guished from each other and/or tend not to be prone to
transcription errors. For example, the numbers zero and one,
and/or the letters ‘I’ and ‘O’ may be avoided to reduce errors
in transcription. Those skilled in the art may appreciate that
other letters or numerals may be avoided or added as
suitable, such as avoiding sequential repetitions of a single
numeral or letter. It is to be appreciated that alternative
embodiments are not limited to Roman characters and
Arabic numerals. For example, symbols and other alphabets
and numeric systems may be used.

[0184] The generated security code, communicated to
either the first and/or the second device by a human user may
be compared with data previously or subsequently known by
the second device.

[0185] FIG. 26 illustrates a flowchart of another example
method 2600 of comparing data with a security code similar
to that described above with reference to FIG. 8. For the
second device to authenticate the first device and/or the user,
the second device may receive 2602 the security code as
communicated by the user. If the security code as entered is
encoded, the first device may decode the security code. The
first device may retrieve 2604 one or more hash parameters.
The hash parameters may include the hash indicator, such as
the security parameter, the modifier, the data, the additional
data. The data or the additional data may include the
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collision count. For example, the first device may retrieve
one or more of the hash parameters from memory, may parse
the hash parameter value from the security code (e.g., the
value is concatenated with the portion of the first hash value
to form the security code), and the like. It is to be appreciated
that different hash parameters may be retrieved in different
manners.

[0186] If the data or additional data includes a collision
count, the collision count may be compared 2608 to a
predetermined threshold. If the collision count exceeds the
predetermined threshold, the authentication of the security
code may fail, and appropriate action may be taken 2606.
For example, appropriate action may include sending an
error message to the user, stop attempting to authenticate the
security code, denying access to the first device, and the like.

[0187] If there is no collision count, or if the collision
count does not exceed the threshold, the one or more
retrieved parameters may be combined 2610 and hashed
2612 by the first hash function. A predetermined portion of
the result of the first hash function may be compared 2614
to a portion of the input security code. If the values differ, the
authentication may fail and appropriate action may be taken
2606.

[0188] If the values match, the hash parameters, such as a
modifier value and a data value, and additional data values,
may be combined 2616 in a predetermined manner to form
the input to the second hash function. The combination may
be hashed 2618 by the second hash function. The hash
indicator for the calculated second hash value may be
determined 2620, for example, by decoding it from the
security code or by using a fixed value or a value specified
by the protocol context. It may be determined whether the
second hash value belongs to a set of acceptable hash values
that is defined by the hash indicator. For example, the
number of zero bits in the left-most portion of the second
hash value may be counted. The hash indicator for the
calculated second hash value may be compared 2622 to the
retrieved hash indicator for the received security code. If the
value of the second hash value does not belong to the set of
acceptable hash values (e.g., if the number if zero bits is
smaller than what is required by the hash indicator), the
authentication may fail and appropriate action may be taken
2606. If the second hash value belongs to the set of accept-
able hash values (e.g., if the number of zero bits is greater
than or equal to what is required by the hash indicator), the
security code may be considered verified and appropriate
action may be taken 2634. For example, the second device
may process the data 2305 or a success message may be
communicated, access may be allowed, and the like.

[0189] Using a hash extension in generating a security
code, the strength of the security code may be increased
and/or the amount of entropy transferred by the human user
can be kept reasonably small. As computing power increases
over time, the time parameter and/or security value may be
increased to accommodate the need for stronger security
codes. For example, the number of zero bits (e.g., the length
of the hash extension) can be increased. For example, hash
extensions of 32 bits may be trivial to compute with current
computing devices. However, using the hash extension
technique, the human input security code may have 30 bits
of entropy, with an increased strength against brute-force
attacks of 30 bits+32 bits of hash extension=62 bits, which
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may be too difficult for a typical attacker to break during a
real-time man-in-the-middle attack.

[0190] Those skilled in the art will realize that storage
devices utilized to store program instructions can be distrib-
uted across a network. For example, a remote computer may
store an example of the process described as software. A
local or terminal computer may access the remote computer
and download a part or all of the software to run the
program. Alternatively, the local computer may download
pieces of the software as needed, or distributively process by
executing some software instructions at the local terminal
and some at the remote computer (or computer network).
Those skilled in the art will also realize that by utilizing
conventional techniques known to those skilled in the art
that all, or a portion of the software instructions may be
carried out by a dedicated circuit, such as a DSP, program-
mable logic array, or the like.

[0191] Having described and illustrated the principles of
our invention with reference to the illustrated embodiments,
it will be recognized that certain modifications, permuta-
tions, additions, and sub-combinations thereof of the illus-
trated embodiments can be made without departing from
such principles. It is therefore intended that the following
appended claims and claims hereafter introduced are inter-
preted to include all such modifications, permutations, addi-
tions, sub-combinations, and their equivalents as are within
their true sprit and scope.

[0192] In view of the many possible embodiments to
which the principles of this invention may be applied, it
should be recognized that the embodiments described herein
with respect to the drawing figures are meant to be illustra-
tive only and should not be taken as limiting the scope of
invention. For example, for performance reasons the cryp-
tographic operations may be implemented in hardware, such
as on a network card, rather than in software. Therefore, the
invention as described herein contemplates all such embodi-
ments as may come within the scope of the following claims
and equivalents thereof.

What is claimed is:

1. One or more computer readable media having com-
puter executable instructions, that when implemented, per-
form a method for generating a security code for commu-
nication by a human user to a device, the method
comprising:

a) generating a hash value based on a combination of a
modifier and a first data value;
b) modifying the modifier;

¢) repeating the operations of generating a hash value and
modifying the modifier until a termination condition;

d) selecting a second hash value from the plurality of hash
values;

¢) generating a first hash value based on a combination of
the modifier associated with the selected second hash
value and a second data value; and

f) generating a security code for communication by the
human user of the first device, the security code con-
taining at least a portion of the first hash value.
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2. The one or more computer readable media of claim 1,
wherein the termination condition includes determining
whether the hash value belongs to a set of acceptable hash
values.

3. The one or more computer readable media of claim 2,
wherein generating the security code includes combining a
hash indicator with the portion of the first hash value, the
hash indicator being associated with the set of acceptable
hash values.

4. The one or more computer readable media of claim 3,
wherein the hash indicator includes a count of bits that have
a predetermined value in a selected portion of the second
hash value.

5. The one or more computer readable media of claim 1,
wherein the first data value is the same as the second data
value.

6. The one or more computer readable media of claim 1,
wherein the second data value includes the first data value
and one or more additional data values.

7. The one or more computer readable media of claim 6,
further comprising detecting a collision between the security
code and a security code, and incrementing a collision count
parameter in one of the additional data values.

8. The one or more computer readable media of claim 1,
wherein the termination condition includes a time parameter
indicating a time to generate the second hash value.

9. The one or more computer readable media of claim 1,
wherein the termination condition includes comparing with
a specified threshold a probability of generating another
hash value that would be selected within a specified period
of time instead of a currently generated hash value.

10. A method comprising:

a) computing a plurality of hash values using a second
hash function until a termination condition, an input for
each hash value in the plurality of hash values includ-
ing a data value and a modifier;

b) selecting a second hash value from the plurality of hash
values;

¢) computing a first hash value using a first hash function,
the input to the first hash function including a concat-
enation of the data value and the modifier of the
selected second hash value, the first hash value being
different from the second hash value; and

d) setting at least a portion of a security code to a portion
of the first hash value, the security code being usable by
a human user to authenticate the data value to a device.
11. The method of claim 10, further comprising:

e) a human user retrieving the security code associated
with a first device;

f) the human user communicating the security code to a
second device;

) the first device and the second device communicating
over a communications network to agree on a data
value;

h) the second device using the security code to authenti-
cate the data value.

12. The method of claim 11, further comprising:

i) the second device using the data value to authenticate
the first device.
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13. The method of claim 11, wherein the data value
includes a public key of the first device.

14. The method of claim 11, wherein communicating the
security code to the second device includes using an alpha-
numeric keypad to enter the security code, and communi-
cating the security code to the second device.

15. The method of claim 11, wherein retrieving the
security code includes receiving a certificate containing the
security code or examining a label associated with the first
device.

16. The method of claim 10, wherein the termination
condition includes determining whether a hash value
belongs to a set of acceptable second hash values.

17. The method of claim 10, further comprising:

¢) generating a hash indicator indicating a set of accept-
able second hash values;

f) encoding the hash indicator into at least a portion of the

security code.

18. The method of claim 10, wherein selecting the second
hash value includes selecting a hash value in the plurality of
hash values having the greatest number of bits with a
predetermined value in a predetermined portion of the hash
value.
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19. A method of authenticating a data value, the method
comprising:

a) obtaining the data value;
b) receiving a security code as human input;
¢) computing a first hash value of the data value;

d) comparing at least a portion of the first hash value with
at least a portion of the security code;

¢) computing a second hash value of the data value; and

f) checking that the second hash value belongs to a set of
acceptable hash values.

20. The method of claim 26, further comprising:

) decoding a hash indicator from a portion of the security
code;

h) determining the set of acceptable hash values from the
hash indicator.





