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invention makes it possible to change the hash algorithms in 
the authentication server apparatus side in the first place, and 
to gradually change the hash algorithms in the authentication 
client apparatus side server authentication client apparatus by 
authentication client apparatus without changing the corre­
sponding hash algorithms of all authentication client appara­
tuses at a stroke. 
[0183] Further, the above-mentioned present invention 
does not necessitate newly preparing the user information 
including the hash value at a stroke at a timing at which the 
hash algorithm is changed, and enables the user information 
to be individually updated at a timing at which the authenti­
cation of each user is executed. 
[0184] The present invention can be preferredly utilized for 
the authenticating system etc. having a high possibility of 
comparatively frequently changing the hash algorithm, which 
is employed in the authenticating process, for a purpose of 
ensuring a security of communication between the client 
apparatus and the server apparatus. 
[0185] While the invention has been particularly shown and 
described with reference to exemplary embodiments thereof, 
the invention is not limited to these embodiments. It will be 
understood by those of ordinary skill in the art that various 
changes in form and details may be made therein without 
departing from the spirit and scope of the present invention as 
defined by the claims. 

What is claimed is: 
1. An authenticating system for, with a client apparatus and 

a server apparatus connected via a communication line, 
executing an authentication of a user of said client apparatus 
by employing a hash algorithm, wherein: 

said client apparatus comprises: 
an authenticating information inputter for inputting 

authentication information including identification 
information and a password of the user: 

a client-side hash value creator for creating a first hash 
value from said authentication information by employ­
ing a first hash algorithm that corresponds to a first hash 
algorithm identifier transmitted from said server appa­
ratus, and creating a second hash value from said first 
hash value and a random number transmitted from said 
server apparatus by employing said first hash algorithm; 
and 

an authentication request manager for transmitting authen­
tication request information for causing said server 
apparatus to start an authenticating process to said server 
apparatus, receiving said random number and said first 
hash algorithm identifier from said server apparatus, 
transmitting said identification information of the user 
input from said authentication information inputter and 
said second hash value to said server apparatus, and 
receiving an authentication result from said server appa­
ratus; and 

said server apparatus comprises: 
a user information storage in which user information has 

been stored that includes a second hash algorithm iden­
tifier that respectively corresponds for each said identi­
fication information of the user, and a third hash value 
pre-created from the authentication information includ­
ing said identification information and said password of 
the user by employing a second hash algorithm that 
corresponds to this hash algorithm identifier; 

a random number creator for creating a random number; 
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a server-side hash value creator for creating a hash value; 
and 

an authentication information manager for, upon receipt of 
said authentication request information from said client 
apparatus, causing said random number creator to create 
a random number, and transmitting said random number 
and said first hash algorithm identifier to said client 
apparatus, and for, upon receipt of said identification 
information of the user and said second hash value from 
said client apparatus, acquiring user information, which 
corresponds to this received identification information 
of the user, from said user information storage, deter­
mining whether or not said second hash algorithm iden­
tifier, which is included in said acquired user informa­
tion, coincides with said first hash algorithm identifier, 
causing said server-side hash value creator to create a 
fourth hash value from a third hash value, which is 
included in said acquired user information, and said 
random number by employing said first hash algorithm 
in a case where it coincides, determining whether or not 
said second hash value coincides with said fourth hash 
value, transmitting the authentication result indicating 
that the authentication is successful to said client appa­
ratus in a case where it coincides, and transmitting the 
authentication result indicating that the authentication is 
unsuccessful to said client apparatus in a case where it 
does not coincide. 

2. The authenticating system according to claim 1, 
wherein: 

said authentication information manager in said server 
apparatus transmits said second hash algorithm identi­
fier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincides 
with said first hash algorithm identifier; 

said authentication request manager in said client appara­
tus, upon receipt of said second hash algorithm identi­
fier, causes said authentication information inputter to 
re-input said identification information, a password, and 
a new password of the user, causes said client-side hash 
value creator to create a new third hash value from said 
identification information and said password of the user, 
which were re-input, by employing said second hash 
algorithm, to create a new fourth hash value from said 
new third hash value and said random number by 
employing said first hash algorithm, and further to create 
a fifth hash value from said identification information 
and said new password of the user, which were re-input, 
by employing said first hash algorithm, and transmits 
said identification information of the user, said new 
fourth hash value, and said fifth hash value to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user, said new fourth hash value, and said fifth 
hash value, causes said server-side hash value creator to 
create a fourth hash value from the third hash value, 
which is included in said acquired user information, and 
said random number by employing said first hash algo­
rithm, determines whether or not said fourth hash value 
coincides with said new fourth hash value, updates said 
second hash algorithm identifier and said third hash 
value that correspond to said identification information 
of the user in said user information storage into said first 
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hash algorithm identifier and said fifth hash value, 
respectively, to transmit the authentication result indi­
cating that the authentication is successful to said client 
apparatus in a case where it coincides, and transmits the 
authentication result indicating that the authentication is 
unsuccessful to said client apparatus in a case where it 
does not coincide. 

3. The authenticating system according to claim 1, 
wherein: 

said client apparatus comprises a hash algorithm identifier 
storage in which a list of hash algorithm identifiers has 
been stored that are usable in the above client apparatus; 

said server apparatus comprises a hash algorithm intensity 
storage in which an intensity of the hash algorithm has 
been stored that corresponds for each identifier of the 
hash algorithm: 

said authentication request manager in said client appara­
tus, at the time of transmitting said authentication 
request information to said server apparatus, transmits 
said list of the hash algorithm identifiers to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said authentication request 
information and said list of the hash algorithm identifiers 
from said client apparatus, selects an identifier of the 
hash algorithm having a highest intensity from among 
said list of the hash algorithm identifiers based upon the 
intensity of each hash algorithm stored in said hash 
algorithm intensity storage, and transmits this selected 
identifier as said first hash algorithm identifier together 
with said random number to said client apparatus. 

4. An authenticating method of, with a client apparatus and 
a server apparatus connected via a communication line, 
executing an authentication of a user of said client apparatus 
by employing a hash algorithm, wherein: 

an authentication request manager in said client apparatus 
transmits authentication request information for causing 
said server apparatus to start an authenticating process to 
said server apparatus; 

an authentication information manager in said server appa­
ratus, upon receipt of said authentication request infor­
mation from said client apparatus, causes a random 
number creator in said server apparatus to create a ran­
dom number, and transmits said random number and a 
predetermined first hash algorithm identifier to said cli­
ent apparatus; 

said authentication request manager in said client appara­
tus receives said random number and said first hash 
algorithm identifier from said server apparatus; 

an authentication information inputter in said client appa­
ratus inputs authentication information including iden­
tification information and a password of the user; 

a client-side hash value creator in said client apparatus 
creates a first hash value from said authentication infor­
mation by employing a first hash algorithm that corre­
sponds to said first hash algorithm identifier, and creates 
a second hash value from said first hash value and said 
random number by employing said first hash algorithm; 

said authentication request manager in said client appara­
tus transmits said identification information of the user 
and said second hash value to said server apparatus; 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user and said second hash value from said 
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client apparatus, acquires user information that corre­
sponds to this received identification information of the 
user from a user information storage in which user infor­
mation has been pre-stored that includes a second hash 
algorithm identifier that respectively corresponds for 
each said identification information of the user, and a 
third hash value pre-created from the authentication 
information including said identification information 
and said password of the user by employing a second 
hash algorithm that corresponds to this hash algorithm 
identifier, determines whether or not said second hash 
algorithm identifier, which is included in said acquired 
user information, coincides with said first hash algo­
rithm identifier, causes a server-side hash value creator 
in said server apparatus to create a fourth hash value 
from a third hash value, which is included in said 
acquired user information, and said random number by 
employing said first hash algorithm in a case where it 
coincides, determines whether or not said second hash 
value coincides with said fourth hash value, transmits 
the authentication result indicating that the authentica­
tion is successful to said client apparatus in a case where 
it coincides, and transmits the authentication result indi­
cating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide; and 

said authentication request manager in said client appara­
tus receives the authentication result from said server 
apparatus. 

5. The authenticating method according to claim 4, 
wherein: 

said authentication information manager in said server 
apparatus transmits said second hash algorithm identi­
fier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincide 
with said first hash algorithm identifier; 

said authentication request manager in said client appara­
tus, upon receipt of said second hash algorithm identi­
fier, causes said authentication information inputter in 
said client apparatus to re-input said identification infor­
mation, a password, and a new password of the user, 
causes said client-side hash value creator in said client 
apparatus to create a new third hash value from said 
identification information and said password of the user, 
which were re-input, by employing said second hash 
algorithm, to create a new fourth hash value from said 
new third hash value and said random number by 
employing said first hash algorithm, and further to create 
a fifth hash value from said identification information 
and said new password of the user, which were re-input, 
by employing said first hash algorithm, and transmits 
said identification information of the user, said new 
fourth hash value, and said fifth hash value to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said identification informa­
tion of the user, said new fourth hash value, and said fifth 
hash value, causes said server-side hash value creator in 
said server apparatus to create a fourth hash value from 
the third hash value, which is included in said acquired 
user information, and said random number by employ­
ing said first hash algorithm, determines whether or not 
said fourth hash value coincides with said new fourth 
hash value, updates said second hash algorithm identi-
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fier and said third hash value that correspond to said 
identification information of the user in said user infor­
mation storage into said first hash algorithm identifier 
and said fifth hash value, respectively, to transmit the 
authentication result indicating that the authentication is 
successful to said client apparatus in a case where it 
coincides, and transmits the authentication result indi­
cating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide. 

6. The authenticating method according to claim 4, 
wherein: 

said client apparatus comprises a hash algorithm identifier 
storage in which a list of hash algorithm identifiers has 
been stored that are usable in the above client apparatus; 

said server apparatus comprises a hash algorithm intensity 
storage in which an intensity of the hash algorithm has 
been stored that corresponds for each identifier of the 
hash algorithm: 

said authentication request manager in said client appara­
tus, at the time of transmitting said authentication 
request information to said server apparatus, transmits 
said list of the hash algorithm identifiers to said server 
apparatus; and 

said authentication information manager in said server 
apparatus, upon receipt of said authentication request 
information and said list of the hash algorithm identifiers 
from said client apparatus, selects an identifier of the 
hash algorithm having a highest intensity from among 
said list of the hash algorithm identifiers based upon the 
intensity of each hash algorithm stored in said hash 
algorithm intensity storage, and transmits this selected 
identifier as said first hash algorithm identifier together 
with said random number to said client apparatus. 

7. An authenticating program for causing a client apparatus 
and a server apparatus connected via a communication line to 
execute an authentication of a user of said client apparatus by 
employing a hash algorithm, said authenticating program 
causing: 

said client apparatus to function as: 
an authentication information inputter for inputting 

authentication information including identification 
information and a password of the user: 

a client-side hash value creator for creating a first hash 
value from said authentication information by employ­
ing a first hash algorithm that corresponds to a first hash 
algorithm identifier transmitted from said server appa­
ratus, and creating a second hash value from said first 
hash value and a random number transmitted from said 
server apparatus by employing said first hash algorithm; 
and 

an authentication request manager for transmitting authen­
tication request information for causing said server 
apparatus to start an authenticating process to said server 
apparatus, receiving said random number and said first 
hash algorithm identifier from said server apparatus, 
transmitting said identification information of the user 
input from said authentication information inputter and 
said second hash algorithm to said server apparatus, and 
receiving an authentication result from said server appa­
ratus; and 

said server apparatus to function as: 
a random number creator for creating a random number; 
a server-side hash value creator for creating a hash value; 

and 
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an authentication information manager for, upon receipt of 
said authentication request information from said client 
apparatus, causing said random number creator to create 
a random number, and transmitting said random number 
and a predetermined first hash algorithm identifier to 
said client apparatus, and for, upon receipt of said iden­
tification information of the user and said second hash 
value from said client apparatus, acquiring said user 
information, which corresponds to this received identi­
fication information of the user, from a user information 
storage in which user information has been stored that 
includes a second hash algorithm identifier that respec­
tively corresponds for each said identification informa­
tion of the user, and a third hash value pre-created from 
the authentication information including said identifica­
tion information and said password of the user by 
employing the second hash algorithm that corresponds 
to this hash algorithm identifier, determining whether or 
not said second hash algorithm identifier, which is 
included in said acquired user information, coincides 
with said first hash algorithm identifier, causing said 
server-side hash value creator to create a fourth hash 
value from a third hash value, which is included in said 
acquired user information, and said random number by 
employing said first hash algorithm in a case where it 
coincides, determining whether or not said second hash 
value coincides with said fourth hash value, transmitting 
the authentication result indicating that the authentica­
tion is successful to said client apparatus in a case where 
it coincides, and transmitting the authentication result 
indicating that the authentication is unsuccessful to said 
client apparatus in a case where it does not coincide. 

8. The authenticating program according to claim 7, said 
authenticating program causing: 

said authentication information manager in said server 
apparatus to transmit said second hash algorithm iden­
tifier to said client apparatus as hash algorithm change 
request information in a case of having determined that 
said second hash algorithm identifier does not coincides 
with said first hash algorithm identifier; 

said authentication information inputter in said client appa­
ratus to re-input said identification information, a pass­
word, and a new password of the user when said second 
hash algorithm identifier is received by said authentica­
tion request manager in said client apparatus; 

said client-side hash value creator in said client apparatus 
to create a new third hash value from said identification 
information and said password of the user, which were 
re-input, by employing said second hash algorithm, to 
create a new fourth hash value from said new third hash 
value and said random number by employing said first 
hash algorithm, and further to create a fifth hash value 
from said identification information and said new pass­
word of the user, which were re-input, by employing 
said first hash algorithm; 

said authentication request manager in said client appara­
tus to transmit said identification information of the user, 
said new fourth hash value, and said fifth hash value to 
said server apparatus; 

said server-side hash value creator in said server apparatus 
to create a fourth hash value from the third hash value, 
which is included in said acquired user information, and 
said random number by employing said first hash algo­
rithm when said identification information of the user, 
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said new fourth hash value, and said fifth hash value are 
received by said authentication information manager in 
said server apparatus; and 

said authentication information manager in said server 
apparatus to determine whether or not said fourth hash 
value coincides with said new fourth hash value, to 
respectively update said second hash algorithm identi­
fier and said third hash value that correspond to said 
identification information of the user in said user infor­
mation storage into said first hash algorithm identifier 
and said fifth hash value and to transmit the authentica­
tion result indicating that the authentication is successful 
to said client apparatus in a case where it coincides, and 
to transmit the authentication result indicating that the 
authentication is unsuccessful to said client apparatus in 
a case where it does not coincide. 

9. The authenticating program according to claim 7, said 
authenticating program causing: 

said client apparatus to function as a hash algorithm iden­
tifier storage in which a list of hash algorithm identifiers 
has been stored that are usable in the above client appa­
ratus; 
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said server apparatus to function as a hash algorithm inten­
sity storage in which an intensity of the hash algorithm 
has been stored that corresponds for each identifier of 
the hash algorithm; 

said authentication request manager in said client appara­
tus to transmit said list of the hash algorithm identifiers 
to said server apparatus at the time of transmitting said 
authentication request information to said server appa­
ratus; and 

said authentication information manager in said server 
apparatus to select an identifier of the hash algorithm 
having a highest intensity from among said list of the 
hash algorithm identifiers based upon the intensity of 
each hash algorithm stored in said hash algorithm inten­
sity storage when said authentication request informa­
tion and said list of the hash algorithm identifiers are 
received from said client apparatus, and to transmit this 
selected identifier as said first hash algorithm identifier 
together with said random number to said client 
apparatus. 

* * * * * 




