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Hash Algorithm, a SHA-1 algorithm, a SHA-2 algorithm, a 
SHA-3 algorithm, a NAVAL algorithm, a MD5 algorithm, 
and a RIPEMD algorithm (task 1108). 
[0146] Process 1100 may then continue by transmitting the 
hash value 152 (received hash value 152) to the authentication 
processor 300 (task 1110). 
[0147] Process 1100 may then continue by transmitting the 
received data block 138 to the authentication processor 300 
after the received hash value 152 has been transmitted (task 
1112). 
[0148] Process 1100 may then continue by receiving the 
received hash value 152 from the client device 108 (task 
1114). 
[0149] Process 1100 may then continue by storing a hash 
value receiving time (t1 ) of the received hash value 152 (task 
1116). 
[0150] Process 1100 may then continue by receiving the 
received data block 138 after receiving the received hash 
value 152, the received data block 138 comprising alleged 
transmission signal data (task 1118). 
[0151] Process 1100 may then continue by computing a 
computed hash value 332 of the received data block 138 (task 
1120). 
[0152] Process 1100 may then continue by calculating an 
estimated transmission signal receiving time by the client 
device 108 based on the alleged transmission signal data (task 
1122). 
[0153] Process 1100 may then continue by authenticating 
timely possession of the received data block 138 by the client 
device 108 based on a comparison of the computed hash value 
322 to the received hash value 152 and a comparison of the 
hash value receiving time t1 to the estimated transmission 
signal client receiving time t2est by the client device 108 ( task 
1124). 
[0154] Process 1100 may then continue by authenticating 
one of: a time and a location of the client device 108 based on 
the comparison of the computed hash value 332 to the 
received hash value 152; the comparison of the hash value 
receiving time t1 to the estimated transmission signal client 
receiving time t2 est and contents of the alleged transmission 
signal data (task 1126). 
[0155] Process 1100 may then continue by computing the 
time difference 322 between the hash value receiving time t 1 

and the estimated transmission signal client receiving time 
t2 es,, and invalidating timely possession of the received data 
block 138 by the client device 108 based on the time differ­
ence 322 (task 1128). 
[0156] Process 1100 may then continue by comparing the 
computed hash value to the received hash value to provide a 
hash value comparison result 320, (task 1130). 
[0157] Process 1100 may then continue by invalidating 
timely possession of the received data block 138 by the client 
device 108 based on the hash value comparison result 320 
(task 1132). 
[0158] Process 1100 may then continue by measuring at 
least one processor received satellite signal 148 (task 1134). 
The processor received satellite signals 148 may comprise 
processor received satellite signals, or other signals. 
[0159] Process 1100 may then continue by comparing the 
alleged transmission signal data to the at least one server 
received satellite signal to provide a signal comparison result 
324 (task 1136). 
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[0160] Process 1100 may then continue by authenticating 
one of: a time and a location of the client device based on the 
signal comparison result 324 (task 1138). 
[0161] Process 1100 may then continue by authenticating 
the location 122 of the client device 108 based on the time 
difference and the signal comparison result 324 (task 1140). 
[0162] FIG. 12 is an illustration of an exemplary flowchart 
showing a client time and location authentication process 
1200 according to an embodiment of the disclosure. The 
various tasks performed in connection with the process 1200 
may be performed by software, hardware, firmware, a com­
puter-readable medium having computer executable instruc­
tions for performing the process method, or any combination 
thereof. The process 1200 may be recorded in a computer­
readable medium such as a semiconductor memory, a mag­
netic disk, an optical disk, and the like, and can be accessed 
and executed, for example, by a computer CPU such as the 
client processing module 204, and the authentication proces­
sor module 300 in which the computer-readable medium is 
stored. 
[0163] It should be appreciated that process 1200 may 
include any number of additional or alternative tasks, the 
tasks shown in FIG. 12 need not be performed in the illus­
trated order, and process 1200 may be incorporated into a 
more comprehensive procedure or process having additional 
functionality not described in detail herein. In some embodi­
ments, portions of the process 1200 may be performed by 
different elements of the environment 100 and systems 300-
400 such as: the client 108, the authentication server 112, etc. 
Process 1200 may have functions, material, and structures 
that are similar to the embodiments shown in FIGS. 1-3. 
Therefore common features, functions, and elements may not 
be redundantly described here. 
[0164] Process 1200 may begin by measuring at least one 
client received satellite signal 146 (task 1202). 
[0165] Process 1200 may then continue by adding the at 
least one client received satellite signal 146 to the data block 
138 (task 1204). 
[0166] Process 1200 may then continue by computing a 
hash value 152 of the data block 138 at the client device 108 
(task 1206). 
[0167] Process 1200 may then continue by transmitting the 
hash value 152 to the a processor such as the authentication 
processor 300 (task 1208). 
[0168] Process 1200 may then continue by transmitting the 
data block 138 to the authentication processor 300 after the 
hash value 152 has been transmitted (task 1210). As men­
tioned above, if multiple channels of communication are 
available, both the hash value 152 and the data block 138 can 
be sent substantially simultaneously, but generally the hash 
value 152 would likely be received first as the hash value 152 
generally comprises less data than the data block 138. 
[0169] Process 1200 may then continue by transmitting the 
hash value 152 on one of: a periodic basis, and a demand from 
the authentication processor 300 (task 1212). 
[0170] Process 1200 may then continue transmitting the 
data block on one of: a periodic basis, and a demand from the 
server (task 1214). 
[0171] Process 1200 may then continue by receiving a chal­
lenge issued by the authentication processor 300 based on a 
reception latency of the hash value 152 received at the authen­
tication processor 300 (task 1216). 
[0172] Process 1200 may then continue by receiving the 
challenge based on a lowest latency hash value (task 1218). 
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[0173] Process 1200 may then continue by identifying a 
final sample of the at least one client received satellite signal 
146 (task 1220). 
[0174] Process 1200 may then continue by transmitting the 
at least one client received satellite signal 146 to the authen­
tication processor 300 based on a bandwidth of communica­
tion between the client device 108 and the authentication 
processor 300 when the final sample is identified (task 1222). 
[0175] Process 1200 may then continue by transmitting the 
data block 138 and the hash value 152 from the client device 
108 simultaneously to the authentication processor 300 (task 
1224). 
[0176] The process 800-1200 may further repeat process 
steps as needed in order to reasonably authenticate or reject 
the claimant. It should be noted that various aspects of this 
method may be sporadic, re-occurring ( e.g. continuous), on­
demand, and/or conform to a schedule. For example, the 
authentication processor may require that the client receiver 
provides a claimed message digest and at least a portion of the 
claimed collected digital samples for every session of time 
that the client requires authentication. Another example may 
be that the authentication processor may challenge the client 
receiver by requiring the client receiver to transmit hash val­
ues on a regular re-occurring basis and then may request the 
client receiver, in an on-demand fashion, to submit the at least 
a portion of the claimed collected digital samples associated 
with a specific time determined by the authentication proces­
sor such that the authentication processor can validate the 
time and location of the user as it deems necessary. 
[0177] The authentication processor 300 may impose addi­
tional functions that are not limited to only that which is 
identified here on the client device in terms of data transmis­
sion and data transmission content that may assist in mini­
mizing the ability of a spoofer to gain a false positive geoth­
entication validation. 
[0178] In some embodiments, a gateway may impose addi­
tional processes directly on the client device 108 or by means 
of the authentication processor 300 to assist with minimizing 
the ability of the spoofer to gain a false positive geothentica­
tion validation or rather a system user who does not have the 
appropriate authorization privileges for any protected 
resource that they may be attempting to gain access to. 
[0179] In this manner, embodiments of the disclosure pro­
vide an authentication system that greatly reduces an oppor­
tunity for a spoofer to take advantage of the time delay 
between collecting data and transmitting data. 
[0180] While at least one example embodiment has been 
presented in the foregoing detailed description, it should be 
appreciated that a vast number of variations exist. It should 
also be appreciated that the example embodiment or embodi­
ments described herein are not intended to limit the scope, 
applicability, or configuration of the subject matter in any 
way. Rather, the foregoing detailed description will provide 
those skilled in the art with a convenient road map for imple­
menting the described embodiment or embodiments. It 
should be understood that various changes can be made in the 
function and arrangement of elements without departing from 
the scope defined by the claims, which includes known 
equivalents and foreseeable equivalents at the time of filing 
this patent application. 
[0181] In this document, the term "module" as used herein, 
refers to software, firmware, hardware, and any combination 
of these elements for performing the associated functions 
described herein. Additionally, for purpose of discussion, the 
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various modules are described as discrete modules; however, 
as would be apparent one of skilled in the art, two or more 
modules may be combined to form a single module that 
performs the associated functions according the embodi­
ments of the present disclosure. 

[0182] In this document, the terms "computer program 
product", "computer-readable medium", and the like may be 
used generally to refer to media such as, for example, 
memory, storage devices, or storage unit. These and other 
forms of computer-readable media may be involved in storing 
one or more instructions for use by the client processing 
module 204, and the authentication processor module 300 
each cause the client processing module 204, and the authen­
tication processor module 300 to perform specified opera­
tions respectively. Such instructions, generally referred to as 
"computer program code" or "program code" (which may be 
grouped in the form of computer programs or other group­
ings), when executed, enable a method of using a system. 

[0183] The above description refers to elements or nodes or 
features being "connected" or "coupled" together. As used 
herein, unless expressly stated otherwise, "connected" means 
that one element/node/feature is directly joined to ( or directly 
communicates with) another element/node/feature, and not 
necessarily mechanically. Likewise, unless expressly stated 
otherwise, "coupled" means that one element/node/feature is 
directly or indirectly joined to ( or directly or indirectly com­
municates with) another element/node/feature, and not nec­
essarily mechanically. Thus, although FIGS. lA-1B, and 2-3 
depict example arrangements of elements, additional inter­
vening elements, devices, features, or components may be 
present in an embodiment of the disclosure. 

[0184] Terms and phrases used in this document, and varia­
tions thereof, unless otherwise expressly stated, should be 
construed as open ended as opposed to limiting. As examples 
of the foregoing: the term "including" should be read as mean 
"including, without limitation" or the like; the term 
"example" is used to provide exemplary instances of the item 
in discussion, not an exhaustive or limiting list thereof; and 
adjectives such as "conventional," "traditional," "normal," 
"standard," "known" and terms of similar meaning should not 
be construed as limiting the item described to a given time 
period or to an item available as of a given time, but instead 
should be read to encompass conventional, traditional, nor­
mal, or standard technologies that may be available or known 
now or at any time in the future. 

[0185] Likewise, a group of items linked with the conjunc­
tion "and" should not be read as requiring that each and every 
one of those items be present in the grouping, but rather 
should be read as "and/or" unless expressly stated otherwise. 
Similarly, a group of items linked with the conjunction "or" 
should not be read as requiring mutual exclusivity among that 
group, but rather should also be read as "and/or" unless 
expressly stated otherwise. 

[0186] Furthermore, although items, elements or compo­
nents of the disclosure may be described or claimed in the 
singular, the plural is contemplated to be within the scope 
thereof unless limitation to the singular is explicitly stated. 
The presence of broadening words and phrases such as "one 
or more," "at least," "but not limited to" or other like phrases 
in some instances shall not be read to mean that the narrower 
case is intended or required in instances where such broad­
ening phrases may be absent. The term "about" when refer-
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ring to a numerical value or range is intended to encompass 
values resulting from experimental error that can occur when 
taking measurements. 

[0187] As used herein, unless expressly stated otherwise, 
"operable" means able to be used, fit or ready for use or 
service, usable for a specific purpose, and capable of perform­
ing a recited or desired function described herein. In relation 
to systems and devices, the term "operable" means the system 
and/ or the device is fully functional and calibrated, comprises 
elements for, and meets applicable operability requirements 
to perform a recited function when activated. In relation to 
systems and circuits, the term "operable" means the system 
and/or the circuit is fully functional and calibrated, comprises 
logic for, and meets applicable operability requirements to 
perform a recited function when activated. 

1. A method for authenticating timely possession of a 
received data block by a client device, the method compris­
ing: 

receiving a received hash value from the client device; 

storing a hash value receiving time of the received hash 
value; 

receiving a received data block after receiving the received 
hash value, the received data block comprising alleged 
transmission signal data; 

computing a computed hash value of the received data 
block; 

calculating an estimated transmission signal client receiv­
ing time by the client device based on the alleged trans­
mission signal data; and 

authenticating timely possession of the received data block 
by the client device based on a comparison of the com­
puted hash value to the received hash value and a com­
parison of the hash value receiving time to the estimated 
transmission signal client receiving time. 

2. The method of claim 1, further comprising authenticat­
ing one of: a time and a location of the client device based on 
the comparison of the computed hash value to the received 
hash value, the comparison of the hash value receiving time to 
the estimated transmission signal client receiving time, and 
contents of the alleged transmission signal data. 

3. The method of claim 1, wherein the received hash value 
and computed hash value each comprises a cryptographic 
hash value, and a function used to compute the received hash 
value and the computed hash value comprises a cryptographic 
hash function. 

4. The method of claim 3, wherein the function comprises 
one of: a Secure Hash Algorithm, a SHA-1 algorithm, a 
SHA-2 algorithm, a SHA-3 algorithm, a NAVAL algorithm, a 
MD5 algorithm, and a RIPEMD algorithm. 

5. The method of claim 1, further comprising computing a 
time difference between the hash value receiving time and the 
estimated transmission signal client receiving time, and 
invalidating timely possession of the received data block by 
the client device based on the time difference. 

6. The method of claim 1, further comprising: 

comparing the computed hash value to the received hash 
value to provide a hash value comparison result; and 

invalidating timely possession of the received data block 
by the client device based on the hash value comparison 
result. 
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7. The method of claim 1, further comprising: 
measuring at least one processor received satellite signal; 
comparing the alleged transmission signal data to the at 

least one processor received satellite signal to provide a 
signal comparison result; and 

authenticating one of: a time and a location of the client 
device based on the signal comparison result. 

8. The method of claim 1, further comprising: 
computing the received hash value of the received data 

block at the client device; 
transmitting the received hash value to a processor; and 
transmitting the received data block to the processor after 

the received hash value has been transmitted. 
9. The method of claim 8, further comprising: 
measuring at least one client received satellite signal; and 
adding the at least one client received satellite signal to the 

data block. 
10. The method of claim 9, wherein the at least one client 

received satellite signal is transmitted from at least one of the 
group consisting of: an LEO satellite, an MEO satellite, a 
GEO satellite, a Global Navigation Satellite System (GNSS) 
satellite, a Global Positioning System (GPS™) satellite, a 
Globalnaya Navigatsionnaya Sputnikovaya Sistema (GLO­
NASS™) satellite, a BeiDou Navigation System (COM­
PASS™) satellite, a Galileo™ satellite, an Iridium™ satel­
lite, and an Iridium™ NEXT. 

11. An authentication system for authenticating timely 
possession of a received data block by a client device, the 
system comprising: 

a processor client-data module operable to: 
receive a received hash value from a client device; and 
receive a received data block from the client device after 

receiving the received hash value, the received data 
block comprising alleged transmission signal data; 

a memory module operable to store a hash value receiving 
time of the received hash value; and 

a hash function module operable to compute a computed 
hash value of the received data block; 

a transmission signal processing module operable to cal­
culate an estimated transmission signal client receiving 
time by the client device based on the alleged transmis­
sion signal data; and 

an authentication controller operable to authenticate timely 
possession of the received data block by the client device 
based on a comparison of the computed hash value to the 
received hash value and a comparison of the hash value 
receiving time to the estimated transmission signal cli­
ent receiving time. 

12. The system of claim 11, further comprising an authen­
tication module operable to: authenticate one of: a time and a 
location of the client device based on the comparison of the 
computed hash value to the received hash value, the compari­
son of the hash value receiving time to the estimated trans­
mission signal client receiving time, and contents of the 
alleged transmission signal data. 

13. The system of claim 11, wherein the received hash 
value and the computed hash value each comprises a crypto­
graphic hash value, and a function used to compute the 
received hash value and the computed hash value each com­
prises a cryptographic hash function. 

14. The system of claim 13, wherein the function com­
prises one of: a Secure Hash Algorithm, a SHA-1 algorithm, 
a SHA-2 algorithm, a SHA-3 algorithm, a NAVAL algorithm, 
a MD5 algorithm, and a RIPEMD algorithm. 
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15. The system of claim 11, wherein the authentication 
controller is further operable to: 

compare the computed hash value to the received hash 
value to provide a hash value comparison result; and 

invalidate timely possession of the received data block by 
the client device based on the hash value comparison 
result. 

16. The system of claim 11, further comprising an authen­
tication module operable to: 

measure at least one processor received satellite signal; 
compare the alleged transmission signal data to the at least 

one processor received satellite signal to provide a signal 
comparison result; and 

authenticate one of: a time and a location of the client 
device based on the signal comparison result. 

17. The system of claim 11, further comprising a client 
device operable to: 

compute the received hash value of the received data block 
at the client device; 

transmit the received hash value to a processor; and 
transmit the received data block to the processor after the 

received hash value has been transmitted. 
18. The system of claim 17, wherein the client device is 

further operable to: 
sample at least one client received transmission signal to 

provide client received signal samples; and 
add the client received signal samples to the received data 

block. 
19. The system of claim 18, wherein the at least one client 

received transmission signal is transmitted from at least one 
of the group consisting of: an LEO satellite, an MEO satellite, 
a GEO satellite, a Global Navigation Satellite System 
(GNSS) satellite, a Global Positioning System (GPS™) sat­
ellite, a Globalnaya Navigatsionnaya Sputnikovaya Sistema 
(GLONASS™) satellite, a BeiDou Navigation System 
(COMPASS™) satellite, a Galileo™ satellite, an Iridium™ 
satellite, and an Iridium™ NEXT. 

20. The system of claim 17, wherein the received data 
block is sent from the client device to the processor in 
response to a request of the processor based on one of: a 
challenge, and a part of a defined process. 

21. The system of claim 17, wherein the received data 
block is sent from the client device to the processor based on 
one of: a periodic basis, scheduled, and a demand from the 
processor. 

22. The system of claim 11, wherein the authentication 
controller is further operable to issue a challenge based on a 
reception latency of the received hash value. 
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23. The system of claim 22, wherein the authentication 
controller is further operable to issue the challenge based on 
at least one of the group consisting of: a lowest latency hash 
value, and a random challenge. 

24. A non-transitory computer readable storage medium 
comprising computer-executable instructions for authenticat­
ing timely possession of a received data block by a client 
device, the computer-executable instructions comprising: 

measuring at least one client received satellite signal; 
adding the at least one client received satellite signal to a 

data block; 
computing a hash value of the data block at a client device; 
transmitting the hash value to a processor; and 
transmitting the data block to the processor after the hash 

value has been transmitted. 
25. The non-transitory computer readable storage medium 

of claim 24, the computer-executable instructions further 
comprising transmitting the hash value on one of: a periodic 
basis, scheduled, and a demand from the processor. 

26. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising transmitting the data block on one of: a periodic 
basis, scheduled, and a demand from the processor. 

27. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising receiving a challenge issued by the processor 
based on a reception latency of the hash value received at the 
processor. 

28. The non-transitory computer readable storage medium 
of claim 27, the computer-executable instructions further 
comprising receiving the challenge based on a lowest latency 
hash value. 

29. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising: 

identifying a final sample of the at least one client received 
satellite signal; and 

transmitting the at least one client received satellite signal 
to the processor based on a bandwidth of communica­
tion between the client device and the processor when 
the final sample is identified. 

30. The non-transitory computer readable storage medium 
of claim 24, the computer-executable instructions further 
comprising transmitting the data block and the hash value 
from the client device simultaneously to the processor. 

* * * * * 




