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mobile device dynamics are different under different activi­
ties, even for the same person, as demonstrated by FIGS. 4A, 
4B, and 4C. 
[0035] Referring now to FIG. 5 and FIG. 6, an illustration 
of accelerometer feature data for activities "pick-up a 
phone", "running", and "sitting" is shown. FIG. 5 shows 
results for activity detection in which sensor data was 
collected for five activities, with two different users. The 
data for each activity is split into two parts with each part 
obtained from a different user. FIG. 5 shows the distribution 
of features for three different activities. FIG. 6 shows a 
dissimilarity matrix between the different activities. The 
distance between the same activities carried out by different 
users is less than the distance between different activities 
carried out by the same users. 
[0036] FIG. 7 illustrates a dissimilarity matrix for intra­
class instances. The left panel shows 23 instances of "pick 
up a phone call" performed by five actors and the right panel 
shows 50 instances of "walking while talking" performed by 
ten different actors. A Gaussian mixture model is fit to every 
single instance of mobile device use of one actor in the same 
activity context. The Hellinger distance between the mixture 
models is used to compute dissimilarity between the activity 
samples. 
[0037] FIG. 8 illustrates a spherical workspace for anthro­
pometry. The anthropometric submodules 161, 163 of bio­
metric signature extractor module 114 would extract at least 
two types of physical measurements of the device user. 
Measurements would include the measurements related to 
length of upper and lower arm of the user and measurements 
related to the gait and height of the person. Given the 
position and orientation of the hand and knowing the limb 
lengths, the type and number of joints (i.e., degrees of 
freedom), the required motion of the joints can be recovered 
using inverse kinematics. With respect to FIG. 8, the anthro­
pomorphic unknowns for arm lengths are the fixed param­
eters for a specified user. The variables characterizing the 
motion of the end-effector are the two shoulder angles, the 
radial distance from the shoulder ( d) and the absolute 
orientation of the palm (no wrist movement). The elbow 
posture can be further abstracted as an elevation angle using 
learned response functions. The user's gait characteristics 
are computed when the user is walking while carrying the 
device. Gait characteristics utilized include, but are not 
limited to, gait cycle frequency, stride symmetry, regularity, 
cadence, step length, and gait symmetry. Accurate estima­
tion of gait features is achieved by exploiting the periodic 
nature of human walking and computing the features over 
many walking steps. Basic prerequisites for gait analysis are 
the assessment of spatio-temporal gait parameters and the 
analysis of movements within subsequent stride cyles. The 
walking cycles are extracted based on either frequency 
domain ideas or detecting maxima in the raw signal. Gait 
cycle detection based on peak detection methods are 
employed. Once the cycle is known, then the stride length is 
computed from the accelerometer data. The stride length is 
directly related to the height of the person (i.e., 
Height=stride length*l.78, with a standard deviation of 
+-0.8). The gait cycles are registered and a time-normalized 
representation is extracted. Each signature is converted to 
functional data, which is then smoothed and registered to 
arrive at a single statistical functional model. 
[0038] Referring now to FIG. 9, an illustration of a PGM 
model for a user is shown. The dynamic graphical model 
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integrates the contextual, physical, and behavioral informa­
tion over time to generate the authentication score. The 
PGM parameter learning takes place during the user enroll­
ment phase (key generation 172). The user goes through 
natural interactions with the mobile device. The activity 
context and the extracted physical and behavioral signatures 
are extracted and stored for training the PGM. 

[0039] Referring now to FIG. 10 illustrates a use example 
of a continuous authentication process over time. The x-axis 
represents time and the y-axis represents the score. A 
threshold is shown for exemplary purposes where when the 
score is above the threshold, full access is given to the 
mobile device and when the score dips below this threshold, 
no access is given. In an alternative embodiment, when the 
score is within a certain range of the threshold, limited 
access is given. Turning back to the example of FIG. 10, 
where the plot of the score drops dramatically below the 
threshold, this represents an exemplary security event where 
a perpetrator may have picked up the user's phone. In this 
instance the perpetrator's gait would not match a verified 
signature in enrolled user model 170 and the device would 
deny the perpetrator access and the device would be 
"locked." 

[0040] Disclosed is a non-intrusive and continuous veri­
fication of a user's identity from mobile dynamics. For 
example, the inputs into the system are gait signals com­
posed from 3D linear acceleration and 3D gyroscope 
sampled at 100 Hz from a mobile device. The output from 
the system is an authentication score showing how likely the 
user of the device is actually authorized to use the device by 
comparing the obtained gait signals with previously enrolled 
gait signals. Unlike traditional gait-based authentication 
methods that directly compare signatures extracted from 
movement data, the system filters out non-gait signals 
through activity detection. Non-gait signal filtering 
improves the authentication performance through temporal 
score fusion. 

IMPLEMENTATION EXAMPLES 

[0041] Referring now to FIG. 11, a simplified block dia­
gram of an exemplary hardware environment 1100 for the 
computing system 100, in which the user authentication 
subsystem 110 may be implemented, is shown. The illus­
trative implementation 1100 includes a computing device 
1110, which may be in communication with one or more 
other computing systems or devices 1142 via one or more 
networks 1140. Illustratively, a portion 110A of the user 
authentication subsystem 110 is local to the computing 
device 1110, while another portion 110B is distributed 
across one or more of the other computing systems or 
devices 1142 that are connected to the network(s) 1140. For 
example, in some embodiments, portions of the authentica­
tion module 116 may be stored locally while other portions 
are distributed across a network (and likewise for other 
components of the user authentication subsystem 110). In 
some embodiments, however, the user authentication sub­
system 110 may be located entirely on the computing device 
1110. In some embodiments, portions of the user authenti­
cation subsystem 110 may be incorporated into other sys­
tems or interactive software applications. Such applications 
or systems may include, for example, operating systems, 
middleware or framework (e.g., application programming 
interface or API) software, and/or user-level applications 
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software ( e.g., a virtual personal assistant, another interac­
tive software application or a user interface for a computing 
device). 

[0042] The illustrative computing device 1110 includes at 
least one processor 1112 (e.g. a microprocessor, microcon­
troller, digital signal processor, etc.), memory 1114, and an 
input/output (I/0) subsystem 1116. The computing device 
1110 may be embodied as any type of computing device 
such as a personal computer (e.g.,. desktop, laptop, tablet, 
smart phone, body-mounted device, etc.), a server, an enter­
prise computer system, a network of computers, a combi­
nation of computers and other electronic devices, or other 
electronic devices. Although not specifically shown, it 
should be understood that the I/0 subsystem 1116 typically 
includes, among other things, an I/0 controller, a memory 
controller, and one or more I/0 ports. The processor 1112 
and the I/0 subsystem 1116 are communicatively coupled to 
the memory 1114. The memory 1114 may be embodied as 
any type of suitable computer memory device ( e.g., volatile 
memory such as various forms of random access memory). 

[0043] The I/0 subsystem 1116 is communicatively 
coupled to a number of components including one or more 
user input devices 1118 (e.g., a touchscreen, keyboard, 
virtual keypad, microphone, etc.), one or more storage 
media 1120, one or more output devices 1122 ( e.g., speakers, 
LEDs, etc.), the one or more sensing devices 126 described 
above, one or more camera or other sensor applications 1128 
(e.g., software-based sensor controls), and one or more 
network interfaces 1130. The storage media 1120 may 
include one or more hard drives or other suitable data 
storage devices ( e.g., flash memory, memory cards, memory 
sticks, and/or others). In some embodiments, portions of 
systems software (e.g., an operating system, etc.), frame­
work/middleware (e.g., APis, object libraries, etc.), and/or 
the user authentication subsystem 110A reside at least tem­
porarily in the storage media 1120. Portions of systems 
software, framework/middleware, and/or the user authenti­
cation subsystem 110A may be copied to the memory 1114 
during operation of the computing device 1110, for faster 
processing or other reasons. 

[0044] The one or more network interfaces 1130 may 
communicatively couple the computing device 1110 to a 
local area network, wide area network, personal cloud, 
enterprise cloud, public cloud, and/or the Internet, for 
example. Accordingly, the network interfaces 1130 may 
include one or more wired or wireless network interface 
cards or adapters, for example, as may be needed pursuant 
to the specifications and/or design of the particular comput­
ing system 100. The other computing system(s) 1142 may be 
embodied as any suitable type of computing system or 
device such as any of the aforementioned types of devices or 
other electronic devices or systems. For example, in some 
embodiments, the other computing systems 1142 may 
include one or more server computers used to store portions 
of the enrolled user model 170. The computing system 100 
may include other components, sub-components, and 
devices not illustrated in FIG. 11 for clarity of the descrip­
tion. In general, the components of the computing system 
100 are communicatively coupled as shown in FIG. 11 by 
electronic signal paths, which may be embodied as any type 
of wired or wireless signal paths capable of facilitating 
communication between the respective devices and compo­
nents. 

5 
Apr. 20, 2017 

[0045] A method for securing a mobile electronic device 
of a user is disclosed. With a computing system comprising 
at least the mobile electronic device by one or more sensors 
in communication with the mobile electronic device, col­
lecting sensor data from which a plurality of different 
biometric signatures of the user of the mobile electronic 
device can be derived. Based on at least some of the sensor 
data, an activity context of the mobile electronic device is 
determined. A biometric signature based on the activity 
context is selected from a plurality of different biometric 
signatures. A routine is then executed to verify the identity 
of the user. Based on the identity verification, one or more 
features of the mobile electronic device is made available to 
the user. A different biometric signature is selected in 
response to a change in the activity context of the mobile 
electronic device, and the routine to verify the identity is 
re-executed. 
[0046] A confidence score indicative of a likelihood that 
the selected biometric signature is associated with the user 
based on the verification step. Over time, access privileges 
to the device may be changed in accordance with the 
confidence score. When a change in activity context is 
detected, the confidence score is re-computed. The confi­
dence score is updated based on a detection of a different 
user carrying or handling the device. The plurality of dif­
ferent biometric signatures of the user comprises data 
indicative of at least two of: gait signature, arm length, 
height, breathing rate, pulse rate, or blood pressure of a user 
carrying the mobile electronic device. The activity context 
comprises data indicative of at least one of: walking, run­
ning, sitting down, sitting still, standing up, standing still, 
lying down, ascending stairs, or descending stairs by a user 
carrying the mobile electronic device. If the identity verifi­
cation is unsuccessful the user is prompted for another form 
of user-identifying information, like a PIN code. Based on 
successful verification of the user based on the alternative 
form of user-identifying information, a new biometric sig­
nature is a created and stored for the user. 

General Considerations 

[0047] In the foregoing description, numerous specific 
details, examples, and scenarios are set forth in order to 
provide a more thorough understanding of the present dis­
closure. It will be appreciated, however, that embodiments 
of the disclosure may be practiced without such specific 
details. Further, such examples and scenarios are provided 
for illustration, and are not intended to limit the disclosure 
in any way. Those of ordinary skill in the art, with the 
included descriptions, should be able to implement appro­
priate functionality without undue experimentation. 
[0048] References in the specification to "an embodi­
ment," etc., indicate that the embodiment described may 
include a particular feature, structure, or characteristic, but 
every embodiment may not necessarily include the particu­
lar feature, structure, or characteristic. Such phrases are not 
necessarily referring to the same embodiment. Further, when 
a particular feature, structure, or characteristic is described 
in connection with an embodiment, it is believed to be 
within the knowledge of one skilled in the art to affect such 
feature, structure, or characteristic in connection with other 
embodiments whether or not explicitly indicated. 
[0049] Embodiments in accordance with the disclosure 
may be implemented in hardware, firmware, software, or 
any combination thereof. Embodiments may also be imple-
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mented as instructions stored using one or more machine­
readable media, which may be read and executed by one or 
more processors. A machine-readable medium may include 
any mechanism for storing or transmitting information in a 
form readable by a machine (e.g., a computing device or a 
"virtual machine" running on one or more computing 
devices). For example, a machine-readable medium may 
include any suitable form of volatile or non-volatile 
memory. 
[0050] Modules, data structures, and the like defined 
herein are defined as such for ease of discussion, and are not 
intended to imply that any specific implementation details 
are required. For example, any of the described modules 
and/or data structures may be combined or divided into 
sub-modules, sub-processes or other units of computer code 
or data as may be required by a particular design or 
implementation of the user authentication subsystem 110. 

[0051] In the drawings, specific arrangements or orderings 
of schematic elements may be shown for ease of description. 
However, the specific ordering or arrangement of such 
elements is not meant to imply that a particular order or 
sequence of processing, or separation of processes, is 
required in all embodiments. In general, schematic elements 
used to represent instruction blocks or modules may be 
implemented using any suitable form of machine-readable 
instruction, and each such instruction may be implemented 
using any suitable programming language, library, applica­
tion-programming interface (API), and/or other software 
development tools or frameworks. Similarly, schematic ele­
ments used to represent data or information may be imple­
mented using any suitable electronic arrangement or data 
structure. Further, some connections, relationships or asso­
ciations between elements may be simplified or not shown 
in the drawings so as not to obscure the disclosure. 
[0052] This disclosure is to be considered as exemplary 
and not restrictive in character, and all changes and modi­
fications that come within the spirit of the disclosure are 
desired to be protected. For example, while certain aspects 
of the present disclosure may be described in the context of 
a human-human interaction, it should be understood that the 
various aspects are applicable to human-device interactions 
and/or other types of human interactions. 

1. A method for securing a mobile electronic device, the 
method comprising: 

by one or more sensors in communication with the mobile 
electronic device, collecting sensor data from which a 
plurality of different biometric signatures of a user of 
the mobile electronic device can be derived; 

based on at least some of the sensor data, determining an 
activity context of the mobile electronic device, the 
activity context relating to a current activity of the user 
in relation to the mobile electronic device; 

selecting a biometric signature of the plurality of different 
biometric signatures based on the activity context of the 
mobile electronic device; 

according to the selected biometric signature, executing a 
routine to verify the identity of the user; and 

configuring access to one or more features of the mobile 
electronic device in response to execution of the routine 
to verify the identity of the user. 

2. The method of claim 1, comprising selecting a different 
biometric signature in response to a change in the activity 
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context of the mobile electronic device, and executing the 
routine to verify the identity of the user with the different 
biometric signature. 

3. The method of claim 1, comprising computing a 
confidence score indicative of a likelihood that the selected 
biometric signature is associated with the user, and selec­
tively configuring the mobile electronic device based on the 
confidence score. 

4. The method of claim 3, comprising, over time, chang­
ing one or more access privileges of the mobile electronic 
device in response to changes in the confidence score. 

5. The method of claim 3, comprising detecting a change 
in the activity context and re-computing the confidence 
score in response to the change in the activity context. 

6. The method of claim 3, comprising detecting a different 
user carrying the mobile electronic device based on a change 
in the confidence score. 

7. The method of claim 1, wherein the plurality of 
different biometric signatures of the user comprises data 
indicative of at least two of: gait signature, arm length, 
height, breathing rate, pulse rate, or blood pressure of a user 
carrying the mobile electronic device; and 

wherein the activity context comprises data indicative of 
at least one of: walking, running, sitting down, sitting 
still, standing up, standing still, lying down, ascending 
stairs, or descending stairs by a user carrying the 
mobile electronic device. 

8. The method of claim 1, wherein the activity context 
triggers an alert and creates an event in a log. 

9. The method of claim 1, comprising, in response to an 
unsuccessful identity verification of the user, prompting the 
user for another form of user-identifying information; and in 
response to a successful identity verification of the user of 
the mobile electronic device based on the other form of 
user-identifying information, creating a biometric signature 
for the user. 

10. A user authentication subsystem for a mobile elec­
tronic device, the user authentication system comprising a 
plurality of instructions embodied in one or more non­
transitory machine accessible storage media and configured 
to cause a computing system of the mobile electronic device 
to, at regular time intervals: 

by one or more sensors in communication with the mobile 
electronic device, collect sensor data from which a 
plurality of different biometric signatures of a user of 
the mobile electronic device can be extracted; 

based on at least some of the sensor data, determine an 
activity context of the mobile electronic device, the 
activity context relating to a current activity of the user 
in relation to the mobile electronic device; 

select a biometric signature of the plurality of different 
biometric signatures based on the activity context of the 
mobile electronic device; 

according to the selected biometric signature, execute a 
routine to verify the identity of the user; and 

configure the mobile electronic device based on output of 
the routine to verify the identity of the user. 

11. The user authentication subsystem of claim 10, con­
figured to detect a change in the activity context of the 
mobile electronic device, select a different biometric signa­
ture in response to a change in the activity context of the 
mobile electronic device, and execute the routine to verify 
the identity of the user with the different biometric signature. 



21

US 2017/0109514 Al 

12. The user authentication subsystem of claim 10, con­
figured to compute a confidence score indicative of a like­
lihood that the selected biometric signature is associated 
with the user, and configure the mobile electronic device 
based on the confidence score. 

13. The user authentication subsystem of claim 12, con­
figured to, over time, adjust one or more access privileges of 
the mobile electronic device in response to changes in the 
confidence score. 

14. The user authentication subsystem of claim 12, con­
figured to detect a change in the identity of the user carrying 
the mobile electronic device in response to a change in the 
confidence score. 

15. The user authentication subsystem of claim 12, con­
figured to detect a change in the activity context and 
re-compute the confidence score in response to the change in 
the activity context. 

16. The user authentication subsystem of claim 10, 
wherein the plurality of different biometric signatures of the 
user comprises data indicative of at least two of: gait 
signature, arm length, height, breathing rate, pulse rate, or 
blood pressure of the user carrying the mobile electronic 
device; and 

wherein the activity context comprises data indicative of 
at least one of: walking, running, sitting down, sitting 
still, standing up, standing still, lying down, ascending 
stairs, or descending stairs by the user carrying the 
mobile electronic device. 

17. The user authentication subsystem of claim 1, wherein 
the activity context triggers an alert and creates an event in 
a log. 

18. The user authentication subsystem of claim 1, com­
prising, in response to an unsuccessful identity verification 
of the user, prompting the user for another form of user­
identifying information; and in response to a successful 
identity verification of the user of the mobile electronic 
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device based on the other form of user-identifying informa­
tion, creating a biometric signature for the user. 

19. A computing system comprising at least a mobile 
electronic device, the computing system comprising: 

one or more hardware processors; 
one or more sensors coupled to the one or more proces­

sors; and 
memory comprising instructions executable by the one or 

more processors to cause the mobile electronic device 
to, over time: 

receive sensor data from which a plurality of different 
biometric signatures of a user of the mobile electronic 
device can be extracted; 

based on at least some of the sensor data, determine an 
activity context of the mobile electronic device, the 
activity context relating to a current activity of the user 
in relation to the mobile electronic device; 

select a biometric signature of the plurality of different 
biometric signatures based on the activity context of the 
mobile electronic device; 

with the selected biometric signature, execute a routine to 
verify the identity of the user; and 

adjust one or more access privileges of the mobile elec­
tronic device in response to output of the routine to 
verify the identity of the user. 

20. The computing system of claim 19, wherein the 
memory comprises instructions configured to cause the 
mobile electronic device to compute a confidence score 
indicative of a likelihood that the selected biometric signa­
ture is associated with the user, configure access to the 
mobile electronic device based on the confidence score, 
detect a change in the confidence score indicative of a 
change in the identity of the user carrying the mobile 
electronic device, and re-configure access to the mobile 
electronic device in response to the detected change in the 
identity of the user carrying the mobile electronic device. 

* * * * * 




