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1310METRIC AUTUf.:.NTlCATlO 
SUBSTITUTE FOR PASSWORDS ON A 
WEARABLE COMPUTING DEVICE 

BACKGROUND 

(000 I J Unless oll1erwise indica!1..-d he.rein, ll1c materials 
described in this section are not prior an to the claims in thi~ 
app.lication anclare not au.milled to be prior arr by inclusion in 
lb.is section. 
(00021 Computing systems such as personal computers, 
laptop computers, tablet c.ompulers, cellular pboncs, and 
cotmtless types of lotemet-capable devices are prevalent in 
numerous aspects of modern life. Over time. the manner in 
wwch these devices are providing information to users 1s 
becoming u1ore intelligenr. more e01cient. more intuitive. 
and/or less ohtrnsive. 
[0003) ·nie trend toward miniaturization of computing 
hardware, peripherals. as \veil as of sensors. detectors, and 
image and audjo processors. among other tec.boologies. has 
helped open up a field someiimes referred to as "wearable 
computing." fn the nR·a of image and visual pIOcessing and 
production. in particular. it bas become possible 10 consider 
wearable displays that place a very small image display ele­
ment close enough to a wearer's (or user's) eye(s) such th111 
the displayed image fills or nearly 1111s tJ1e field of view, and 
appears as a nonual sized image, such as might be displayed 
on a traditional image display device. The relevant rcchnol­
ogy may be referred lo as "near-eye djsplays." 
l0004] Near-eye displays are Hmdamental components of 
wearable displays, also sometimes called .. head-mounted dis­
plays" (11MDs). A heacl-mounted display places a graphic 
display o r displays close 10 one or both eyes of a wettrer. To 
generate tb.e images on a display, a computer processing 
system may be used, Such displays may occupy part or all of 
a wearer's field of view. Furtber. head-mounted displays may 
be as small as a pai.r of g lasses or as large as a belmel. 

SUMMARY 

f 0005) ln one aspect. a method is provided, A first comput­
ing de-vice dclL'cts a machine-readable code that is displayed 
by a second computing device. Tl1e machine-reudabk code 
ideocifies protected information ti.lat is viewable via the sec­
ond computing device. Responsive to detecting the machine­
readable code, the first computing device acquires biometric 
data via one or more biometric sensors associated with the 
first c:.omp1.11ing device, generates an authen!ic:~lion message 
based at lc-<1s1 in pan on tfa: biometric clata, where the authen­
tication message includes anlheotication infonuation and 
identifies the protected infonnatiou. and sends the au1hcnt i­
cation message to an authentication server for verification of 
the authentication 1nfi:1m1a1ion. where verification of the 
authentication information aUows access to tl1e protected 
information via tile second computing device. 
[0006) 1n another aspect, a first computing device is pro­
v iclcd. 'l11e firs1 computing device includes at least one pro­
cessor and a non-transitory computer-readable stt)rage 
medium having stored tbereonprog.rnm i.nstrnctions. Tbe pro­
gram instnictions, upo11 cxectil ion by the processor, cause the 
first computing device to perform functions including: detect­
ing a machine-readable code that is displayed by a second 
computing device. where the machine-readable code identi­
fies pro1ccted iufonnation that i~ vie1vabk· 1•in the second 
computing device; and responsive to det1..-cting the rnuchjne-

Nov. 13, 2014 

readable code: acquiring biometric data via one or more bio­
metric seusors associated with the first computing device, 
generating au authentication message based at least in part ou 
the biometric data where tbe authentication message includes 
a~nhcntic.ation in'fi.mm1tion and identifies !he prot1c-cted infor­
mation. and sending tbe a1.11benticatfonmessage lo ana1.1tben­
tication server for verification of the authentication informa­
tion, where verification of tbe :rnlbeoticarlon infomrnlion 
allows access to the protected information vill the second 
computing device. 
[0007J .In yet another aspect. a computing device is pro­
vided. The computing device inc ludes at least one processor 
aud a nou-1ransitory computer-readable s1orage medium hav­
iug stured thereon program instructions. The program 
iostn1ctious, upon exC\.."l.1tion by the processor. cause the com­
prning device to perfonu fonc1ions including: displaying a 
pre-access interface associated with protected information, 
where the pre-access interface includes a machine-readable 
code that identifies the protected infonnariOTI, and recciviog 
ll n access-verification message that i11dic-<11cs vcrificatio l) of 
authentication information, wllere 1he authentication infor­
mation is acquired by ,mother computing device b:1sed on 
biometric data acquired in response to detection or the 
machine-readable code. 
(0008) 'll1csc.> as well as other aspects. advantages, and 
alternatives will become apparent to those of ordinary skill in 
the art by reading t11e following demiled description. witl1 
reference where appropriate to the accompanying drawings. 
Purlber. it should be understood that this summary aJ1d other 
descriptions and figures provided herein are imended to illus­
trative embodiments by way of example 011Jy a11d. as such, 
ll1at nurucrous variations are p0$$ible. lior instance, stmcturnl 
clements and pmccss steps c:tn be rearranged. combined. 
distributed., eliminated. o r otherwise changed, while remain­
ing within the scope ofthe embodiments as claimed. 

BRIEF DESCRIPTION OF THE DRA WlNGS 

(0009] FIG. l A illustrates a wearable computing system 
according to an example erubodi.ruent. 
(00 IO] FIG. 1B illustrates an alternate view of tbe wearable 
computing system illustmted in FIG. l A. 
[001 IJ FJG. JC illustrates another wearable computing sys­
tem according to an example embodiment. 
[0012] FIG. JD illuslnlles aootber we.irable computing 
system according to an exa11Jple emboclimel)L 
[0013( FJGS. IE-JG are simplified iUus1mtioJ1s of the 
wearableoompmiugsystemsbowuinFJG. JD, being wom by 
:i wearer. 
[0014] FIG. 2 illustmtes a schematic drawing of a comput­
iog. device according to ou example embodiment. 
[00lSJ FJGS, 3A and 3B sbow all example metJ1od for 
detec ting machine-readable code idemifying protected inlbr­
mation. and providing biometric data for authentication i.i1 
order to access the protected information. according to ao 
example embodiment. 
(0016( FJG. 4 shows an example method for displaying a 
pre-access interface inclucliog ll1e 111acbino-readable code, 
ancl displaying a post-access interface including U1e protected 
information basc.>d on :rn1hon1ioatic111 of biometric data, 
according to an example embodiment. 
(0017) FIGS. SA-SF illustrnte an example scenario of a 
computing device autheuticatiug biometric da1a in order lo 
;1ccc-ss proleCIL'd infonnalion. according. ro an example 
embodiment. 
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DET.t\ILGD DESCRIPTION 

(001 8) Example method$ and systems are described herein. 
It should be understood that the words '·example" and ··exe111-
plary'' are used herein to mean "serving as an ex::unple. 
instance. or illustration:• Any embodiment or featme 
described her.:in HS b.:ing an "example" or "exemplary'' is not 
necessarily to be construed as preferred orndvalllageous over 
other embodirueLJts o.r features . In the following detailed 
description, reference is made to the accompa11ying figure~, 
which fo1m a part thereof. In the figures, similar symbols 
typically identify siruila1·compo11e111's. unless context dictates 
otherwise. Other embodimeuts may be utilized. and other 
changes may be made, without departing from tl1e spirit or 
scope ufthe subject mHtter presented herein. 
(0019) The example eu1bodi01ents described herein are not 
mean! to be limiting. lt will he readily understood that Lhe 
aspects qf the present disclosure, as generally described 
herein. and i llus1rated in 1he figures. con be arranged. substi­
tuted, combined, separated. and designed in a wide variety or 
diflerent configurations. all of which are explicitly coutem­
pla1ed herein. 

T. OVGRVIIM 

[0020] An example computing device maybe configured to 
detect machine-readable code displayed by a second comput­
i11g dt..-vicc and M,ponsivcly acquire biometric data fo r a user 
oft be computing device. The biometric data may then be u~cd 
to authenticate the user so that the u~er can access content 
associ;1ted with the machine-readable code via the second 
computing device. 
(0021] For example. when a wearer of a head-mountable 
device (HMO) wants to access secured information on a 
second computing device. such as via ~1 password-protected 
webpage displayed oo the wearer's laptop. an example 
method may be used by the HMD to log on to the webpagc on 
the laptop. lo paJtic..1.1lar, lbe IIMD muy detect a quick 
response (QR) code included on the logill webpage that is 
displayed by the laptop. 1n response. the 1-IMD may obtain 
biometric data identifying the we<1rer. TI1e biometric dara may 
then bu senl to a web server that is assoc1:1ted with the QR 
code. The web server can then use the biometric data lo 
identify the particular wearer and authorize access to secure 
content on tbt> laptop, e.g., by loggiog the wearer into the 
webpuge on the laptop. 
(0022] ln an example embodiment, the biometric data mo.y 
be used to authenticate a user in lieu of a password, e.g .. so 
that a user's !JMD can log tl1e user on lo a wcbpage on their 
laplOp. A,s such, the b iometric dota can serve as a replacement 
for passwords entirely. Mor0over, users may view such bio­
metric autheutieatiou as superior to passwords, siuce the bio­
metric data may be acquired automatically by the HMD, 
without requiring the 11ser lo take any action or remember a 
password. In some cases. the acquisition ofthe biometric data 
by tl1e I IMO. and possibly the entire process of using the 
biometric data lo log the user in 10 the webpage on their 
laptop. may be tHul.sparenl to the u~er. 
(0023] Further, an example met11od. using biometric data 
for purposes ofautJJenticatiou, rnay provide as 1UUch or mo.re 
security for protected info1111ation than the typical usemame 
and password construct. For example, the HMD may have a 
private key and a public key. and may share its public key witl1 
a sc::rver conOgurcd to autlK,oticate the ust.-r. 111c IIMD can 
cnc1ypt the b iometric data (1mtl/or other information needed 
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for autbeotication) witb its private key. send the encrypted 
data to a server. and the server can decrypt tbe data using the 
public key of tbe HMD. Other cryptogrnphic methods and 
adclitional ~ecur:ity measures are po~siblc a~ well. 
(00241 Altemalivcly. biometric data might be used iu con­
junction with typicaJ passwords; simply to help user's 
remember their passwords. Por example. instead of using the 
biometric data to directly log a user on to a webpagc. tbc 
biometric data may be used to retrieve a user's password. 
More specifically. when a server identifies a 11ser by way of 
1he1r biometric data, the server may send the [ lM D the user's 
password for Lhc web page associated with the QR code on the 
webpage. The f-lMD may tbeu display the password to the 
wearer. so that the wearer does not nec..'CI to remember the 
password, and Call type the password into the webpage 011 

their laptop. (Note that when wor11. an HMD display may be 
designed such tlmt it can only be seen by the wearer.) More­
over. an example method may be performed 1mtornat icolly 
and trausparently. such that from the wearer's perspective. the 
user's password simply appears on the display of their I !Ml) 
whenever they view a login webpage on their laptop. 
100251 Various types of biometric data may be utilized \o 

verily a user's identity and authorize al,cess to secure content. 
For example. a 1uobile device such as an HMO or mobile 
phone may be configured 10 capture an iruage of a user's eye. 
The image of the u~er' s eye may be analyzed lo detect variOU$ 
parrsofthc eye. such as theccnterofthc pupil. (heedgeofthc 
pi1pjl, the edge of the iris, ;rnd the i1ser·s eyelids and eye­
lashes. In particular. 1hc patterns io the user's iris may be 
analyzed and translated into a UJtiquecl1dc. Due to numerous 
unique poi11ls in an iris. i1is scanning cau be implemented 
with. a hig.h level of $UCCess for a11tJ1entici,1tion purpose$. As 
images of the eye or data obtained f mm analysis thereof m.'ly 
be used to uniquely identify a particular user. Other forms of 
biometric data. such as fingerprint data. baud/finger geom­
etry. vein geometry, mid voicepriuts, among other possibili­
ties. may be utilized iu addition or in the aJtemative lo eye 
data. Other eye da ta and methods of eye daw acq11isitio11 can 
be utili7.ed, both known in the art and not yet known. 
[0026J It should he understood that the above examples of 
t11e method arc provided for illustrative purposes, and should 
1101 be constrned as limiting. 

11.1.iXAMPLE WEAR.ABLE COMPtrflNv 
DEv1CES 

10027] Systems and devices in which example embodi­
ments may be implemented will uow be described in greater 
derai l. lngener<1I. an example sys1em may be implcmeuted 111 
or may take lhc form ofa WCD. Jn fill examplecmboliiment, 
a WCD takes tl1e fonn ofor includes a head-mout1t&bledevice 
(HMD). 
(0028] An exampfe system may also be implemented in or 
take the form of other devices, such as a mobile phone, tablet 
computer_ laptop comp1l!er. and computing appliance, each 
configured witl1 sensors. cameras. and the l ike arranged to 
capture/scan a u~er's eye, lace. or recorcl other biometric data. 
Fnnber. an example system may take tl,e fbrru of non-trnnsi­
tory computer readable medium. which has pmgmm instrnc­
tious stNed thereon tl1at are executable by al :.i processor to 
provide the limctionality described herein. An example sys­
tem may also take Ille form of a device such as a wearable 
computer or mobile phone, or a subsystem of sucl1 a device. 
which includes such a non-trnnsitory computer rcadnble 
meliium having such progmm i11s1rnctio11s sLon.-d thereon. 
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(0029) An !!MD may generally be any cli~plny device that 
is capable ofbeiug woru ou the head and places a display i11 
front of one or both eyes of the wearer. Ao 1--!MD may take 
various fom1s such as a helmet or eyeglasses. As such, refer­
ences to "eyeglnsses" or a "glasses-style" I !MD should he 
uuderstood lo refer to ru1I-IMD that has a glasses-like CrnIDe so 
that it C8ll be worn on the head, Further. example embodj­
mc111s may be implemented by or in association with an HMO 
with a single djsplay or with two displays, which may be 
referred 10 as a "mo11ocular" HMD or a "binocular'' HMO. 
respectively. 
l0030j FIG. I A il lustrates a wearable computing system 
according lo an example embodiment. In FIG. l A. the wear­
able computiug system takes the form of a head-mou11table 
device (lJMD) 102 (which may also be referred to as a head­
mounted display). It should be understood, lmwever. that 
example systems aud devices may take the form of or be 
implemented within or in association with other types of 
devices, withmu departing from thescopcoftheinvention.As 
illuslrat.:d in FIG. I A. I.he I !MD 102 includes frame elements 
including lens-frames 104. 106 and a center frame support 
108, JcJ1s elemeols 110. 112. and extending side-anns 114, 
116. Tbe center frame support 108 :md the extending side­
anus 114. 116 are configured 10 secure the 1--!MD 102 lo a 
user's face via a user's nose and ears, respectively. 
l0031] Each of the frame elements 104, 106, and 108 and 
the extending side-anns IJ4. 116 may be fbnncd of a solid 
structure o.f plastic and/or metal, or tru1y be formed of a 
hollow structure of similar material so as to allow wiring and 
compoocnl io1erc:C111Jlects to be iotenrnlly muted through the 
1--!MD 102. Other materials may be possible as wel l. 
(00321 One or more of each of the lens elements 110. 112 
may be formed of "UY material that can suitably display a 
projected image or graphic. Each of the lens clements 110, 
112 may also be sufficiently transparent to allow a use.-to see 
through the leus elome1Jt. Combining tbesetwo features of the 
lens eleme1Jts 11Jay facilitate an augmented real ity or beads-up 
display wbere tJ1e pr~jected image or gr-.:ipltic is supetimposed 
over a real-world view as perceived by the user through the 
leus elemcuts. 
l0033j The extending side-arms 114, 116 may each be pro­
jections that extend away fo)m the lens-frames 104. 106. 
respectively, and 1m1y be positioned behind a user's ears to 
St.'Cure the IIMD 102 lo the user. 111e extending side-arms 
l J 4. 116 may further secure the HM D J 02 to the user by 
exteading around a rear ponion oftJ1e user's head. Additioa­
ally or alternatively. for example, the HMO 102 may connect 
to or be affixc,d within ,, head-mounted helmet Strncture. 
Other configurations for an HMD are also possible. 
(0034] ' l11e HMD 102 may a lso include ru, on-board co111-
puting system 118, an image capture device 120. a j;ensor122. 
and a fiuger-operable touch pad 124. 'l11e on-board computing 
system 118 is showu to be posilioued on the extending side­
rum 114 of the HMD 102: however, tbe on-board computing 
system 118 may be provided on other parts of the HMD 102 
or may be positioned remote from the I-IMD 102 (e.g., the 
on-board compuling system 1111 c1.rnJd be wire- or wirelessly­
connccted to the I-IMD 102). TI1e on-board computiogsystem 
l 18 0.1.ay include a processt,r and memory, f~1r e)(ample, The 
on-board computing system 118 may be eonfigtu·ed to receive 
and analyze data from the ioJage capture device 120 and the 
finger-operable touchpad 124 (and possibly from other sen­
sory devices. user i nterfaccs. or both) and generate images for 
output by the lens clements 1 10 a11d 112. 
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(0035] The image cap lure device l20 rnay be. for example. 
a camera that is configm-ed to capture still images aud/or lo 
capture video. lu the illustrated con.fignration, image capture 
device 120 is positioned ou the extendi11g s ide-arm 114 oftbc 
I !MD 102; however. the i1m1ge capture device 120 111ay be 
provided on other parts of the 1-lMD 102. The image caph1re 
device 120 may be configured to capture images at various 
resolutions or at differeut frame rates. Many image capture 
devices with a srnaU form-factor. such as the cameras used ll1 
mobile phones or webc::ims. for example. may be i.J1et)rpo­
rated inlo an example of the l lMD 102. 
(0036( Further, although FIG. I A illustrates one image cap­
ture device 120, more image capture device may be used, and 
each may be conngured to captt.Lre tbe sru.ne view. or 10 cap­
ture different views. For exmnple, the image capture device 
120 may be forward facUJgto capn1re-at least a portion of the 
real-world view perceived by the user. ·n1is forward facing 
image captured. by the image capn1re device 120 may then be 
used to generate an augmented reality where computer gen~ 
cr::ned imoges appt!Ur to interact with or ovcr'lay the real­
world view percclved by the user. 
(0037] Ibe sensor 122 is showll oo the extending side-arm 
116 of the llMD 102; however, the se1Jsor 122 may be posi­
tioned on other parts of the HMD 102. For illustrative pur­
poses. only one sensor 122 is shown. However. in an example 
cmbodimenL the I !MD 102 may include multiple seru;or.;. 
For 8"1'ample. au UMD 102 may include s.:nsors 102 such as 
one or more gyroscope$, one or more accelerometers. one or 
more magnetometers, t,ne or more light sensors. one or more 
iufrarcd sensors, and/or ooc or more microphones. Otber 
sensing devices may be included in adrution or in the alter­
native to the sensors that are specifically identified herein .. 
(00381 The finger-operable t'ouchpad 124 is sbown on the 
C1'tcnd.ing sidc:-am1 114 of the JJMIJ J 02. flowever. the: tin­
ger-opera:blc toucbpad 124 may be positioned on other parts 
oft he IIMD 102. Also. more thaJ1 one finger-operable t~1uch­
pad may be present on the HMD 102. The finger-operable 
touchpad 124 may be used by a user LO input commands. and 
such inputs may take the fonn of a finger swipe along the 
touch pad, a finger tap on the touchpad. or the like. The finger­
operable touch pad 124 may sense at least one of a pressure, 
position and/or a movement ofone m more fmgers via capaci­
tive sensing. resistance sensmg. or a s11rface acoustic wave 
pmcess, among olber possibilities. The finger-operable 
touchpad 124 may be c.:ipable of sensing movement of one or 
more fingers si.Jnultaneously. in addition 10 sensing move­
ment in ::t direction pamllel or planar ro the pad surface, in a 
dir<.?Ction nonnal 10 the p::id surface. or both .• md may also be 
capable of sensing a level of'pressure applied to the touch pad 
surface. In some e1ubodi.ments, tl1e fingeN,perable toucbpad 
124 may be fonued of one or more tr:mslucent or trao~parent 
u1sil.lating layers aud one or more trau~luceut or traitspareut 
conducting. l::lyers. Edges of the finger-operable touchpad 124 
may be formed to have a raised. indented. or roughened 
surface. so as tn provide tactile feedback to a user when the 
user's finger reaches the edge. or other ,irea. of the fiDgcr­
operablc touchpad 124. Jf more than one finger-operable 
tL,uchpad is present, each finger-operable touchpad may be 
operated independently. 1111d may provide a di Ffercnt funcdou. 
(00391 Iu a forther aspect, HMD J 02 may be configured to 
receive user inplll in various ways, in addition or in the alter­
native ro user i11put received via finger-operable touehpad 
124. For example. on-board computing syStL'm 118 may 
in1plemcnt a speech-to-text process anti utilize a syntax tl101 
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maps certain spoken commands 10 ceJ1ain acLio11s. In addj­
tiou. HMD I 02 may include one or more microphones via 
which a wearer's speech may be caprured. Configured as 
such, I IMD 102 may be opemble LO detect spoken commands 
and carry out vruions compnting functions tbat con·cspond to 
the spoken com.umnds. 
(0040] As another example, HMD 102 may interpret cer­
tain head-movements Ho user inpul. For example. when HMD 
102 is worn. HMD 102 may use one or more gyroscopes 
ancVor one or more accelerometers to detect head movement. 
·111e I !MD 102 ruay then interpret certaln bead-movements as 
being user input, such as nodding, or looking up. down. lefl, 
orri!!,hl. An fl MD 102 could also pan or scroll tl1rough graph­
ics lna display according to movement. O tbertypes ofactions 
may also be mapped lo head movemeut, 
(0041) As yet another example. HMD 102 may interpret 
certain gestures (e.g., by a wearer's hand or 1.iauds) as user 
i11put. For example, 1-IMD 102 may capnire baod ruove1.neots 
by analy:1..ing image data from image c;:ip11.1re device 120, and 
initiate action$ Lhat arc dcfi11e<l as corresponding LO certain 
ha.nd movements. 
(0042) As a further example, HMD l02 may interpret eye 
movement as i1scr input. in Nrticular, IJMI) J02 may include 
one or more inward-iacing image capntre devices and/or one 
or more other inward-facing sensors (not shown) that may be 
used to track eye movements and/or determine the direction 
of a wearer's gaze. As such. cerltlfo eye movements may be­
mapped to certain actions. For example, certaio act ions may 
be defined a~ corresponding to movement Clf' the eye in a 
cert:iin direction, a blink. and/or a wink, among other possi­
bilities. 
(0043) HMD 102 also includes n speaker 125 for generat­
i.llg audio output. !none example, the speaker could be in the 
form of a bone conduction speaker. ilso referred to as a bone 
conduction trnnsduCl:'r (BC:I'). Spe<1ker 125 urny be, for 
cxamplo, a vibration lrnosducer or an electroaconstic trans­
ducer tbat produces sound iD response to an electrical audio 
signal input. TJ1e frame of HMO 102 may be designed such 
that when a nser wears HMD 102, the speaker 125 contacts 
the wearer. Alternatively, speaker 125 may be embedded 
within 1hc rrnme off JMD l 02 and positioned such that, when 
the HMD 102 is wom, speaker 125 vibrates a portion oftbe 
frame that contacts the wearer. In either case. HMD 102 may 
be configured to send au audio signal lo speaker J 25, so that 
vibt".ition of the speaker may be directly or indirectly trans­
ferred to the bonestrnct1.1re oftl1ewearer. When the vibrations 
travel through the bone structure to the bones in the ruiddJeear 
oft.be wearer, the wearer can interpret the vibrations provided 
by BCT 125 as sounds. 
(0044J Various types of bone-c.ouducliou transducers 
(B(Ts) may be implemented, depending upon lbe particular 
implementation. Generally. ;111y component that is am1nged 
to vibrate the HMD 102 may be incorporated as a vibration 
transducer. Yet further it should be understood that au J-IMD 
102 may include a single speaker 125 or multiple speakers. In 
addition, the locntion(s) of speaker(s) on the I JMJ) may vary, 
depending upon the implc111entatio11. For cx:'llnple, a speaker 
may be located proximate to fl wearer's temple (as shown), 
behi11d tl1c wearer's ear. proximate to the wearer's nose. ancV 
or at any other Jocatiou where the speaker 125 can vibrate the 
wemer's bone strucnire. 
f 0045] FIG. 1B illustrates au alternate view of tbe wearable 
computing device illu~trated in FIG. LA. As sbo,u1 in FIG. 
10, the lens elements t 10, 112 may act as display elements. 
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The HMO 102 may i11clude a first projector l 28 coupled to llJl 

inside surface of the ex1e11ding side-arm 116 and configured 
to project a dispfay 130 omo an inside surface of the Jens 
element 112. Additionally or alLeniativcly, a second projector 
132 may be coupled 10 an inside surface of the extcnding 
side-rum 114 and configured to project a display 134 onto au 
inside surface oftbe Jens element 110. 
f 0046) The lens elements 1 J 0, J 12 may act as a combiner in 
a ligbt projection system and may include a coating that 
reflects U1e light projected onto tl1em .from the projectoJS 128, 
132-. In some embodiments, a rnfiL'Ctive coating may not be 
used (e.g., when tlle projectors 1.28, 132 -are scanning laser 
devices). 
L0047] In alternative c-mbodimcals. other types of display 
elements may also be used, For example, tbe lens elements 
110. 11 2 themselves may include: a transparent or semi­
transparent matrix display, such as an eleclTOluminescent dis­
play or a liquid crystal display. one or more wr,veguides for 
delivering an image to the user's eyes. or other optical ele­
ments capable of de.livering an in focu~ near-to-eye image to 
1he user. A corresponding display driver may be disposed 
within the f:rame elements 104, 106 for driving sucb a matrix 
display. Altemutivel_v or additionally. a laser or LED source 
aud scaun.ing system could be used lo draw a raster display 
directly onto the retina of one or more of the user's eyes. 
OLher possibilities exist as well. 
[0048( FIG. l C illus1rates1;1nolherwearablecomputing sys­
tem 11ccording to an example embodiment, which takes tbe 
form of an 1-lMD 152. The lfMI) 152 may include frame 
elements and side-,inns suc.h as those described wilh respect 
10 .FIGS. 1A and 1 B. The HMD 152 may additionally include 
au on-board compmiug system 154 aucl 1111 image capture 
device 156. such as those described with respect to FJGS. IA 
and 11:3. The im;igc captrn-e device 156 is $hewn mounted on 
a frame of the r IMI) 152. I lowcver, theimsge capture device 
156 may be monuted at otbcr positions as well. 
[0049] .'\s shown iu FIG. JC, the HMD 152 may include a 
single clisplay 158 which may be c,luplcd to the device. 111e 
dis-play 158 may be fonued 011 one of the lens elements of the 
HMO 152, such as a lens element described with respect to 
FIGS. lA and IB, and may be configured to overlay com­
puter-generat,'Cl graphics in the user's view of the physical 
world. The display 158 is shown to be provided ion center of 
a Jens of the JJMD 152, however, the display 158 may be 
provided in other positions, such as tor examplt> towards 
either the upper or lower portions of the wearer's field of view·. 
The djsplay 158 is controllable via the computing system 154 
that is coupled to the display 158 via an optical waveguide 
160. 
(OOSOJ FIG. l D illustrates another wearable computing 
system according to au example embodiment. which takes the 
fom1 ofa monocular HMD 172. ·nie HMD 172 1113y include 
side-arms 1.7J, a ce.nter frame support 174. a11d a bridge 
portion with 11osepiece 175. In the example shown ill FlG. 1D. 
the center frame support 174 connects the side-anns l 73. Tbe 
HMD 172 does not include lens-frames containing lens ele­
ments. The flMD 172 n1ay additionally iucludea component 
housing 176, which may ioclude an on-hoard computing 
system (uot ~bown), mi image capture device 178, <llld a 
button 179 for operating the image capture device J 78 {and/or 
usable forotber purposes). Component l10nsing 176 may also 
include other electrical components and/or may be electri­
cally co.orn:ctcd 10 ckctrical components at other locations 
within or on the HMD. HMO 172 also iucludei; a BCT 186. 
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(00511 111c IJMD 172 may i11clude a sing.le display 180. 
which may be coupled to one of tbe side-arms 173 via rhe 
componenL housing 176. lo an example embodiment, the 
di~play 180 may be a sec-through cti~play. which is made of 
glass and/or mmther transparent or tmnslnceot tnat<.:rial, such 
1.h.11 tbe wearer can see their environment through the display 
180. Funher. ll1e component housiJl~ 176 may include tl1e 
Jig.ht sources (oot shown) for tbe display 180 and/or optical 
elements (not shown) to direct light from the light sources to 
the display 180. As such, display 180 may include optical 
features that direct liglll that ls generated by such light sources 
towards tl1e wearer's eye. when IJM]) 172 is being worn. 

(0052] In a forther aspL'Ct, I !MD 172 may include a sliding 
feuture 184. which may be used to adjust tbe leng.tl1 of the 
side-arms 173. 11Jus, ~liding foature 184 muy be used to 
adjust the flt of HMD 172. Further. an HMO may include 
other l'eat'ures that allow a wearer to adjusube fi r of the HMD, 
without departing from the scope of the invention. 

[005.,) FIGS. l E to l G are simplified illustrations of the 
HMO 172 shown io PIG. 1D, being worn by a wearer190.As 
shown in FlG. IF. wheu ITMO 172 is worn, l3CT 186 is 
ammged such tbnt wbeo HMO 172 is worn, BCT 186 is 
located behind the weare r's ear, As such, BC'T 186 is not 
visible from the perspective shown in FlG. l E. 

[0054) In the illustrated example. the di~play 180 may be 
arranged sncb that when HMO 172 is worn. t'isplay 180 is 
positfoned i11 fro11t of or proximate to a 11scr•s eye when the 
HMD 172 is woro by a user- For example, display 180 may be 
positioned below tbe center frame strppon and above the 
l--e11terofthe we-Mer's eye, as shown in FIG. l E. Furl.her. in the 
illustrated configuration, display 180 may be offset from the 
center of the wearer's eye (e.g., so that the center of display 
180 is positioned to the right and above of the center of the 
wearer's eye. from the wearer's pen;pective). 

(0055] Configured as shown in flGS. JE to lG, di~'Play 180 
may be located in the periphery of the field of view of the 
wearer 190, when HMD 172 is worn. Thus. as ,hewn by FIG. 
IP. when the wearer 190 loob.--s forward. the wearer 190 m:iy 
see the display 180 with their periphernl visiou. As a reSlllt, 
display J 80 may be outside tl1ecentral portion of the wearer's 
field or view when. tl1eir eye is facing forward. as it couu11only 
is for many day-to-dily activities. Such positioning can facili • 
tate t1nobstructcd eye-to-eye conversatkins with ol11ers. as 
well as generally providing LTnnbstrncted viewing and per­
ception of the world with.in the central portiouofthe wearer's 
field of view. Furthc,, when tl1e di,play 180 is located as 
shown. the wearer 190 may view the display 180 by, e.g., 
looking up with their eyes only (possibly witlmut moving 
their head). TI1is is illlistrated as shown in PIG. lG. where tl1e 
wearer h:1s moved their eyes lo look up and align their line of 
sight with display 180.A wearer llliglltalso use the display by 
t ilting rheir bead down and al igning their eye with the display 
180. 

(0056) FlG. 2 illustrates a schematic drawing ofa comput­
ing device 210 according to an example embodirnenl. Jn an 
example embodiment, device 2 10 communicates usiog a 
communication llnk 220 (e.g., a wired or wireless connec­
tion) to a re.i.uote device 230. The device 2J O 1uay be any type 
of device that can receive dat:i and display information cor­
responding to or associated with the data. For example. the 
device 210 may be a heads-up djsplay system. such as the 
head-mounted devices 102. 152. or 172 dcscrilx.'CI with refer­
ence to FIGS. IA to 10 . 
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[0057] Thus, the device 210 may include a display sy~lcm 
212 coinprisiug a processor 214 and a display 216. The dis­
play 210 may be, for example, ,Ul optic:il see-through clisplay, 
an optical sec-around d isplay. or a video ~ee-through display. 
The processor 214 may receive data fh.1m the remote device 
230. and config11re1.hedata for display on the display 216. The 
processor 214 may be any type of processor. such as a micro­
processor or a dig1tnl signal processor, for example. 
(0058] The device 210 may further include on-board data 
storage. such as memory 21 8 coupled tt1 the processor 214. 
The memory 218 may store software that can be accessed and 
executed by the processor 214, for example. 

(00591 111e remote device 230 may be any type of compu1-
ing device or trn11Sm.itter including a laptop computer. a 
111obile telephone, or tablet computing device, etc,, that is 
configured to transmil data to the device 210. Thi/' remote 
device 230 and the device 210 may contaiu hardware to 
euablethe communication link 220. such as processors. trans­
mitters. receivers. antennas, etc. 
[0060] Further, m1101c device 230 may take the fo m1 or or 
be impleme111ed in ::i Ct)mpucii\g system that is in commu1li­
cation with and con.figured to perfonn fm1etioJ1S o.n behalf of 
client device. sucb a~ computing device 2J 0-Such a remote 
device 230 may receive data from another computing device 
210 (e.g., an HMD 102. 152. or 172 or a mobile phone). 
perfo.tm certain process:ing functions on belrnlJ of the device 
210. and then send the resulting dnta back to device 210. 'l11is 
flmctionality may be referred to as ·'cloud'. computing. 
(0061 I ro FIG. 2. the conumu)ication link 220 is il1L1str.:ited 
as a wireless connection; however, wired couocctions may 
also be u~ecl. fior ex.ample, Ilic commtmicalion l.in.k 220 may 
be a wired serial bns such as a tmivcrsal serial bus or a parallel 
bus. A wired connection may be a proprietary connect.ion as 
well. TI1e commuoica1ion link 220 may also be a wireless 
co1u1ection u~ing, e .g., Bluetootbm1 radio tecl1nology, com­
munication protocols described i.ll JEEE 802.11 (including 
any lEBE 802.l I revisions). Cellular teclmology (such as 
GSM, CDMA, UMTS. EV-DO, WiMJ\X. or r:rE), or Zig­
bcciJi> technoltlgy, among other possibil ities. ·me remote 
device 230 may be accessible via thelnteroet and may include 
a computing cluster associated with a particular web service 
(e.g .. social-111.:tworking, photo sharing, address book. etc.) 

ll1. ACQUJSITION OF B IOMETRIC DATA FOR 
AlJTI IORIJ.,\TJON 

[0062) The HMD can obtain biometric data of a wearer of 
the HMO utilizing one or more sensors (e.g .. i1lfrared prox­
imity $ensor.., in frared photodiodes, and/or cameras) or Cllhcr 
devices coupled to the HMD. In particular. eye-scan data can 
be obtained by the lfMD by various means. Por example, in 
one embodiment, the HMD may prompt a wearer to track an 
object displayed on the HMD. The object may be first dis­
played at a first location. tbeu move on the display 10 a second 
location, and the wearer trncks the object by focusiug their 
eye on tl1e object as it moves .:icross the display. '171is movc­
melll of the eye exposes may help to expose the entire iris. or 
at least a substantial portion thereof to the one or more 
seusors, a1Jowi11g for a OlOJ'e detailed scan for autbeuticatiou 
purposes. In some embodiments, the object may move back 
and forth until a successful scan of the eye is completed. 
Multiple semis may provide a more detailed digital template 
LO tl1e [JMIJ since tl1c sen~urs will have more t ime to capture 
i.ndividu111 images ofa user·s eye. 
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(0063) In anoU1er embodiment. the eye-scan prompt muy 
involve displaying a statiou::uy object on 1be display of the 
HMD aud displaying au indication to trac.k the stationary 
object while ttm1ing the wearer·s head lef1 :rnd right a long a 
tninsversc plane, ,1nd may involve displaying an indicalion 10 
fixate on a particular location while 111ming the wearer's bead. 
By instructing the t1serto fixate on a particular le-cation (either 
an object displayed on the computing device or a parlicular 
location in the distance) while turning the user's bead left and 
right, the user's vestitbulo-octilar reilex is exposed. TI1e ves­
tibule-ocular reflex is a reOex eye movement 1ha1 Slablli;,.cs 
images on the retina during head movement by producing an 
eye movemem in the d.irectiou opposite lo the head move­
ment, thus preserving the image on Ute center oJ the visual 
field ( e.g., when tb.e bead moves to lbe righl. the eye moves co 
the lefl, and vice versa). 
(0064] In yet another embodiment. the eye-scan prompt 
may involve displaying au indication 10 perfon11 one or more 
hand gestures. Tbe wcarnr ruay 1l1en track their own band 
movements wilh tbeireye(s) while keeping the i1 head station­
ary as the seusocs capture images of the eye(s) over a give11 
period of time. 
(0065] ln general. the HMD may perfonn one or more tests 
in order to determine thm the HMD is detecting a live eye or 
eyes. '!be I JMI) may perfom1 these te-sts whilcobtaining the 
eye-~can data (or prior to obtaining, in some examples). One 
or more sensors of the I IMD may be configured 10 de1cc1 eye 
blinks,changesln pupil size, pupil location, blood flow in eye 
blood vessels. and eye movements. One test to determine if 
the HMD is detecting a Jive eye may include the HMD pm­
duciug a predetenniued pattern oflights from different direc­
tions and pn,lmpLing the weareno follow each light with their 
eye or eyes. Other live eye detection tests are al$o possible. 
(0066] ·111e llMD may also determine that it is being worn 
by detecting OOJl•eyebaJJ-related data. such as data represen­
tative of a pulse of the wearer detected via oue or more 
sensors/transducers located proximate to 1he wearer's 
temples. Olhertypes ofWCDs. or computing devices such as 
smartphones. may be coufigured to scan a user' s/wearer's 
palm print or record other biometric data. Other embodimeuts 
,llld combinations of embodiments a.re po~sible as well. 

IV. EXAMPLE METHODS AND SCENARIOS 

(0067] FIGS. JAaud 30 show example methods 300A and 
3008. according to example embodiments. In particular, 
methods ]OOA and 300B may belp a first computing device 
use a machine-reQdable code displayed 011 a second comptll· 
i1tg device 10 facllitale secure accc.~s to protected inforU1a1ion 
via use of biometric data. The first compu1ing device may be 
an J {MO. as deScribed below; however. 1be firs1 compu1ing 
device can also be another computing device. such as a 
mobile phone, tablet compute1-, la ptop computer. another type 
of wearable coropmiug device, or ihe like. The second com­
p,11.ing device may also be a mobile phone, tablet' computer, 
laptop computer, de$ktop computer. anotl1er I !MD or wear­
able computing devic1:. Or the like. 
(0068) Referring to FIG. 3A. ll1e method 300A begin.~ at 
block 302, where the l-lMD detects the machinc-re.adable 
code djsplayed by !he secou<l computing device. 111e 
macl1ine-readable code identifies protected information that 
is viewable via the second comp11tiug device. The machine­
reacfable code may be iJ1cluded in a first viewable object/ 
intL'rface. such as a first wcbpagc. and the protL"cted infonua­
tioo nrny be included iu a second viewable ob.1ect/ioterfacc, 
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such as a second webpage associated with the fitllt webpage, 
in some emboctimeuts. The terms "ftrs1 viewable object" and 
"second viewable object," as well as simi.lar terms, may be 
used below to de~cribc a manner by which the machine­
readable code and the protected infom1ation can be viewed/ 
displayed. 
(0069] In some examples, the fi.rst and second viewable 
objects may be associated with an account. sucb as aa email 
llccouot. bankaccmrnl, or user profile account on ::i computing 
device. FUJther. the first viewable object may indicate a type 
of protected infonmnion (e.g .. a type of account). and the 
second viewable object may include the protected i.nforma­
t'ion. whicb maybe viewable via thesccondcomputingdcvice 
once the identity of the wearer of the HMD is verified, thereby 
au1horizi11g the wearer to access thepmtected i11fonn.ation. I11 
general, gaining access to the protected information com­
prises gaining access to protected data. 
(0070] After the HMO is presented witll the maclline-read­
able code ou a d isplay of the second compulfog device, the 
I IMO may be configmcd to detect or scan (e.g., take a picture 
of) the bar code wi(ll one or more outward-facing cameras/ 
sensors iu order to receive identification of tbe protected 
information. Io ~l,111e embodi11Jents, lhe bar code may be 
detected in response 10 ,1 user request (e.g., via an ::ipplication 
configured for such a purpose, or a voice command such as 
"Ok, l lMD, log me in."). Ahernativcly, the l !Ml) may imple­
men1 a background process 10 periodically or continum1sly 
obtain images ofthewearer·s environment ,111d detect wbeo a 
bar code. such as a QR code. is preseuL For example, the 
HMO may start cootim1ous/periodic searc.biog for QR codes 
io response to a given eveLJt or state (e.g., dereclulg that the 
user is viewing con1ent 011 their laptop. or possibly the user 
putring I heir I fMD into a "laptop-comp,mion" mode). 
[0071J Further, in some embodiments, the machine-read­
able code may include infoniiation associ:'.lted with the first 
viewable object tbat includes the machiJJe-reaclabl.-code. for 

example, tl1e machine-readable code may identify the first 
viewable object. For instance, cousider a scenru;o i11 which 
1he two viewnble objects rire webpages. ln this scenario. the 
information associated wi th the flrst webpage may include a 
unilbnn resource locator (URL) of the first wcbpagc, and/or 
m1 internet protocol ( IP) address of lhe Orst webpugc. The 
informatiooca11 .ilso inc Judea public keyofthe first webpage. 
and a time ;11 whid1 the iofom1a1ion associated with the first 
webpage is received. Further, in some ernbodimems. the 
machine-readable code may provide session iufonuation 
related i-o a user's current session via lbeassodaled webpage. 
The machine-rendablc code may provide of her types ofi1rfor­
mation as well. 
[0072] Io some embodiments, the maclline-readable code 
may be a bar code. Ju ooe exnmple, the bar code may be a 
two-di.meusi~111ul bar code. such as a quick respouse (QR) 
code. If the first viewable object is ;1 first webpage, informa­
tion associated wilb the first webpage, such as lb.e URL, IP 
address. and public key of flrst wcbpage, may be encoded i11 

tbe bar code. A req11es1 for Ilic HM.I) (or other device) lo 
provide authcni-icalioo information may nlso be encoded in 
the bw code, Other information associated will1 the first 
webpage, second webpage, or fir.a and second viewable 
objects/interfaces may be encoded in the bar code as well. 
Otller methods of e11codiJ1g OJ' otherwise providing the infor­
mation are also possible. 
(0073( 'l11e b~r code (e.g .. QR code) may also encode at 
lcm;t one security question nssociated with the wearer of the 
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IlMD and to whjcb the wearer has previously provided a 
response (e.g .. "What is the oame ofymtr first pet?"). For 
example. I.he HMD may scan I.he QR code to obtain the 
securityque$tion, ru1d t.heu the wearer can speak orotJ1e.r.vi~e 
entc.r the previously pr(1vidcd response. In some eu1bo<li­
ruents. some or all information associated with the first view­
able object may not be r'°-ceived by the HMO until the wearer 
provides a correct response to the security qucstioo. In other 
embodiments. the wearer may be prompted to provide the 
correct response to tl1e security question aftertlte other infor­
mation has been received. but before any other fu nctions may 
he performed by the llMD. 
(0074] The security qnestion m&y be impkmented in addl­
lioo to other autht'ntlcalioo factors in order lo <1ccess tbe 
protected infon11atfo11. IJ1 general. it should be understood 
that accessing the protected infoiuiatio11 may involve mul­
tiple authentication factors. sucb as multiple types of biomet­
ric data_ password information. pass-token output nnd/or 
othur info mi::lt ion. As such. the !!Ml) may dC'lect in the 
machine-readable code reques1s to provide such authentica­
tion factors. 
(0075] Jo some embodiments. the QR code (or other bar 
code)may bereprescol".iliveof a challenge request forauthen­
ticatjon, aod the challenge request may indicate that biomet­
ric data must be provided in order to access the protected 
in rormation. For instance, in response to detecting the QR 
code, the flMO may rcceivu a challenge sign:il rcq11estiug n 
verificMionresponscverifying the authenticity ofa wearer of 
the HMD using tbe biometric data. In response to receiving 
tbeclwllengesignal. the HMD may transmii-anacknowlcdge­
meJJt signal. The Fl.MD may theJJ be eilllbled to receive bio­
metric data from the wearer. 
(0076] At block 304. the I !MD acquires biometric data via 
one or more biometric sensors. The biometric data can be 
obt::iined by l)ne or more of the methods described above. The 
biometric data may include eye-scan data received from oue 
or more sensors coupled to the UMD. In someembodiruents_ 
receiving eye-scan data from the one o r more sensors could 
simply iLwolve the I-IMO receiving data from an eye-scanner. 
In otJ1er embodiments, receiving eye-scan data ci:,ttld involve 
rcqoei;ting eye-scan <lata. controlling the eyc-scanJler and 
..:aus ing it to perform ilie eye scan, and/or otJ1er functionality 
involved io geuerr1ting and/or acquiring lhe eye-scan data. 
(00771 llu: llMD may use the data captured by the om.· <..)r 
more sensors to creiitc, sdect ancVor digitize ao image of the 
eye. lndividual images of the eye may be capnJJed by the one 
or more sensors usi11g a frame grabber during the eye-scan 
pn.)cells. lo one embodiment, the I !MD m::iy analy;,;e the 
images to identify patte rns in an iri s, ,md convert the patterns 
into a di gj tal temp late. In another em bodi.tueot, the HMO may 
idcorify pan·ems oflight a11d dark image d.:11a 1hat correspond 
the dark pupil and tbe sclero (e.g., the white of the eye) LO 
create the digital template. IJ1 yet another embodiment, rhe 
digilal template may be a record that is compared against 
predetermined stored biometric data us<..-d for nuthori;r.,a1ion, 
as discussed bd ow·. In still another embodiment, the digital 
lcmplatc may include a 1024-byte record (32x32x1 byte 
grayscale or color). ln yet still another embodiment, the eye­
scan proco:;s may takes a very short amount ot lime lo com­
plete (e.g., approximately one second). 
[0078) lo some embodiments, a djgital signature of the 
eye-scan data (llildlor other biometric dara) may be genera red 
by the [ !MD (or otJ1er computing tkvice} from the eye-scan 
data and used for autJ10rization mtber th,u1 the actual images 
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oftl1e wearer's eye(s), tl1us providing additional security for 
the wearer's biometric data. For example. a Iocnlity-sensitive 
hash (LSH) :function, such as MinHasb, may be used by the 
I !MD to gencmLc the digital siguat11IC from ilie eye-scandala_ 
The digital signature 111ay be unique to the wearer of the 
1-JMD. such i-bat unmnhor1zed parties cannot obtain (e.g., 
reconstruct) the images orthe wearer's eye(s) from the digital 
sigoaturo. In such embodiments, wheo the HMD is initially 
set up for biometricauthoriz.atiou, initial biometric data of the 
wearer may be captured by the HMO. The HMO may then 
generate a digital signature for the i1iltial biometric data, 
exchange public keys with an authorization server. encrypt 
the d·igital signature. ai1d send the encrypted digital signature 
to the authorization server to be stored. As such. the actual 
biometric data muy not ever need to be stored locally at tbe 
HMO or remotely at tJ1e authentication server (or other 
server). If the digital signature or LSH functioo is ever com­
promised (e.g., tlrnfi), the weru:er of the r fMD cau change the 
f ,SI I function und set up the I IMD again for biometric autJ10-
riiation. The l lMl) can thcu cap1ure new initial biometric 
data ru1d generote a 11ew digital sig.nat11re. 

10079] According to an example embodiment in which lhe 
wea.rer is attempting to access a secured webpage, the ffMD 
can i11fom1 the wearer that eye-scan data is being capnired for 
the purpose of seeing a secured webpage. The HMD can also 
allow the wearer to choose to provide or 1101 to provide the 
eye-scan data, and irthc wearer so dee-sire:;_ provide captured 
eye-scan data to the second compuling device to uccess the 
~ecured webpage. 

I 0080] At- block 306, based at least i11 pan 011 the biometric 
duta, the I IMD genemles an authentication message that 
includes autJ1entication information and identifies the pro­
tected information. ln some embodiments. some or all of the 
autbeutication infonuatiou may be encrypted by the l-IMD. 
·Diel lM f) may cnnypt the authe1ilicat ion 111 formation with a 
private k.ey associated with the HMD. The private key o l' the 
HMD may be sll)red locally at the HMO or remotely on 
secure. cryptography-based hard\Vare devices. a smart care!, 
o.r a cloud-based server. 111e public key of rhe f [MD may be 
stored locally and/or remotely as welL 

(0081] The authentication in.torma6on may comprise 
encrypted biometric data, such as e11crypted eye-scan dala, 
generated by the HMO bnsed on the acquired biometric data. 
lo some embodiments where tJ1e biometric data is eye-scan 
data, the actual eye-sc:rn image ( e.g .. iris priut iruagc) may not 
be cucrypted, but rather at least one copy of the eye-scan 
image oftl1e same resnlution, lower resolu1ioL1, :.u1d/or higher 
resolution, Ju some embodiments, the HMO m11y encode a 
digital watermark into the biometric data (e.g .. the eye-scan 
image). 'Die digital watermark may include at least a portion 
of l11e authentication illform::iti<..)ll described bei:ein. 

[0082] The authe11tica tio11 in:fom1atiou may also comprise 
at least one identifier associated with the HMD. tbe authori­
zation session, and/or with the wearer of 1he HMD. For 
example, the r [MD may encrypt a serial munber or the HM D, 
au IP address Mlbe 1 IMD, a time stamp or the amhentication 
session. :i time stamp at which the biometric/eye-scan dota 
was received by the I lMD, untl/or personal infomrntion oftue 
weareroftheHMD. Asa fonl1erexample, the 1-lMD may also 
encrypt identifiers such as a MAC address of the HMD, a 
mobile ID mimber (MIN) of U1e HMD. a bar code of the 
f IMO. and/or a subscriber itlenti fication motlllle (SIM) card 
ID. 
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(0083] In some eo1bodirnents. the public kej• of the JIMD 
may be provided separately from other encrypted iofonua­
tion. :ind may be stored either locally at the HMDor remotely 
ar auother comput ing device. In some c111bodimen1s, public 
key~ can be Stored using l)De or more cOOJp;Jtiug dNices 
associated with a trnsted authority configuJ·ed wi th solhvare 
aud/or hardware to protect public keys and Oilier sensitive 
information from uom1tborizcd access. 
(0084] lo particular embodiments. tbe HMO may control 
access ro its private key usiug at least a portion of the biomet­
ric data of the wearer. For example, an owner of the I !MD 
may provide vmious biometric da111 to the 1 IMD. including 
buc not limited to eye-scan data, 10 access the private key. 
Thus, unauthoriwd l lSers oftbc HMO (orotheruoautborized 
computing devices) may be prevented from accessing !lie 
HMD's private key. Other cryptographic methods for 
encrypting the biometric data are also possible. 
(0085] At block 308. the HMD sends the au1hentication 
message to an authentication server for verificatiou of the 
at1lhentica1ion in fommtion, where verifica1io11 (lf11ie authen­
tication infohnirtion allows access to the protected infonua­
tion vfa the secood computing device. The m1tbe11tic.atioo 
server may he 01Je or more computing devices separa le from 
the I-IMD and the second computiug device. ln some embodi­
ments, the secoJJd computing device may ftmccion as the 
aulhenti<..-ation server and verify the authenticmioo infonm1-
t ion. 
(0086] In somccmbodimellls. the e11cryptedautlientication 
in formation may be provided to tJ1e authentication server or 
other computing device. such as a server providing a first 
webpage. The authentication server may then process and 
decrypt the encrypted m1the11ticatio11 information to identify 
the wearer of the I !MD. As au example, if the first viewable 
object is a first web page, the 1-JMD may provide the ct1crypte<l 
m1thcntication ilifom1Mion 10 thewebp::ige•~ URL/lP address 
via WiFi or Bluetooth connect ivity. 
(0087( Jo SOIJle embodiments. verification of the auUJC11li­
cacion infonnat:ion m11y include the authe:iiticarion server ( or 
other computing device, such as the HMD or the second 
computiug device) making a detenuination of whether the 
biometric data substantially m:.ncbes stored biometric data. 
The nuthent:ication server may process the biometric data 
before compariug it to the stored biometric dam. The stored 
biometric data may be stored either locally at the HMD or 
remotely at another computing device. such as the sect:,nd 
computing device or the authentication server associated witl1 
the authorization process described herein. 
[0088] ·nu: authenticat ion server may decrypt the 
encrypted biometric dacn and other au1beL1ticalioL1 iufonua­
tioll usillg the public key of the HMO. The authenticat ion 
server may then access the stored biometric data and compare 
the stored biometric data co the declyptcd biometric dttta. 111e 
authenticalion server may lhen send to the HMD i.aforrnatioo 
indicative of whether tliere was a march as a reSlJlt of the 
comparison. In other ernlx1diments. lhe l lMD or other com­
puting device may pcrfo1111 the comparison. Other embodi­
ments are also possible. 
(0089] Jo one embodiment. an curollmcut process mi1y he 
implemented to establish tlie predetermined stored biometric 
data. such as stored eye-scan data. The enrollment process 
may involve a similar, but more detailed scan of the eye as 
discussed above. Oue or more sensors may be configwed to 
capture several iJldividual djgital still images of a wc.1.n:r' s 
eye during the enrollment process. Tbe HMO (an<l/or other 
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computing device) rnay U1en analyze tbe patterns iJ.1 tbe eye 
aud coovert them into a stored digital template. The stored 
digital template mny be used as stored eye-scan data, wh.icb 
can be ma tched to a later eye scan to identify t11e particular 
wearer l)flhc I IMO. In ctn example embodiment. stored eye­
scan data oould take the form of a 1024-byte data record 
Other formti1s for stored eye-scan data are possible as we!]. 

10090] Ooce the biometric data (e.g., eye-scan data) 1s 
stored at the au1heotica1ion server, tbe m1\hentication server 
(or other computing device, such us the HMD) may compare 
the received data and corresponding digital template with the 
stored data to detem1ine if there is a match. Jn one embodi­
ment. in order to compare the stored data witl1 the curnmt 
eye-scan data. tl1e autheutication server may calculate the 
!lamming Distance. Tbe llamming Distouce is a measure of' 
the variation hctween the stored data and t.he current eye;,-..scan 
data and corresponding digital template. Jn one embodimeut, 
each oflhe bits of the digital template is compared against 
each other. (i.e. bit 1 from the curren1 digital templale and bit 
l from the stored predetermined authorization data arc com­
pared. thc11 bit 2 and so on). A.ny bits that do not match are 
ass1goed a value of one and bit·s that do match are assigned a 
val De of' zero. 

1009 1 J Once all the bits have been compared, the number of 
nou-matcl1i11g bits is d ivided by tbc total number of bits tr1 
produce a two--digit fi.glU'e of how the two records differ. 111 
one embodimeut, if such a comparison yields a Hamming 
Distance o l'0.342 or g,reater. then the two records are consid­
ered to have come from two different subjects (e.g .. users. 
wearers. etc.) and authorization is denied. If such a com pari­
son yields a I lamming Distance of less th.an 0.)42, theJJ the 
two records are considered to have come from the same 
subject and authorization is granted. 

[0092] .I\$ uotedabove, in some embodiments. tl1e authen­
tication server (and/or other oomputing devices) may receive 
encrypted digital signatures that have been generated at tbe 
f-lMD from the biometJic data using an LSI-I function. rather 
than the ac11tal biometric data. By using au LSI-J .function to 
generate an init ial digital signature for eye-scan data, the 
same digirn1 sigm1tme can then be generated from any image 
of the wearer's eye(s) that substantially matches the initial 
image, Further, even though there may be vuriations of the 
captured image~ of1heweare.r's eye(s) (e.g., lighting aod eye 
position), the LSH fitoction allows for the same djgitaJ sig­
n!.lture to be generated from each of the vru'imts images. I.u. 
such embodiments. the authentication server may decrypt the 
encrypted digital signatt)J'eand comparcthcencryptcd dig.ital 
signature to otlier digital signat1.1res generated from previ­
onsly-obtained eye-scan data of the wearerto detennine if the 
enczypted dig1tal signature matches the otber djgital sigu.u.-
1ures. Usiugsucb a process, theactltal images oftbcwearer's 
eye(s) may JJever need to be stored at the authenticatioJJ 
server. unlike processes that utilize calculatiou ofa I lamming 
Distancl'. Otl1cr cnibodiments for comparing features of the 
eye-scan data with the slored eyc-$can data are possible as 
well. 

(0093] It should be understood that additio1:mll)' Or ::iltcma­
tively to scarrnjng a QR code and matcbj ng received bion1ctric 
data to predetemiined stored biometric data in order to gain 
access to tbe protected information, other authorizalio11 pro­
cedures may be required as well. such as palm print matching. 
voice prinunatching. security quest ion respon~e OJ.3tch1ng. 
ru1d l he I ike. 
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(0094) 11 sbould also be understood. that in some embodi­
mems. a lier compa1iug the newly received biometric da11.1 10 
the stored biometric data. the I-IMO may not store the newly 
received biometric data. Rather, I.he I IMD m.ay re-scan a 
wc..trcr's eye and/or re-determine biometric <lara ofthewearcr 
each time a chalJenge request or other such.request for autho­
rization is dete1U1iued based on the 1-lMD detecting the 
macbine-rc.1dable code. For iostaoce. the l-lMD wny re-au­
lbeuticate an iris scan of a wearer each time the 1-IMD is woru 
i11 order to verify Ille wearer's :identity. 1lrns. an uuau1ilorized 
user of the l lMD (e.g .. someone attempting to gain access It) 
the lIMD owner's accounts) may not use previously deter­
mined biometric data of the HMD owner iu order to login to 
1he HMD owner's accounts. Further. various security mea­
sures may be implemented when a biometric match is oot 
determined. In other e1nbodimems. however. a presence of 
other security measures may .render repeated eye-sca11lling 
unnecessary, ru1d only an initial eye-scan may be needed from 
tlie owuer oftbe llMD. 
(0095] Referring to FtG. 38. method 3008 ~hows addi­
tional fltnction.s of the 1-JMD 1bat may be involved in method 
300A or other similar example met·bods. l fit is determined by 
the autbentication server ( or other computing device) that the 
biometric data substautialJy matches tl1e stored biometric 
data. the method 300B couti.tmes from block .~08 of method 
300A at block 310, wher:e the flMD receives i11fon1iation 
indicating that access tL) the pro1ec1cd intbrrnatiou bas ken 
gmoted. For example, access to the protected information 
may be represented by the second computing device djsplay-
11Jg the sc.-concl viewable object associated with :he first view­
able object and i1Jcludi11g the protected iuformation. Further, 
tl1e second viewable object may include visual information 
ii1djcative that access has been granted and that thewearerof 
the I.IMDhas been successfully authenticated. Upon success­
Jul authemicatiou. tile HMD may set itself lo operate in a 
mode that allows for ,1 high level of functionality for the 
wearer, 
(0096) ln one embodiment. after authenticari11g the wearer 
(at any poior after the user bas been authenticated), Lb.e I-I.MD 
can continuously verify tbe wearer during use. For example. 
as the wearer's eyl'simcca<le tlmmgh nomrnl use oftl1eI JMlJ. 
sections of1.he wearer's eye ~cru1 past tbe one or more senJ;ors. 
The H MD may recoustrnct those sections of the wesrer' s eye 
andcomparcitwitb tbeautbeotic.ated wearer. Jfat some point 
duiing use the HMO (aod/or o ther compuli11g devices in 
coll1J1luoication with 1be HMD) cm.u1ot find a good march for 
Lb.e sections of the wearer's eye, the HMD can begin operating 
in a locked mode (e.g., a guest-operation mode) and request 
the ll~er to re-authenticate. 
(0097] 111 some cmbodimen.ts. after the HMD determines 
that the biometric data substanti.illy matches the stared bio­
rnetric dala. it may re~ponsivelydetcm1inc,1 password (e.g., a 
te">-'t string) associated with the protected information. For 
example. in such embodiments. rather than providing inuue­
diate access the protected iu:form.itfon. the I-IMD may retrieve 
the wearer's password ,md send tJ1e password to the second 
computing device so a~ to ~iill access to the pro1ected il'lfor­
rnation (e.g .. log the w,·arcr inlo ao account comprisiog the 
protected infonuat ion), Tbe password caJ1 be sent to a server 
( e.g., the authentications server. a web server, etc.) or directly 
to the second computing device via the lutemet or a direct· 
wireless connection such as B!uetooth. near field co1uun111i­
cation (NFC). radio frequency identification (RFIIJ). a local 
network. etc. The password may be stored locally at tile HMD 
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or 1m1y be stored remotely at the authentication server, the 
second computing device. or other computing device(s).111e 
password can be used by the HMO or second corupntiug 
device to automatically log tl1e wearer in, or altematively the 
password c.in be providl>d (e.g., visually or audibly) to the 
weare.r of the HMO sotbat the wearerc.aumanualJy entertbe 
password at the second computing device. Oilier examples 
arc also possible. 
[0098( If it is determined that the eye-scan data does 11ot 
match the predetem1ined authorization data. method 300B 
continues at block 312 where the HMO receives :iufonuation 
indicating 1hat access 10 the prorected infom1atfon has been 
denied. Such indicative information may take tl1c form 01'<1 

text .string displuyed to the wearer, Suell indicative infonna­
tion moy also take the form or a non-textual cue, sncb as ao 
audio notification (e.g .. a beep, automated voice message, or 
other sound) :i.nd/or a vibration pattern of the 1-lMD (e.g .. via 
one or more bone conduction tn1nsducers). Otl1er examples 
are also possible. 
(0099) After the I lMl) rt--ceives i11forrnation that access to 
the protected i!lformation bas been denied, the 01etbod 3008 
continues al block 314 where the HMO enters into a guest­
operatioo mode. After enterwg into Lhe guest-opemtion 
mode, tile HMO may be configured to disable guest-opera­
tion-related fonctionality of the HMO. The term "guest-op,­
eratio n-relatcd f w1c1innality" may rdcr to ftrnct ion a 1 i ty or the 
LI MD that is enabled only fon;uthori;;,edwearers oftbe llMD 
(e.g .. the owner of Lhc HMO). For example, an authorized 
wearer may install soil ware applications (e.g., games. email. 
etc.) on the HMO, while tin unauthorized wearer using the 
HMD in g11cst-opera1ion mode may be prevented from 
installing. wlinstalling., or otherwise config1ir:iug software 
applications. LimitiJ1g gi.iest-opemtion mode Functionality 
may help to prevent tm11utl1orized users from gainfog access 
t(l personal infonn:.ition saved 0 11 the computing device. Fur­
ther, i IYwhen the- HMD exits tile guest-operation mode, tbe 
HMO may be coo.figured to en.able tlw guest-opemtion-re­
lated functionality. 
[01001 When tl1e HMD enters into guest-operation mode. 
th.e HMD may dispJayto tile unauthorized wearer oft be l'IMD 
a notific11tion that the J IMD is opcmting in guest-opcmtion 
modt·. for example, Ilic llMD may conri1111ously disl)lay 
"GUEST MODE ACTIVE" unlll 'the HMO exits guest-op­
eratio1l mode, As noted above at block 312, lhe l lMD may 
continuously or sporadic.illy provideotlicr notifications to the 
unatrtilorized wearer. In some scenarios, an authorized 
wearer, such as the owner of tile HMD, may provide biomet­
ric data that does not match the stortxl biometric data. After 
the J IMD determines tli.at the biometric d1-1ta does not match 
1be stored biometric <lata and enters into guest-opemt:ion 
mode. the HMO may be configured to receive further authet1-
licatil1n iJ1fonuatio11 (possibly including persoual i11Jomia-
1:ion of the wearer or li.tnher biometric data of the wearer) in 
order for the wearer to assure that they are authorized to 
access the protccled information and l!Xit guest-operation 
mode. 
(01 011 Once tbe llMD enters into guest-t1peratio11 lllode. 
the HMD may also create a guest profile nod st·ore guest dma 
for an unaulbori:ted wearer. 1l1e guest profile and/or guest 
data may store iufonuation abou£ tbe guest, such as a time of 
entering into guest-operation mode, captured images of the 
g11es1. indication(s) of application(s) as being allowed or 
inhibitt>d from use by the guest. indication(s) of data as being 
HIJowcd or inhibited from access by the guest, 1-1ml/or oO,cr 
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i1tfon11ation. The unautborii:ed wearer may be prevented 
from creating/storii1gat least some data in the HMD. Iu some 
embodiments. the guest profile and all stored guest data may 
be deleted when the I !MD exits guest-operation mode, Stich 
that the I !MD docs not store any changes made by the unan-
1.horized wearer during guest-opemtion mode. 
(0102] Tue t111au thorizcd wearer may have limited pennis­
sious. as uoted above. In 011e emb,)diment. U1c unautborittc!d 
wearer may be preveuted from changing. security settings or 
the HMD. lu similar embodiments, au exce111ion may be 
made for device administrators, and an administrator mode 
may be- enabkd based on ::iuthent'ication infonnatic1u pro­
vided by a deviecadruinistralor. Further, biometric data, per­
soual i.nformatioJL or other information associated with a 
device ad1nin.istrator may be stored al and recognized by the 
J-IMD and/or other computing devices, suoh as a server. 
(0103] In another embodiment. the unauthorized wearer 
may be allowed to access a subset of soft:wareapplicatious, ln 
such embodiments. access to any non-executable files (e.g., 
documents) created by tl1e owner of the JIMD may not be 
allowed. Further. access to file~ m:iy be limited ba~ed on 
permissioos of 'Lbe files. to res1i-ict file access m1 a per-lile 
basis. lu some c1ubocliweuts, one or more components of the 
HMD may be disabled for tl1e unauthorized wearer. For 
example. the unauthorized wearer may have access to all 
com.ponenls of the I (Ml) but the camera. Tn other embodi­
ments. the HMO may iuhibit most or :ill 1wtwork functional­
ity while operating in guest open1tion-mode. In still other 
embodiments, the l-lMD may execute a particular applicmion 
in order to distract U1c unauthorized wearer. ln yet sti ll other 
embodiments. the guest-operation mode may limit the 
ruuount ol' time, memory, and/or battery power available to 
tl1e lUrnuthori,;ed wearer. For example, while operating in 
guest-operation mode, the I !MD muy automatit-ally tw·n off 
once the battery power drops bclt)W a predetermined thresh­
old. Addi tiounlly or alternatively. 'the uuautborized wearer 
may be given only a short peril)d of time t~) use the l lMD 
before tbe HMD turns otf reseis. t1r displays a prompt for 
re-,rn thenticatio.o. 
[0104] lo some embodiments, the HMD or other compltl­
ingdevicemay determine that an tmauthorized wearer may be 
artcmpting to access important protected i11fonn.ition, such as 
secure accounts of the owner of the HMD. lu suc.h embodi­
ments. as well as otber embodiments. stricter measures may 
be taken while the HMD is operating in g11est-operatlon 
mode. For example, the HMD or network may provide a 
notification lo tile owner of the HMO (e.g .. a call or text 
message sent tl, the I !MD owners cell phone) that an unau­
thorized wearer is attempting to access the I-IMD owner's 
accoimls. In some scenarios. the 11oti.ficatio11 of tl1e owner 
may be perfomied without i.ofonuing the unauthorized 
wearer. lo sim.ila.r embodiments, a notificatiou may also (or 
instead) be sent to law-e11forcement authoricies or other 
aulllorities. Notifications may be sent to the owner of the 
r IMD or third parties if the owner of the I !MD or other 
responsible parry 5t1 au thori;,;cs. Purlher, the 11MD may delay 
the unautlmrized wearer after sending the notificatioo(s) in 
t1rder to give a third party time lo take proper action, For 
instance, the HMD may execute a random or predetcrmlued 
application lo delay the unauthorized weru·er. 
[0105] lo some em bocli.ments. the HMD may be configured 
to detect a prederernuned paneru of eye blinks. or the like. 
repn::s~'Jltative ofa "panic bunon.''Thcwearcr may b link the 
predetermined pattern in order to notify nuthorities that while 
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tbe wearer may provide matching biometric data for authen­
tication. the wea1·er may be tU1det duress. Upon de1ecling. the 
predetermined blinking pauero, tbc HMD may send a uoti fi­
catinn to law-enforceme.ut aulhorities or other third p;ll1y, 
i11dicating that one or niorc l1fthe wearer's accounts (or the 
wearer themselves) may be at risk. In other embodimerrts, 
autbenticalil)ll sessions may be recorded by a higl1-resolut1on 
camera (e.g., a recorded view of a wearer's eye and a back­
ground of the wearer). A video of the authentication sessiou 
may be sent to a third party aurom:ilically when the [-IMD 
enters into gt1est-opcration mode. The video may also be scnl 
when tJie wearer blinks the predctem1i.ned putlem of eye 
blinks to indicate that tl1ey are L1nder dttress (e.g .. blinks in 
patterns recogllizable as Morse code). As noted above. the 
video and/or otl1cr notifications may be sent to the owner of 
the MMD or other responsible party for1be HMD if the ow net 
or responsible party so authorizes. 

(01061 It should be w1derstood Illar other guest-operation 
mode pem1issions/so.tlings arc ::ilso possible. and that any 
combination of the aforementioned pemJissions (and otl1er 
permissions not described herein) is pos~ible as well. It 
should also be understood that ooe or more of the security 
111easwes/embodi1111c!11ts described herein may be applied tci 
scenarios in which an mnhorized wearer is under duress. and 
the embodiments should not be limited to scenarios iu which 
an tuiaulhori½ed weareris attempting authentication. 

[01071 FIG. 4 showsan example method 400 forthescco11d 
computing device (as described above) displaying a pre-ac­
cess iotc.rfacc including 1.he mach.ioc-n.:adnble code. and dis­
playing a post-access interface iocludiug the prott-cted infor­
mation based on authentication nf biomelJic data. according 
to an example embodiment. lu some embodiments. some or 
all of the fonctions performed by the second computing 
device may be perfom1ed by tbe l-:IMD. tin: authentication 
scrVer, or other computfog. device(s). 

10108] At block 402, the second computi11g.device displays 
the prc-acct.-ss imerface associated wit11 the protected infor-
1m1tion. where the pre-access interface includes the machine­
readable code that identifies the protected inforn1atiOJJ. For 
example, the pre-access interface may be the first viewable 
object as described i!bove, such as a first· webpage. 

10109] At block 404, tbe second computing device verifies 
access to tl1e protected iufonuation, where access to the pro-
1ected infonnation is based ou biometric dara acqtLired by 
anotl1er computing device i.ll respollSe to detection of tbe 
machine-readuble code. By verifying acces$ to the protected 
infonuaticm, the s(>cond computing device may rtccive an 
access-verification message from m1 authenticution server, 
and l11e access-verification message may indicate verificatfou 
of authentfoation information acquired by the other comput­
ing device, the authentication information includi.og the bio­
metric data. The authentication server may be configured to 
actively dotennine access for the other computing device. 

10110] Responsive to receiving the access-verification 
message. tlJe second computing device may send to the otl1er 
computing device information indicatiug that acce.ss lt1 the 
protected information has been granted and displaying the 
p~1st-acccss interface including the protected informatiou.As 
noted above, the information indicating that access to lhe 
protected information may take the form of visual or audio 
information. and the post-access i11terface may include a sec­
ond viewable obj~! (e.g .. a second webpage associated with 
the first webpage). 
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(OllJJ It slwuldbenotedUwt the"othercorn11utingdevice" 
may be the HMD (e.g .. tbe first computing device). rhe 
autheutic.ation server, or combination of comp11ting devices. 
Other examples ,tre also possible. 

[0112) FIGS. SA-SF iJlustrnte au example scenario of a 
computing device authentict1ti11g biometric dt1ta in order lo 
access a viewable object. according to ::w example embodi­
rncot. lnthe examplc sccnario. thecomputingdevicc takes the 
form of an I IMD. It should be understood. however, that the 
computing device may take the form of other computing 
devices, both wearnbJe and non-wearable. Tbe viewable 
object(s) illustrated in FIGS. SA-SF may be provided by the 
"second computing device." a~ described aboVe. wht·rc Lhe 
second computing device may be a laptop <.'Omputer, tablet 
computer, smartpbone, or the like. 

(0113] As shown in PIG. SA. the second compuring device 
m.iy provide a firs1 viewab1e nbject, such as a first webpage 
500 on a graphical display of the secm1d computing device. 1 n 
some scenarios, the graphical display may be an interactive 
graphical dlsplayconligtu·ed to enable the wearerofthe HMD 
to i,ueracl with the first webpag.e 500. Porexample, the l lMD 
m.iy include one or more devii.;es configured to interpret the 
wearer's eye movement as user input commands 10 interact 
wilh the first webpage 500. In particular, the I JMD may 
include Qne or more imvard-facing image captttre devices 
aml/or one or more other inward-facing sensors that may be 
used to track eye movements. determine the dire.ctfon of the 
wearer's gaze, and/or L~.1pture an image of the wearer's eye. 
As such, certain eye movements or scan11cd images of ll1e 
wearer 's eye may be mapped to certain actions. Still further, 
the I IMO may include outward-facing sensors or capture 
dcvicl's, such as a camera, which may be u~cd to detect/ 
capture information in.front of the user, such as the machine­
readable code as described above. 

(0114) Jo the scenario of FIG. SA, audio ,1ccordaoce whll 
the example metl1od 300A-B of FIGS. 3A-13, U1e I !MD may 
detect tl1e machine-readable code displayed cy the second 
compllli11g device. As shown, the wearer may select "A11tJ1eu­
t i1,;ate witJ1 I !MD," which may cause a QR code 502 to be 
generated/displayed Qn the first webpage 500. In some 
examples. as noted above, the QR code 502 may identify 
protected in:formation aJ1d include infonuation associated 
with the first webpagc500, such as a t11lifonu resource locator 
(URL) of the first webpage 500. an inte.mel prorncol (JP) 
address of rhe first webpage 500. a public key of the first 
webpagc 500, and a time at wllich the authentication infor­
mation associated with the first webpage 500 is received. The 
HMD may be configured to scan the QR code 502 with an 
lnward-faciug. (or outward-facing.) camera/se11Sor and pro­
cess the information included in the QR code 502. 

(01151 FIG. 5B illustrate-sanexamplcscenario involving an 
interaction bctweeu the HMD and the secOJ1d computing 
device (and/or an autlleutication server, as described above). 
FIG. 5B i11ustrates information 504 received at the HMD 
from the first webpage 500 and information 506 sent by the 
llMD 10 the second computing. device (or tbe authenticarion 
server). Received information 504 may iuclude iofonnatioo 
associoted witl1 the first webpage 500 and a request for the 
I-IMD to provide i1iloimalion so as to access the protected 
in.formation (e.g., a second webpage). Sent infonnation 506 
may include encrypted data. information/idelll.ifiers associ­
ated with tJ1e UMD. personal info11natioo associated with Lhe 
wearer of the H MD, and an authentication message which 
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may include a.II the nforementio11ed iriforma1io1L Other types 
of.received/sent information are also possible. 
10116) By scalllling the QR code, the HMD may determine 
tl1at the authentication iufonnation includes tl1e request to 
provide biometric data. ln response, rbe flMD may acquire 
biometric data of the wearer, s uch as an eye-scan facilitated 
by a sensor a.ssociated with the 1-lMD. for example. Aller 
receiving the biometric data, the HMD may encrypt the bio­
metric data, perhaps a long with other i.uforruation, such as a 
name of the wearer. an IP address oft he HMD. an identifier of 
the I IMD, etc. 'll1e I !Ml) may further include the encrypted 
biometric data and the other information iJ1 tJ1e authentication 
messag, ... 
[0117] ·n1e authentication information can have multiple 
authentication factors, such as multiple types of biometric 
data. password infonnation, pass-token output, and/or other 
i11.formatior1. Encryption can be performed using;i priv~te key 
stored at t.he HMD. Access to the private key can be controlled 
using part or all oftJ1e biometric d::ita provided in the aulben­
t:icatinn ioformation. The private key may be stored remotely 
on secure, cryptogr'.iphy-based J1ardwate devices. Adclilion­
ally or ;1ltematively, t!Je private key ol'the HMD (and public 
keyofU1e llMD)cuJ1 be stored locally at 1j1e IJMD. 011<1 srnart 
card. or a cloud-based server. 
(01181 The access request a11d encrypted biometric data of 
the auU1entication information may then be decrypted by the 
anlheutication server. other adminisl.tiltive :;erver. second 
computing device, or otJ1cr computing device (not shown). 
Por instance, the authentication server may decrypt tbe 
encrypted biometric data wi th a public key of the HMD. Other 
exmnples and methods of encryption and decryption are pos­
sible as well. The authentication server may then compare 
biometric data it rL'Ceived th.im the l lMD with previously 
stored biometric data of the we:Jrcr so as to determine i fll1crc 
is a match. 111e previously stored biomcrric data of the wearer 
may be stored locally al tbe HMO and/or rCJllo tely at tbe 
autbenticationserver.amongotberpossibilities. for example. 
the owner of the HMD may haw previously stored oue or 
more images resulting from a scan of the wearer's iris. and 
tl1at previously ~tared image(s) may be compared with a iris 
scan image(s) orthe wearer in the rmthenrication iofonuati,1n 
so as to verify the identity oftbe wearer. ·n1eimage(s) can be 
provided as one or more still iJuages or a video oftbewearer's 
iris. 
(0119] In the case that the biometric data m:'llchcs the pre­
viously stored biometric data, such as tile case illustrated i.u 
FIG. SC, the wearer of tile HMD may be -presented with the 
second Wl'bpagc 510 by the scc~1nd computing device, thus 
alJowing access lo the protected information. The second 
webpage 5 10 may include a visual indication SJ 2 that autben­
ticatioo was successfol aod that access to a web-hased 
accrnmt was granted. Ot11er types of' accounts are a lso ros­
sible. sucb as petsc,nal accounts ( e.g., email), deposit 
accounts, Lransactional accounts, and the like. which may also 
bt: web-based accoLU11S. Addi tionally or alternatively to the 
second webpagc 51(1 ofFJG. SC. :mo1l1erwebpnge 520 may 
be presented to the wearer and the other wcbpage 520 may 
i11clude a visual iodicalion 512 that an authorized wearer is 
currently accessing the account. such as thc"Welcomc, HMO 
USER" message. as shown in FIG. 5D. 
(0120] 1n tJ1e case that the biometric data does not match tJ1e 
previously stored biometric data. such as the case illu,strated 
in f !G. SE, tfo:·wl'areroJfbe IIMD may be pn:sn1tcd wi1J1 a 
webpage 530 by the second computing device indicating that 
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access to tbe protected informatio1i has been deoied, Further. 
as noted above. tl1e HMD may set itself to opem6ug iu a 
guest-operation mode, wb.icb. ruay I irui t the HMD's function­
a lity. As such, the web page 530 may include m1 indjcation 532 
tlwt the I !MD is operating in g11est-operation mode, such as 
the "GUEST MODE ACTIVE .. notification. Additionally or 
alternatively to the webpage 530 of PlG. SE. yet auotber 
wchpage540 may be presented to the wcarerwh.icb may also 
include a visual indicat"ion 532 that the current we-Mer is 
uuauthodzed. as shown in FIG. SF. This webpage 540 m:iy 
provide limited access to an account of the ITMD owner or 
may restrict all access. OtJ1er examples are also possible. 
(0121] llltl metlwds described above can be implemented 
in web-based paymenl scenarios as well. For irnnance. a web­
site may present the wearer with a QR code af1er the wearer 
has.selected a payment to be111ade. The QR code may include 
a request for the wearer to provide biometric data lo authorize 
the payment and/or other security measures, s"c1ch as one or 
more security qncsrions. 
(0122] In one embodiment, lhe methodslfuuctions 
descri.bed above can be performed by a mobile phone. For 
instance, the mobile phouem,1y include one or more carne.ras 
config~IJ'ed to detect a macbine-readable code displayed by a 
second cruuputiJ1g device (e.g., a laptop computer). Further 
the one or more carnerns may be configured to capnire bio­
metric data, such as an image of an eye or eyes. The mobile 
phone can then sc.1;d the biometric data and other authentica­
tiou information (e.g., i11fonnation associated with tlle mobile 
phone) to an autl1cuticatiou server for verification of tl1e 
authentication iofonnatiou. If access to lbe protected io.for-
01atiot1 is grruited, for example, the protected iuformation 
may then be viewable on the second computing device al'ld/or 
,m tht> mobile phone itself. 
(0123] In somcembod.i.tuents, methods descnbed herein or 
similar meth,1cis may be applied le) 01J1er dwicc~ in accor­
dauce with the HMD (or ot!Jcr WCD), such ,is laptop com­
puters or consu.rner electroJlics l e.g. a television) iftbe device 
had au access-ible lP address, in order access accounts ou the 
device(s) or lock/uo.lock tile device(s). u· such a device does 
not have an accessible IP address, the I lMD the device(~) 
could use infrared rransmission protocol like IRDA to com­
municate. l n similar embodiments, similar methods can be 
used for au,heot.icatio11 for physical security systems. such as 
secure door., at on airport or bank. Jo such embodiments, ao 
authen1ica1ion challenge request may occur over IR transmis­
sion. Bluetooth, RFID, orotherwireless and/or visual mecha­
nism additionally or alternatively to the use ofa QR code. 
( O 124] !i1 01he.rembodi111ents, multiple devices. including a 
WCD, can be used to implement the method. ·Ille IIMD and 
0U1er device(s). such as a smart phone. may be enabled wiU1 
secure NFC. ln :in example scenario, a QR code or other 
re.presentation ofa challenge signal may be sen1 to the smart­
phone and the smartphone can then be tapped to the WCD 
over secure NFC lo fitrther send lhe challenge signal 10 the 
WCD. ·11,e WCD can tJK•n pmvide any necessary authcntic.i­
tion information (e.g., biometric data) 10 the smllrtphone via 
NFC. 
(0125] Jo some examples. tbe first and second computing 
devices may be the same computing device. such as the l IMD, 
where t11e I-IMO may be arra11ged to derec1 the 1uacl1ioe­
readable code dispJayed on ils own head-mounted d.isplay. In 
other examples, identification of the webpage (or other view­
able object) by the llMD may be transparent to the user. a~ 
information jll(;Juded in the machine-readable code may 
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become instantly accessible by the I IM D once tJ1e webpage is 
visited. and lbus there may be 110 need to display the machine­
readable code. Other examples are also possible. 

V. CONCLUSION 

(0126J The present disclos1u-e is not to be limited in terms of 
the pa.t1icular embodiments described in this application. 
which are inteodcd as illustrations of various aspects. Many 
modifications and varia tions can be made witl1ollt departing 
from its spirit and scope. as will be apparent lo those skilled in 
the arL Fmictionally equivalent methods and apparatuses 
witluo the scope of the disclosure. in addition to those eou­
mer:.ited hereir1. will be app:.irent to tho~~ skilled in U1e ..irl 
from the foregoing descriptions. Sud.1 modificatioos and 
variations are intended to foll within tbe sc~1pe of tile 
appended claims. 
[0127] The above detailed descriptioH describes various 
foatures and functions of the disclosed systems, devices. and 
methods with reference to the accompanying figures. In the 
figt1res, similar symbols typically identify similar compo­
nents. unless context d ictates olherwise. The example 
embodiments described herein and in tJ1c figures are not 
mc:Jnt to be limiting. Other emhodimollls can be utilized, and 
other challges can be made. without departing from tbe spirit 
or scope of the subject matter presented herein. It will be 
readily understood that the aspects oflhe present disclosure. 
us gc1ierally described herein, and illustrated in the ligun.~. 
can be arranged. 8ubstinned. eomblned. sepa.rnted, and 
designed in a wide variety of differeol configurations. a 11 of 
which arc explicitly coJ1lcmpJated hereio. 
(0128] With respect to any or all of the ladder diagrams, 
scemuios. and flow charts in the figures and as discussed 
herein., each block and/or c0Jllill11rucation may represent a 
processing of infom1ation m1<l/or a tran,mission of informa­
tion in accordance with example embodiments. Aheiuative 
embodiments are included within the scope ofthesl1 example 
embodiments. lil these alterm,tive e1J1bodimeots. for 
example. functions described as blocks, transmissions, com­
muJ11c.1tions, requests, responses. and/or messages may be 
executed out oforder from that shown or discussed., including 
substantially c◊ncurr.:nt or in reverse onlet. dcp.:niliug on the 
functionality involved. FurU1er, more or !ewer blocks and/or 
fu.netions may be used ,vith any oftbe ladder diagrams. sce­
aarios. and flow charts d iscussed herein. and these laddc.r 
diagrams, scenarios, nnd flow charts miiy be combined witb 
one another, in part or in whole. 
[0129] A block that represents a processing of iufonnation 
may correspond IO circuitry that can be configured to perform 
tbe spcci fie logical functions of H herein-described method or 
technique. Altetuatively or addlti,)ns.1\y. a block that repre­
sents a processiog ofinformatioo may correspond to a mod­
\t!e, a segment, or a portion or pr~,gnim code (including 
related data). The program code may include one or more 
instructions executable by a processor for implementing spe­
cific logical functions or actions in the method or technique. 
'n1c pmgram Olide and/or rela ted data may be stored on any 
type of computer readable mcdiu111 such as a storage device 
including a dis.k or l1ard drive or otber stomg.e medium. 
(0130J The computer readable medium may aJso include 
11011-mmsitory computer readable media such as compurer­
readable media that stores data for short periods of time like 
register memory. processor cache, and mndom access 
memory (RAM). ·n1c computer readable media may also 
include non-transitory computer readable media that stores 
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program ctide and/or dota for fonger periods of time, such as 
secoudaiy or persistent loug tenu storage, like read only 
memory (ROM), optical or ruaguetic djsks, compact-disc 
read c111ly memory (CD-ROM), for example. 'n1e computer 
readable iuedia may also be any other vol at ilc or non-volatile 
stornge systems. A computer readable medium may be con­
sidered a computer readable storage medium. for example. tir 
a tangible storage device. 
(0131] Moreover, a block that represents one or more infor­
mation transmissions may con-espond to i11Jonnation trans­
missions between software and/or hardware modules in the 
same physical device. l lowever. other information transmis­
s ions may be betweeu software modules and/or hardware 
modules in different physjcal devic.es. 
(0132] ·111e particular a.rrangemcots shown in the Ugures 
should not b~ viewed as limiting. l t shou Id be tu\derstood that 
o ther embodiments can include more or less ofeucb element 
shown in a given figure. Further, some of the illustrated e le­
ments ca11 be combined or omined. Ycl lt inher, au example 
embodiment can include e lcmcms that are not illustrated in 
the fig11res . 
(0133] While various aspects and cmbodimeuts bavc been 
disclosed herein. other aspeccs and embodiments wiU be 
apparent to tl1ose skilled in the art. The various aspects and 
embodiments disclosed herein are forpurposcsofillustration 
and are not intended to be limiting, with the true scope a nd 
spirit being indicated by the following claims. 

1. A method, comprising: 
detecting, by a first computing device. a mach.ioe•readable 

code that is displayed by a secoud computing device, 
wl1erein the machine-readable code identifies prorecred 
information that is viewable via the second computing 
device; and 

responsive to detecting. the machine-readable code: 
acquiring, at the first computing device, biometric data 

via one or more biometric sensors associated with the 
first compuliog device. 

based at least in par1 on tl1e biometric data. the first 
computing device generming an authentication mes­
sage tl1at includes authentication infonniition and 
identifies the pmtectcd in lb1111atio n. and 

sending theauthcmica1ion message roan 3lltllcnlication 
server for verification of the :mthcnticatioo inlbmia­
tioo, whc.rcin verificatioo of the autl.1en1ication i1lfor­
mation alll1ws access to the protecled info rma tion via 
U1e second tX>mpl1ting device. 

2. The method of claim 1. wherein verification of the 
uuthenticalion information includes a detern1ination of 
whc1her the biometric daia substantially matches stored bio­
metric data, the method further comprising: 

responsive to i-he determination being that lbe biometric 
data substantially matches the stored bion:ietric data, the 
first computing device receiving info rmation indicating 
that access to tb.e protected information via the second 
computing device has been grantc.-d. 

3. The mctht\d of claim 1, wherein verific;11io11 of tl1e 
m1tl1entication i11H.1tmatil111 i11clndes a dctenuiru.itiort of 
wbetherthe biometric data substantia lly matches stored bio­
metric data. lbe method ti.n1her comprising: 

responsive to the determination being that the biomet·ric 
data does not substamially matcl1 the stored biometric 
dtli-a. the first computing device: 
n.-cciving information inilicnting tl1a1 ;,cccss 10 the pro­

tected in formation has bee11 denied, and 
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entering into a guest-operatiou IUOde, wherein tl1e first 
computing device is coofigni-ed to disable guest-op­
eration-related functionality of the first computing 
device atler e.utering the gtlC$l-Operation mode, and 
whe rein the fir~1 computing device i~ configured to 
enable the gne51-operation-related functionality after 
ex.itiug the guest-operation mode. 

4 .111c method of claim 1, wherein theautheutict1tio11 infor­
mation comprises encrypted biometric data generated by the 
first computing device based on the acquired biometric data, 
wherein generating tJ1e encryptc.xl biometric data comprises 
encoding additional data into the hio111etric data, wherein the 
ftdditionaJ da ta includes :JI least one identilicr associated with 
the first computing device and a public key associated with 
the first computing device. 

S. The method of claim 4. wherein tl1eatleas1 one identifier 
associated wi.tb the ftrst computing device mcludes at least 
one of a serial number and a computer networ!...'ing address. 

6. 111c methnd or claim 4. wherein generating !he 
cnctypted biometric data further comprise.~ eucrypling the 
biometric dai-a based at least in part on a private key associ­
ated with the firi;t computing device, 

7 . The method of claim 1. wherein the biometric daw 
includes eye-scan data corresponding to at leas-I oue eye. 

8 . TI1e method of claim 1, wherein at least one of the 
machine-readable code and the protected informatiou is dis­
played on a webpage. 

9 . The method of claim 1. wherein the machine-readable 
code comprises a bar code. 

10. The method of claim 9. wherein tl1c bar code comprises 
a two-dimeusioual bar code. 

11. The method of claim 1, wherein the smred biometric 
data is stored locally at the first compntiug device. 

12. The method of clai.m 1, wherein the stored biometric 
darn is stored remo1ely ar one or more of the amhentication 
server and the second computing device. 

13. The rut::thod or claim L wherein the first computing 
device is a bcad-mountahledevice (I-IMD). wherein the HMD 
includes a.tl eyegfal-SS frame cc11illguration. 

14. The method of claim L whereiu the first computing 
device is a mobile phone comprising al least one camera 
con.figured to detect the machine-readable code aud acquire 
the biometric data. 

15. A f:in;t computing device, comprising: 
at least one processor: and 
" nl"ln-transitory computer-readable st,)mge medium hav­

ing stored thereon prognuu instructions that, upon 
execution by tl.1e at least one processor. cause lbe first 
computing device to perform fonctions comprising: 
detecting a machine-readable code th:1t is displayed by a 

second comp ming device. wherein the machine-read­
able code identifies protected information ihnt is 
viewable v ift the second computing device; anti 

responsive to detl'Clillg the machii1e-rcadable code: 
aoq1J.iring biometric data via one or more biometric 

sensors associated with the first cou1pu1ing device. 
base?d at least in panou the biometric data. genemtiog 

an authenticat ion mess::ige that includes authenti­
cation in.formation and ideutifies the protected 
infom1.atio~ and 

sending the m1tbenticatiou message 1o an authentica­
tioo server for verification of the autbcntica.tioJ1 
in.formation, wherein veri ficalion of tl1e autbenti-
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cation iofonualion a llows access lo U1e protected 
information via tbe second coiupmiog. device. 

16. Tue first computing device of claim 15. wherein veri­
fication of the authentication information includes a de1em1i­
nation of whether the biometric data substantially matches 
stored biometric data. the i'imctions further comprising: 

re~-ponsive to Lbe ddermiuation being that tl1e biometric 
data substantially matches the stored biomctTic data. tbc 
ftrsl computing device receiving io.1onnation indicating 
tlrnt access to the protected in.formation via the second 
computing device has been granted. 

17. The ftrst computing device of' claim 15, wherein the 
machine-readable code is detected by at least oue first sensor 
associated wltb the first computing device, and wherein the 
biou1etric data is ncquired by at least one second sensor asso­
ciated with tl1e first co1nputi11g device. 

18. The first computing device of claim 17, wherein the at 
.least one first sensor and the at least one second se11Sor each 
includes one or more of: au infrared pn1ximi1y sensor. an 
inli-ared photodiocle, ancl a camera. 

19 . The firs. computing device of' claim 15. wherein tl1e 
macblne-m:idable code is d1splayedou a first webpage by the 
second cornp□ting device and the protected information is 
displayed ou a seco11d webpage by 1be secoud computing 
device. 

20. The first computing device or claim 19, wherein the 
macl1inc-readablc code includes encoded information asse>­
cil'lted with the Jirst wcbpage inclucling one or more of: a 
~111iform resource locator (URL) of the first webpage. an 
ulteroet protocol (IP) address of1l1e first webpage. a public 
key of the first webpage. and a time a l which the information 
associated with Lhe first webpage i~ rnceived. 

21. TI1e first computing device of claim 15, wherein veri­
fica1io11 oftlw ::mthcmticatioo information includes a 1.ll'tcnni­
natio11 of whether the biometric data substantially matches 
stored biometric data. the limct-ions further comprising: 

determining that the biometric data substantially matches 
1l1e stored biometiic claw: and 

responsively detenui11ing a password associated witll the 
protected information. wherein the password is config­
ured to allow access to the protected information. 

22. The first computing device ofclaim 15, wherein acquir­
ing the biometric da1n via one or ml1re biometric sensors 
associ,,ted wi tb the first computing device comprises: 
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responsive to detecting the macl1ine-readable code, the first 
computing device receiving a cb:.illenge signal request­
ing a verificatio11 responseve1ifying the anti.Jent icily ofa 
wearer ofthe first computing device using the biometric 
data: ,tnd 

responsive to receiving the cba.llenge s.ignal. transmitting 
an uckuowledgemeut sigl'llll; and 

the first computiug device enabling tbe oue or more bio• 
metric sensors to acquire the b iometric data. 

23. The first c,1rnp\tting device or c laim 15, wherein tbe 
authentication infonnatioo includes at least one identifier 
associated with the first computing device, wherein the at 
least one identifier includes l,ne or more of a serial number of 
the first computing device, a public key oft he firs! computing 
device, and an JP address of the first computing device. 

24. A computing device, comprising: 
at least one processor. and 
a non.transitory computer-readable storage medium hav­

ing stored thereon pn1gram in$trncrions that. upon 
execurion by the at le.ast o.ne processor. c.ause the com­
puting device to perform functions compiising: 
displaying a pre-access interface associated with pro-

tected in.formation, wherein the pre-access interfa(..-c 
includes a machine-readable code that identifies the 
protected information. and 

verifying access to the protected in.formation, wherein 
access to the protected infomrnrion is based on bio­
metric data acquired by another compllling device io 
response to detection ofU1e mAchine-readable code. 

25. Tile comp1t1ing device ofclsim 24, wherein verifying 
access to the protected infonnalion comprises receiving. from 
a server configmed to actively determimi access for tJ1e otJ1er 
computing device. an access-verification message that indi­
cates verification ofthe biometric dala acquired by the other 
computing device. 

26. TI1e computi11g dev iceo r c laim 25. the functions further 
comprising: 

responsive to receiving the access-vcrificmion message: 
sending to the other computing device infonnalion indi­

cating that access to the protected information has 
been g.rantecL a11d 

displaying a posl•access interface i.uclucling tile pro­
tected in:fonuAtion. 




