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LISTING OF CLAIMS 

Claim 1 

[1pre] An authentication method comprising: 
[1.1] collecting, based on a predetermined authentication policy, at least one 

context data element; 
[1.2] constituting a data packet, based on the at least one collected context data 

element; 
[1.3] generating a hash, by using a predetermined hash type algorithm and the 

data packet, as input to the predetermined hash type algorithm 

[1.4] sending the generated hash; 
[1.5] generating, as a hash distance generation step, a hash distance between 

the generated hash and a predetermined reference hash; and 

[1.6.1] authenticating successfully or not based on the generated hash distance, as 
an authentication; 

[1.6.2] wherein said at least one context data element is a captured image 
represented as a string of bits with a fixed length for constituting said data 
packet, and 

[1.6.3] wherein said hash is a byte stream generated from said string of bits 
representing said captured image for said data packet. 

Claim 2 

[2.1] The method according to claim 1, wherein, the predetermined hash type 
algorithm comprises a locality sensitive hash type algorithm, and wherein 
the method further comprises, as the hash distance generation step and the 
authentication step, the following steps: 

[2.2] generating a score, by using the locality sensitive hash type algorithm, as 
a level of similarity between the generated hash and the predetermined 
reference hash; 

[2.3] comparing the score to a predetermined threshold value; 

[2.4] authenticating successfully only if the score is equal to or greater than the 
predetermined threshold value. 

Claim 3 
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[3] The method according to claim 1, wherein, prior to generating the hash, 
the method further comprises sorting, according to a numerical order, the 
at least one collected context data element within the data packet. 

Claim 4 

[4] The method according to claim 1, wherein, prior to generating the hash, 
the method further comprises weighting, according to the authentication 
policy, the at least one context data element. 

Claim 5 

[5] The method according to claim 1, wherein, prior to constituting the data 
packet, the method further comprises grouping together, according to the 
authentication policy, at least two context data elements comprised within 
the at least one context data element, to constitute at least one 
corresponding context data group. 

Claim 6 

[6] The method according to claim 1, wherein, prior to generating the hash, 
the method further comprises ciphering the data packet, according to the 
authentication policy. 

Claim 7 

[7] The method according to claim 6, wherein a key used for the data packet 
ciphering includes a key generated by using a hash-based message 
authentication code key type derivation function. 

Claim 8 

[8pre] A first authentication device, wherein the first authentication device is 
configured to: 

[8.1] collect at least one context data element, based on a predetermined 
authentication policy; 

[8.2] constitute a data packet, based on the at least one collected context data 
element; 

[8.3] generate a hash, by using a predetermined hash type algorithm and the 
data packet, as input to the predetermined hash type algorithm; and 
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[8.4.1] send the generated hash to a second authentication device;  

[8.4.2] wherein said at least one context data element is a captured image 
represented as a string of bits with a fixed length for constituting said data 
packet, and  

[8.4.3] wherein said hash is a byte stream generated from said string of bits 
representing said captured image for said data packet. 

Claim 9 

[9pre] A second authentication device, wherein the second authentication device 
is configured to: 

[9.1] receive a generated hash; 
[9.2] generate a hash distance between the generated hash and a predetermined 

reference hash; and 
[9.3] authenticate successfully or not based on the generated hash distance. 

Claim 10 

[10pre] An authentication system, comprising  
[10.1] a first authentication device and  
[10.2] at least one second authentication device,  

[10.3] wherein the first authentication device is configured to: collect at least 
one context data element, based on a predetermined authentication policy; 

[10.4] constitute a data packet, based on the at least one collected context data 
element; 

[10.5] generate a hash, by using a predetermined hash type algorithm and the 
data packet, as input to the predetermined hash type algorithm; and 

[10.6] send to the second authentication device, the generated hash; 

[10.7] and wherein the second authentication device is configured to: receive the 
generated hash from the first device; 

[10.8] generate a hash distance between the generated hash and a predetermined 
reference hash; and 

[10.9] authenticate successfully or not based on the generated hash distance;  

[10.10] wherein said at least one context data element is a captured image 
represented as a string of bits with a fixed length for constituting said data 
packet, and  
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[10.11] wherein said hash is a byte stream generated from said string of bits 
representing said captured image for said data packet. 
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Okta, Inc. (“Petitioner” or “Okta”) petitions for IPR of claims 1-10 

(“Challenged Claims”) of U.S. Patent No. 11,387,982 (“the ’982 Patent”). The 

evidence addressed in this Petition compellingly demonstrates that institution of 

inter partes review is warranted and that the Challenged Claims of the ’982 Patent 

should be cancelled as obvious over the cited prior art.  EX1003, ¶20, ¶¶275-276. 

I. REQUIREMENTS FOR IPR—37 C.F.R. §42.104 

A. Grounds for Standing—37 C.F.R. §42.104.(a) 

Petitioner certifies that the ’982 Patent is available for IPR, and that Petitioner 

is not barred or estopped from requesting IPR. 

B. Challenge and Relief Requested—37 C.F.R. §42.104(b) 

Petitioner requests IPR and cancellation of the ’982 Patent’s Challenged 

Claims based on the following grounds: 

Ground Claim(s) Basis of Unpatentability 

1A 1-3, 5-6, 8-10 §103—Starner (EX1004) in view of Leskovec 
(EX1007) 

1B 1-6, 8-10 §103—Starner in view of Leskovec and Shaashua 
(EX1005) 

1C 6-7 §103—Starner in view of Leskovec and Bowman 
(EX1009) 

1D 6-7 §103—Starner in view of Leskovec, Shaashua, and 
Bowman 
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Grounds 1A-1D are further supported by the expert declaration of Dr. Patrick 

Traynor, Ph.D., and the additional exhibits cited herein. See EX1003, ¶¶1-276.  

The earliest priority claim of the ’982 Patent is to a European application filed 

December 29, 2017. See EX1001, Cover. Petitioner does not concede that any of the 

Challenged Claims are entitled to the benefit of this priority date, but this Petition 

nonetheless treats December 29, 2017 as the earliest effective filing date (“Critical 

Date”) for purposes of the analysis herein. Each reference applied in Grounds 1A-

1D qualified as prior art as of the Critical Date as shown below: 

Reference Filed Published AIA Prior Art Status 
Starner 

(EX1004) 05/08/2013 11/13/2014 §§102(a)(1)-(2) 

Shaashua 
(EX1005) 09/27/2013 05/31/2016 §§102(a)(1)-(2) 

Leskovec 
(EX1007) --- 01/20151 §102(a)(1) 

Bowman 
(EX1009) 09/02/2016 03/08/2018 §102(a)(2) 

 

 
1 Evidence establishing the publication date of the Leskovec textbook is addressed 

in the declaration of Ms. June Munford. EX1010, ¶¶1-9. Leskovec itself identifies 

the second edition as having published as early as 2014 (see EX1007, 6), and Ms. 

Munford analyzed library records indicating that the second edition was shelved 

and cataloged for access by the public by at least January 2015. EX1010, ¶¶1-9.  
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All references are analogous art as they are all directed to the same field of 

endeavor (e.g., authentication techniques), and all are reasonably pertinent to at least 

one problem that the inventors of the ’982 Patent sought to address (e.g., a need for 

more efficient and secure authentication). See, e.g., EX1001, 1:11-18, 1:43-45; 

EX1004, [0020] (“biometric data … used to authenticate the user”), [0023] 

(“provide as much or more security”); EX1005, 1:65-2:3 (“improved techniques are 

directed to authentication”); EX1007, 107-108 (describing “locality-sensitive 

hashing” techniques useful for authentication including “matching fingerprints”); 

EX1009, [0011] (“user authentication”), [0037]-[0038]. 

II. THE ’982 PATENT 

A. Brief Description 

The ’982 Patent generally describes “an authentication method and an 

authentication device.” EX1001, 1:11-12; EX1003, ¶¶55-60. The disclosed 

authentication method involves a client device capturing and hashing context data 

for use in authenticating a current context (or environment) of the client device under 

survey. EX1001, Abstract, 5:14-18. The client sends the hash to a server that acts 

“as a second (authentication) device” and “manages a set of context accounts and 

respective reference (context) hashes that have been previously respectively 

registered while using the same invention authentication process.” EX1001, 2:4-5, 

5:30-34. The specification explains that sending a hash “reduces the number of bits 
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(or elements of information) to be transferred with respect to the original context 

data element(s),” and therefore obviates the “need [for] a large bandwidth to transmit 

data[] … relating to the concerned environment or context, since the [hashed] data 

relating to the concerned context includes only a few data (up to a few kbytes) to be 

transmitted.” EX1001, 2:65-3:3. 

The server then determines a “hash distance” between the hash received from 

the client and the stored hashes. EX1001, 2:5-8. The “hash distance may be 

generated through a hash type comparison algorithm.” EX1001, 2:44-45. The hash 

distance allows the system to “determine whether the generated hash is more or less 

close to a predefined reference hash,” which “allows inferring whether the 

corresponding captured context data element(s) is(are) or is(are) not successfully 

authenticated, i.e. sufficiently close to respective predetermined reference captured 

context data element(s).” EX1001, 2:36-43. Using a hash distance further allows the 

system “to be resilient to more or less small changes with respect to the predefined 

reference hash while still authenticating successfully the concerned (local) 

environment or context, i.e. the value of at least some captured ( or collected) context 

data.” EX1001, 2:50-54. 

The ’982 Patent explains that “[e]ach context data element is preferably a 

string of bits (or units of information) with an individual fixed length.” EX1001, 

6:51-54. “To capture the context data element(s), the invention does not impose any 
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constraint,” for example, “[t]he client device may use a camera(s), a microphone(s) 

and/or one or several sensors that is(are) incorporated within or connected to the 

client device.” EX1001, 2:13-17. The ’982 Patent provides one example in which 

context data includes “image data relating to the user face and image data relating to 

the TV 13, other data, such as a phone ID, a Service Set IDentifier (or SSID), an OS 

version ID, geolocation data (like e.g., Global Positioning System (or GPS) data), a 

user 11 heart rate (not represented) and/or other data.” EX1001, 6:64-7:2. 

The ’982 Patent further explains that the “phone 14 is adapted to constitute, 

based on the collected context data element(s), a (resulting) data packet by e.g. 

concatenating the collected context data element(s).” EX1001, 8:18-20. In some 

examples, “[t]he data packet is a string of bits (or units of information) with a 

resulting length that may vary depending on the collected context data element 

length(s) between separate context authentication sessions,” and serves as “a kind of 

passphrase comprising, as word(s), the collected context data element(s).” EX1001, 

8:21-26. 

The ’982 Patent additionally explains that “[t]he authentication policy 

comprises a set of identified context data elements to be collected, so as to define 

context data element(s) to be collected.” EX1001, 6:60-62. Further, it can define “the 

number and/or the nature of the context data element(s) to be captured”. EX1001, 

2:9-11. Additionally, an “authentication policy may comprise data for identifying a 
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user authentication to be used for authenticating the user 11, when applicable, i.e. 

when the user authentication data is to be included in the context data element(s).” 

EX1001, 7:51-54. “For example, the user 11 has to authenticate by providing a PIN, 

an OTP, a password and/or a biometric user feature(s), such as a one or several user 

fingerprints, a user iris, a user face and/or a user palm(s).” EX1001, 7:54-59. 

In one example, a “phone 14 is arranged to collect, based on a predetermined 

authentication policy, an image (or picture) (and/or a video signal) including image 

data relating to the user 11 face and image data relating to the TV 13, as data 

elements included in the context (relating to the phone 14).” EX1001, 6:43-47. FIG. 

2 depicts “an example of a message flow 20 that involves the phone 14 and the server 

16, so that the server 16 authenticates the context 12 based on a hash distance 

between a (received) generated hash and a (registered) predetermined reference 

hash” (EX1001, 11:19-23): 
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’982 Patent, FIG. 2 
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B. Prosecution History 

The application underlying the ’982 Patent was not subjected to a thorough 

examination. EX1003, ¶¶61-63. The Examiner issued just a single Office Action 

during the course of examination of the ’982 Patent, which rejected the pending 

claims under §103 over combinations of prior art including Lawrence (EX1028), 

Cheng, (EX1029), Aura (EX1030), Sakamoto (EX1031), Sharifi (EX1032), Chul-

min (EX1033), and Bisikalo (EX1034). See EX1002, 201-218.  

The Applicant submitted no claim amendments in response to the Office 

Action. See EX1002, 271. The Applicant instead argued that the examined claims 

already distinguished the cited prior art because the “idea underlying the invention 

is to avoid the bandwidth-related problems found in the prior art that, once the user 

captures the context data as defined by the authentication policy, he/she needs to 

send that entire and private information to the authentication server for its 

subsequent authentication.” EX1002, 271. The Applicant explained that bandwidth 

and matching issues arise in “authentication policies [that] require[e] environment 

or context input” because, “unlike usernames and passwords,” environmental or 

context-based authentication data is “not fixed and may slightly differ in an 

acceptable manner,” and therefore, “if the protocol requires simply hashing the data 

packet before being sent, to save bandwidth while avoiding disclosing private data, 

the data originally captured should be identical to the template stored in the server, 
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which is statistically impossible.” EX1002, 271. Thus, “the present invention 

dispense[s] with uploading the entire captured signal of the environment that needs 

several Mb while, second, still allows the server to authenticate the received data 

even if [it] slightly differs in an acceptable manner with the stored template.” 

EX1002, 271. In this context, the Applicant asserted that “none of the cited 

documents either recites or suggests inter alia the steps of: i. generating, as a hash 

distance generation step, a hash distance between the generated hash and a 

predetermined reference hash, and ii. authenticating successfully or not based on the 

generated hash distance, as an authentication step.” EX1002, 278. 

Following these remarks, the Examiner and the Applicant agreed to an 

Examiner’s amendment in which limitations [1.6.2] (“wherein said at least one 

context data element is a captured image represented as a string of bits with a fixed 

length for constituting said data packet”) and [1.6.3] (“wherein said hash is a byte 

stream generated from said string of bits representing said captured image for said 

data packet”) were added to independent claims 16, 23 and 252. EX1002, 306-309. 

The Examiner identified limitation [1.6.2] “in combination with other limitations” 

as the basis for allowance of the ’982 Patent, even though independent claim 24 was 

 
2 Independent claims 16, 23, and 25 of the application would issue as claims 1, 8, 

10 of the ’982 Patent. See EX1001, Claims 1, 8, 10. 
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never amended to include this limitation.3 Id. More, as demonstrated below by 

Grounds 1A-1D of this Petition, the limitations added by Examiner’s amendment 

were well known in the prior art before the Critical Date, and indeed the Challenged 

Claims as a whole were obvious. The Challenged Claims never should have been 

allowed and the ’982 Patent never should have issued. EX1003, ¶63. 

III. LEVEL OF ORDINARY SKILL 

For purposes of this IPR, a person of ordinary skill in the art (“POSITA”) 

relating to the subject matter of the ’982 Patent would have had at least a bachelor’s 

degree in computer science, computer engineering, or a related field, and at least two 

years of experience in researching, designing, or developing software and 

authentication systems, or the equivalent, as of the Critical Date. EX1003, ¶¶21-22. 

Additional education could substitute for professional experience, and professional 

experience for education. EX1003, ¶21. 

IV. CLAIM CONSTRUCTION—37 C.F.R. §42.104(b)(3) 

All claim terms should be construed according to the Phillips standard. 

Phillips v. AWH Corp., 415 F.3d 1303 (Fed. Cir. 2005); 37 C.F.R. §42.100. No 

formal claim constructions are presently necessary because “claim terms need only 

 
3 Independent claim 24 of the application would issue as claim 9 of the ’982 Patent. 

See EX1001, Claim 9. 
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be construed to the extent necessary to resolve the controversy.” Wellman, Inc. v. 

Eastman Chem. Co., 642 F.3d 1355, 1361 (Fed. Cir. 2011). Petitioner reserves the 

right to respond to any constructions offered by Patent Owner or adopted by the 

Board. Petitioner is not conceding that each challenged claim satisfies all statutory 

requirements, nor is Petitioner waiving any arguments concerning claim scope or 

grounds that can only be raised in district court. 

V. THE CHALLENGED CLAIMS ARE UNPATENTABLE 

A. GROUND 1A: Starner in view of Leskovec Renders Claims 
1-3, 5-6, and 8-10 Obvious 

1. Starner (EX1004) 

Like the ’982 Patent, Starner describes “biometric authentication” techniques. 

EX1004, Abstract; EX1003, ¶¶64-75. In Starner, “biometric data may be used to 

authenticate a user in lieu of a password, e.g., so that a user’s HMD [head-mounted 

display] can log the user on to a webpage on their laptop.” EX1004, [0022]. In one 

example, “a wearer of a head-mountable device (HMD) wants to access secured 

information on a second computing device, such as via a password-protected 

webpage displayed on the wearer’s laptop.” EX1004, [0021]. In this example, “the 

HMD may detect a quick response (QR) code included on the login webpage that is 

displayed by the laptop,” and “[i]n response, the HMD may obtain biometric data 

identifying the wearer.” EX1004, [0021]. “The biometric data may then be sent to a 
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web server that is associated with the QR code,” and the “web server can then use 

the biometric data to identify the particular wearer and authorize access to secure 

content on the laptop, e.g., by logging the wearer into the webpage on the laptop.” 

EX1004, [0021]. FIG. 5B illustrates a user wearing an HMD configured to capture 

a QR code 502 and obtain biometric data from the user that can be used to 

authenticate the user and login to the website:  

 

Starner, FIG. 5B 

See also EX1004, [0112]-[0125], Figs. 5A-5F. 
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Starner describes two approaches for securely authenticating a user using 

biometric data: using hashed biometric data and using encrypted biometric data. 

EX1004, [0023], [0078], [0080]-[0088], [0090]-[0092]; EX1003, ¶68.  

When a secure website requires hashed biometric data, Starner explains that 

“a digital signature of the eye-scan data (and/or other biometric data) may be 

generated by the HMD (or other computing device) from the eye-scan data and used 

for authorization rather than the actual images of the wearer’s eye(s).” EX1004, 

[0078]. The digital signature can be generated using a hash algorithm, e.g., “a 

locality-sensitive hash (LSH) function, such as MinHash, may be used by the HMD 

to generate the digital signature from the eye-scan data.” EX1004, [0078].  

“Once the biometric data (e.g., eye-scan data) is stored at the authentication 

server, the authentication server (or other computing device, such as the HMD) may 

compare the received data and corresponding digital template with the stored data to 

determine if there is a match.” EX1004, [0090]; see also id., [0078], [0092].  

2. Leskovec (EX1007) 

Leskovec is an academic textbook that describes additional detail about 

algorithms like those referenced in Starner for data mining and matching digital 

signatures, including locality-sensitive hash (“LSH”) functions such as MinHash. 

See generally EX1007, ix-x, 73-128; EX1003, ¶¶76-82.  
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For example, Leskovec explains that “minhashing” “compresses large sets in 

such a way that we can still deduce the similarity of the underlying sets from their 

compressed versions.” EX1007, 68; EX1003, ¶77 (citing EX1037, 3) 

Leskovec explains that when comparing large amounts of information4, it is 

often useful “to replace large sets by much smaller representations called 

‘signatures,’” such that signatures can be compared and “similarity of the underlying 

sets [estimated] from the signatures alone.” EX1007, 75. “It is not possible that the 

signatures give the exact similarity of the sets they represent, but the estimates they 

provide are close.” EX1007, 75. “For example, if we replace [] 200,000-byte hashed-

shingle sets that derive from 50,000-byte documents by signatures of 1000 bytes, we 

can usually get within a few percent.” EX1007, 75. Accordingly, “we can use 

minhashing to compress large documents into small signatures and preserve the 

expected similarity of any pair of documents.” EX1007, 82. Since minhash preserves 

 
4 While Leskovec describes examples that involve comparing document signatures 

using min-hash, Dr. Traynor explains that, long before the Critical Date, min-hash 

was also used for a variety of purposes including biometric authentication and to 

compare image signatures. EX1003, ¶78 n. 6, (citing EX1007, 107-108; EX1037, 

1; EX1040, 4; EX1039, generally). 
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similarity, minhash (and other locality-sensitive hashes (LSH)) are used to 

efficiently compare minhash signatures. EX1002, 82-86; EX1003, ¶¶78-82. 

3. The Starner-Leskovec Combination (SLC) 

(a) Overview of the Combination 

Starner explains that “a digital signature of the eye-scan data (and/or other 

biometric data) may be generated by the HMD (or other computing device) from the 

eye-scan data and used for authorization rather than the actual images of the wearer’s 

eye(s), thus providing additional security for the wearer’s biometric data.” EX1004, 

[0078]; supra, §V.A.1. Starner provides an example in which “a locality-sensitive 

hash (LSH) function, such as MinHash, may be used by the HMD to generate the 

digital signature from the eye-scan data.” EX1004, [0078]. Starner explains that 

“[b]y using an LSH function to generate an initial digital signature for eye-scan data, 

the same digital signature can then be generated from any image of the wearer’s 

eye(s) that substantially matches the initial image,” and “even though there may be 

variations of the captured images of the wearer’s eye(s) (e.g., lighting and eye 

position), the LSH function allows for the same digital signature to be generated 

from each of the various images.” EX1004, [0092]. 

Starner assumes that a POSITA would know how to apply, or obtain 

information about how to apply, a “locality-sensitive hash (LSH) function, such as 

MinHash,” as Starner provides little detail about the MinHash algorithm itself (or 
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LSH generally). See EX1004, [0078]. A POSITA therefore would have turned to 

references such as Leskovec that describe such details. EX1004, [0078], [0092], 

generally; §V.A.2; EX1003, ¶99. It would have been obvious to apply Leskovec’s 

LSH algorithms, including Leskovec’s MinHashing algorithm, to Starner as a 

straightforward way of achieving Starner’s goal of utilizing such LSH algorithms 

such as MinHash in its biometric authentication process. EX1003, ¶¶98-113; see 

also, EX1003, ¶¶25-34.  

(b) Motivations to Combine 

Multiple reasons would have prompted a POSITA to implement SLC based 

on the combined teachings of Starner and Leskovec as described in the preceding 

section. EX1003, ¶¶114-119; supra, §V.A.3.(a). 

First, the teachings of Starner and Leskovec are complementary. Starner 

explains that “a locality-sensitive hash (LSH) function, such as MinHash, may be 

used by the HMD to generate the digital signature from the eye-scan data,” but 

Starner’s disclosure omits the implementation details for these functions. EX1004, 

[0078]. A POSITA therefore would have turned to a reference, such as Leskovec, 

that describes the operation of LSH and MinHash to achieve Starner’s express goal 

of allowing similarity comparisons of digital signatures generated by HMD. 

EX1003, ¶115.  
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Second, as Leskovec explains, “minhashing,” “compresses large sets in such 

a way that we can still deduce the similarity of the underlying sets from their 

compressed versions.” EX1007, 68. Therefore, a POSITA would have been 

motivated to combine Starner with Leskovec to achieve the operational efficiency 

that arises from such compression. EX1003, ¶116. 

Third, a POSITA would have been motivated to use Leskovec’s techniques 

for hashing (e.g., minhashing) creating a digital signature in the form of a unique 

fingerprint by hashing because hashing was known to compress data and therefore 

reduce the amount of data required to be transmitted from the device to the 

authentication server. EX1003, ¶117. 

Fourth, a POSITA would have appreciated that the use of Leskovec’s 

techniques in Starner’s device would achieve predictable security improvements. 

EX1003, ¶118. For example, per Starner, SLC computes, transmits and stores “a 

digital signature for the initial biometric data,” “thus providing additional security 

for the wearer's biometric data.” EX1004, [0078]; EX1003, ¶118. The “digital 

signature may be unique to the wearer of the HMD, such that unauthorized parties 

cannot obtain (e.g., reconstruct) the images of the wearer's eye(s) from the digital 

signature.” EX1004, [0078]; EX1003, ¶118. Leskovec describes techniques for 

computing such a digital signature. EX1007, 86-86; EX1003, ¶118. Thus, SLC 

“[u]sing such a process, the actual images of the wearer’s eye(s) may never need to 
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be stored at the authentication server, unlike processes that utilize calculation of a 

Hamming Distance.” EX1004, [0092]; EX1003, ¶118. 

Fifth, a POSITA would have pursued the Starner-Leskovec Combination 

because it merely involves the application of a known technique (e.g., Leskovec’s 

LSH and MinHash techniques) to a known system (e.g., Starner’s biometric 

authentication system) to achieve predictable results. EX1004, [0078]; EX1007, 75-

86; EX1003, ¶119. The law is clear that “[i]t’s enough … to show that there was a 

known problem” (e.g., effective biometric authentication), “that [Leskovec] helped 

address that issue, and that combining the teachings of [Starner and Leskovec] 

wasn’t beyond the skill of an ordinary artisan. Nothing more is required to show a 

motivation to combine under KSR.” Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 

1373, 1380-81 (Fed. Cir. 2023). Here, Starner raises the problem of how to use “a 

locality-sensitive hash (LSH) function, such as MinHash,” and Leskovec addresses 

that problem by providing further information about how to implement well-known 

LSH functions including MinHash of the type contemplated in Starner. EX1003, 

¶119 

(c) Reasonable Expectation of Success 

A POSITA would have reasonable expected success implementing SLC, 

which would have required only routine programming knowledge well within the 

skill of a POSITA. EX1003, ¶120. Indeed, implementation of SLC merely involves 
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integration in Starner of common hashing and search/matching functions (e.g., LSH 

and MinHash) as described in Leskovec, where the feasibility of those functions was 

well established before the Critical Date of the ’982 Patent. Supra, §V.A.1-3; 

EX1007, 68; EX1003, ¶120. Combining these aspects of Starner and Leskovec 

would have been well within the skill of a POSITA. EX1003, ¶120. 

4. Claim Element Analysis 

(a) Claim 1 

Element [1pre]  

To the extent the preamble is limiting, SLC renders [1pre] obvious. EX1003, 

¶¶121-122. 

For example, Starner describes “[m]ethods, apparatus, and computer-readable 

media are described herein related to biometric authentication.” EX1004, Abstract; 

see also, e.g., EX1004, [0005], [0018], [0021]-[0026], [0067]-[0125] (“Example 

methods and scenarios”), claims 1-14. 

Element [1.1] 

SLC renders [1.1] obvious. EX1003, ¶¶123-132.  

For example, per Starner, in SLC, “biometric data may be used to authenticate 

a user in lieu of a password, e.g., so that a user’s HMD [head-mounted display] can 

log the user on to a webpage on their laptop.” EX1004, [0022]. The “HMD acquires 

biometric data via one or more biometric sensors,” which “may include eye-scan 
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data received from one or more sensors coupled to the HMD.” EX1004, [0076]; see 

also id., [0025] (additionally, “[o]ther forms of biometric data … may be utilized”). 

The acquired biometric data can include one or more images (at least one context 

data element), e.g., one or more images of the user’s eye(s). EX1004, [0062]-[0066]. 

In some cases, the images can include images from recorded video. EX1004, [0035], 

[0118].  

“The HMD may use the data captured by the one or more sensors to create, 

select, and/or digitize an image of the eye.” EX1004, [0077]. “Individual images of 

the eye may be captured by the one or more sensors using a frame grabber during 

the eye-scan process.” EX1004, [0077]. “Multiple scans may provide a more 

detailed digital template to the HMD since the sensors will have more time to capture 

individual images of a user’s eye.” EX1004, [0062]. “[T]he sensors capture images 

of the eye(s) over a given period of time.” EX1004, [0064]; see also id., [0118] (“The 

image(s) can be provided as one or more still images or a video of the wearer’s 

iris.”).  

Further, according to Starner, biometric image(s) of the user are a form of 

“biometric data,” e.g., “eye-scan data” for image(s) of the user’s eyes. EX1004, 

[0076] (“eye-scan data received from one or more sensors coupled to the HMD”), 

[0081] (“eye-scan data” includes “eye-scan image”). Starner explains that “stored 

eye-scan data could take the form of a 1024-byte data record.” EX1004, [0089]. The 
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1024-byte data record of the biometric/eye-scan data (e.g., an image of the user’s 

eye) can further be “include[d]” in a “digital template.” EX1004, [0077]. For 

example, “the digital template may include a 1024-byte record (32x32x1 byte 

grayscale or color).” Id. Thus, like the ’982 Patent, SLC’s context data element(s)  

(e.g., eye-scan image(s) or other biometric data) are represented as a string of bits 

with a fixed length (e.g., a “1024-byte data record”) for constituting the digital 

template. Cf., EX1001, 6:51-54, 2:13-17; §II.A; EX1003, ¶126.  A POSITA also 

would have found it obvious for images and other context data elements to be 

represented as a string of bits with a fixed length; indeed, a raw image file typically 

typically has a fixed size with a number of pixels corresponding to the resolution of 

the light sensor in the camera.  EX1003, ¶126. 

Further, in SLC, per Starner, the biometric data including eye-scan image(s) 

(at least one context data element) are collected based on a “predetermined 

authentication policy.” EX1003, ¶127. The “predetermined authentication policy” 

may be encoded in “machine-readable code” such as a “quick response (QR) code,” 

where the QR-code is displayed on a second computing device such that it can be 

detected by a camera on the HMD (first computing device) when the second device 

is in the field of view of the camera. EX1004, [0067]-[0075], FIGS. 3A-3B.  

To this point, Starner explains that “accessing [] protected information may 

involve multiple authentication factors, such as multiple types of biometric data, 
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password information, pass-token output, and/or other information,” and “the HMD 

may detect in the machine-readable code requests to provide such authentication 

factors.” EX1004, [0074] (emphasis added); see also id., [0072] (“A request for the 

HMD (or other device) to provide authentication information may also be encoded 

in the bar code.”), [0073], [0075]. Starner’s “machine-readable code” thus defines 

an “authentication policy” that requests collection of certain authentication 

factor(s). EX1003, ¶128.  

A POSITA also would have been familiar with many well-known techniques 

for encoding policies in machine-readable code. See EX1003, ¶129 (citing EX1022, 

11); see also, EX1003, ¶¶35-54. It would have been obvious to implement these in 

SLC to achieve Starner’s objective of authenticating a user according to information 

encoded in the machine-readable code (e.g., QR-code). EX1003, ¶129. 

In SLC, the authentication policy is “predetermined”; indeed, per Starner, the 

machine-readable code is displayed even before being captured and evaluated by the 

HMD to determine which authentication factors are requested. EX1004, [0074]; 

EX1003, ¶¶130-131 (citing EX1023, 3 examples of “predetermined”). SLC’s 

authentication policy is thus substantially similar to the example policies described 

in the ’982 Patent itself. Cf., EX1001, 2:9-11, 6:60-62; EX1003, ¶¶131-132. 

Element [1.2]  

SLC renders [1.2] obvious. EX1003, ¶¶133-135. 
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For context, the ’982 Patent broadly describes a “data packet” as 

encompassing “a string of bits (or units of information) with a resulting length that 

may vary depending on the collected context data element length(s) between 

separate context authentication sessions.” EX1001, 8:23-28. In some examples, 

“[t]he data packet length corresponds to an addition of all of the individual length(s) 

relating to the collected context data element(s).” Id. A data packet can be created 

simply “by e.g. concatenating the collected context data element(s).” Id.  

Per Starner, and like the ’982 Patent, SLC constitutes a data packet based on 

the at least one collected context data element at least by inserting the context data 

element in a data packet. EX1003, ¶135. For example, Starner explains that 

biometric data in the form of “[i]ndividual images of the eye” (collected context data 

elements) “may be captured by [] one or more sensors using a frame grabber during 

the eye-scan process.” EX1004, [0077]; see also id., [0062]-[0066], [0076], [0089]. 

Individual images, which may optionally undergo further processing (e.g., to 

identify “patterns” such as “patterns in an iris”), are stored as data records and 

inserted in a digital template (data packet). EX1004, [0089] (“stored eye-scan data 

could take the form of a 1024-byte data record”), [0077] (“the digital template may 

include a 1024-byte record (32x32x1 byte grayscale or color)”), [0062] (“Multiple 

scans may provide a more detailed digital template to the HMD …”). The digital 

template or a hash thereof is provided as “authentication information” in an 
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“authentication message” that the HMD generates and sends to an authentication 

server. EX1004, [0080]-[0081], [0085]. By constituting a digital template from one 

or more biometric images (e.g., eye-scan images), per Starner, SLC “constitut[es] a 

data packet, based on the at least one collected context data element” as claimed. 

EX1003, ¶135. 

Element [1.3]  

SLC renders [1.3] obvious. EX1003, ¶¶136-138.  

Per Starner, in SLC, a digital template (data packet) is provided as input to a 

predetermined hash-type algorithm that is used to generate the hash. For example, 

as Starner describes, biometric data (e.g., one or more eye-scan images) (at least one 

context data element) is used to create a digital template (data packet), as explained 

in §V.A.4.(a)[1.2]. EX1004, [0077], [0089]. Then, a “locality-sensitive hash (LSH) 

function, such as MinHash” (predetermined hash type algorithm) is “used by the 

HMD to generate [a] digital signature from the eye-scan data.” EX1004, [0078]; 

EX1003, ¶137. Since, per Starner, a predetermined hash function (e.g., LSH such as 

MinHash) is applied to generate a “digital signature” from biometric data such as 

“eye-scan data,” and the biometric data “take[s] the form of a 1024-byte data record” 

included in a “digital template,” SLC generates a hash (e.g., Starner’s digital 

signature), by using a predetermined hash type algorithm (e.g., LSH/MinHash) and 

the data packet (e.g., Starner’s digital template), as input to the predetermined hash 
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type algorithm (e.g., LSH/MinHash). EX1004, [0078] (“a digital signature of the 

eye-scan data”), [0089] (“digital template may be used as [] eye-scan data”), [0077], 

[0062]; §V.A.4.(a)[1.2]; EX1003, ¶137. Indeed, Starner discloses that the “digital 

signature” can be generated by hashing a broad range of “eye-scan data []and/or 

other biometric data,” which includes the digital template. EX1004, [0078]; see also 

id., [0092] (“digital signatures that have been generated … from the biometric data 

using an LSH function, rather than the actual biometric data”), [0062] (“biometric 

data” includes “a more detailed digital template”), [0089]. SLC’s hash-type 

algorithm is predetermined; indeed, the HMD must use the same hash-type 

algorithm on the new digital signature as previously determined and applied to the 

enrolled digital signature. EX1003, ¶137; infra, §V.A.4.(a)[1.5]. 

In SLC, the hash is generated using a MinHash function like that described in 

Leskovec. EX1007, 78-80, 85-86; §V.A.3; EX1003, ¶138. For example, Leskovec 

describes details on “Minhashing” (EX1007, §3.3.2 (pp. 76-77)), computing 

“minhash signatures” (EX1007, §§3.3.4-3.3.5 (pp. 78-82)), and “LSH for Minhash 

Signatures” (§§3.4-3.4.3 (pp. 82-86)). Supra, §V.A.2; EX1007, 119-121. It would 

have been obvious to apply the details of Leskovec’s MinHash function to Starner 

for the reasons addressed above in the overview of SLC. Supra, §V.A.3; EX1003, 

¶138; see also, EX1003, ¶¶25-34.  
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Element [1.4] 

SLC renders [1.4] obvious. EX1003, ¶¶139-141, (citing 1056). 

For example, Starner explains that “the HMD sends the authentication 

message to an authentication server for verification of the authentication 

information, where verification of the authentication information allows access to 

the protected information via the second computing device.” EX1004, [0085], FIG. 

3A. “The authentication information may comprise encrypted biometric data.” 

EX1004, [0081]; see also, EX1004, claims 1, 15. As described above, in Starner, the 

authentication information sent in an authentication message includes a digital 

signature in the form of a “generated hash” of a digital template of the eye-scan 

data. EX1004, [0092] (“the authentication server … may receive encrypted digital 

signatures that have been generated at the HMD from the biometric data using an 

LSH function”), [0078], [0089]; see also id., [0080]-[0084] (generating 

authentication message), [0085]-[0086] (sending authentication message including 

generated hash); supra, §V.A.4.(a)[1.3]. Thus, per Starner, SLC sends the digital 

signature (generated hash) for verification by an authentication server. EX1004, 

[0078]; EX1003, ¶140. 

Element [1.5]  

SLC renders [1.5] obvious. EX1003, ¶¶142-148. 
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Starner describes creating a predetermined reference hash. EX1003, ¶143. 

For example, “an enrollment process may be implemented to establish [] 

predetermined stored biometric data such as stored eye-scan data.” EX1004, [0089]. 

“The enrollment process may involve a similar, but more detailed scan of the eye as 

discussed above,” e.g., “[o]ne or more sensors may be configured to capture several 

individual digital still images of a wearer’s eye during the enrollment process. The 

HMD (and/or other computing device) may then analyze the patterns in the eye and 

convert them into a stored digital template.” EX1004, [0089]. “The stored digital 

template may be used as stored eye-scan data, which can be matched to a later eye 

scan to identify the particular wearer of the HMD.” EX1004, [0089]. In an example 

embodiment, “stored eye-scan data could take the form of a 1024-byte data record.” 

EX1004, [0089].  

In some examples, per Starner, reference data created through the enrollment 

process is predetermined by hashing a digital template of the eye-scan image(s). 

EX1003, ¶144; see also supra, §V.A.4(a)[1.3]-[1.4]. For example, Starner explains 

that “the authentication server (and/or other computing devices) may receive 

encrypted digital signatures that have been generated at the HMD from the biometric 

data using an LSH function, rather than the actual biometric data.” EX1004, [0092]. 

“By using an LSH function to generate an initial digital signature for eye-scan data, 

the same digital signature can then be generated from any image of the wearer's 
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eye(s) that substantially matches the initial image.” EX1004, [0092]. Further, “the 

authentication server may decrypt the encrypted digital signature and compare the 

encrypted digital signature to other digital signatures generated from previously-

obtained eye-scan data of the wearer to determine if the encrypted digital signature 

matches the other digital signatures.” EX1004, [0092]; see also id., [0077]-[0078], 

[0089]. The initial digital signature created by the LSH function and used by the 

authentication server as a reference for comparison to a new digital signature 

received from the HMD thus provides a “predetermined reference hash.” EX1003, 

¶144. 

Like the ’982 Patent, Starner indicates that the use of digital signatures 

generated by an LSH function allows a match to be determined using a new digital 

signature and the initial/reference signature generated during enrollment even if the 

biometric data are similar but not identical. See EX1004, [0092] (“By using an LSH 

function …, the same digital signature can then be generated from any image of the 

wearer's eye(s) that substantially matches the initial image. Further, even though 

there may be variations of the captured images of the wearer’s eye(s) (e.g., lighting 

and eye position), the LSH function allows for the same digital signature to be 

generated from each of the various images.”); cf. EX1001,  3:32-42; EX1003, ¶146.  

In SLC, Leskovec likewise discloses an approach to generating a hash 

distance. See, e.g., EX1007, 85-86; see also id., §3.3 (pp. 75-76), §3.3.3 (pp. 77-78), 
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§§3.4-3.4.1 (pp. 82-84), §3.5 (p. 87), §3.5.3 (pp. 88-89); EX1003, ¶147. The 

approach can include “comput[ing] the minhash signatures,” for all items (e.g., 

documents or digital templates) then “[e]xamin[ing] each candidate pair’s signatures 

and determin[ing] whether the fraction of components in which they agree is at least 

t.” EX1007, 85-86. The “fraction of components” in which pairs of hashes agree 

represents a “hash distance.” EX1007, 85-86; EX1003, ¶147. Leskovec relatedly 

explains that “1 minus the Jaccard similarity is a distance measure … called the 

Jaccard distance,” and the Jaccard distance, which is another expression of the 

claimed “hash distance,” can be computed between the minhash signatures of two 

items. EX1007, §3.5 (p. 87), §3.5.3 (pp. 88-89), §3.3.3 (p. 77) (“The probability that 

the minhash function for a random permutation of rows produces the same value for 

two sets equals the Jaccard similarity of those sets.”), §3.3 (p. 75) (“compare the 

signatures of two sets and estimate the Jaccard similarity of the underlying sets from 

the signatures alone”), §3.1.1 (p. 69), §3 (p. 68) (“‘minhashing[]’ … compresses 

large sets in such a way that we can still deduce the similarity of the underlying sets 

from the compressed versions”).  

In the combination, per Leskovec, SLC’s method thus includes the 

authentication server comparing a minhash signature of a new biometric digital 

template of the user to a minhash signature of a predetermined (reference/initial) 

digital template created during enrollment by computing a hash distance such as the 
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Jaccard distance or “fraction of components” that either agree or disagree5 between 

the signatures (generating a hash distance between the generated hash and the 

predetermined reference hash). EX1004, [0092]; EX1007, 85-86; EX1003, ¶148 

(citing EX1040, 5 (providing additional examples of a hash distance generated 

between image data and explaining that “in near duplicate image retrieval, we are 

interested in image pairs with a similarity greater than 35%”)). 

Element [1.6.1] 

SLC renders [1.6.1] obvious. EX1003, ¶¶149-152. 

For example, per Starner, in SLC, the authentication server “compare[s] the 

encrypted digital signature to other digital signatures generated from previously-

obtained eye-scan data of the wearer to determine if the encrypted digital signature 

matches the other digital signatures.” EX1004, [0092]; supra, §V.A.4.(a)[1.5].  

Further, per Leskovec, in SLC the generated hash distance (see supra, 

§V.A.4.(a)[1.5]) is compared to a “threshold” to determine whether authentication 

 
5 A POSITA would have understood that the fraction of components that agree 

represents a similarity measure, while the fraction of components that do not agree 

represents a distance measure. EX1007, 87; EX1003, ¶148 n. 3. There is a 

straightforward mathematical relationship between these measures and either 

would have been obvious to try in SLC. Id. 
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is successful. EX1007, 85-86; supra, §V.A.2-3; EX1003, ¶151. Leskovec describes 

the use of a threshold t that “defines how similar documents have to be in order for 

them to be regarded as a desired ‘similar pair’.” EX1007, 85-86. Further, per 

Leskovec, “discovering the truly similar documents,” includes “[e]xamin[ing] each 

candidate pair’s signatures and determin[ing] whether the fraction of components in 

which they agree is at least t.” EX1007, 85-86; EX1003, ¶151. Leskovec likewise 

explains that the Jaccard distance can be calculated as “1 minus the ratio of the sizes 

of the intersection and union of sets x and y” and “[t]hus, the Jaccard distance d(x,y) 

is the probability that a random minhash function does not send x and y to the same 

value.” EX1007, 88-89. 

Based on these teachings, SLC’s method includes the authentication server 

comparing a minhash signature of a new biometric digital template of the user to a 

minhash signature of a predetermined (reference/initial) digital template created 

during enrollment by computing a hash distance such as the Jaccard distance or 

“fraction of components” that either agree or disagree between the signatures 

(generating a hash distance), and comparing the determined fraction of components 

of the signatures that either agree or disagree to a threshold t to determine whether 

their similarity is sufficiently high (or their distance sufficiently small) to 

authenticate the user (authenticating successfully or not based on the generated 

hash distance, as an authentication). EX1007, 85-86; EX1003, ¶152. 
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Element [1.6.2]  

SLC renders [1.6.2] obvious for the reasons addressed above with respect to 

[1.1]. Supra, §V.A.4.(a)[1.1]; EX1003, ¶153. 

Element [1.6.3]  

SLC renders [1.6.3] obvious. EX1003, ¶¶154-158. 

In SLC, per Starner and Leskovec, the digital template (data packet) includes 

biometric data such as eye-scan image(s) (at least one context data element) 

represented as a 1024-byte image/data record (a string of bits with a fixed length), 

and the digital template including the 1024-byte image/data record is hashed by an 

LSH function such as MinHash (generate a hash). EX1004, [0077]-[0078], [0089], 

[0062], [0092], FIG. 3A; supra, §V.A.4.(a)[1.1], [1.3], [1.6.2]. The digital template 

includes biometric image(s) for the data packet. EX1004, [0077] (“digital template 

may include a 1024-byte record (32×32×1 byte grayscale or color)”), [0062], [0089]; 

supra, §V.A.4.(a)[1.2]; EX1003, ¶155  

Moreover, in SLC, the hash of the digital signature provides a byte stream as 

claimed. EX1003, ¶156. For example, per Starner, the result of hashing biometric 

data (such as the digital template and its constituent image(s)), is to produce a 

“digital signature.” EX1004, [0078], [0092]. A digital signature comprises digital 

data, and a POSITA would have appreciated that computers conventionally arranged 

the digital data of a file as a byte stream for storage, processing, and transmission by 
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the Critical Date of the ’982 Patent, and indeed for decades before. EX1003, ¶156 

(citing EX1063, EX1064). It also would have been obvious to generate the hash in 

SLC as a byte stream, precisely because the approach was exceedingly common and 

doing so would ensure that conventional computer memory and processors could 

efficiently store, process, and transmit the hash. Id. Notably, the ’982 Patent itself 

identifies nothing new or unique about generating a byte stream; on the contrary, the 

’982 Patent simply acknowledges that the natural result of computing a “hash or 

digest” is to produce “a byte stream relating to original captured context data 

element(s).” Cf. EX1001, 2:56-60; EX1003, ¶156. 

Leskovec likewise explains that, when computing a minhash signature, a 

“signature matrix” can be formed from a matrix X such that the “ith column of M is 

replaced by the minhash signature for (the set of) the ith column.” EX1007, 78. 

Leskovec further explains that the “minhash signature” for a set is the “vector [h1(S), 

h2(S), ... , hn(S)]”, where h1, h2 ,... hn(S) are permutations that determine the minhash 

function. EX1007, 78. Further, this list of hash values is represented as a column. 

EX1007, 78. A POSITA would have understood or found obvious that a vector (e.g., 

[h1(S), h2(S), ... , hn(S)]) of values would be represented as a byte stream. EX1007, 

78; EX1003, ¶157 (citing EX1060, 4 (“The elements of a vector are stored 

contiguously.”). 
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Therefore, SLC renders obvious the hash (e.g., result of the MinHash) being 

a byte stream generated from said string of bits representing said captured image 

for said data packet. EX1003, ¶158. 

(b) Claim 2 

Element [2.1]  

SLC renders [2.1] obvious. EX1003, ¶¶159-160. 

For example, Starner explains that “a locality-sensitive hash (LSH) function, 

such as MinHash, may be used by the HMD to generate the digital signature from 

the eye-scan data.” EX1004, [0078]; §V.A.4.(a)[1.3]. Consistent with Starner’s 

disclosure, SLC further implements Leskovec’s minhash LSH function in Starner’s 

biometric authentication process. EX1007, 68, 75-80; supra, §V.A.2-3. 

Element [2.2]  

SLC renders [2.2] obvious. EX1003, ¶¶161-164. 

As explained above in §V.A.4.(a)[1.5], in SLC, per Leskovec, the method 

calculates a “fraction of components” (score) of the user’s current digital signature 

(generated hash) that “agree” with components of the initial digital signature 

created during enrollment (predetermined reference hash) to determine a level of 

similarity between the generated hash and the predetermined reference hash. 

EX1007, 85-86; supra, §V.A.4(a)[1.5]; EX1003, ¶162. The score is generated using 
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a locality sensitive hash type algorithm such as MinHash as taught in both Starner 

and Leskovec. Supra, §V.A.4.(a)[1.3]. 

More specifically, Starner explains that, to authenticate a user based on data 

sent by the HMD (supra, §V.A.4.(a)[1.4]), “the authentication server (and/or other 

computing devices) may receive encrypted digital signatures that have been 

generated at the HMD from the biometric data using an LSH function, rather than 

the actual biometric data.” EX1004, [0092]. Further, “the authentication server may 

decrypt the encrypted digital signature and compare the encrypted digital signature 

to other digital signatures generated from previously-obtained eye-scan data of the 

wearer to determine if the encrypted digital signature matches the other digital 

signatures.” EX1004, [0092].  

In SLC, when comparing digital signatures, LSH determines a score, which 

is a level of similarity between the generated hash and the predetermined reference 

hash. EX1007, 85-86; supra, §V.A.4.(a)[1.5]; EX1003, ¶164. For example, 

Leskovec describes an “approach to finding the set of candidate pairs for similar 

documents and then discovering the truly similar documents among them.” EX1007, 

85-86. The approach includes “comput[ing] the minhash signatures for all 

documents,” then “[e]xamin[ing] each candidate pair’s signatures and determine 

whether the fraction of components in which they agree is at least t.” EX1007, 85-

86. Thus, per Leskovec, SLC computes a score, e.g., “the fraction of components” 
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of the minhash signatures for the new and enrolled digital template that agree. 

EX1007, 85-86; §V.A.2-3; EX1003, ¶164. Per Leskovec, SLC can also compute a 

score as the Jaccard similarity between minhash signatures. EX1007, 87, 88, 95; 

supra, §V.A.4.(a)[1.5]. 

Element [2.3]  

SLC renders [2.3] obvious. EX1003, ¶¶165-166. 

As discussed above (supra, §V.A.4.(a)[1.6.1]), per Leskovec, SLC’s process 

for authenticating a user by comparing minhash signatures involves “[c]hoos[ing] a 

threshold t that defines how similar” the signatures “have to be in order for them to 

be regarded as a desired ‘similar pair,’” then “[e]xamining each candidate pair’s 

signatures and determin[ing] whether the fraction of components in which they agree 

is at least t.” EX1007, 85-86. Thus, SLC discloses comparing the score (e.g., the 

fraction of components in which candidate pair signatures agree, or the Jaccard 

similarity) to a threshold value, t. EX1003, ¶166. 

Element [2.4]  

SLC renders [2.4] obvious. EX1003, ¶¶167-170. 

Per Leskovec, in SLC, authentication is successful only when “the fraction of 

components in which they agree is at least t” (only if the score is equal to or greater 

than the predetermined threshold value). EX1007, 85-86; EX1004, [0092] (user 
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authenticated if “the encrypted digital signature matches the other digital 

signatures”), [0118]-[0119], FIGS. 3B (310), 5A-5D; EX1003, ¶168. 

(c) Claim 3 

Element [3]  

SLC renders [3] obvious in several ways. EX1003, ¶¶171-176. 

First, per Starner, multiple “forms of biometric data, such as fingerprint data, 

hand/finger geometry, vein geometry, and voiceprints, among other possibilities, 

may be utilized in addition or in the alternative to eye data.” EX1004, [0025]. 

Biometric data in Starner is represented in data records (context data elements), and 

a POSITA would have understood or found obvious that the data records for each of 

the multiple forms of biometric data used are arranged in a digital template (data 

packet) (or multiple digital templates would be arranged within a larger template) to 

allow the authentication server to authenticate the user based on each of the various 

forms of authentication data. EX1004, [0077]-[0078], [0089], [0092]; EX1003, 

¶172. Because the minhash function is sensitive to the value of the input message 

and generally produces different outputs (digests) for different inputs, and because 

the value of the digital template provided as input to the minhash function would 

vary depending on the order that data records for the different forms of biometric 

data were arranged, it would have been obvious to sort the data records in a user’s 

new digital template according to a numerical order that matches the order of data 
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records for the different forms of biometric data in the digital template that was 

hashed to produce the enrolled digital signature at the authentication server. 

EX1003, ¶172. If the data records were not sorted, the hash of a new digital template 

would not match the enrolled digital signature, thus resulting in an inability to 

properly authenticate authorized users. Id. Thus, the data records must be sorted 

“prior to generating the hash.” Id. 

In another example, Starner discloses that “the owner of the HMD may have 

previously stored one or more images resulting from a scan of the wearer’s iris, and 

that previously stored image(s) may be compared with [an] iris scan image(s) of the 

wearer in the authentication information so as to verify the identity of the wearer. 

The image(s) can be provided as one or more still images or a video of the wearer’s 

iris.” EX1004, [0118]. Starner thus makes clear that either a single image or multiple 

images (context data element(s)) of the wearer’s eye as data records in a digital 

template can be used for authentication, and in the case of multiple images, the 

images can be a “video” of the wearer’s eye. EX1004, [0077]; supra, 

§V.A.4.(a)[1.2]. In the case where just a single image is represented in the digital 

template (e.g., a single 1024-byte record), it would have been obvious that the HMD 

sorts the data record for the single image appropriately within the digital template 
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according to the one and only possible numerical order for the single image. 6 

EX1003, ¶172. In the case where a sequence of images in a video are represented in 

the digital template, it would have been obvious that the HMD sorts the images 

within the data packet according to the numerical order of frames in the video to 

maintain the video sequence, consistent with ordinary video encoding techniques. 

EX1003, ¶173. Starner teaches that the digital template (data packet) is formed 

before it is hashed to generate a digital signature; therefore, the sorting of image(s) 

within the digital template occurs “prior to generating the hash.” EX1004, [0077]-

[0078]; EX1003, ¶173. 

Additionally, per Leskovec, SLC’s technique for determining whether pairs 

(e.g., hashed, enrolled eye-scan data and hash eye-scan data used for authentication) 

are similar includes: 

 
6 Claim 3 refers to sorting “at least one context data element within the data 

packet,” and therefore encompasses sorting even a single context data element. 

EX1003, ¶173 n. 3. 
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1. Pick[ing] a value of k and construct from each document the set of 

k-shingles. Optionally, hash the k-shingles to shorter bucket numbers. 

2. Sort[ing] the document-shingle pairs to order them by shingle. 

3. Pick a length n for the minhash signatures. Feed the sorted list to the 

algorithm of Section 3.3.5 to compute the minhash signatures for all 

the documents. 

EX1007, 85-86. 

Thus, per Leskovec, the sorting step (2) occurs before the step of computing 

the minhash signatures (3). EX1007, 85-86; EX1003, ¶¶174-175. 

Further, a POSITA would have understood or found obvious that since the 

MinHash produces numeric values (“hash function that maps integers 0, 1, . . . , k 

−1 to bucket numbers 0 through k−1”), Leskovec’s sorting operation is performed 

according to a numerical order. EX1007, 78, see also EX1007, 79-80; EX1003, 

¶176. 

(d) Claim 5 

Element [5]  

SLC renders [5] obvious. EX1003, ¶¶177-179. 

In SLC, per Starner, the HMD can capture multiple images since “[m]ultiple 

scans may provide a more detailed digital template to the HMD since the sensors 

will have more time to capture individual images of a user's eye.” EX1004, [0062]. 
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Starner explains that “[i]ndividual images of the eye” (at least two context data 

elements) “may be captured by the one or more sensors using a frame grabber during 

the eye-scan process.” EX1004, [0077]. For example, an “eye-scan prompt may 

involve displaying an indication to perform one or more hand gestures,” and the 

“wearer may then track their own hand movements with their eye(s) while keeping 

their head stationary as the sensors capture images of the eye(s) over a given period 

of time.” EX1004, [0064]. “[T]he HMD may analyze the images to identify patterns 

in an iris, and convert the patterns into a digital template.” EX1004, [0077]. In 

another example, Starner groups together multiple eye-scan images used for 

authentication in a “video” sequence. EX1004, [0118]. By analyzing and extracting 

features from groups of images (at least two context data elements) before forming 

the digital template (data packet) as taught in Starner, SLC discloses and renders 

obvious that, prior to constituting the data packet (e.g., digital template), the 

method groups together at least two context data elements (e.g., at least two eye-

scan images) to constitute at least one corresponding context data group. EX1004, 

[0077]; EX1003, ¶178.  

It also would have been obvious that the grouping operations are performed 

in accordance with the authentication policy since the HMD must obtain the eye-

scan images and process them to form the digital template in a predetermined 

manner, and thus according to a policy, that would allow it to be compared and 
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matched against the reference data created during enrollment. EX1003, ¶179; supra, 

§V.A.4.(a)[1.1], [1.6.1]; EX1004, FIG. 3B. As discussed above, Starner’s indication 

of the authentication policy may be encoded in the machine-readable code (e.g., QR-

code) displayed on the second computing device and detected by the HMD. EX1004, 

[0072], [0074]; supra, §V.A.4.(a)[1.1]. 

(e) Claim 6 

Element [6]  

SLC renders [6] obvious. EX1003, ¶¶180-184. 

Per Starner, the HMD computes a MinHash. EX1004, [0078]; §V.A.4(a)[1.3]; 

§V.A.4(b)[2.1]; EX1003, ¶181. Per Leskovec, before generating a MinHash 

signature for input data, the input data can be segmented (e.g., to create shingles) 

and the segmented input data can be hashed to reduce the size of the data segments 

from which the MinHash signature is subsequently generated. For example, 

Leskovec explains that “[i]nstead of using substrings directly as shingles, we can 

pick a hash function that maps strings of length k to some number of buckets and 

treat the resulting bucket number as [a] shingle,” e.g., “thereby reducing the 

necessary storage to “four bytes instead of nine.” EX1007, 74; see also id., 85-86 

(“1. … Optionally, hash the k-shingles to shorter bucket numbers. … 3. … compute 

the minhash signatures”). In the context of the ’982 Patent, hashing is a form of 

ciphering. See EX1001, 9:14-18 (“[s]uch a generated hash, as a cipher …”). 
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Accordingly, Leskovec teaches operations for ciphering data before generating a 

hash by first hashing the input data segments (e.g., shingles) and then separately 

hashing the hashed data segments to generate the MinHash signature. EX1007, 74, 

85-86. In the combination with Starner, SLC would thus cipher the digital template 

by hashing segments of the digital template (cipher the data packet) prior to 

generating the MinHash signature (generating the hash). EX1003, ¶181. SLC 

would further cipher before generating the hash according to the authentication 

policy indicated by the machine-readable code as described above (supra, 

§V.A.4(a)[1.1]); indeed, the HMD would cipher the biometric digital template 

before generating the hash to match similarly generated enrolled data. EX1003, 

¶181. 

(f) Claim 8 

Element [8pre]  

To the extent the preamble is limiting, SLC renders [8pre] obvious. EX1003, 

¶¶185-186.  

For example, per Starner, SLC includes a “first computing device” (first 

authentication device) that “acquires biometric data via one or more biometric 

sensors associated with the first computing device, generates an authentication 

message based at least in part on the biometric data,” and “sends the authentication 

message to an authentication server for verification of the authentication 
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information.” EX1004, [0005]; supra, §V.A.1. Starner provides an example of “a 

wearable computing system” that “takes the form of a head-mountable device 

(HMD) 102 (which may also be referred to as a head-mounted display),” but 

“example systems and devices may take the form of or be implemented within or in 

association with other types of devices, without departing from the scope of the 

invention.” EX1004, [0030]; see also id., [0067]-[0068], FIGS. 1A-1G, 2, 5B. 

Element [8.1]  

Starner renders [8.1] obvious. EX1003, ¶¶187-189.  

SLC collects at least one context data element based on a predetermined 

authentication policy. Supra, §V.A.4.(a)[1.1]. 

In SLC, per Starner, the context data element is collected by the first 

authentication device. EX1003, ¶189. For example, Starner states that the HMD 

(first biometric device) can “obtain biometric data of a wearer of the HMD utilizing 

one or more sensors (e.g., infrared proximity sensors, infrared photodiodes, and/or 

cameras) or other devices coupled to the HMD” and “the HMD acquires biometric 

data via one or more biometric sensors.” EX1004, [0062], [0076]. 

Element [8.2]  

Starner renders [8.2] obvious. EX1003, ¶190-192.  

SLC constitutes a data packet, based on the at least one collected context data 

element. Supra, §V.A.4.(a)[1.2]. 
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In SLC, the data packet is constituted by the first authentication device (e.g., 

HMD). EX1004, [0077]; EX1003, ¶192.  

Element [8.3]  

Starner renders [8.3] obvious. EX1003, ¶¶193-194.  

In SLC, the first authentication device (e.g., HMD) generates a hash, by using 

a predetermined hash type algorithm and the data packet, as input to the 

predetermined hash type algorithm. Supra, §V.A.4.(a)[1.3]. 

Element [8.4.1]  

Starner renders [8.4.1] obvious. EX1003, ¶¶195-196.  

In SLC, the first authentication device (e.g., HMD) sends the generated hash 

to a second authentication device (e.g., an authentication server). EX1004, [0085]-

[0087], FIGS. 3A-3B; supra, §V.A.4.(a)[1.4]. 

Element [8.4.2]  

Starner renders [8.4.2] obvious. Supra, §V.A.4.(a)[1.6.2]; EX1003, ¶197. 

Element [8.4.3]  

Starner renders [8.4.3] obvious. Supra, §V.A.4.(a)[1.6.3]; EX1003, ¶198. 

(g) Claim 9 

Element [9pre]  

To the extent the preamble is limiting, SLC renders [9pre] obvious. EX1003, 

¶¶199-201. 
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SLC includes a second authentication device. EX1003, ¶200. For example, 

per Starner, in SLC, the “first computing device can [] send [an] authentication 

message to an authentication server” (second authentication device) “for 

verification of the authentication information.” EX1004, Abstract. “The 

authentication server may be one or more computing devices separate from the 

HMD.” EX1004, [0085]. The “authentication server [] process[es] and decrypt[s] 

the encrypted authentication information to identify the wearer of the HMD.” 

EX1004, [0086], [0111] (“other computing device”), FIGS. 3A-3B.  

Element [9.1]  

SLC renders [9.1] obvious. EX1003, ¶¶202-203. 

In SLC, the authentication server (second authentication device) receives the 

generated hash. EX1003, ¶203. As explained above in §V.A.4.(a)[1.4], per Starner, 

in SLC, a first authentication device (e.g., HMD) sends a generated hash (e.g., digital 

signature) to the authentication server (second authentication device). Supra, 

§V.A.4.(a)[1.4]; EX1003, ¶203. For example, Starner states that the “first computing 

device can then send the authentication message to an authentication server for 

verification of the authentication information.” EX1004, Abstract. Starner further 

explains that the authentication server “may receive encrypted digital signatures that 

have been generated at the HMD from the biometric data using an LSH function, 
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rather than the actual biometric data.” EX1004, [0092]; see also id., [0077]-[0078], 

[0089], FIGS. 3A-3B; supra, §V.A.4.(a)[1.3]-[1.4].  

Element [9.2]  

SLC renders [9.2] obvious. EX1003, ¶¶204-207.  

SLC generates a hash distance between the generated hash and a 

predetermined reference hash. Supra, §V.A.4.(a)[1.5]. 

In SLC, the authentication server (second authentication device) generates 

the hash distance. EX1003, ¶206. For example, per Starner, the authentication server 

“decrypt[s] the encrypted digital signature and compare[s] the encrypted digital 

signature to other digital signatures generated from previously-obtained eye-scan 

data of the wearer to determine if the encrypted digital signature matches the other 

digital signatures.” EX1004, [0092]; see also id., [0077]-[0078], [0089], FIGS. 3A-

3B; supra, §V.A.4.(a)[1.3]-[1.4].  

Per Leskovec, in SLC, the authentication server (second authentication 

device) compares the signatures by generating a hash distance, as explained in 

§V.A.4.(a)[1.5]; EX1003, ¶207. 

Element [9.3]  

SLC renders [9.3] obvious. EX1003, ¶¶208-210.  

SLC authenticates successfully or not based on the generated hash distance. 

Supra, §V.A.4.(a)[1.5]-[1.6.1]; 
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Per Starner, the authentication server (second authentication device) 

authenticates successfully or not. EX1003, ¶210. For example, per Starner, in SLC, 

the “authentication server may then access the stored biometric data and compare 

the stored biometric data to the decrypted biometric data.” EX1004, [0088]. 

Additionally, per Starner, in SLC, the authentication server (second authentication 

device) “compare[s] the encrypted digital signature to other digital signatures 

generated from previously-obtained eye-scan data of the wearer to determine if the 

encrypted digital signature matches the other digital signatures.” EX1004, [0092]. 

The authentication can be based on the generated hash distance calculated according 

to Leskovec’s techniques. Supra, §V.A.2, V.A.4.(a)[1.6.1], V.A.4.(b); EX1003, 

¶210. 

(h) Claim 10 

Element [10pre]  

To the extent the preamble is limiting, SLC renders [10pre] obvious. EX1003, 

¶¶211-212, see also, e.g., §V.A.4.(a)[1pre]. 

For example, Starner explains that the “above detailed description describes 

various features and functions of the disclosed systems, devices, and methods with 

reference to the accompanying figures.” EX1004, [0127]; see also id., [0018], 

[0027], FIGs. 1A-1G, 2, 5B.  
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Elements [10.1]-[10.11]  

SLC renders [10.1]-[10.11] obvious for the reasons addressed above with 

respect to [8pre], [9pre], [1.1]-[1.4], [9.1], and [1.5]-[1.6.3], respectively. EX1003, 

¶¶213-223. 

B. GROUND 1B: Starner in view of Leskovec and Shaashua 
Renders Claims 1-6 and 8-10 Obvious 

1. Shaashua (EX1005) 

Like Starner and the ’982 Patent, Shaashua describes biometric authentication 

techniques. EX1003, ¶¶83-90. Shaashua’s techniques “involve[] selecting among 

different biometric methods dynamically.” EX1005, 2:3-4. “For example, although 

an arsenal of biometric methods may be available for use, poorly suited biometric 

methods of the arsenal can effectively be ruled out (i.e., deemed unavailable for 

use),” and “the best suited biometric method can be selected based on a variety of 

factors including device factors (i.e., what circuitry is available to capture biometric 

data), environmental factors (i.e., the states of ambient conditions), and even 

biometric method strength factors (i.e., weights defining particular security strengths 

of the available biometric methods).” EX1005, 2:3-13. In Shaashua, the 

“[d]etermination of which biometric methods from the set of suitable biometric 

methods are to be used (i.e., which of the above-described arrangements should be 

used) can be dictated by a predefined policy.” EX1005, 9:2-6, 11:1-7. Shaashua’s 
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“techniques improve the user's experience by lowering the false negative rate (i.e., 

users do not fail authentication easily due to unsuitable environment or device 

factors).” EX1005, 2:13-16.  

2. The Starner-Leskovec-Shaashua Combination 
(SLSC) 

(a) Overview of the Combination 

Per Starner, in SLC, “[v]arious types of biometric data may be utilized to 

verify a user’s identity and authorize access to secure content,” e.g., “a mobile device 

such as an HMD or mobile phone may be configured to capture an image of a user’s 

eye.” EX1004, [0025]; supra, §V.A.3-4. Starner further explains that “[o]ther forms 

of biometric data, such as fingerprint data, hand/finger geometry, vein geometry, and 

voiceprints, among other possibilities, may be utilized in addition or in the 

alternative to eye data.” EX1004, [0025], [0062]. Starner explains that “the HMD 

may detect in [a] machine-readable code” such as a QR-code “requests to provide [] 

authentication factors,” and the QR-code thus indicates an authentication policy 

(supra, §V.A.c.4(a)[1.1]), although Starner does not describe in detail how the 

authentication policy is defined or the conditions for selecting different 

authentication factors. EX1004, [0025], [0074]-[0075], [0093]; EX1003, ¶224.  

To improve the selection of biometric factors in Starner, a POSITA would 

have looked to references such as Shaashua that describe an authentication method 
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that “involves selecting among different biometric methods.” EX1005, 2:3-4; supra, 

§V.B.1; EX1003, ¶225. It would have been obvious to apply Shaashua’s techniques 

for selecting among different biometric methods according to an authentication 

policy to the Starner-Leskovec system of Ground 1A. EX1003, ¶226.  

In the resulting Starner-Leskovec-Shaashua Combination (SLSC), per 

Shaashua, the “[d]etermination of which biometric methods from the set of suitable 

biometric methods are to be used (i.e., which of the above-described arrangements 

should be used) can be dictated by a predefined policy,” and “one or more of the 

suitable biometric methods (e.g., based on policy) is applied during authentication 

to determine whether the user 30 of the smart device 22 is legitimate.” EX1005, 9:2-

4, 11:4-7. For example, in some implementations, SLSC “applies the biometric 

method of the set of suitable biometric methods having the highest suitability score,” 

which can be “appropriate in situations in which the users 30 should not be 

overburdened during biometric collection. EX1005, 8:53-60; EX1003, ¶¶227-233. 

(b) Motivations to Combine 

The following reasons, taken separately or collectively, support the above-

described Starner-Leskovec-Shaashua Combination (SLSC). EX1003, ¶¶234-237. 

First, a POSITA would have applied Shaashua’s techniques in SLSC to 

improve the user’s experience by ensuring the user can more often authenticate 

according to a biometric method suitable or optimized to the user’s current situation. 
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EX1005, 2:13-16; EX1003, ¶235. An authorized user would thus experience fewer 

instances of failed authentication attempts due to problems with the selected 

biometric method(s). Id. For example, Shaashua explains that the “techniques 

improve the user’s experience by lowering the false negative rate (i.e., users do not 

fail authentication easily due to unsuitable environment or device factors).” EX1005, 

2:13-16 8:53-60; EX1003, ¶235.  

Second, a POSITA would have applied Shaashua’s techniques in SLSC to 

reduce the user’s burden in successfully completing authentication. EX1003, ¶236. 

Shaashua explains that its techniques are “appropriate in situations in which the users 

30 should not be overburdened during biometric collection (e.g., it could be too 

burdensome to ask a user 30 to concurrently provide a facial image, a voice sample, 

a fingerprint scan, and a handwriting sample all in the same authentication attempt).” 

EX1005, 8:53-60.  

Third, a POSITA would have been prompted to implement SLSC because it 

merely involves the application of known techniques as described in Shaashua to a 

known system as described in Starner and Leskovec to achieve predictable results 

(e.g., a biometric authentication system with improved accuracy and lower user 

burden). EX1003, ¶237. Each element in SLSC merely performs the same function 

as it does separately. Id. “It’s enough … to show that there was a known problem,” 

e.g., selection of non-optimal biometric methods, “that [Shaashua] helped address 
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that issue,” and that “combining the teachings of [Starner, Leskovec and Shaashua] 

wasn’t beyond the skill of an ordinary artisan. Nothing more is required to show a 

motivation to combine under KSR.” Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 

1373, 1380-81 (Fed. Cir. 2023). The evidence shows that each of these factors that 

are sufficient to demonstrate a motivation to combine are present here. EX1003, 

¶237. 

(c) Reasonable Expectation of Success 

A POSITA would have reasonably expected success implementing SLSC. 

EX1003, ¶238. For example, SLSC includes a known biometric authentication 

system and uses known policy-based selection of authentication factors to improve 

the user experience (reduces false negative results while requiring only a single 

biometric factor). §V.A.1-3; §§V.B.2-3; EX1003, ¶238. Integrating these aspects of 

Starner, Leskovec and Shaashua would have been well within the skill of a POSITA. 

EX1003, ¶238. 

3. Claim Element Analysis 

Except for the claim elements specifically addressed below, SLSC provides 

each element of claims 1-6 and 8-10 for the same reasons that SLC provides those 

claim elements as discussed above in Ground 1A. Supra, §V.A.4; EX1003, ¶239.  

Integration of Shaashua in the combination does not disturb those aspects of he 

mappings addressed above in Ground 1A but not specifically addressed below.  Id.  
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(a) Claim 1 

Element [1.1]  

SLSC renders [1.1] obvious. EX1003, ¶¶240-244.  

Per Starner, and as described above in Ground 1A, SLSC collects biometric 

data (at least one context data element) including image(s) of a user’s eyes. Supra, 

§V.A.4.(a)[1.1]; EX1003, ¶241. For example, Starner explains that a “first 

computing device acquires biometric data via one or more biometric sensors 

associated with the first computing device.” EX1004, [0005], [0076]. Per Starner, 

the SLSC device is not limited to authenticating based on eye-scan data, but instead 

contemplates various forms of biometric data including iris scans, “fingerprint data, 

hand/finger geometry, vein geometry, and voiceprints.” EX1004, [0025]. Shaashua 

similarly explains that the authentication server “obtains biometric authentication 

factors from [a] user 30 via [a] smart device 22 and derives current user data from 

the biometric authentication factors.” EX1005, 8:38-41; supra, §V.B.1.  

Per Shaashua, in SLSC, a predetermined authentication policy determines the 

context data elements to be collected. EX1003, ¶242. For example, Shaashua 

explains that the “[d]etermination of which biometric methods from the set of 

suitable biometric methods are to be used (i.e., which of the above-described 

arrangements should be used) can be dictated by a predefined policy.” EX1005, 9:2-

6, 11:1-28 (“one or more of the suitable biometric methods (e.g., based on policy) is 
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applied during authentication”). Shaashua’s policy is predetermined; indeed, the 

policy informs the selection of biometric method(s) and therefore must be defined 

even before the biometric method(s) are selected or applied. EX1003, ¶242 (citing 

EX1023, 3).  

Shaashua further explains that, in some “arrangements, the authentication 

server 24 applies the biometric method of the set of suitable biometric methods 

having the highest suitability score,” which “may be appropriate in situations in 

which the users 30 should not be overburdened during biometric collection (e.g., it 

could be too burdensome to ask a user 30 to concurrently provide a facial image, a 

voice sample, a fingerprint scan, and a handwriting sample all in the same 

authentication attempt).” EX1005, 8:52-60. Shaashua explains that the predefined 

policy determines which biometric methods are used to avoid “overburden[ing] 

[users] during biometric collection.” Id. Accordingly, a POSITA would have 

understood or found obvious that the policy determines which biometric method(s) 

are used and which corresponding biometric data samples (e.g., context data 

elements) are collected. EX1003, ¶243.  

Per Shaashua, in some examples, SLSC’s predetermined authentication 

policy directs the collection of one or more biometric factors having the highest 

suitability score (collecting at least one context data element), such as “eye-scan 
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data received from one or more sensors coupled to the HMD.” EX1004, [0074]; 

EX1005, 8:55-60, 9:1-6, 11:1-13; EX1003, ¶244. 

(b) Claim 4 

Element [4]  

SLSC renders [4] obvious. EX1003, ¶¶245-249. 

For example, Shaashua explains that “the best suited biometric method can be 

selected based on a variety of factors including device factors (i.e., what circuitry is 

available to capture biometric data), environmental factors (i.e., the states of ambient 

conditions), and even biometric method strength factors (i.e., weights defining 

particular security strengths of the available biometric methods).” EX1005, 11:1-27; 

supra, §V.B.1. The “[d]etermination of which biometric methods from the set of 

suitable biometric methods are to be used … can be dictated by a predefined policy,” 

that defines a suitability score “based on (i) [a] set of suitability factors and (ii) a 

biometric method strength factor which defines a particular security strength for that 

available biometric method relative to other security strengths for other available 

biometric methods.” EX1005, 3:28-33; see also id., 1:36-45, 2:3-13, 3:18-25, 6:62-

6:10. Thus, per Shaashua, SLSC weights the biometric data/factors (at least one 

context data element), which can include eye-scan data and other biometric data as 

taught in Starner and Shaashua, before collecting the data. EX1003, ¶247. Since the 

weighting occurs to select which biometric methods to apply and which biometric 
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data to collect, SLSC weights the biometric data even before a data packet is 

constituted from the biometric data and hashed. EX1003, ¶246. 

(c) Claim 5 

Element [5]  

SLSC renders [5] obvious for the reasons discussed above with respect to [5] 

in Ground 1A. Supra, §V.A.4(d)[5]; EX1003, ¶¶250-251.  

Additionally, per Shaashua, SLSC applies a predetermined authentication 

policy as discussed above with respect to [1.1] in Ground 1B (supra, 

§V.B.3.(a)[1.1]), and the policy groups different biometric methods and 

corresponding context data elements. EX1003, ¶251. For example, Shaashua 

discloses “applying only the top N highest ranked biometric methods … during the 

authentication operation,” thus grouping together biometric data/factors (context 

data elements) for the top N highest ranked biometric methods to the exclusion of 

biometric data for other methods. EX1005, 8:61-9:6; EX1003, ¶251. Shaashua also 

groups biometric data for different biometric methods based on their relation to 

device capabilities, environmental conditions, and the like: “By way of example, 

facial recognition, handwriting analysis, and voice recognition have relatively high 

suitability scores perhaps due to the availability of certain capabilities on the smart 

device 22 of the user 30, optimal environmental conditions, and strength (based on 

weights) of these particular biometric methods.” EX1005, 9:22-33; EX1003, ¶251. 
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(d) Claim 6 

Element [6]  

SLSC renders [6] obvious for the reasons discussed above with respect to [6] 

in Ground 1A. Supra, §V.A.4(e)[6]; EX1003, ¶252. Additionally, per Shaashua, 

SLSC applies a predetermined authentication policy as discussed above with respect 

to [1.1] in Ground 1B. Supra, §V.B.3.(a)[1.1]; EX1003, ¶252. 

(e) Claim 8 

Element [8.1]  

SLSC renders [8.1] obvious for the reasons discussed above with respect to 

[1.1] in Ground 1B. Supra, §V.B.3.(a)[1.1]; EX1003, ¶253. 

(f) Claim 10 

Element [10.3]  

SLSC renders [10.3] obvious for the reasons discussed above with respect to 

[1.1] in Ground 1B. Supra, §V.B.3.(a)[1.1]; EX1003, ¶254. 

C. GROUND 1C: Starner in view of Leskovec and Bowman 
Renders Claims 6 and 7 Obvious 

1. Bowman (EX1009) 

Bowman describes methods “to encrypt and decrypt data” on an “electronic 

device.” EX1009, Abstract. An electronic device can be a “wearable electronic 

device,” “personal data assistant (PDA), smart phone,” etc. EX1009, [0029]; 

EX1003, ¶¶91-97. 
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In Bowman, “an electronic device can be considered to be in a locked state 

when the device is powered on but most functionalities are unavailable for a user to 

use” and “in an unlocked state when the device is powered on and the device 

functionalities are available for the user to use.” EX1009, [0011]. When locked, 

“user authentication may be required to access these functionalities when the device 

is in the locked state,” and “[i]f the user authentication succeeds, the device can 

transition to an unlocked state.” Id. The “electronic device can encrypt [] data 

received or generated during the locked state and store the encrypted data in a 

secured storage on the electronic device.” EX1009, [0012]. The “encrypted data 

cannot be decrypted by entities other than the holder of a master private key that is 

associated with a public key used to encrypt the data.” EX1009, [0012]; see also id., 

[0014], [0031], [0033]-[0041]. 

2. The Starner-Leskovec-Bowman Combination (SLBC) 

(a) Overview of the Combination 

Per Starner, SLC includes a computing device, e.g., an HMD, and an 

authentication server. EX1004, Abstract; §V.A.1; EX1003, ¶255. Per Starner, when 

SLC “cannot find a good match for the sections of the wearer’s eye, the HMD can 

begin operating in a locked mode (e.g., a guest-operation mode) and request the user 

to re-authenticate.” EX1004, [0096]; EX1003, ¶255. Starner further explains that 

“[l]imiting guest-operation mode functionality may help to prevent unauthorized 
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users from gaining access to personal information saved on the computing device.” 

EX1004, [0099]; EX1003, ¶255.  

Starner explains that when a user who is not currently authenticated wears the 

HMD, the device “can begin operating in a locked mode (e.g., a guest-operation 

mode).” EX1004, [0096]; see also id., [0123] (“access accounts on the device(s) 

and/or lock/unlock the device(s)”); EX1003, ¶256. For example, a login procedure 

can begin in response to “a voice command such as ‘Ok, HMD, log me in.’” EX1004, 

[0070]; EX1003, ¶256. Per Starner, the device then gathers biometric data to enable 

wearer authentication. EX1004, [0096]; EX1003, ¶256.  

To the extent Starner does not provide details on how the HMD secures 

sensitive information, e.g., biometric data, collected during the authentication 

process before the device is unlocked, a POSITA would have looked to references 

such as Bowman, which explains that an “electronic device can encrypt the data 

received or generated during the locked state and store the encrypted data in a 

secured storage on the electronic device.” EX1009, [0012]; EX1003, ¶257. The 

“encrypted data cannot be decrypted by entities other than the holder of a master 

private key that is associated with a public key used to encrypt the data.” EX1009, 

[0012]; EX1003, ¶257. 

In the resulting Starner-Leskovec-Bowman Combination (SLBC), when a 

user begins wearing a locked device (e.g., as the day begins), SLBC collects eye-
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scan data to authenticate the user. EX1004, [0076]-[0078], [0096]; EX1003, ¶258. 

Since the HMD is locked, the HMD encrypts the eye-scan data and representations 

thereof (e.g., the digital template) “generated during the locked state and store[s] the 

encrypted data in a secured storage on the electronic device.” EX1009, [0012]; 

EX1003, ¶258. The “encrypted data cannot be decrypted by entities other than the 

holder of a master private key that is associated with a public key used to encrypt 

the data.” EX1009, [0012]; EX1003, ¶258. 

Additionally, per Bowman, SLBC uses a current secret key to encrypt the 

biometric data (e.g., the digital template of the user’s eye-scan data), and the current 

secret key is generated by applying to a shared secret “a hash, a key derivation 

function (KDF), or any other cryptographic one-way function,” such as “the 

National Institute of Standards and Technology (NIST) KDF Alternative 1 using 

SHA-512.” EX1009, [0037]-[0038], [0014]. To ensure the integrity of the encrypted 

data, “a keyed-hash message authentication code (HMAC) algorithm, e.g., the 

HMAC-SHA-256 algorithm,” may be “applied to the current ciphertext portion to 

generate a HMAC tag for the current portion.”7 EX1009, [0041]; EX1003, ¶259. 

 
7 HMAC stands for “Hashed Message Authentication Code.” EX1003, ¶91 n. 9, 

citing EX1059, 1. 
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SLBC uses the HMAC 8  tags “to authenticate the encrypted data during the 

decryption process.” EX1009, [0041]. Per Starner, the decrypted data are used to 

authenticate the user. EX1004, [0078], [0085]-[0087], [0092], [0096]; EX1003, 

¶259.  

Once the user has been authenticated, SLBC operates analogously to SLC. 

§V.A.3-4; EX1003, ¶260. For example, per Starner, “only an initial eye-scan may 

be needed from the owner of the HMD,” rendering “repeated eye-scanning 

unnecessary.” EX1004, [0094]; §V.A.1; EX1003, ¶260. When accessing secured 

information, SLBC hashes a digital template of the eye-scan data, transmits the 

hashed digital template (e.g., a digital signature) for authentication, etc. §§V.A.1, 

V.A.3, V.A.4(a); EX1003, ¶260. 

(b) Motivations to Combine 

The following reasons, taken separately or collectively, support the above-

described Starner-Leskovec-Bowman Combination (SLBC). EX1003, ¶¶261-266. 

First, the resulting combination provides improved privacy since (per 

Bowman), eye-scan data are stored securely when the device is in a locked state. 

§V.C.1; EX1003, ¶262. 

 
8 Bowman has an obvious typographical error, writing “HAMC” instead of 

“HMAC.” EX1009, [0041]; EX1003, ¶259 n. 14 
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Second, while Starner explains that functionality of a locked HMD is limited, 

Bowman provides implementation details enabling such limitation, e.g., by using 

HMAC-SHA-256. EX1004, [0076]-[0078], [0096]; EX1009, [0041]; EX1003, 

¶263. 

Third, by preventing the encrypted data from being decryptable until the 

private key holder returns (per Bowman), the HMD can be made to comply with 

common security standards and policies. EX1009, [0003] (“National Information 

Assurance Partnership (NIAP) requires that data be encrypted with public-key 

cryptography and that, once the data is encrypted, the encrypted data not be 

decryptable until the private key older returns.”); EX1003, ¶264. 

Fourth, SLBC would beneficially attain multiple technical and security 

advantages as described in Bowman. For example, Bowman explains that 

“[e]ncrypting the current secret key to generate the current encrypted key” 

advantageously allows “the current secret key [to be] recovered by decrypting the 

current encrypted secret key,” thereby “accelerat[ing]” the decrypting process. 

EX1009, [0077]. “The time and processing power saved may be significant as the 

number of chained keys increases.” Id. “Furthermore, during a locked state, the 

context key is deleted” so that “other entities cannot recover the current secret key 

from the current encrypted secret key without the master private key.” Id.; see also 

id., [0015]-[0016]; EX1003, ¶265. 
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Fifth, a POSITA would have been led to SLBC because it merely involves the 

application of a known technique (e.g., Bowman’s technique for securely encrypting 

and storing data) to a known system (e.g., Starner’s biometric authentication system 

in light of Leskovec’s techniques) to achieve predictable results (e.g., secure storage 

of data received in a locked state). §§V.A.1-3; §V.C.1; EX1003, ¶266. Each element 

in combination merely performs the same or substantially similar function as it does 

in the references individually. Id. “It’s enough for [the Petition] to show that there 

was a known problem of [e.g., how to secure data received while the device is in a 

locked state], that [Bowman’s] techniques helped address that issue, and that 

combining the teachings of [Starner, Leskovec and Bowman] wasn’t beyond the skill 

of an ordinary artisan. Nothing more is required to show a motivation to combine 

under KSR.” Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 1373, 1380-81 (Fed. 

Cir. 2023). 

(c) Reasonable Expectation of Success 

A POSITA would have reasonably expected success implementing SLBC, 

which would have required routine programming knowledge well within the skill of 

a POSITA. EX1003, ¶267. For example, SLBC includes a known secure storage 

system, known cryptographic algorithms, and a known biometric authentication 

system. §V.C.2; EX1003, ¶267. Integrating these aspects of Starner, Leskovec and 
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Bowman would have been well within the skill of a POSITA by the Critical Date. 

EX1003, ¶267. 

3. Claim Element Analysis 

(a) Claim 6 

Element [6]  

SLBC renders [6] obvious. EX1003, ¶¶268-269. 

SLBC ciphers the data packet that contains the eye-scan data collected to 

authenticate the user, e.g., when the user first wears the HMD, or otherwise before 

the user is authenticated and the HMD is in a locked state. §V.C.2(a); EX1003, ¶269. 

For example, Bowman explains that the “electronic device can encrypt the data 

received or generated during the locked state and store the encrypted data in a 

secured storage on the electronic device.” EX1009, [0012]; EX1003, ¶269. Further, 

Starner explains that the login procedure (before which, the device is locked) can 

begin in response to “a voice command such as ‘Ok, HMD, log me in.’” EX1004, 

[0070]; EX1003, ¶269. In SLBC, a digital template of eye-scan data that is to be 

cached or stored temporarily before the user is authenticated and the device fully 

unlocked is ciphered (e.g., encrypted) according to Bowman’s techniques.  Id.  It 

would have been obvious for SLBC to cipher the digital template before it is hashed 

and sent to an authentication server to improve security according to Bowman’s 

teachings. Supra, §V.C.2(a); EX1003, ¶269. For example, per Bowman, the HMD 
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may “encrypt the data received or generated during the locked state and store[s] the 

encrypted data in a secured storage on the electronic device.” EX1009, [0012]; see 

also id., Abstract, [0037]-[0038], [0014]. EX1003, ¶269. Additionally, the HMD 

may encrypt and store the digital template of the biometric data temporarily while 

the device (e.g., HMD) waits to establish a network connection by which the 

signature can be sent to the server, or to allow re-use of the digital template (e.g., to 

allow the same digital template to be sent to multiple servers to authenticate to 

different services).  Id. Thus, in SLBC, prior to generating the hash, the method 

further comprises ciphering the data packet. Id.; supra, §V.A.4(a)[1.3]. The 

ciphering occurs according to the authentication policy, which per Bowman, requires 

such encryption and storage to protect “data received or generated during the locked 

state” to prevent unauthorized access to the user’s biometric data. EX1009, [0012]; 

EX1003, ¶269.  

(b) Claim 7 

Element [7]  

SLBC renders [7] obvious. EX1003, ¶¶270-273. 

Per Bowman, SLBC uses a secret key to encrypt biometric data (e.g., a digital 

template of the user’s eye-scan data), where the secret key is generated by applying 

to a shared secret “a hash, a key derivation function (KDF), or any other 

cryptographic one-way function.” EX1009, [0037]-[0038], [0014]; §V.C.1-2; 
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EX1003, ¶271. For example, “(NIST) KDF Alternative 1 using SHA-512 can be 

used to generate the current secret key.” EX1009, [0037]. A POSITA also would 

have understood that hash-based message authentication code key type derivation 

functions were well known and commonly implemented by the Critical Date of the 

’982 Patent. EX1003, ¶271 (citing EX1016, 1 (“[A] simple Hashed Message 

Authentication Code (HMAC)-based key derivation function (HKDF)[] … can be 

used as a building block in various protocols and applications. The key derivation 

function (KDF) is intended to support a wide range of applications and 

requirements.”), §4 (“HKDF is intended for use in a wide variety of KDF 

applications.”)). The selection of HKDF would have been an obvious design choice 

in light of Bowman’s direction to use any suitable “hash, a key derivation function 

(KDF), or any other cryptographic one-way function.” EX1009, [0037]-[0038]; 

EX1003, ¶271. A POSITA also would have been motivated to apply an HKDF for 

generating the current secret key in SLBC due to its “simplicity and multi-purpose 

nature …, as well as [] its analytical foundation.” EX1003, ¶271 (quoting EX1016, 

§4). 

Per Bowman, SLBC’s ciphering operations would also include “generat[ing] 

[an] HMAC tag for the current portion” of the data packet ciphertext (e.g. the 

encrypted digital template of eye-scan data) for purposes of verifying “data 

integrity.” EX1009, [0041]. For example, Bowman explains that “a keyed-hash 
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message authentication code (HMAC) algorithm, e.g., the HMAC-SHA-256 

algorithm,” is “applied to the current ciphertext portion to generate a HMAC tag for 

the current portion. EX1009, [0041]. “An example of the data integrity algorithm is 

a keyed-hash message authentication code (HMAC) algorithm, e.g., the HMAC-

SHA-256 algorithm.” Id. According to Bowman, “the current HMAC key can [] be 

used as input for the KDF to generate a subsequent HMAC key.” Id., [0042]; see 

also id., [0043]-[0044]. Accordingly, a current HMAC key used for ciphering the 

data packet by generating an HMAC tag includes a key generated by using an 

HKDF. EX1003, ¶272 (citing EX1059, 1-14). 

Additionally, since Starner explains that the HMD is accessing webpages, and 

by the Critical Date, a majority of web traffic was transmitted over HTTPS, a 

POSITA would have understood and found obvious to cipher such data using TLS, 

which uses keys established using HKDF. EX1003, ¶273 (citing EX1009, [0096]; 

EX1014, 6, 40, 74-78; EX1014, 19; EX1061, 1-2; EX1062, 1-4).  

 
9 A POSITA would have understood that HTTPS is HTTP over TLS. EX1003, 

¶273 n. 15 (citing EX1015, 4 (“HTTP/TLS is differentiated from HTTP URIs by 

using the 'https' protocol identifier in place of the 'http' protocol identifier. An 

example URI specifying HTTP/TLS is: 

https://www.example.com/~smith/home.html.”)) 
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D. GROUND 1D: Starner in view of Leskovec, Shaashua, and 
Bowman Renders Claims 6 and 7 Obvious  

For the reasons addressed above in Ground 1B (supra, §V.B), the combined 

teachings of Starner in view of Leskovec and Shaashua render claim 1 obvious. It 

also would have been obvious to further modify the Starner-Leskovec-Shaashua 

combination of Ground 1B in view of Bowman’s teachings for the same reasons that 

it would have been obvious to modify the Starner-Leskovec combination in view of 

Bowman as provided in Ground 1C. Supra, §V.C.2; EX1003, ¶274. The resulting 

Starner-Leskovec-Shaashua-Bowman combination would have rendered claims 6 

and 7 obvious for the reasons discussed above in Ground 1C. Supra, §V.C.3; 

EX1003, ¶274. Additionally, per Shaashua, SLSC applies a predetermined 

authentication policy as discussed above with respect to [1.1] in Ground 1B, and 

thus ciphers the data packet according to this authentication policy. Supra, 

§V.B.3.(a)[1.1]; EX1003, ¶274.  

VI. PAYMENT OF FEES—37 C.F.R. §42.103 

Petitioner authorizes the Patent and Trademark Office to charge any fees to 

Deposit Account No. 06-1050. 

VII. MANDATORY NOTICES—37 C.F.R § 42.8(a)(1) 

A. Real Party-In-Interest—37 C.F.R. § 42.8(b)(1) 

Petitioner, Okta, Inc., and Okta GmbH are the real parties-in-interest. 
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B. Related Matters–—37 C.F.R. § 42.8(b)(2) 

Petitioner is not aware of any civil actions involving the ’982 Patent, or any 

disclaimers, reexamination certificates or other petitions for inter partes review for 

the ’982 Patent. 

C. Lead And Back-Up Counsel—37 C.F.R. § 42.8(b)(3) 

Petitioner provides the following designation of counsel. 

Lead Counsel Backup counsel 
Kenneth W. Darby, Jr., Reg. No. 65,068 
Fish & Richardson P.C. 
60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 
Tel: 202-783-5070 
Fax: 877-769-7945 
Email: IPR56407-0019IP1@fr.com  

Nicholas Stephens, Reg. No. 74,320 
Ryan Chowdhury, Reg. No. 74,466 
Fish & Richardson P.C. 
60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 
Tel: 202-783-5070 
Fax: 877-769-7945 
PTABInbound@fr.com 

D. Service Information 

Please address all correspondence and service to the address listed above. 

Petitioner consents to electronic service by email at IPR56407-0019IP1@fr.com 

(referencing No. 56407-0019IP1). 
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Respectfully submitted, 
 
 
 
Dated  02/27/2026    /Nicholas W. Stephens/    

Nicholas Stephens, Reg. No. 74,320 
Fish & Richardson P.C. 

      60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 

      T: 202-783-5070 
      F: 877-769-7945 
 
(Control No. IPR2026-00278)  Attorneys for Petitioner 

   



Attorney Docket No. 56407-0019IP1 
IPR of U.S. Patent No. 11,387,982 

 

72 

CERTIFICATION UNDER 37 CFR § 42.24 

Under the provisions of 37 CFR § 42.24(d), the undersigned hereby certifies 

that the word count for the foregoing Petition for Inter partes Review totals 13,964 

words, which is less than the 14,000 allowed under 37 CFR § 42.24. 

 
 
Dated 02/27/2026    /Nicholas W. Stephens/     

Nicholas Stephens, Reg. No. 74,320 
Fish & Richardson P.C. 

      60 South Sixth Street, Suite 3200 
Minneapolis, MN 55402 

      T: 202-783-5070 
      F: 877-769-7945 
 
      Attorneys for Petitioner 
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CERTIFICATE OF SERVICE 

Pursuant to 37 CFR §§ 42.6(e)(4)(i) et seq. and 42.105(b), the undersigned 

certifies that on February 27, 2026, a complete and entire copy of this Petition for 

Inter partes Review, Power of Attorney, and all supporting exhibits were provided 

via Federal Express, to the Patent Owner by serving the correspondence address of 

record as follows: 

Thales Dis Cpl USA, Inc. 
Intellectual Property 

900 South Pine Island Road, Suite 710 
Plantation, Florida 33324 

UNITED STATES 
 

/Esther Goldschlager/ 
          Esther Goldschlager 
                   Fish & Richardson P.C. 
                   60 South Sixth Street, Suite 3200 
          Minneapolis, MN 55402 
          eog@fr.com 


