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packets as the combination value, the packets being sequen­
tially stored in the variable width data packet storage unit 81, 
and generates a fixed width first data packet. The combina­
tion value count unit 83 counts a value obtained by sub­
tracting 1 from the combination value, generates a combi­
nation signal whenever a value is counted, and outputs the 
generated combination signals. At this time, whenever the 
combination signal output from the combination value count 
unit 83 is received, the stored variable width data packet 
combination unit 82 sequentially combines the number of 
stored variable width first data packets, the number of which 
being the same as that of the combination value. For 
example, if the fixed width is 32 bits and the variable width 
is 16 bits, then the combination value is 2 and the combi­
nation value count unit 83 counts 1. Accordingly, a fre­
quency of counting is 1 and the combination signal is output 
once. The stored variable width data packet combination 
unit 82 receives the combination signal once and at this time 
combines the stored 16-bit first data packets, and generates 
a 32-bit first data packet. 

[0089] FIG. 9 is a diagram of a structure of the fixed width 
data packet combination unit of FIG. 7. 

[0090] The fixed width data packet combination unit 75 
comprises a fixed width data packet storage unit 91, a stored 
fixed width data packet combination unit 92 and a separation 
value count unit 93. 

[0091] The fixed width data packet storage unit 91 sequen­
tially stores the same number of fixed width second data 
packets as the separation value, the packets being sequen­
tially input to the fixed width data packet input/output unit 
76. If the fixed width is a multiple of the variable width, for 
example, if the variable width is 32 bits and the fixed width 
is 16 bits, to generate a variable width second data packet, 
two fixed width data packets may be combined and for the 
combination of the two fixed width data packets two vari­
able width data packets that are input in real time may be 
stored prior to the combination. Since a register provides 
only an entire reading/writing operation, two 16-bit registers 
may be used. Two 16-bit first data packets are stored in two 
16-bit registers in order of an input thereof. If the variable 
width is 64 bits, four 16-bit registers are needed. Accord­
ingly, to satisfy an arbitrary external interface module, a 
proper number of fixed width registers may be disposed. 

[0092] The stored fixed width data packet combination 
unit 92 combines fixed width second data packets sequen­
tially stored in the fixed width data packet storage unit 91 
and generates a variable width second data packet. The 
separation value count unit 93 counts a value obtained by 
subtracting one from the separation value, generates a com­
bination signal whenever the value is counted, and outputs 
the generated combination signal. At this time, whenever the 
combination signal output from the separation value count 
unit 93 is received, the stored fixed width data packet 
combination unit 92 sequentially combines the number of 
stored variable width second data packets, the number of 
which being the same as that of the separation value. For 
example, if the variable width is 32 bits and the fixed width 
is 16 bits, then the separation value is 2 and the separation 
value count unit 93 counts 1. Accordingly, a frequency of 
counting is 1 and the separation signal is output once. The 
stored fixed width data packet combination unit 91 receives 
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the separation signal once and at this time combines stored 
16-bit second data packets, and generates a 32-bit second 
data packet. 

[0093] FIG. 10 is a flowchart of operations performed by 
a variable width data packet enciphering method according 
to a fifth embodiment of the present invention. 

[0094] If a fixed width that is the width of a data packet is 
processed in an enciphering process and is a multiple of a 
variable width that is the width of an arbitrary data packet 
input from an arbitrary interface module in operation 101, a 
number of variable width data packets, the number of which 
being the same as that of a combination value, which is 
obtained by dividing a fixed width by a variable width are 
sequentially received in operation 102, and by combining 
the number of sequentially input variable width data packets 
received, a fixed width data packet is generated and output 
in operation 103. Further, by enciphering the output fixed 
width data packet, a fixed width cipher data packet is 
generated and output in operation 104. Further, by dividing 
the output fixed width cipher data packet into the number of 
variable width cipher data packets, the number of which 
being the same as that of a combination value, the number 
of divided variable width cipher data packets is generated in 
operation 105 and the number of generated variable width 
cipher data packets is sequentially output in operation 106. 

[0095] If the variable width is a multiple of a fixed width 
in operation 101, a variable width data packet is input in 
operation 107, and by dividing the input variable width data 
packet into the number of fixed width data packets as that of 
a separation value that is obtained by dividing the variable 
width by the fixed width, the number of divided fixed width 
data packets is generated and sequentially output in opera­
tion 108. Further, by enciphering the number of the output 
fixed width data packets generated, the number of fixed 
width cipher data packets enciphered is generated and output 
in operation 109. Further, the number of fixed width cipher 
data packets generated is sequentially received and the 
number of sequentially input fixed width cipher data packets 
received is combined in operation 1010 and a variable width 
cipher data packet is generated and output in operation 1011. 

[0096] FIG. 11 is a flowchart of the operations 104 and 
109 of FIG. 10. 

[0097] A generated fixed width data packet is stored in 
operation 111. Further, if an output fixed width-enciphering 
width conversion signal is received in operation 112, the 
stored fixed width data packet is converted into enciphering 
width data in operation 113. By enciphering the converted 
enciphering width data, enciphering width cipher data is 
generated, and if the enciphering width cipher data is 
generated, an enciphering completion signal is generated 
and output in operation 114. If the output enciphering 
completion signal is received in operation 115, a fixed 
width-enciphering width conversion signal is generated and 
output in operation 116. Further, the generated enciphering 
width cipher data is converted into a fixed width cipher data 
packet in operation 117. Further, the converted fixed width 
cipher data packet is stored in operation 118. 

[0098] FIG. 12 is a flowchart of operations performed by 
a variable width cipher data packet deciphering method 
according to a sixth embodiment of the present invention. 

[0099] If a fixed width that is the width of a cipher data 
packet to be processed in a deciphering process is a multiple 



24

US 2004/0221153 Al 

of a variable width that is the width of an arbitrary cipher 
data packet input by an arbitrary interface module, in 
operation 121, the number of variable width cipher data 
packets, the number of which being the same as that of a 
combination value, which is obtained by dividing the fixed 
width by the variable width, is sequentially received in 
operation 122 and by combining the number of sequentially 
input variable width cipher data packets received, a fixed 
width cipher data packet is generated and output in operation 
123. Further, by deciphering the output fixed width cipher 
data packet, a fixed width data packet is generated and 
output in operation 124. Further, by dividing outputted fixed 
width data packet into a number of variable width data 
packets, the number of which being the same as that of the 
combination value, the number of divided variable width 
data packets is generated in operation 125, and the number 
of generated variable width data packets is sequentially 
output in operation 126. 

[0100] If the variable width is a multiple of the fixed width 
in operation 121, a variable width cipher data packet is 
received in operation 127, the input variable width cipher 
data packet is divided into the number of fixed width cipher 
packets, the number of which being the same as that of a 
separation value, that is obtained by dividing the variable 
width by the fixed width, and the number of divided fixed 
width cipher data packets is generated and sequentially 
output in operation 128. By deciphering the number of 
outputted fixed width cipher data packets, the number of 
fixed width data packets, the number of which being the 
same as that of the separation value, is generated and output 
in operation 129. Further, the number of outputted fixed 
width data packets is sequentially received, and the number 
of sequentially received fixed width cipher data packets is 
combined in operation 1210 and a variable width data packet 
is generated and output in operation 1211. 

[0101] FIG. 13 is a flowchart of the operations 124 and 
129 of FIG. 12. 

[0102] A generated fixed width cipher data packet is stored 
in operation 131. Further, if an output fixed width-decipher­
ing width conversion signal is received in operation 132, the 
stored fixed width cipher data packet is converted into 
deciphering width cipher data in operation 133. By deci­
phering the converted deciphering width cipher data, deci­
phering width data is generated and if the deciphering width 
data is generated, a deciphering completion signal is gen­
erated and output in operation 134. Further, if the output 
deciphering completion signal is received in operation 135, 
a fixed width-deciphering width conversion signal is gener­
ated and output in operation 136. The generated deciphering 
width data is converted into a fixed width data packet in 
operation 137. Further, the converted fixed width data packet 
is stored in operation 138. 

[0103] FIG. 14 is a flowchart of operations performed by 
a variable width-fixed width data packet conversion method 
according to a seventh embodiment of the present invention. 

[0104] If a fixed width that is the width of a data packet 
processed inside the system is a multiple of a variable width 
that is the width of an arbitrary data packet input from the 
outside, in operation 141, the number of variable width first 
data packets, the number of which being the same as that of 
a combination value, that is obtained by dividing the fixed 
width by the variable width are sequentially received in 
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operation 142. Further, by combining the number of sequen­
tially input variable width first data packets received, a fixed 
width first data packet is generated in operation 143. The 
generated fixed width first data packet is output to an 
enciphering/deciphering module in operation 144. Further, a 
fixed width second data packet from this enciphering/deci­
phering module is received in operation 145. By dividing the 
received fixed width second data packet into a number of 
variable width second data packets, the number of which 
being the same as that of the combination value, the number 
of divided variable width second data packets is generated in 
operation 146. Further, the number of generated variable 
width second data packets is sequentially output in operation 
147. 

[0105] If the variable width is a multiple of the fixed width 
in operation 141, a variable width first data packet is 
received in operation 148. The received variable width first 
data packet is divided into a number of fixed width first data 
packets, the number of which being the same as that of a 
separation value, that is obtained by dividing the variable 
width by the fixed width, and the number of divided fixed 
width first data packets is generated in operation 149. The 
number of generated fixed width first data packets is sequen­
tially output to the enciphering/deciphering module in 
operation 1410. Further, the number of fixed width second 
data packets from this enciphering/deciphering module, the 
number of which being the same as that of the separation 
value, which is obtained by dividing the variable width by 
the fixed width, are sequentially received in operation 1411. 
By combining the number of the sequentially received fixed 
width first data packets, a variable width second data packet 
is generated in operation 1412. Further, the generated vari­
able width second data packet is output in operation 1413. 

[0106] If the enciphering/deciphering module is an enci­
phering module, the second data packet will be a data packet 
enciphered from the first data packet, and if the enciphering/ 
deciphering module is a deciphering module, the second 
data packet will be a data packet deciphered from the first 
data packet. 

[0107] FIG.15 is a flowchart of the operation 143 of FIG. 
14. 

[0108] The number of sequentially input variable width 
first data packets, the number of which being the same as 
that of the combination value, are sequentially stored in 
operation 151. Further, a value that is obtained by subtract­
ing 1 from the combination value is counted and whenever 
the value is counted, a combination signal is generated and 
the generated combination signal is output in operation 152. 
Whenever the output combination signal is input in opera­
tion 153, the number of sequentially stored variable width 
first data packets is combined and a fixed width first data 
packet is generated in operation 154. 

[0109] FIG. 16 is a flowchart of the operation 1412 of 
FIG. 14. 

[0110] The number of sequentially input fixed width sec­
ond data packets, the number of which being the same as that 
of the separation value, is sequentially stored in operation 
161. Further, a value that is obtained by subtracting 1 from 
the separation value is counted and whenever the value is 
counted, a combination signal is generated and output in 
operation 162. Whenever the output combination signal is 
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received in operation 163, the number of sequentially stored 
fixed width second data packets is sequentially combined 
and a variable width second data packet is generated in 
operation 164. 

[0111] The present invention may be embodied in a code, 
which is readable by a computer, on a computer readable 
recording medium. The computer readable recording 
medium includes all kinds of recording apparatuses on 
which computer readable data are stored. 

[0112] Also, the data structure used in the embodiments of 
the present invention can be recorded on a recording 
medium through a variety of data structures. 

[0113] The computer readable recording media includes 
storage media such as magnetic storage media (e.g., ROM's, 
floppy disks, hard disks, etc.), optically readable media ( e.g., 
CD-ROMs, DVDs, etc.) and carrier waves (e.g., transmis­
sions over the Internet). 

[0114] According to the present invention, when an exter­
nal interface module connected to an IPsec chip is changed, 
data packets of variable widths output from an arbitrary 
external interface module are encipherable and variable 
width cipher data packets are decipherable. In particular, in 
an IPv6 environment, unlike in an IPv4 environment, the 
external interface module will be frequently changed due to 
characteristics of the IPv6 in order to use the IPsec apparatus 
in a variety of platforms (for example, all home appliances 
in a house). According to the present invention, when the 
IPsec chip is changed and/or redesigned, only an interface 
part over a memory controller needs to be redesigned such 
that the IPsec core including the memory controller does not 
need to be redesigned. 

[0115] Although a few preferred embodiments of the 
present invention have been shown and described, it would 
be appreciated by those skilled in the art that changes may 
be made in these embodiments without departing from the 
principles and spirit of the invention, the scope of which is 
defined in the claims and their equivalents. 

What is claimed is: 
1. An apparatus for deciphering a variable width cipher 

data packet comprising: 

a variable width-fixed width cipher data packet conver­
sion unit which, if a fixed width is a width of a cipher 
data packet to be processed in a deciphering process 
and is a multiple of a variable width, which is a width 
of an arbitrary cipher data packet input by an arbitrary 
interface module, the variable width-fixed width cipher 
data packet conversion unit sequentially receives a 
number of variable width cipher data packets, the 
number of which being the same as that of a combi­
nation value, which is obtained by dividing the fixed 
width by the variable width, combines the number of 
sequentially input variable width cipher data packets 
received to generate a fixed width cipher data packet 
and outputs the fixed width cipher data packet; and 

a deciphering unit which deciphers the fixed width cipher 
data packet output from the variable width-fixed width 
cipher data packet conversion unit to generate a fixed 
width data packet and outputs the fixed width data 
packet. 
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2. The apparatus of claim 1, wherein the variable width­
fixed width cipher data packet conversion unit divides the 
fixed width data packet output from the deciphering unit into 
the number of variable width data packets, the number of 
which being the same as that of the combination value, to 
generate the number of variable width data packets, and 
sequentially outputs the number of the generated variable 
width data packets. 

3. The apparatus of claim 1, wherein if the variable width 
is a multiple of the fixed width, the variable width-fixed 
width cipher data packet conversion unit receives the vari­
able width cipher data packet, divides the received variable 
width cipher data packet into a number of fixed width cipher 
data packets, the number of which being the same as that of 
a separation value, that is obtained by dividing the variable 
width by the fixed width to generate the number of fixed 
width cipher data packets, and sequentially outputs the 
number of fixed width data packets generated, and the 
deciphering unit deciphers the number of fixed width cipher 
data packets output from the variable width-fixed width 
cipher data packet conversion unit to generate the number of 
fixed width data packets, the number of which being the 
same as that of the separation value, and outputs the number 
of fixed width data packets generated. 

4. The apparatus of claim 3, wherein the variable width­
fixed width cipher data packet conversion unit sequentially 
receives the number of fixed width data packets output from 
the deciphering unit, combines the number of fixed width 
data packet to generate a variable width data packet and 
outputs the variable width data packet. 

5. The apparatus of claim 1, wherein the deciphering unit 
comprises: 

a fixed width cipher data packet storage unit which stores 
the fixed width cipher data packet generated in the 
variable width-fixed width cipher data packet conver­
sion unit; 

a fixed width-deciphering width cipher data conversion 
unit which converts the fixed width cipher data packet 
stored in the fixed width cipher data packet storage unit 
into deciphering width cipher data; 

a deciphering width cipher data deciphering unit which 
deciphers the deciphering width cipher data converted 
in the fixed width-deciphering width data conversion 
unit to generate deciphering width data; 

a deciphering width-fixed width data packet conversion 
unit which converts the deciphering width data gener­
ated in the deciphering width cipher data deciphering 
unit into the fixed width data packet; and 

a fixed width data packet storage unit which stores the 
fixed width data packet converted in the deciphering 
width-fixed width data packet conversion unit. 

6. The apparatus of claim 5, wherein: 

if the deciphering width data is generated, the deciphering 
width cipher data deciphering unit generates and out­
puts a deciphering completion signal; 

the deciphering unit further comprises: 

a deciphering control unit and if the deciphering 
completion signal output from the deciphering width 
cipher data deciphering unit is received, generates 
and outputs a fixed width-deciphering width conver­
sion signal, and 
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if the fixed width-deciphering width conversion signal 
output from the deciphering control unit is received, 
the fixed width-deciphering width cipher data con­
version unit converts the fixed width cipher data 
packet stored in the fixed width cipher data packet 
storage unit into the deciphering width cipher data. 

7. A method of deciphering a variable width cipher data 
packet, comprising: 

if a fixed width is a width of a cipher data packet to be 
processed in a deciphering process and is a multiple of 
a variable width, which is a width of an arbitrary cipher 
data packet input by an arbitrary interface module, 
sequentially receiving a number of variable width 
cipher data packets, the number of which being the 
same as that of a combination value, which is obtained 
by dividing the fixed width by the variable width, 
combining the number of sequentially input variable 
width cipher data packets, the number of which being 
the same as that of the combination value, to generate 
a fixed width cipher data packet and outputting the 
fixed width cipher data packet; and 

deciphering the fixed width cipher data packet to generate 
a fixed width data packet and outputting the fixed width 
data packet. 

8. The method of claim 7, further comprising: 

dividing the fixed width data packet to generate the 
number of variable width data packets, the number of 
which being the same as that of the combination value, 
and sequentially outputting the number of the generated 
variable width data packets. 

9. The method of claim 7, wherein in the generating and 
outputting of the fixed width cipher data packet, if the 
variable width is a multiple of the fixed width and the 
variable width cipher data packet is received, the received 
variable width cipher data packet is divided into a number of 
fixed width cipher data packets, the number of which being 
the same as that of a separation value, that is obtained by 
dividing the variable width by the fixed width to generate the 
number of divided fixed width cipher data packets and the 
number of fixed width cipher data packets generated is 
sequentially output, and 

in the generating and outputting the fixed width data 
packet, the number of outputted fixed width cipher data 
packets is deciphered to generate the number of fixed 
width data packets, the number of which being the 
same as that of the separation value, and the number of 
generated fixed width data packets is output. 

10. The method of claim 9, wherein in the generating and 
outputting of the fixed width cipher data packet, the number 
of outputted fixed width data packets, the number of which 
being the same as that of the separation value are sequen­
tially received, the number of sequentially received fixed 
width data packet is combined to generate a variable width 
data packet and the variable width data packet is output. 

11. The method of claim 7, wherein the generating and 
outputting the fixed width data packet comprises: 

storing the fixed width cipher data packet, 

converting the stored fixed width cipher data packet into 
deciphering width cipher data; 

deciphering the converted deciphering width cipher data 
to generate a deciphering width data; 
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converting the deciphering width data into a fixed width 
data packet; and 

storing the converted fixed width data packet. 

12. The method of claim 11, wherein in the generating of 
the deciphering width data, if the deciphering width data is 
generated, generating and outputting a deciphering comple­
tion signal, the method further comprising: 

generating and outputting a fixed width-deciphering 
width conversion signal if the deciphering completion 
signal output in the generating of the deciphering width 
data is received, 

in the converting into deciphering width cipher data, if the 
fixed width-deciphering width conversion signal is 
received, converting the stored fixed width cipher data 
packet into deciphering width cipher data. 

13. A variable width-fixed width data packet conversion 
method comprising: 

if a fixed width that is the width of a data packet processed 
inside a system is a multiple of a variable width that is 
a width of an arbitrary data packet input from the 
outside of the system, sequentially receiving a number 
of variable width first data packets, the number of 
which being the same as that of a combination value, 
that is obtained by dividing the fixed width by the 
variable width; 

combining the number of sequentially input variable 
width first data packets received to generate the fixed 
width first data packet; and 

outputting the generated fixed width first data packet. 
14. The method of claim 13, wherein the generating of the 

fixed width first data packet comprises: 

sequentially storing the number of sequentially input 
variable width first data packets; and 

by combining the number of sequentially stored variable 
width first data packets, generating the fixed width first 
data packet. 

15. The method of claim 14, wherein the generating of the 
fixed width first data packet comprises: 

counting a value obtained by subtracting 1 from the 
combination value; 

generating a combination signal whenever the value is 
counted; 

outputting the generated combination signals; and 

in the generating of the fixed width first data packet, 
whenever a combination signal output from a combi­
nation value count unit is received, the number of 
stored variable width first data packets is sequentially 
combined. 

16. The method of claim 13, further comprising: 

if the variable width is a multiple of the fixed width, 
receiving a variable width first data packet; 

dividing the received variable width first data packet into 
a number of fixed width first data packets, the number 
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of which being the same as that of a separation value, 
that is obtained by dividing the variable width by the 
fixed width to generate the number of divided fixed 
width first data packets; and 

sequentially outputting the number of generated fixed 
width first data packets. 

17. The method of claim 13, further comprising: 

sequentially receiving the number of fixed width second 
data packets, the number of which being the same as 
that of a separation value, that is obtained by dividing 
the variable width by the fixed width, 
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combining the number of sequentially received fixed 
width second data packets to generate the variable 
width second data packet; and 

outputting the generated variable width second data 
packet. 

18. The method of claim 17, wherein the generating of the 
variable width second data packet comprises: 

sequentially storing the number of sequentially received 
fixed width second data packets; and 

combining the sequentially stored fixed width second data 
packets to generate the variable width second data 
packet. 

* * * * * 




