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METHODS A.NO SYSTEMS Fon 
CONTROLLING .\CCESS TO COMPUTING 

RESOURCES BASED ON K.~OWN SECURITY 
VULI\ERA.81 LITI ~:S 

CROSS-REFERENCE TO RELATED 
APPLICATJONS 

(0001] ·nus appliC<1tion claims the benofit of U.S. Provi­
sional Applic;:it ion No. 60/752,424 filed Dec. 21; 2005. incQr­
porated herein in its entirety. 
(0002) This application is relatedio co-pending U.S. patent 
application No. f attomey docket number: 1291U004USOO) 
Titled: Methods And Systems For Intelligently Controll ing 
Access to Computing Rcsonrces, uledon sameJatc hen.--witb. 
lhe entirety of which is incorporated herein by rclerence. 

FIELD OF THE INVENTION 

[000'.3] ·nw present invention relates generally to electro11ic 
computer security, a11d more specifically lo methods and sys-
1cms for conrrolJJng access to corupu ting resoi1rces based 011 

known COlllputing security vuln.erobilities. 

BACKGROUND OF THE INVENTION 

I 0004] Electronic conuminication is becoming the industry 
standard for business comnrnn.icalions. Increasingly, office 
files. design documents. employee work products. company 
information. and mos-1 o ther impomml business in.fom1a1jo11 
1s being crcuted and stored electronically oudcsktop comp,ll­
ers, laptop computers, bunclheld co111pt1ting devices (collec­
tively 'personal compltting device· or 'computing device') 
and company networks. At work. employees access such 
networks, along with 1J1cir associated corporate computing 
rcsmLrccs from their local computing device, on a daily basi$ 
in order to perform tl1eir jobs. Away from work, eruployees 
similarly access sucb networks and resources, typically 
through remote connections. NumeroLts types of clcctrooic 
connections are ubiquitous in the industry and well known 10 
the reader. for example: dial up c011Dections. wireless con­
nections. high-speed connections of various types. virtual 
private network connections, and other~. 
(0005] Security o r such electronic networks has become a 
recognized, challenging and growi;1g problem. lnappr-opriate 
and/or unaLtthorizcd access to such electronic networks, aod 
the 0011:iputing resources accessible there through, raises the 
risk of theft. destniclion and/or unauthorized modification of 
valuable data. information and intellectual property. While 
local. on ~ite. sectn·ity can be easily controllc<l through 
pl1ysical constrainis. remote elcctrClllic access to such net­
works and computi11g resotn·ces. typicaUy refen-cd to us en<l­
poi.ut access control, is a more cballenging problem, 
(0006] :Endpoint access control~ have followed a11 incre­
mental. evolutionary path. Prior to tile storage or sensitive 
data and tbe recognition of the security issues associated 
therewith_ there were no endpoint acceS$ contr\>IS. I lowcver, 
security issues such as data tl1en. unatuhori:t,;ed access, fraud. 
etc., and the resulting concerns, created an industry-wide 
demand for security solutions. 
(00071 Tb~ first generation of eudpoinl access co11trol 
included ope.rating, system services that co111rolled user 
access to one or more system reso11.rces, such as applications, 
data files, coufiguration settings, etc. Users were permitted or 
dcnied nccc...,i;s 10 these resoLtrces based on a variety or factors. 
such us their login 10 (which was autbenticmed using a 

Sep. 26, 2013 

secret) and a secured profile of policy settings identifying 
penuissious aud/or restrictions. These permissions-were gen­
e.rally stat iciu t bat they were not context seus itivc in any other 
dimension than tl1e user ID. There was 110 consicler-,Hion of 
cnviroumcutal factors. ·n1is sta1ic nature of security services 
embedded into the operating system remains relatively 
t111cha11g_ed in 01a11y environments, to 1he present day. 

10008] Jn the next step io the evolurionary path of endpoint 
security control. a series of poii1t solutions were created that 
address poim secnrity concerns by providing point access 
control capabilities. Examples of these point solutions 
include: personal firev.1alls that restrict inbou11d and/or out­
bound access tl) ~pccified applications, ports, addresses ai\d/ 
or mmmunication protocols: antivirus agents, anti-sp.ywarc 
agents and applicatilm while-list maoagement agents that 
monitor, detect and/or re.~trict ac-eess to specific system 
resources such as merno1y. registry keys. etc.: software 
update agents that automatically update ru.1 application ifit is 
not a specified vcrSi0n: data encryption agents that encrypt 
spcc-ific mes, the complete contents of specific- folders, etc.: 
and _physical access eontr1)l agents thnt restrict access lo 
floppy drives, USB drives, CO-ROM drives. etc. These sect1-
rity agenLS are one-dimensional in tl1at they look at a single 
aspect of the endpoint's security posmre and make decisions 
011 tbal basis. There 1s no i11te!!,ration of data across these 
security agents all of these - security solutions operate 
autonomOu$ly and completely independent of each otl1er, 
with little or no communic11tions between them or awareness 
of' 1he state of other applications runni,,g on the endpoint As 
with opcrnting system security services. these point solutions 
are a lso static. The business logic and config,llrnlions of these 
poim solutions are not context sensitive. They 1ypically apply 
the samernles regardless of the user ID. user locatil)n. time of 
day. presence or absence of o ilier security appl ic.itions on the 
endpoint. configuration and statcofother secnrityOr manage­
rucDt applications ou the eudpofr1t. etc. While providing rela­
tively stable aocl secure access control, SltCh static eudpoint 
controls remain inllexible and not adaptable to user and busi­
ness needs. They are very much in use today in many envi­
ronments. 

(0009] 1n the most recent evolutionary step, context aware­
ness has been i.t1troduced into the field of endpoint sccuri ty 
control Fm1ctiom1J examples of context awareness capabili• 
t·ies on the market today include: if a uamed application is uot 
running or is not of a specified minimum version. access to 
11etwork coirnectivity or certain applications will be resrricted 
or blocked altogether;ifa user is in locationX (as determined 
by ru1 assigned IP address, reachability of a network host, or 
some other method ofoutomam:l location detcrminntion), the 
user is permitted outbow1<l access usingapplit.-ation X and Y 
to network servers on subnet Z.. however if the user is i11 
location Y (alternat ively an unknown location). the user ts 
permitted outbound access using application X and W to 
network servers on subnet V. In each of these examples. 
access to a resource (in tl1e first case an applic.ition. in the 
second cnsc the network and commw1ications protocols) is 
context sensitive iu the sense 1hat the access p1ivilege is 
conditional on the current state of the endpoint (in tbc first 
case a certain applicatioo nu1uing, in the second case tb_e 
cw·rent location). However these solutions are limited in that 
they are only able to assess a Limited set of inputs and affect a 
narrow ser of iiccess privileges. Addjtioually, once au access 
privilege has been granted. the decision is rarely revisited 
over the l ife of the user's collllection or access session. i.e. 



10

US 2013/0254833 Al 

they could come out of c~1mpliance subsequent to grantiug of 
access and will still retaiu access. 
(0010] Today's access conLrol solutious still lack signifi­
cant [tUJctions and capabilities. As OJJC example, tl1ey lack tl1e 
ability to fom1 contc:,ct-bssed access control decisions using 
as decision inputs state informntion provided by point solu­
tions that are not context aware. r t1r1her Jacking is the ability 
to collect endpoint state iofonuatiou from multiple point 
solutions, collect· endpoint stale information from the cnvi­
ro11ment itself (e.g. inlonnrition obtained from the operating 
system). and integrate the collected infomrntion to fom1 1;1 

higJ1er-level holistic and intelligent vitw of the overall end­
point state. 
(0011) Today's solutiollS .forther fail to provide extensibil­
ity oft.be endpoint state information integral-ion function so as 
to enable the collection and integration of endpoint state 
information from a wide range of existing and fon1re point 
solutions. applications and the endpoint environment itself. 
They lack the ability ro def111e and enforce more granular 
access control pem1issions ,uid rcstric1ions. mcluding the 
extensibility of this grouular access control function to future 
access control objectives. 
(0012] Today's endpoinr securi1ies solutions do 1101 provide 
the ability lo define conditional. parameter-based business 
logic with ncxible compliance models. -11iey lack the ability 
to define via configuration sett ings parameter values for diJ~ 
tcrem users and user groups. and forthcr lock rhc ability ro 
optionally and sefoctively notify an end user wben access 
control restrictions ore being enforced ou their endpoint. 
10013] Fu11ber desinible. and lacking_, 01-e usefol. fi.mc­
tiom1l, management repo11·s as well as dynamic, functional 
and user-friendly accC$s contro.1 C'ilpahilities. 
10014] It will thus be $(>en that today's endpoint security 
control systems lack ma.ny functionalities and capabilities of 
importance both to bonds-on users nnd their employers. 

SUMMARY OF Tl-IE INVENT!0:--1 

(001 5] 1l1ere are provided herein methods mid systems for 
flexibly managing corporate security policies. typically to 
eontrnl access to local or remote computing resources. 
(0016) In one embodiment of the invention !here arc pro­
vided methods and systems for controlling rhe operation of a 
computing system in response to a security vulnerabil ity. one 
exemplary method comprising: the computfog system ruu­
ning software subject to al least one security vulnerability; 
e~1ablish.iug a policy based on lhe slatus oftbe at least one 
security vulnerability including at least 011eruleand an analy­
sis method for determining con1pli,mce witb the rnle: receiv­
ing infon11ation relating to the status of the HL least one secu­
rity vulnerability of the software progrmu; processi11g the 
iaJormatiou rela t-ing to the srarus usiog the analysis metbod; 
determining, based on tbe processi1,g, the compliance of the 
at leaSl one security vulnerability in relation to the mle: and 
controlling, based on the determiuiug, the operation of the 
computing system. 
(001 7) In ru1other embodiment of the invenlion there are 
provided method~ and ~ystems for controlling tl1e access ofan 
cndpoiot computing system to a host computing system io 
response t~1 a security V\llnerabili1y, an e,xemplary 1JJetllOd 
co111prising: identifying within :it least one of tl1e endpoint 
and host systems a plma1ity of conditions. each condition 
having a state; operating ou at least oneofthe bost computing 
system and the endpoint computing system a ,oft-ware pro­
gram subject to al least one security vulnerability: establish-
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iug. a policy based on tbe status or the at least oue security 
vulnerability and the state of each of 1J1e plurality of condi­
tions, tbe policy including at least one m le and an ;1nalysis 
method for determining compliance with lhe ruJe; receiving 
informati<1u relating to the status of the at least one known 
security V11luerability of the software prng.rnm; receiving 
infonnation relating Lo the state of eoch or the p lurality of 
conditions; procc.,siog the in:formatioo relating to tbc status 
of the at least one known security vulnerability and the state 
of each of the plul'ality of conditions using the analysis 
mothod; detennining. based on the processing. the compli­
ance ortl1e at least one security vulnerdbility and the plurality 
of cooclitious with the mle; and controlling, hnsed 011 the 
determining, access of the endpoilJt system to a resource of 
1.be host computing system. 
(0018] lo another embodiment of the invention there ore 
provided methods and systems for generating signals to con­
trol the access Qfan endpoint computing system to a resource 
in a host computing system. an exemplary method compris• 
iog: collecting a state for each of a plurality of conditions in at 
least one of the endpoi11t computing system and the host 
computing system; collecting a stat11s of a known security 
vulnerability for~ sotrwareprogr..unoperating 011 at least one 
or the host computing system and the endpoint computing 
system; ideutifying a policy for detcm1ining access of the 
endpoint computing system to the resmuce, tl1e policy includ­
ing ot least one mlc and an analysis method for dcrnm1ioing 
compliance witb the rnle: processing, usi11g tbe analysis 
met11od.1he state,1feach of the plurality ,if conditions and the 
sronts l)fthe known security vulnerability: determ.ining. based 
upou tbe processing, if tbc coudi tioos aud the kuowo security 
vulnerability are in compliance with the 11,tle; autlge.nerating, 
basl>d upon the detem1ining, a signa1 usable to control the 
Hccess ofthe endpoint computing sy~tem to the resource. 
(0019] Iu yet another embodi.ment ofthe invention there are 
provided methods and systems for developing a compliance 
policy to control the-access ofru1 e11dpoi11t computing system 
10 a resource iu a host computing system, a11 exemplary 
method comprising: identifying a plurality of Cl1ll(litions u1 nt 
least one or the endpoint computing system a11d the host 
compi1ting system, each of the plurality or conditions includ• 
iog an associnted state, at least one of the pJurnlity of condi­
tions relating 10 a risk of a known security vulnerability; and 
developing a policy fot determining the access of the end­
poim computing system to the resource, lbe policy including 
a rule aml at lel!sl one analysis method for proce~sing the 
stotcs of the plmality or conditions to cletenninc if the plural­
ity of conditions arc in compliance with the rnlc. 

BRlEF DESCRJPTlON OF THE DRAWING 
FIGURES 

(0020] These imd other objects, features audadvanlages of 
the present invention will become appare11t from a consider• 
ation of the fol lowing Detailed Description Of The Invention 
in conjllllction with the drawing Figures, in which: 
[0021J FIG. 1 .is a block diagram showing features of a 
security compliance system iu occordancc with one embodi­
ment of the present iuventioo; 
(0022] FIG. 2 is a flow chart showing a process for manag­
ing security compliance in accordance with an embodiment 
of the iuvemion: 
[00231 FIG. 3, is a fouctional block diagram showing the 
interaction of agenrs. managers. monitors and compliance 
engine in u security compliance system; 
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(0024) PIG. 4 is a flow chart showing the flow of infonua­
tiou between agents. managers. monitors, and rbe policy mau­
agemeot system; 
[0025] FIG. 5 is a block diagram ~howi11g an alternate 
embodiment of the inwntion wherein various components of 
the policy management system are incorporall'Ci with in the 
0U1er computing systems: 
(0026) FIG. 6 is a flow cban sbowiog a process for i.nrcgral­
ing kuown security risks imo a compliance system: and 
(0027] FIG. 7 is a flow chart showing tbe operation of the 
analysis engine to analyze agent data and develop a compli­
ai1ce policy. 

DETAJLED DESCRIT'TLON OF THE 1NVENT10N 

(0028) As used bere i11, examples a.nd illustrJti~1us, as well 
as descriptive lcm1inology such as "exemplary" and "illus­
trative'' and variauts thereof. are desc1iptive and 11011 l imi ling. 
I 0029) For purposes of describing the present invention. the 
following specification is a1·ranged topically. in accordance 
with the following topics: 

[0030( Overview 
[0031] Description OfTbe System 
(00J2] establish ing Agents AJ1d Managefli 
[0033] Establishing Rules Aod Policies 
10034] Administrator Policy Configuration 
10035] Integration Wi1b Vulnerability Scoring Systems 
[0036( Analy,1ingAgent Collected Condition Data 
10037] En<lPoinl Compliance Assessment Algorithms 

(0038( Matrix Analysis Algorithm 
(0039( Business Rules-Based Analytical Model For 

Policy Enforcement 
(0040] Boolean Table-Based Analytic Model For 

Policy Enforcement 
(0041) Scoring B11sedA11aly1ical Model For Policy 

Enforcement 
(00421 Individual Agent Score Threshold A.nalysis 

Aud Eoforcement 
(0043] CompositeAger11 Scoring, lliresholdAoalysis 

And Enforcement 
(0044] Complementnry ludividuru And Composite 

Agem Scoring. ·n:iresholdAnalysis And Enforcement 
[0045] Single Level Versus Multi- Level Agent Scor­

iug. Thresbold Aualysis A.11<l E11forceme111 
(00461 Continuous Reportiug Versus Exception 

Reporting ThresholdAualy~is :ind Unforcement 
(0047( Matrix Algebra-Based Analytical Model for 

Policy Enforcement 
(0048] Context-Sensitive Threshold mid Weighting 

Adjus1me11ts to Quantitative An::ilyt ical Models for 
Policy Enforcement 

[0049] Statistics-Based Analytical Model fix Po)ic.,-y 
Enforcement 

(0050] Data Summary-Based Statistical Analysis 
Methods 

(0051( Mean-Based Analysis Method 
(0052] Moving Average-Based Statistical Analysis 

Method 
(0053] Median-Based Statistical Analysis Method 
(0054( Mode-Based Statistical Analysis Method 
{0055] Geometric Mean-Based Statistical Analysis 

Method 
(0056] Rate-Based Statistical Analysis Method 
[0057( Accl'lemtiou Rate-Uased StatisticaJ An.ilysis 

Method 
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(0058] Yariability-Oased StatisticuJA.nalysis Methods 
10059] Min-Based, Max-Based and Range-Based 

Statistical Analysis Method 
[0060] Standard Deviation-Based Statistical 

Analysis Mclbod 
[0061] Coefficient cir Variation-Based Statistical 

Analysis Method 
[0062] Number ol' OcctuTcoces-Bascd St-alistical 

Amilysis Method 
[0063] Occurreuce Frequency-Based Statist'ical 

Analysis Method 
[0064] Cumulative Distribution-Based Statistical 

Analysis Mct11od 
[0065( Sampling Dis1ributiou-8ased Statisrical 

A.oalysis Method 
10066] Sampling Distribution-Based Statistical 

Analysis Method 
(00671 Linear Regression-Based A.nalysis Method 
(0068] Filtering.Analysis 
(0069] Applicmion llf Methods 10 All Endpoiu1 St.JI.: 

Data Elements 
(0070] Application ofMl!lbods to Non-Numeric End­

point State In formation 
(0071] Application of A.naJytical Metl1ods to Com, 

posi te Endpoint Compliance Assessments 
(0072] Exception Reporting of Analyses Result 
(0073) Non-Exclusivity of Analyses Me1bods 
(0074 J Combining Analyses Methods 

[0075] Real Time Adjustment of SampUng frequency 
(0076] Maoagiug Endpoint and Ffosl Operalion 
[0077] Communication of Endpoint State lt1formation, 

J;ud,point Complfr111ce Analysis R..:sults Ami/OrCompli­
ance Action,<; to a Remote Computer 

(0078) Jmplementation Method l- Bndpoi111 system 
Only 

(0079) lrnplemeniatio11 Method 2 Ceuu-Jlized cod­
poi111 sysrem policy management 

[0080] Implementation Method 3- Ceorralized bost 
system pnlicy management 

{0081] 1mplcmcntation Method 4- Ccntrafo,.ed analysis 
engine ,md compliru1ce mialysis of individual systems 

(0082] lmplemeutalion Method 5 Cenu·aliz.ed analysis 
engine aod compliance analysis ofmulliple sys1ems 

(0083] lmplementntion Mi:!thod 6 Policy management 
system as in-band access control mechanism 

(,0084] Data Sbari.ng 
(0085) Remote Administrator Notification and Control 

Overview 

(0086] The prcseni- invenlion provides new and improvod 
methods and systems for flex.ibly monitoring. evaluating, and 
initiating actions to enforce security compliance policies. As 
will be seen from a consideration of the de1ailed description 
ofti1c invention, provided below. benefits and advan1ag,cs of 
tbe prt!Sent invention include: 

(0087) The collecrioo of ;1 wide range of endpoint stat·e 
ioformatio11.·r1ieenumeratkmofstutcpolicies regarding 
preforred.. required and prohibited states. 

(0088] The enumeration of action policies regarding 
required. penuitted aud prohibited actions to (ake when 
the endpoint is pa11i:.illy or enti1·cly in or out of compli­
ance with stale policies. 
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[0089] An analysis engu1e enabling comparing current 
stales. state policies and action policies tlUd reaching 
decisio11S on acrio11s to permil, preven1, oramomatically 
i11itiate. 

[0090] A flexible me1lmdology fo r assigning numerical 
values to current slate information. slate policies and 
action policies so Uiat a variety of quantitatively-based 
analysis models can be used to doterm.ine ,ccurity com­
pliance. 

f009Il .1\11 enforcemem capability that cnn ope.rate per­
sistently. constantly measuring compliance. with an 
ability to dynamically adjust access privileges subse­
quent to an i11itial granting of privileges. 

[00921 An abi lity to create and adjust a ·,lidiug scale· 
having diilerent levels ofovemll security risk tolcrauce 
or conversely an overall mi1timum security threshold 
that allows or prevents access to speei fie ha.rd ware, soft­
ware and/or computing resources depending on the 
degree of compli,mcc with level-specific security poli­
cies an<l in particular the spccifa: types or noncompli­
ance that exist at each level. 

I 0093] A compliance analysis engine that supports use of 
a range of difterent analytical methods and models so 
that optimum models can be invoked and applied. 
depending on sitl1atiom1I !actors. 

[0094 J The initiation of and controlled access ttl a wide 
range of software and hardware actions. 

Description of'lhe System 

(0095] As used here, 1he lenns "illustra1·ive," "example:• 
"includes,"and variants thert.'t.lfare exemplary and nol exclu­
sive or otherwise limiting. 
[00961 With reference now to PIG. I , there is shown there is 
sho,vn a ~ys1~m I 00. includi11g a host system 102, 1111 endpoint 
system 104, and a policy management system 106. In accor­
d.u1ce with the present invention and conventional use. host 
system .102 comprises a secure. access-controlloo proccsslng 
system where-to remote systems s uch as endpoint system I 04 
connect to access data, processing capacity and host-acces­
sible resources. PoLicy marn,gement system 106 provides 
rules and policies concerning the connection of remote end­
pl1int ~ystems 104 to host system 102. llost system 102. 
endpoim system 104, and policy manageme11t system 106, 
are u1terco11nectcd to COU1D1unicate tbrougb a couventional 
electronic network 108, such as lhe lnternct. 
I 00971 Considering in derail host system 102. tl1e system is 
seen to include, in a conventional manner, a processor and 
user & co1umunicatio11s interfoce I 02A, as well as conven­
tional storage co111po11ents I 0213. opernting systems and soft­
ware (typically co11tained i11 storage and opcr.tte<l by the 
proces·sor) and od1erconve11tional components. f1u-rther asso­
ciated with host system I 02 are a variety ofrc,ources. indi­
cated ac 102G, nccessible directly or indirectly through the 
host. including,. for example: user data, user applications. 
physical ports, data stornge devices, dial adaptors. 11etwork 
interfaces, and uthcr resmu·ccs as will be apparent 10 the 
reader. Further contained within host 102 arc a plurality of 
conditions J02F. TI1ese conditions are monitored by agents 
l02E, the agents collecting and traJJSmitting ioformatioo to 
agent managers 102D for aggregation by agelll monitor 102F. 
The various conditions. as well as tJ1e agent functions, are 
described i.ndetail herein below, Host 102maycomprise, for 
example. a processing systc01 of rile type typically owned. 
managed and/or operated by II busincs~ to ,uppotl the ope.re-
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Lion of its e111pk1yees. It may comprise a server, enterprise 
system. personal computer. laptop, personal digi tal assistant. 
mobile ,·olilJlluo.i.cations device such as a ·smart' telephone, 
o r any otJ1er type of renwtely accessible system. In a conven­
tional mauner, host system 102 may i11clude co11ventional 
security feanires for controlling access lo the data and 
resources U1ereon. 
f 00981 Host system 102 may be consolidated at a sioglc 
location or comprise a p lurality of systems dispersed over 
multiple locations. 
100991 Continuing with reference tu FIG. L endpoint sys­
tem 104 comprises any processing system capable of inter­
connecting wi th llOst systtJOl I 02. for example: a laptop com­
plltcr. personal computer. server system. enterprise ~-ystorn, 
personal digital assistant. celtula.r teJepboue, 'smart' tele­
phone or other personal device, or any other processing sys­
tem capable ofremotely accessing host system 102 fort.he 
purpose of accessing the resources available there OIL End­
point sys1em 104 isse<.>n to include, in a convcntioual mam,er, 
a processor and user & communicatio11s interface l 04A, as 
well os conventional storage componeL1ts 10413, operating 
systems and software (typically contained in storage and 
operated by the processor) aod other cooventi011al com.po­
nei11s. Further contained within host 104 are a plurality of 
cooditions 104F. These conditions are monitored by agems 
I 04E, the agents collcctiug mid transmitting infonuatiou to 
agent managers l 04D lot aggregi,t ion by agent monitor l 04P. 
The various conditions. as well as the agent functions. Me 
des(.Tibed in detail herein below, 
(0 lOO] Considering now the de1,1ils or policy management 
system 106, in the illustrnted embodiment, tl.te system com­
prises a convenliooal pJ·ocessinp, system. for example a server 
ct1rnp1.1te r. enterprise co111pu1er, personal computer or a nure­
book computer. Accordingly, ll1e system is seen to include, in 
a convention.al manner, a procesSt)r and user & ct)mmuoica­
tious interface 106A, .,swell as conventional storage compo­
nents 1068. operating systems and software (typically co11-
1aioed i.n storage and operated by the processor) iind other 
conventional components. In accordance with the present 
invention, policy management system 106 is seen lQ include 
a compliance analysis engine I 06C As well as various policy 
in formation sttU·ed within stomge system 1068. As will be 
seen from the description below. compliance analys:is engine 
J 06C, typi~11ly comprising so ftwarc in data store l06B rno­
J.l.ll.lg on hardware 106A. functions to receive system condi.­
t:ion infonuation and process th::ti conditit)n inform::ttion in 
accordance with the security polJcies, such as are stored 
within data storage l06B. in orderto generate security ruks. 
Analysis en gin~ 106C can comprise a portion of the capacity 
of processor J 06A and/or one or more dedicated and/or 
shared separate proces,l1r(s). 
[0101] In accordance with a feature l1t' the present inve11-
t:io11, the policy data srored within data store 1068 can contain 
multiple sets of policy data for use by di:llerent endpoint 
systems J 04 , foruse by d ifferenthost systems 102-and for use 
by the policy mauagemen1 system 106 itself. 

(0 I 02) to various cmbodiroc.tlls ai; described iu further 
detail below, lhe functions iocorpornted and described wi th 
respect to policy maJ:iagemeut system 106 may be C(lUtaincd 

i) withi11 endpoint system J 04. i i) within host system 102. iii) 
as 11 stand-alone network device otherwise coOJ1ected to 11et­
work 108. and/or iv) distributed in various combinations of 
U1e foregoing. Sre. forcxtnnple. FIG. 5 wherein n compliance 
analysis engine 106C is shown io each of endpoint systems 
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104 (engine 106C''J and l10st system 102 (engine I06C"). It 
will be understood that the v;irious otl)er features of policy 
management system 106 may be performed by the ex.isti.ng 
componenLS of the endpoint and host sy~tems, or other.vu;e 
duplicated, replicated, or omitted within tho~c systems ai; 
required to perform the appropriate functions as described 
herein. Further. as ttsed here in. references to the policy man­
agemcot system includes wbcre appropriate only those com­
ponents and fooctious necessary to perform the described 
f1u1c1ions. 
(0103] In other embodiments of the invention. host system 
102 is used to control access to a network. for example a 
private network. Iu one such embodiment. host 102 com­
prises a gateway or othc•r type of access cootrol system to a 
network such as a private network. 111 a11ot'1er such embodi­
ment. host 102 fonctions to make compliance and ::iccess 
assessments in accordance with the present invention, and 
for.vards the results or such assessments to another access 
controlkr. In such instances. tlw present invention is L1Sed 10 

control acce~s byan endpoint such as endpoint system l 04, Lo 
a network. limiting or permitting endpoinl system 104 to 
access specific network resources based on its current level of 
comp I iance. 
10104] As described bereifl. the various subsystems. 
agents. processes and managers can be implemented using 
hardware components. software component~ and/or combi­
nmions thereof. 
(0105] Witl.J reference now lo FIG. 2. there js shown a 
process 200 in accordance with the present invention for 
co111rolling tl.Je access l)f a user such as eudpoin.t system to a 
comp11ting reso11rce. As noted above, the present invention 
may be used to c~111tr~)l access between d ifferent systems such 
as an endpoint system and a host system. or within a system. 
sucl1 as 10 particular resources available within tJ1e system .. 

Establ ishing Agents &Managers 

(0106] As used bcre in. and generally in accordance with 
the accepted definition in the an, "agents•· L1penlle to deter­
mine the status of particular conditions iu a system. as 
described herein the host system 102 a11d endpoint system 
I 04. It will be understood by tJ1e reader that the inve111io11 is 
equally applicable to controlling access to resources witllin a 
single system as to between systems. For purposes of expla­
ualit111. the invention will be described with respect lo con­
trolling the access orendpointsystom I 04 lLl host systtlm 102. 
However, as described above, the invention is eqoalJy appJi­
cable to controlling access within host system 102 and/or 
endpoint system 104. as well as other C\1mpU1ing systems. 
(0107] Agai11. ,,s is generally in ::iccordance with the 
accepted Llctinit ions ill the art. an ·•ageut manHger" operates to 
control the function of as well as to aggregate data collected 
by tl1c various agents. An "agent monitor'" functions lo aggre­
gate the data collected by various agent mam1gers. The vari­
ous ageuts, ruauagers and monitors can be implemented in 
h,trdwate, software. and/or co111hinalions thii'reof. 
(0108] When used to describe the operarion or an agent, the 
terms "s1t1te." "condition" and variants thereof are used syn-
1mymously to describe U1e status oft.he ageoL 
(0109] Considering first the selection or conditions LO 

monitor within endpoint 104 (step 202). there are ma11y cli f­
feren ! data sources and data elemeats that can be examined to 
assess the state of the endpoint, form compliance assess­
ments. and ultimarely make policy-based access control dl.,c i­
sious regarding local and remote computing rcmurces. 
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[01 1 OJ ludividual configuration data elements sucb as anti­
virus heuristics scaru.tiug ~1atus. and stale data elements sucl1 
as "Is antivims currently operating'. cm1 be obtained by estab­
lislfrng au interface to an ageot specifically desig.oed to collect 
and report that picccofinfom1arion. Such conflgura1ion states 
and data elements are indicated i11 the drmving FlG. I as 
condirions 104F. The age1\ls J 04E can comprise a component 
of the endpoint system Qr an external service provided by 
1]1ird party so[hv.irc. The endpoint system includes one or 
more ageol managers 104D. These agent managers collect 
state information from individual agents 104E or tlte general 
computing environment, inclt1ding the operating system ver­
sion. registry sct1ings . .:ind others as will now be app,1reJ1t to 
the reader. Ao ageDI monitor l04C fi.inc1ions to collect anu 
process infonnatiou from the various agent managern 104D. 
in the manner described below. 

[01111 A given inspection agent may provide a gr,:uutlar or 
broad means to indirectly assess C\1nfig11ri11ion state and data 
clements and may provide numerous pieces of state configu­
ration and state in.lorma1io11 to the endpoint's age11t managers 
104D . For example the response to a query regardiog the state 
of a t.·0t1fig11ratio11 setting might simply be true or false. 
whereas the response 10 a query regarding. what viruses are 
cmreutly befog monitored for could be an enumerated list of 
thousands nfvints names. 

[0 112[ Agents rn111111ig On endpoi1it 104 30d perfom1ing 
related or simil11f funct ions can generally be grouped into 
categories. for exau1pk, au .iotivinis clieu1/ageo1. ao anti­
spyw.lrc agenr. a content fillering agent and an applicatlons 
white-list agem C'an be g.i:ouped into :i 'sectu·iry agent' cat­
egory. 

[0113] IL will be understood by the reader tJ1at the universe 
or moni torable couditions, sources of stote i11fom1ation, will 
expand and evolve over time. For example, uew operati□g. 
system services may come available, new cateiories of secu­
ri ty applications may emerge, security point solutions may 
become i11tegrated, tra.nsport technologies will cominue 10 
evolve, transport hardware will evolve, foatures of security 
point solutions will evolw. etc. -111erefore the present inven­
tion contemplates the addition, modific11tion. or removal of 
agent components as needed over lime. Pu11hennore, differ­
em customer needs will wan-ant monitoring or couversely not 
warraut moni toriug of selected condj lions. The pres em inven­
tion is extensible to be able to take advantage of new sources 
of infonnation as they become commercially available o r as 
customers request support for new or existing. prnducts. ·111c 
agents. managers and poHcies are also desirably tlexible 
since, depending oo !he preseuce or absence of operating 
system facilities, third parry applications. etc. not all condi­
tion infonnation may be available simultaneously. Therefore 
endpoint 104 is configured so as to be able to add, modify. or 
remove agents on a per user basis and to J'u.rlJ1er customize or 
11dap! a given cm1figmation of the endpoint's software cQm­
pouents over time. 

(0 I I 4[ Illustrative conditions l 04P IJrnt are available ::ind 
may be 11sed for assessing cndpoiol state information are as 
follows, Note tJ1at not all ort11esccooditio11s will be needed at 
any one point in time, i.e. when different system events occur. 
difforem pieces oJ endpoint state infonnation become rel­
evant. Jt wi 11 be understood that different iteJus of interest 
may be 1u0Ditored ;:11 d.ifforenl times. and different users will 
have dillerent items they are interested in monitoring. 
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10115) lJser state informatil1n includes: 
101161 User TD, Usergroup(s)merubership (e.g. reseller, 

customer. business tui.il division, departmenl etc.). 
1011 7) User mle(s)/positiou (e.g. S'alcs. executive, cleri­

cal worker. mobile professional, syst1;1111 administra tor. 
etc.). 

[0118] User workgroup. and 
[0119] User security group. 

[0 120] Authentication state inlomwtion includes; 
101211 Authentication method (e.g. no amheuticatiou. 

reusable password. oue time password. biometrics, 
smart card, etc.). 

10122] Authentication source (E.g. local to l11e machine 
orto a re111otearnbeut.icatioo databaseacn)SS a uetw~xk). 

10123] Authentication success/ foiJure result, Password 
strength, Age of password. and Number of success1ve 
login failwes. 

[0124) Endpoint hardware Information includes: 
[0125] Endpoi11t hardware owner (public kiosk, user­

owncd. corporate Hssct. ett·.) 
10126 J Endpoint host name 
10127] Hardware con.figuration and state. such as: 

[01281 CPU type 
[0 1291 Total system memory 
[0130[ Free memory 
[01311 Etc. 

10132] BIOS; 
[0133] Veudor 
101341 Version 
[0135'1 Individual setti11gs 

101361 Drive mappings 
[0l37J Supported p~1in1ing devices 
[0138J l:,nable<l and active pointing devices 
10139] CnrreoL power source 
10140] Battery charge level 
10141J System temperatwc 

[01421 Endpoint Operating System lnfom1atiou includes: 
10143] Base OS version 
I 0144 I InstaUed service packs 
I 0145] Installed patches 
10146 J State of OS configuration settings (enabled/dis-

abled options, services set rings. option se11ings, etc.) 
101471 Currently active OS services 
[0148] Default language 
10149 J Installed language packs 

10150] Operating System Services [nformation includ!!S: 
(015 I J Tntn,1-applicatiou and l11leme1-application copy/ 

paste service (e.g. Microsoft \.Y'illdows Clipboard) 
(0JS2) Network Services lnlbnnation includes: 

10153] DNS: 
(0154] Current primary-and secoudary DNS servers 
(01551 Size ofDNS cache 
[0156] N11mber oJ DNS queries 
[0157[ DNS queries serviced by local DNS cache 

(0158] ICMP: 
(01591 JCMJ> messages trausmitted 
[01601 ICMP messages received 

10161] ARP: 
10162] ContentsofARPcacbe 
[0163( Numbcr of ARP requests 
[01641 NLUubcr of RARP reque~ts 
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10 L67] Curreut TTL setting for mllbouud IP packets 
10168) IP address 
(0169] Odauh gateway 
(0170) Subuet mllsk 

[0171) UDP/TCP 
[0172) Window size 

[0173] HTPP: 
10174] HTTP requests ser1t 
10175] I rrrP reques1 transmission rate 
10176] Number ofrequesLs 10 a given host 
[01771 Number ofreq11ests to a g.iven domain 

[0 1781 Number of requests to a given IP llddress or address 
raugeFilc System Jnfonuation includes: 

[0179) Read/write status of a named file 
[0180] Access privileges to a =ed file 
(018 1] Access privileges lo a named folder or directory 
[0182] File being deleted 
[ 0183 J File being crc<atcd 
(0184] File being opened 
[0185) File being overwritten 

[O 186] Application l11t'ormation includes: 
(0187) ll1stalled npplication iufonuation 

[0 188] Vendor 
[0189] Version 
(0190] Configmation seltings 
(0 191) License JD 
[0192 I Digital signature 

[0193) Ruwi.ing applications 
[0194] Rm11ti11g processes 
10195] Current priurity level for each nmniug applica-

tion 
[0196) Application being opened 
[01971 Applica1ion being closed 
[0198] Memory consumed by ead1 rnnning application 
[01991 Applicalio11 update history i11formatio11 
(0200) Preferred application priority 
[0201] Number of times an appJjcation is opened, per 

hou.r. pe.r dny. per week. per monlJ1, etc. 
[0202] Trans::ictiou respotm.' time fur specific .ipplica· 

tion transactions 
(0203) Number of times a specific application transac­

tiou occurs 
[0204] Application-Specific Information iuclucles: 

(0205) Email : 
(0206] Version in use 
[0207 J Max number of emails per rninutc 
(0208] Number of emails received aud in inbox or 

other mail folders 
10209] Email arrival r<1te 
10210] Email receptioo rate 
(0211 J Bmail attaclui1er1t count 
(02 12) Email attachment ~c,.,e 
[021J] Number of recipients in emails sent 

[0214] Web browser: 
10215] URI..s being accessed 

10216] Data Information includes: 
[0217) Local data being accessed 
(0218) Application accessfog the local data 
(0219] Remote data store being accessed 
I ()220] J\pplication !lccessing the remote data 
[022JJ Remote tlata e lements bl! acce~sed 
I 0222 J User access privileges for data being accessed 
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10223] Data being. copied or saved to a local external 
stonige device (e.g. USB thumb drive) 

(0224] Data being transmitted to, copied to, or saved to a 
remote location 

(0225] Remote location datu being tmnsmine.<l to 
[02261 Remcite location d~ta being .retrieved from 
[0227] Specific text strings (incluiling support Ibr wild-

cards aod logical AND/OR/ELSE/NOT combinations) 
coJ1tained in a me, iu a document, i11 M eo1ail, in a 
co1UJmmications message, etc. 

10228] Data Back7.1p Information includes: 
[0229] Backup progmm inlb1111atioJ1 

[0230J Vendor 
102311 Version 

10232] Backup coufiguratioo settings: 
[0233] Specific data to be backed 11p (e.g. files. fold· 

ers, mlldified dbcm11ents, tables, records. etc.) 
[02341 Backup type (e.g. incremental, whole) 
102351 Backup destina tion 

10236] Amount or volume of dala to be h;icked np 
10237] Date ofla~t backl1p 
I 0238] Date of next bach1p 
10239) Oackup agent state (e.g. active, idle) 

102401 Antivirus Agent lnfonnation includes: 
[0241J Antivirus agenl informat ion 

{02421 Vendor 
[0243] Version 
(02441 Signature files versio11 

10245] Antivirns-spcdfic configuration settings. (e.g. 
scan wlwle system, specific folders, specific flies. run 
scau at starrnp. ruu scan every X days. sigminU'es update 
frequency. etc.) 

[0246 J Amouut or volume of dalll lo be scanned 
[0247J Date orlast update 
10248) Antivirus scanning state (e.g. active. idle) 

10249] Personal Firewall Agent lnformolion includes: 
10250] Personal firewall agcnL informatio11 

[0251] Vendor 
[02521 Ven;ion 

10253 J Personal firewall-speci fie configuration $l!llillg$ 
(e.g. user notify. silemly discard. event loggi11g. event 
Jog uploads, blocking ooablcd/disablcd. etc.) 

10254] Permitted/Restricted outbound applications, pro­
tocols and/or destinations 

10255] Permitted/Restricted inbound applications, pro-
tocols and/or destinations 

l 02561 Date or last so l'twMe update 
10257] Dale of last pl'Ofile updote 
]0258] Personal firew:111 state (e.g. actively blocking. 

blockiug disabled, etc.) 
[0259) VPN Client lnfo1111ation includes: 

[0260] VPN client progrnm infom1ation 
10261] Vendor 
(0262] Version 

10263] VPN client-specil'ic configuration settings (e.g. 
default profi.le, split tmmeli.ng, authentication method, 
etc.) 

10264] Date of last software update 
10265] Date of last profile update 
(02661 VPN tunnel slate (e.g . connccling. connected. 

disconnecting, disconnected) 
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(0267] 1\nti-Spyware Agent lofonrnllion includes: 
[0268] A.llli-spyware agent information 

(0269] Vendor 
(0270] Version 
10271] Signat1m:· files version 

[0272) Anti-spyware-specific cC10figurJ tioo setting:;, 
(e.g. scau, whole system. specific fo lders. specific files. 
nm scan a t startup, nm scan every X days, sigoaturcs 
update lrequcncy, etc.) 

(0273] D:1te of'Jast update 
(0274] Anti-spyware agent scanning state, (e.g. active. 

idle) 
[02751 Data Enct-yplilll1 Age1il lnfomwtion includes: 

(0276) Data eucryption ugcnt infomintion 
[0277] Vendor 
[0278) Version 

[0279] Data encryption-specific configuration sett ings 
[0280] Method of user authentication 
10281] Specific data to be encrypted ( e.g. files. folders. 

modified documents. tables. records. etc.) 
10282] Encryption type (e.g. AES. digital certificate, 

TPM chip, etc.) 
10283] Data encryption agent $late. (e.g. active. idle) 

[0284] Content Filtering Agem lnfonnalicrn include~: 
[0285] Content filtering. agent infonualion 

[0286] Vendor 
10287] Software versiou 
10288] Blocked sites file version 

( 0289) Content filtering agent-specific co11.figuratio11 set• 
tuigs 
10290] Method of lilte1fog (e.g .. local list. proxy 

server) 
[0291] Specific sites or site categories to be filtered 
[0292] Event Jogging 
[0293] Log upload 

[02941 Content filtering agent stnt·e, (e.g. active. idle) 
(02951 Date of last software update 
[0296] Date oflast tilter list update 
(0297] Local H1TP/HTI'PS proxy settings for remote 

l lTl'P/1 rr!l'S proxy server 
(02981 Asset Management Agent lnforma1ion iucludes: 

[0299) Asset management agent illform::ition 
[0300] Veudor 
[0301] Software version 
[0302) _,\sset reporti.ng prome version 

(0303] Asset nrnnagerueut agent-specific conl:igurntion 
selliugs 
(0304] lnformation being recorded 
10305] Log upload dcstiuatiou server 

[0306) Asset management agent state, (e.g. active, idle) 
(0307] Date ofl::tst solhvarc update 
[0308) Date of last profile update 

[0309] Location Information includes: 
(0310) Geographic location 
[031 1) Physical location on the corporate campus 
(0312] Location category: 

10313] Directly connected to corpora1e network 
10314] Home 
10315] Public wireless location 
10316] llotcl 
10317) Approved kiosk 
10318] Public wirt.'Cl broadband lm.·at ion 
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I 0319] Remote a11d co1111ected to corpor.ite network via a 
VPN 

[03201 Reachability of specific remote ltosls or networks 
L0321) Time-Based Jnfon11atio11 i11cludes: 

[0322] local time of day 
(0323] Time of day at destination 
[0324] Dayofweek 
I 0325] Day of 0100th 

[0326] Wireless Couocction Information includes: 
[0327[ Permitted SSIDs 
[0328] Prohibited SS'JlJs 
[0329] Suspect SS]l)s 
[0330] Configuration of cWTeut wireless cow1ect:ions. 

o.g. 
[033 lJ Bluetoolb: 

(0332) Curi-ent corn1ec11on details 
[0333] Penn.itted connections con.figuration set­

tings 
[0334) Wi-Fi and 01h~·r JEEE 802.1 wireki,s data com­

munication link protocol~ 
[0335[ Current co1rnectiou details, e.g. ad hoc 

mode. network node. WEP. WPA, WPA2, 802.lx, 
key length. etc. 

(0336] Penuined connections co,uiguratiou set­
tings 

[0337] lwailable Connec1ion Information includes: 
[0338) Ava1lablc network councc1ions 
[0339) Specific network devices available (specific 

ad,,pler or modem in use) 
[03401 Network techuologies available (Wi-Fi, wired. 

mobi le data, dial, etc.) 
f034l ] Theoreticul bai1dwidt11 ;ivnilablc 
[0342] CtW per miuu1e/cosl per megc1byte 
[0343] Network service provider 
(0344] Link encryptiou options 

[0345] Active co011ecllon iofomiation includrs: 
[0346) Specific network device in use 
[0347] Network 1echn0Jogy iu use 
(0348] Theoretical available bandwidth 
[0349] Current ba11dwidtl1 
[0350] Average bytes/sec output 
[0351] Average by1es/sec input 
[0352] Cost per minute/cos1 per megabyte 
[0353] Network service provider 
[03541 Network printing, slams 
[0355) Link eucryptiou method 
10356] Authentication method 
[0357] Network bytes received 
[0358] Nc1work bytes transmined 

(0359] Subseqt1ent to iclenti fying the wu·ious condi1ions to 
be monitored wilhiJ1 endpoint system 104 (step 202), tl1e 
various ageuts 104E and agent managers 104D and agent 
moaitor(s) 104C are identified and configured formonitoriJ1g 
those various conditions (step 204). Per example an agent 
manager 104D may be config.ured to query a vendor-specific 
APJ exposed by a third party ant ivirus agent, may be config­
ured ll) q11ery au operating system service periodically to 
determine if the endpoint has an aclive octworl,\ iolcrfaccaod 
if so, the IP address 0ftbat interlace, etc. Multiple managers 
104D may be separa1ely configured to monitor multiple 
agents 104E and multiple monitors 104C co.a.figured to aggre­
gate manager data. 1n su1runary. agent maJ1agers are config­
ured 1u 1'1m1utor the conditions of iutere.~t such as one or murc 
of those described above. 
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[0360) Agents can be free standing external soHware appli­
catious, system services provided by the operating system or 
dedicated. special-purpose monitoring processes that are part 
o rthe monitored system i1sel r. Agents cau monitor both soil­
ware ac1ivjty and ht1rdwarc ac1iviry. A 1ypical me1hod for 
monitoring hardware informa1io11 is through the use of hard­
ware device drivers and other similar operaling system ser­
vice.s. Examples of free.standing agents are antivirns client, 
personal firewall. anti-spyware, an1i-phishing agems. data 
backup agents, etc. Age111 monitor l04C can comprise soft­
ware. hardware and/or a combiumion thcreOf, and is fnnc-­
tional to collect or aggregate the input from the various 
agents. througll the agelll mafillgers. aud couununicaie that 
data for processing as described herein. 
[0361] With reforeuce now to FIG. 3. ll.1ere is illustrated 
diagr.muualically au exempla1y series of a gems 1048 con­
nected to 1110.nitor exemplary endpoint conditions l04F such 
as those listed above. The ageut moui 1ors 104C perfom1 ove1·­
all cndpoinl monitoring through 111c use of individual agent 
mangers I 041), each of which monitors one or more speci fie 
agents 104E. the individual agem managers 104D aggregated 
by an agcn1 managomcnL service ltl4D'. As previously men­
tioned, different configurations !Uld policies will require tbe 
use of different i11d.ividual agent managers ru1d different spe­
cillc agents. Fmtber 1llustrated in FIG. 3 is the communica­
t ion of the agent data to the compliance analysis engine I 06C 
for pn)cossin_g in accordance with the methods de.~cribed 
herein below. 

fat.ablish Rules & Policies 

10362) With reference now back lo FIG. 2. st1bseq1.1ent to 
1he identification of the conditions 10 be moni1ured and the 
establishment of the various agents, agent maffilgers and 
agent monitors as described ;ibove, there are next established 
rules a1id policies for con1rolli11g the access 10 local resources 
ou Lbe endpoint system 104 or remote host system 102 (~tep 
206). 
[03631 TI1e pnlicie.'< eslablishcd lo control access to host 
system I 02 and/or access to local host resource~ 102G as 
described abl)ve. can specify a muuber of behavioral options 
for endpoint sys1em 104. These policies are typicalJy estab­
li~hcd by the operator ofhos1 sys1em 102 or tlic administrator 
or eudpoiu1 syslt'Jll 104. and stored iJ1 1he policies stornge 
section 106B of policy management system 106. Coufigura­
tion policies specily a number of behavioral options for the 
client. /\s describc-d here in, configurnlion policies include 
botll the configurable behaviors oflbe compliance analysis 
engine and the security policies of the systems. C01iliguration 
policy behaviors supported by 1he cliellt include: 
[0364] Endpoi.ut inspection management policies, i.uclud­
iug: 

(0365] Enumerated list of endpoint data categories to 
monitor or Dot 111011.itor 

( 0366] l.inumerated list of seusurs within each category 
10 mo.nilor or not mouitor 

(03671 Me1hod of monitoring, for each sensor (e.g. active 
polling, or passive receipt of events) 

(0368] Frequency of monitoring for each sensor 
f 0369] Enumerated list of data clements to be sampled 

with tile following parameters identified for each 
sampled: 

103701 Whether sampling is to occurarcgularbasis. or 
whether it is to beini1ia1ed as a rcsultofa systemeven1 
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(0371] lfsumpli11g is tt1 be initia led in response 10 a 
system event: 
10372] The event (e.g. an applicatioo being 

launched. a network Cl1nn1o'Clion being estab-
1 isbec.l, n i1scropening o 11le. a system login event. 
an applica1ion login event, an antivirus agent 
complimct: violation. etc.) 

10373] If applicable, a threshold value and type 
( e.g. 5 times a mim1te when antivirus compliance 
score is below 75%. email trdnsmission rates 
above 5 per minute. etc.) 

[0374( Number of samples to collect fora compliance 
evaluation cycle 

[0375( Sampling inrerv11l (if applicable) 
(0376] Acceleration window interval (if applicable) 
[OJ77] Wbcther sampling and results reporting 

method should utilize a successive stop/start window­
ing method or a sliding window me1hod (e.g. lbr 
moving average-type calculations). 

10378] Enumemted list of data elements to be sampled 
on a regular or threshold basis. and tJ1e con·espon<ling 
sampling interval 

[0.179] Enumerated list of policies and thresholds for 
which the sampling frequency must be adjusted wheu a 
tlueshold is reached. For each policy one or more of 1l1e 
following parameters llll.llit be defined: 
[0380] Threshold value 
[0381( Upper and lower threshold value (for ronge­

based thresholds) 
[0382J Sampling parameters (e.g. count. interval, etc.) 

when out of r:.inge 
[0383.1 Sampling parameters (e.g. count. iL1terval, etc.) 

whetJ in range 
[0384] Compliance Engine Management. includfng: 

10385] Enumerated list ofmmlytical ruodel(s) lo use for 
difforenl endpoint data elements 
(03861 Business rules 
(0387] Boolean tables 
{0388( Matrix method 1 
[0J89j Matrix method 2 
(0390] Mean method 
[0391 f Moving average method 
[03921 Variance method 
[0393J Standard deviation method 
(0394) etc. 

10395] Enumerated list ofcompliancelhresholds for di I~ 
forent endpoint dota demenLS: 
[0396] Min value 
(0397) Max value 
(0398] Required r.inge (min and max value) 
(0399] Variance 
(04001 Standard deviation 

10401 ] ·composite scoring inputs: 
[0402] Mandatory iuplllS 

[0403] Ex.ceptk111 based 
(0404] Combint.'CI 

(0405] Emunerated list of items Lhat are mandatory 
inputs into the composite score 

(0406] 80tuuerated list of items tl.iat are exce1,tion 
ioputs i.1.110 the composile score 

l0407J Composite scoring calculation metilod: 
(04081 Discrete 
[0409] Time base 

(0410] Sampling interval 
(041 lj Ntunber of samples 
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(0412) lloslname of remote computer 111anage111ent 
application 10 which endpoint in.format.ion should be 
sent 

[04{3] ' fype of information LO ~end to management 
applica1ion, e.g. ra,v collected datil, compliance analys1s 
results. compliance actions scheduled to occur, etc. 

(0414) Frequency with wl1ich client should query policy 
roaoagcmeol server to lookforaud retricveaoy available 
policy updates. 

[0415( Action Management information it1cluding: 
[0416] Enurnera1cd list uf action categories to enforce ot 

not enforce 
[04171 Emunerated !isl of actions within each action cat­

egory to enforce or not enforce 
[0418] Etu1merated S1ate P~11ides iofonnat.ion iocludi11g: 

(0419) Endpoiot Hardware CoJl.figttratiM Policies 
[ 0420] Permitted devices types 
[042 1] Required device manulactnrer 
[0422] Required device version 
[ 0423 J Minimum frt.-e hard drive space 
[0424] Required device serial number 
(0425] Required device asset tag 
(0426) Removable storage device permissions 
(0427) Required operating system version 
[0428] Required operating system patches 
[0429] Required operating system configlU'ation settings 
[0430) Pennined operating system configuration set-

tings 
[0431] Endpoint Data Storage Device Access Policies 
iufon:natioo includ.iug: 

(0432] Prerequisites for a named I/0 po11 or s1orage 
device 10 be permitled LO be accessed as read only 

[0433 J PrerequisitcS for a named UO pOTI or storage 
device to be pc1111ined lo be accessed as read/write only 

[0434) Prerequisites for a m1med UO po11 or storage 
device to be permitted tu be accessed as write only 

[0435 ( Enumernted !isl of applications perm.it1ed to 
access named VO pons or storage devices 

[0436] Prilller Access Storage Policies 
[0437] Prerequisites for a named pri11ter to be _permitted 

to be used 
[0438] Named applicatio11s allowed to access named 

printers 
[04391 Authe11tication Policies 

(0440] Password reset age or date 
[0441) Password expiration age or date 
(0442] Required user location to allow password reset 

activation 
(0443) Permitted autbentical'iou methods for system 

access 
[0444) Penuitted users to be logged into this endpoint 

(0445] Application Policies 
f 0446] Permitted applications per ruuned user 
[0447) Permitted application versions per named user 
[0448) Pennittecl applicatiQns fllr a specified endpoint 

hardware configuration 
[0449) Permined tmnsactfons per .named applicaliotJ per 

named user 
(0450) Prerequisites for a named application to be per­

mitted to nlll 

(0451 J E11dpoim state conditious that require a named 
application to be exited immediately. 

(0452] Applications Lo automatically uron~tall upo11 
detection 
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[0453] Applications to automatically uninstall if' usage 
falls below a specified threshold of use (e.g. number of 
ti.mes opened or used per day. per week, per molllh. etc.) 

[0454] Defau.lt OS priority level when nirn1ing 
[0455] Preferred OS priority level when awrage CPU 

utilization exceeds till'cshold 
[0456] Application priorities wben,1veragc CPUutilizn­

tfon exceeds tbreslwld 
[0457] Application priorities wben i11st.int CPU 1,1tili :t.c1-

tio11 exceeds tbresliold 
10458] Minimum free memory requirements to be per­

mirred lo rnn a SpL'C'ified application 
[04591 Cmmdativc frequency thre.;hold, for named 

transactions (e.g. 90% of all new order upload tnU1sac~ 
tfons must complete within 5 sccoud.;) 

10460] l~ ntmer-.ited list of applications to back up. 
[0461] Preconditions/pre.requisites for initiating 

backup, e.g. 
(0462] When user is connected to corporate net­

work via a VPN AND 
(0463) User bas a wired broadb,,nd connection OR 
(0464] User has a Wi-Fi connection 

10465] Required operating system patches to run a spe­
cific application 

I 04661 Required operating system configuration settings 
10 nm a specific application 

104671 Required HTTP/HTTPS proxy setci1.1gs 
(0468) Data Access Policies 

[0469) Local data permiued to be accessed 
[04701 Local data perm.iued to be modified 
[0471 J Remote data permitted io be acces~ed 
[0472] Remote data peJmitted 10 be modified 
[0473] Local files permitted to be deleted 
[0474] Remote files per.mi1ted to be deleted 
[04751 Dat'a permitted to be traosmined to remote locu-

tions 
104761 Remote locations data permitled to be transmit­

ted to; Enumerated for eac.h file, fo lder and/or file type 
10477] Required security posture to have read or read/ 

wrire privilc.gL'S tu specific da ta 
10478] Local dat!l pennittcd to be accessed by authenti­

cation method 
[0479] Remote data pcnuittcd to he accessed by authen­

tication method 
(04801 Local data pertn.itled to be modified by authenti ­

cation method 
I 0481 [ Remote data permitted to be modjfied by autheu­

ticatiou method 
10482] Data permitted to be L.raJlsmitted lo remote loca­

tions by :mtJ1euticatiou method 
[04831 Data permitted to be lransmilled to remote loca­

tions by link e ncryption method 
(0484] Data Bac1-..7.1p Policies 

[0485] Enumerated list offolden, and/or files 10 back up. 
(0486[ Precouclitious/prerequisites Jor illitii,ting 

backup 
(0487] Example: 

[04881 When user is connected to corporate net­
work via a VPN AND 

[0489] User has a wired broadband connection 
OR 

[0490] User has a Wi-Fi co11J1cction 
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[0491) Example: 
[0492] Initiate incremeutal bacl...."l.ip wlltn: 

When user authentication fails 3 successive 
times AND 
Wired broadband network connection exists OR 
Wi-Fi network connection exists 

(0493] 1Ditiate full backup when: 
When user autbenticalion fails 3 successive 
ti.mes AND 
Network co1u1ectivity exists over auy transport 
type 

[0494] Jnitiate fi11l backup when: 
User is com1ected directly to corporate network 
OR User is remotely connected 10 corporate net­
work via a VPN AND 
User autbenrication fails OR User access privi­
leges liave been revoked 

I 0495) Maximum number of days, or hours between data 
backups /i.1r incremental bacln1ps 

10496] Maximtuu munberof days, o r hours bctw<.-cndma 
bacl,a1ps for full backups 

[0497] Data 'to be backed up io incremental back ups 
[0498[ Data to be backed up i.11 full back ups 
(0499] Data 10 be backed up when not at1ached to co1'­

pornte network 
10500) Daw to be backed up whe11 connected via a VPN 

m corporate network over a specified transporr 
[0501] Data lo be backed up by specified fotlc encryptio11 

meUwd 
[05021 Endpoint Locmiou Policies 

[0503] Permined remote locations 
10504] Pem1ittcd corporate office locations 

10505] Authentication Policies 
I 0506) Pem1i1Led uutl1entication methods 
(0507) Mn-'< number of days between password resets 
[0508] Max number of aulhenticatfon failures 

10509) Network Access Policies 
(0510] Penuitted network addresses ai1d/or address 

ranges allowed lO be accessed by the user 
I 051 I J Pcm1itted netwmk addresses and/or address 

ranges allowed to be acccssl-'Cl by a specific n,1med appli­
c.ation 

(0512] Required applications to be rumu11g in order to 
enable a specified ue1wmk adapter 

10513] Required applic:.ations to be nm.o.i.ng in order to 
enable a specified modem 

(0514] Permitted network transports 
[0515] Pcm1itted network devices 
(0516] Penuitted J1etwork service pnwiders 
[0517] Permi11ed hotspot's 
10518[ Penuined dial numben; 
[05 19] Permined wired broadband locations 
(,0520] Permined link encryption options by transport 
(0521] Cost per mi1n1te limit 
(0522] c~1st per megabyte lirnit 
[0523) Pcnnitted 11 uLhenticatiou mctbods 
(0524] Maximum couuection duration by transport 
[0525] Maximum bandwidth consumption by traosp0r1 
(05'26] D<1ys of week network connectivity penuitted 
( 0527 J Time of day network collJlecli vity pemlitted 
I 0528] Permit local application X, Y and Z to have net­

work acces~ 
(0529] Wh_e1J antivinis is mnJtingAN() 
10530] Wbea personal firewall is running AND 
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[0531] Antivirus veudor is Symantec ANO 
[05321 Antivinis version is v5 or greater 

10533) CPU U1ilizatio11 Policies 
[0534] CPU utilization lhreshold for triggering applica-

tion priorili'.l,ation adjustmcnti; 
105351 CPU sampUug interval 
[0536] C'PU sampling window 
105371 Sampling method (fixed inler"'1l. moviog aver­

age, co111biued, etc.) 
10538] Enumerated list of applications to disable if 

instant CPU utilization threshold exceeded 
10539) Enumerated list of applications to have operating 

system priority levels forcibly changed iJ instant C'PU 
ut:ilizatioo threshold exceeded 

10540] Enumerated list of applications to disable if aver­
i1ge CPU utilization threshold exceeded 

I 0541 l Enumerated lisl of applications to have opemting 
system priority levels forcibly changed if average CPU 
uulizatiou Oiresbold exceeded 

10542] CPU increase rdte 
I 0543] Application-SpeciJic Policies 

105441 Emnil: 
1.05451 Pennitted and/or restricted soun.:e email 

addresses or domains 
[0546] Pem1illed and/or restricted destination email 

addr1;:sses or domain$ 
{05471 Maximum number of outbound emails per 

minute 
[05481 Maximum number of inbound emails per 

mioL1le 
[0549"1 Permitted recipients when email coutains a 

specific text ~Iring (supp~)rt for wildcanLs and logical 
combinations of AND. OR. NOT. HLSE. IF. etc. is 
s uppo1ted) 

[0550] Rate of outbound emails 
10551] Web browsers 

[05521 Pem1itted URLs or domaius 
{0553] Restricted URLs or domains 
[05541 Penuitted web sites/content 
[0555] Prnhibited web sites/content 

10556] File Syslem Pnlicies 
[0557] Files to automatically delete upon detection 
10558] Fonuat disk policies, e.g.: 

(05591 When iucremental or foll backup has occun·ed 
within the last e.11.. 72 hours AND 

[0560] User fails authentication 5 successive times 
10561 I File protect inn policies, e.g.: 

[0562] Set datll files to read only when e.g. 
10563] When autivims is not rnuuing OR 
10564] When imtivims reports an infected system 

10565J Antivirns Policies 
105661 Pennitted veudor(s) 
105671 Permitted product uame(s) 
10568] Permitted version(s) for named vendor.; 
10569] Max permitted antivirus update age 
10570] Required mllivirus product 
10571] Required autivims version 
10572] Required aotivirus couJ1g.11ration setting;; 
10573] Req11ired antivirns nrntlme stat11s 
[05741 Required virus defi.nitiou files miuimum version 
[05751 Required frequency of updates to vims definition 

files 
(0576 I E11w11ernt1::d list ofvi(Us tbl'C3tS wi1h artack type 

and severity level ide.inified for each 
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[0580] Required Grewal! cnnfigur.ition settings 
[()581] Required firewall rnu1irne stat11s 

105821 Anti-Spyware Policies 
10583) Required anti-spyware agent product 
(0584) Required anti-spywarc agel\1 version 
[0585] Reqnired anti-spyware agent configm·,1tio11 set-

tings 
[0586] 
10587] 

Required anti-spyware agent runtime status 
Required anti-spywarc signauu-e flies 111inim1m1 

versiou 
[0588] Required fr~uency of updates lo anti-spyware 

definition files 
[0589) Enumerated list of spyware tlu-e;its with attack 

type aud severity level identified for each 
10590] Endpoint Patch Management Policies 

(0591] Required patch managernent ageut product 
[0592] Required paccb management agent version 
(0593) Required patch mauagcmeu1 ,,gent co1tligur<1tion 

settfogs 
[0594] Required pat-di nrnnngement agent rnntime stan1s 
[0595) Required frequency of updates to patch manage-

ment definition files 
[05961 °n1e solution provides the ab.ility to add support for 
Hdditional policies in tbe ruturc. 
(0597] Wirele~s S ignals Policies 

[0598] Minimum signal stre11gtb to connect to Wi-Fi 
trau~port 

10599) Minimum sigJ1al strength to connec1 to COMA 
FY-DO transport 

[0600] Minimum signal strength to co1111ect to CDM1\ 
lxRTf transport 

[0601] Minillllllll signal Slreugth to cormec1 to GSM 
Lransporr 

10602] Minimum signal strength to connect to GPRS 
transport 

I 0603 J Mi11imum sig,nal strength to com1ect to EDGF 
transport 

[0604) Minimum relative signal strength 
(0605] Penuitted wireless network couuectivity modes, 

e.g. Wi-Fi ad boc mode, Wi-Fi infras11t1CtLU'C mode. 1302. 
Ix authentication required, 802. Ix authentication type 

106061 Active Network Connections 
[0607] Minimum average bytes out/sec threshold 

Administrator Policy Config11ration 

[0608] The i11ve.i1tio11 includes a graphical user imerfa(:e 
applica1ion accessible through 106A that al lows an adminis­
trator to: view available options for endpoint inspuction using 
centralized policy management system 106, view compliance 
policies and policy enforcement actions. specify the policies 
ofiuterest to them, and spec.i fy specific values for each policy 
ofinterest.AI I changes made by the administrator are saved to 
the policy dntab3se I 06B nod made available for all eodpt1int 
systems .104 or host systems .102 io tbc policy group to which 
tliose j'li.JHey settings a pply. AJtemativeJy. thjs ft1J1ctionality 
could be included in a graphical user interface application on 
the endpoint system 104 or a graphical Dser interface appli­
cotiou on the host system 102. when users or local ad.minis­
tracon, oftl1osc computing devices arc responsibk for cun­
figllriug their own policy sellings locally. 
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(0609) One additional fm1cticm of tbe policy management 
system 106 is the abili ty to receive aud respoud to policy 
update requesrs from endpoints 104 audhosts 102. The eud­
point ~ystem 104 and/01· host system 102 are configured via a 
policy set ting to periodicallyquc.ryone or more :emote policy 
database(s) 1068 residiug ou the pol icy management system 
l 06 and retrieve 11pdated information about uew policies and 
updated policy settings. 111c processor then stores this iuJor­
ruation in a local data repository. 
(06101 Because tile number of pol.icy optionscau be daunt­
i 11g, the policy management system user interface l06-'\ can 
provide a conlrol that a llows an admini~t.rator to effectively 
sunuuariz.e llll a sliding scale. e.g. 1-5. r Jigh/Mcdium/Low. 
1-100, etc. their desired security poslllre, or couver.,el y their 
security posture uoncompliauce tolerance. A set l)f data tables 
in tbe policy management dawbase maps each settfog oo this 
sliding scale lo the enablement and/or d 1sableme11t of specific 
policies and policy actions, as well as specific compliance 
thresho1ds or scores. "l11is greatly simplifies the administra­
tor's task when estab1ishingand configuring, policies./\ ·Cus­
tom' or comparable user interface cont ml is also made avail­
able that allows ao aduiioistrat-or to bypass lhc summary 
contro l and directly access the complete set or g,ramrlar policy 
settings. The values in tile data tables used to map a swumary 
security level to specific policjes and compliance thresholds 
a re of course able to becha.nged by ll1edatabaseadministrator 
at any time. 
Integration with Vulnembiliry Scoring Systems 
(0611] Ma11y cc:>mputer h:mlware nod software vendon:; :ire 
known to maintain a nmning list of known security vulner­
abilities in U1eir products. Sec for example vendor Web sites: 

I 0612] www.m icrosoft.coru/technet/security/alerts/ma­
trix.mspx 

(0613 J www,cisco.com/en/US/prodttcts/products_secu-
rity _advisories_Jist ing.lllml 

As used herein. references to so flware and soflwa(e programs 
to desl:iibe a security vulnerabilily are to be interpreted in 
ilieir broa.dest seuse. ioclucling sollw.ire stich as application 
programs. operating systems and drivers, combinations of 
software and bard ware and hardware. 
[0614) Because eacl1 vendor has their own termiuology, 
definitions and strbject:ive view of what constir,,tes a vulner­
ability and the dt>gree of risk or exposure a giwnvulnerability 
represents (i.e. its severity). there m-e severdl industry initia­
tives to standardi,,;e vulnerability definitions and ~cores. See 
for example: 

(06 I 5 J www.kb.cert.org/vuls 
(0616 J www.firs1.org/cvss/cvss-guidc.html 

(06171 Depending on the source. infor1Ualion that may be 
published about each vulnerability includes iufomiatioo such 
as descriptive para1ueters that describe the bard ware or sofl­
ware at risk (e.g. Intel-based hardware running, Windows XP 
Service Pack 2), possible system impacts (e.g. memory bu.l:'le.r 
overflow, tU1a.uU1orized remote control ofU1e computer. etc). 
severity type. sewrity ]eve-I. sources of mon: infomiation. 
date vuluerabill ty was first reported, etc. 
(0618) Vendors often use this information to prioritize their 
responses to vulnerabi lities in their prQdue1s. Responses typi­
cally take the form or C1tstomer notifications. often accompa­
nied by specific interim remedial actions to ta'ke (e.g. disable 
a service, shut down a TCP port, etc.) and/or i11formatio11 on 
curre11tly :1v11i!able patches that can be applied 10 elimi11ate 
the vulnerability. 
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(0619] When there is no current soJi:wareavailab)e to elimi­
nate the vulnerability, the vendor will normally begin sched­
uling internal act-ivhies to develop a solution to the vul.uer­
ability a nd make the solution available to custo mers ru1d 
product users as a 'patch' or ·update' . Once this becomes 
available, customers ma)' receive notification. and/or find 
notification iofonnation on a vendor's web site. 
[0620] Information lechnology (IT) managers. also 
referred to herein as administrators, access vulnerability 
information by eitber receiving a notification from a vendor 
or industry group. going to tile vendor or indusrry web site and 
querying the Vlllnerability database, or by e.~tablishing an 
clectronicco11111mnicat.ions link with the remote databnse and 
eJectrouic:illy receiving vulnerability dotsbuse updates on a 
periodic hasis. lT managers typically use a comhioation of 
industry risk assessrnelll and vendor risk assessment inlbr­
mation to prioritize which vulnerabilities and patches to focus 
ou first. and to prioritize remediation activities relative to 
other rout.inc IT operating activities and oilier IT projects. 
(0621] There is oflen a significant gap of sweral days to 
several mnotJ1s between wben a vulnerability is anoouoced by 
a veodor or an iudustry wa1cb.dog aod wben the vendor 
releases a patch o, update 'lJJat addrc$scs ll1at vu!Jiera bi Ii ty. lo 
addition, there is an inevitable gap or days. weeks and possi­
bly eve.a months from tl1e time lbe patch first becomes avail­
able to the time the rr mru1agcr bt.'Comes aware that U1e patch 
is ,wail.ible, rct.riev0s the patch, rests the patch. identifies the 
end points neecling the pHtch and deploys the patch 10 oil end 
points and/or hosts needing, the patch. ·n1is is a very danger-
011s period of time for endpoint security, during which the 
system is vulnerable to the identified security risks. 
(0622] The interval oJtime between when a vuluernbility1s 
aunounced and wlleu a vulnerable endpoint is parched com­
monly rderred in the IT industry to as an 'exploit winduw·, 
i.e. a window of time in which .1 security arlack that specifi­
cally. opportun.istically targets that publicized vu1Jlerability 
can be created and used to pmbe endpoints to find vulnerable 
ones thot can be attackt.-d. During the exploit window, the 
endpoints remain exposed to a security attack unless some 
temporary secL1Jiog action is 1akeo to protect the eudpoi.oi-. 
Anack exposure may be from the loL-al machine only, from a 
remote macbint:, or both. depending on the nat11re of the 
V\iluerability. Tlic ,1ttack moy utilize only the new exploit or 
more conlITJOJlly utilize a combiJ1otioo of e,-xpk1ils k1 gain 
control of the system. gain reliahle access to the system, take 
1111 action on the local system, or bavethe locnl S)'Slem initiate 
a communications session with a remote computer of the 
hacker's choosing. 

[06231 Combining in fonnation sources snch as those 
described above, it is possible using tlle present invent ion to 
create a vuJJJe.tabi lity policy directory including but not lim­
ited to the followi ng infonnation: Description of hardware 
and/or software that is vulnerable, descriptive attributes (e.g. 
whether it is exploitable locally or remotely. whether it 
impacts data rnnndentiality. data integrity or computing 
resource availability, ett·.) specific remedial or corrective 
actions to t,1ke to eliminMe the vulnerability (e.g. bait an 
opcr.1tiog service. hlock a port. block an application, disable 
a uetwork interfuce, etc. ). iind tbe vuluerabi lity severity level 
(e.g. l1ig.h/111edium/low. 4 out of 5. 7.5 out of 10. 65%, etc.), 
The p resent inveution uses this 1uformatiou in accordance 
with the process shown and described witbrespect to F IG. 6, 
By using this information tl1 diminate the vuloenibility 
almost immediately after it the information is pLLbl icly avail-
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able. tbe present invent km is able tl, provide almost immedi­
ate protection for auyc01uputi11g device against vuloerability­
speci.fic exploits or security attacks duriug ilie period of time 
between when ihc sccunty attack is created and used, 1'!nd 
when the IT manager ur end nscr has n,>ceivcd the software 
p11tch from tl1e sotlwilre vendor aod applied that same patcb,I 
repoir to the computing device, lnitially. the security risk 
information is stored on a data repository, for example witb.io 
policy management system 106, that· is accessible lO remote 
endpoints vfo communications links, e.g. the Internet (step 
602). 
(0624] 111 (1ccorda11ce wi th Ibis embod.imcnt of the inven­
tion. the clielll software is configured via a policy setting lo 
periodically query 011e or more remote vuloerubility policy 
d11tabasc(s) and retrieve updated 1nfororntion about· new vul­
nerabilities and updated information. about exisling vulner­
abilities (step 604). Tbe client then stores this information in 
a local data repository (step 606 ). 
(0625] ·111e client software is configured via policy selling_s 
to ex.amine each vulnerability stored in the local dato reposi­
tory on a periodic basis. or whenever a particular system or 
policy compliance event warrants (step 608). The die□ t soft­
ware can subsequenlly utilize this information in one or more 
of several diflerem ways 10 di111in.isl1 this security tisk (s1ep 
610). depending on how its policy settings are configured: 

[062.61 ·111e clienc can inspect each e11try in the vulner­
ability d irectory, iospccl the endpoint to sec if the vul­
nerability is applicable, and if so, ta.ke the correc1ive 
action specified. S11cb capabililie<s ,ire readily commer­
cially available today. 

106271 TI1e client cau inspect euclt entry i11 the vul11er­
ability directory, inspect the endpoint to see if the vul­
nerabil ity is applicable. and ifso, eXc1minc the severity 
level and compare that to a pol icy-<leflnedsevcrity level. 
and corresponding pol icy-defined actions to lake when a 
vulnerability with the specified severity level or a higher 
severity level is fouu<l. 
(0628-1 If the severity level equals OJ exceeds a speci­

fied policy-defined vah1e. then rake the corrective 
action specified. 
(0629) Opt ionillly if enabled via ,1 policy selling, the 

ciienl can subsequently inspect the endpoint to 
determine whether U1e corrective action succeeded 
or the vulnerable cooditioo still exists. 
10630 I I J' the corrective action taken does not s uc-

ceed, consider the endpoint out of compliance 
and take one or more policy-de:lined c.o.rrect"ive 
actions, e.g. block access to a file, a fbl<lcr, an 
applic:11 ion. network connectivity. esrnblishiug a 
VPN 11111uel, provide a notiJiciltiot1 to the user, 
etc. 

106311 lf1l1e corrective action taken does nol suc­
ceed, consider the endpoint out of c.ompliauce 
and adjust one or more security compliance 
scores where applicable. The revised scores 
when fetl into the compliance analysis engine 
along witho1bercndpoiut state data urny resuli i11 
one or more pol icy-defined corr~-ctive actions 
being ta.ken, e.g. bil)ck access to a file, a fi.)]der. 
au application, network con11ectivity. establish­
ing a VPN tunnel. etc. 

[ 06321 The client cau inspect the one or more vulnerability 
characteiist:ics present in the colkctive sec of infom1ation. 
such as the access vector, (e.g. is thevuluerability exploitable 
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locally or remotely. does it eITecl co1Jfldentiality. integrity or 
availability. etc.) and compare that to a policy-defined list of 
characteristics to be on the lookou1 for, and corresponding 
policy-defined actions to take when a vul.nera\Jility with the 
specified clrnracrcnstic is found: 

[0633) If the vulnernbility characteristic matches a 
policy-defined value. then take 1he correc1-ive action 
specified. 
106341 Optionally if enabled via a poJicy seniug. the 

clieur can subsequently inspect the endpoi11t to deter­
mine whether the corrective action succeeded or the 
vulnerable condition still exists. 

10635] If the corrective accion taken does uot succeed, 
cons idcr the end point out of compliance and take one 
or more policy-de[wed corrective actions, e.g. block 
access to a file, a folder. mi application, nerwork co11-
uectivity. establishing a VPN tunnel, etc. 

10636] If the co1Tective action taken docs uot succeed_ 
consider the endpoin1 out of compliance a11d adjust 
one or more security compliance scores where appli­
cable. The revised scores when fed into the compli­
ance analysis engine along wil"b other e.udpoinl state 
data may resul1 in one or more policy-defined correc­
tive actions being 1akc11, e.g. block access to a file. a 
folder. an applic.1tion. network connectivity, estab­
lishing a VPN tunnel, etc. 

Aillllyz.ing Agent-Collected Cond-ition Data 

[0637] With reference now back to FIG, 2, the v:i.rious 
condition data described above is collected by the agent man­
agers through the agents (step 208) and then unaly1ed (step 
210). With reference lo FIG . 4. there is shown in block dia­
gram fonnat lbe :functional aspects 400 of collec1iug agent 
da1c1 from vanous exemplary agents 104E, collected through 
various cxe111plary agenc managers 1040, :'.lg__1tregated by the 
agent 010111toriug service 104(' for processing by analysis 
engine l06C. subsequently resulting iJ1 one or more actions 
being taken by various exemplary agents I 04F. 
[06381 As shown, and described in li.irther detail herein 
below. tbe outputofanalysis eog.iue 106C is a series ofactions 
to take. block and/or permit. tJ1e actions communicated back 
ltl tbe agents tlu\lugh tbe various managers. The aggreg::ited 
set of ac1ions is passed to the agent managemem service as a 
set of instructions. Tbeage11t ma1Jagement service purses lb.e 
instructions. identifies for each instmction the appropriate 
individual agent manager 104D capable oJ executing tl.te 
iustrnctiou iind piisses selected in.strnctions to the appropriate 
agent u1a11ager I 040. ' l11e agen1 manager 104D passes the 
instructions 10 the particu.lar agent 104E it relies 011 10 take a 
parricular Hction. 111e actions taken by the various agents 
J 04K for example the control system services, system 
resources. sy~tem hardware. system applicalions al)d system 
dato, in endpoint system 104 or hosr system 102, depend ou 
where the various security functionalities oftheiuventio11are 
ins1alled 
(0639] Additionally, tl1c ili1ta collcctc.-d from v-,1rious cxem­
plmy agents 104E Md aggreg_ated by tb.e agent u1on.itoring 
service 104C can be communicated over a d,•1ta comnrnuica­
tions network to tlJe policy management system 106 whiclJ 
can also process the collected data using the compliance 
analysis engine 106C. Tbere are several alternative embodi­
ments. One embodiment (ca.II it embodiment l) has all dato 
collected at tbe end poinc aori ly.1:e<l by a compliance analysis 
e11gine residing on the end poi 111. (whether thHt end point be a 
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Japt,1p ,1r a host system web server). An alternative embodi­
ment (call it embodime□t 2) has all data collected at the eud 
point analyzed by a compliance analysis engine residing on 
the pol icy management server. In th.is latter embodiment, rhe 
qucs1ion is whal happ.:ns when tbe policy 1mmagcme.nt st>1ver 
completes the compliance analysis and dcterm.ines 1hat some 
policy violations exist and oue or more policy compliance 
aclioos must be takeo. There are several different embodi­
ments possible using the poUcy management server to per­
form tbe corupliauce analysis fimction (Call these embodi­
ments 2/\. 28, 2C, etc. Brief embodimcnl descriptions 
follow: Emboctirncnt 2A; Policy mnnag.cmenr server scuds 
policy actio11 instmctions (block this application, pcnuit that 
applicatio□, etc.) back to end poi□r for execution. Note tbat a 
best practice would be to digitally sign tJ1e instructions seot Lo 
the eud point using the policy management server's digital 
certificate. The end point must validate the digital siguat1l!'e 
before considering the policy action instructions Bmbodi­
mclll 2 [3: Policy management server sends instrnction~ 
(block this t:nd point, pem1it that end poi.nt. limit that end 
poiut 10 l1ttly host systems residing ou the 192.168.10.x sub­
net. etc.) to a network access control device for execution. 
Nonna'JJy the act.-ess conu·ol device will as a result of these 
instntctions add an Access Control List (ACL) entry lO its 
data traffic forwarding table that subsequently eJiects what 
destination host systems and communi(:at.ion protocols may 
be used by the end point when the end pL1int is trying to rCJch 
a host server through the network access control device. 
Embodiment 2C: Policy ma:nageme11t server sends instruc­
tions (block this end point. pem1it that end point, limit that 
end point to only the following applications or appli(;lltion 
trausactions) to a host system for execution. Normally the 
host system will as ::i resu II of these instructions add an Access 
Control List (ACL) entry to its session management table that 
subsequently ellects what applications or application traus­
ac1io11s rcsidiog on that host sysrem may be accessed or used 
by the end point when the end point is requesli.ng services 
from that host system. 

(0640] The policy management server creates a list of per­
mitted bosrsystems. z1pplica1ions. and/or application transac­
tions that the end point is permitted to contact, based on its 
i.:urrcnt dc<6rce of compliance. Policy ru1111agerueut server 
then digitally signs the ·pemuued r1ctions list" and ren.m1s 1he 
penuitted actions list to tbc end point. When end point wants 
to acce~s a host system. the end point presents the digitally 
signed permitted actions lisno the bost system. The host then 
validates the policy manager• s digi tal signature on the signed 
pernulted actions list and 1hen creates an ACL tnat allows the 
end poio1 to access spcci fie rc~ources (e.g. files. folders, rypCli 
of transactions) on the host system. An alternative -and 
complcmeota.ry embodiment (Embodiment 2D-2) is that 
when packets from the end point have to pass through a 
network access control device residing between the end point 
and the host system, the end point ruust authenticate to the 
network access control device. As part oJthe authentication 
process at the network access contml device, the end point 
must pr,esent the-digitally signed per111i11ed octions l ist to the 
network access control device. Tue network access cootrol 
device tben validates the rolicy 01anager's digital signature 
011 tl1e sig,1ed permitted actions list and tben creates an ACL 
that allows the end point to access specific host systems (e.g. 
a single or .range oflP addresses) and/or to use specific com­
munica1im1 protocols (e.g. p-l'P. I J'ITP. SMTP, etc). The­
policy management system 106, shown crntncc-ted to the 

14 
Sep. 26, 2013 

Internet.. can be implemented alongside a network access 
control device. e.g. a n.1u1er, switcll VPN server, etc. or can 
remotely coll1Jlltmicate with tbe networlc access cm1trnl 
device via a data commuuica1ious network. Ju this embodi­
ment, the policy mai1ag.emcnt system 106 is able to comnm­
nicate access permission and/or access rei;trictions to tbe 
network access control device. restricting whiit host systems 
102 the endpoint system 104 is able to access. rcstricling wlrnt 
endpoint systems 104 are able to access host systems 102, 
and/or restricti11g what remote systems host system 102 is 
able 10 access. ·n1c policy management system I 06, when it 
has received aggr1..-gated in.fonnation from the agent monitor 
104C on eudpoiut system 104 is also able to send access 
iostructions 10 host system l 02 ide11tilyi11g what permissions 
or restrictions should be applied 10 aJl endpoint system 104 
when endpoiut system 104 tries to access host system l 02 via 
the 11c.twork 108. Note that th.is lasl embodiment does not 
reqttire the system 104 to have or be mnning security-related 
software such as this invention. Rather. the lJOst system l 02 
can be protected :md/or restrict nccCS$ witl1 respect to any 
endpoint 104 that tries 10 co1JU1111.ni.cate with it. 

10641] Analysis engine l06C (F1G. l )containso11eormore 
analytical methnds or models and e1rnbles the selection of the 
optimum model or models for a given set of co11ditious I 04F 
as determined by the various agents 104E. lnaccorda11ce with 
tl1e present iuvcntiou, a feature -and advantage of analysi~ 
engine 106C is its support for iuultiple models. its extensibil­
ity to st1pport fo111re models. and the abilJry to use multiple 
diflerent models simulta11eL1usly eil11er in parallel or in series 
while perlbnning compliance analysis of conditions l04 F. 
The analysis engi11e analytical mode.I compares current con­
dition information 104F. policies regarding those conditions 
10613 and makes acrion decisions resulting ft-0111 those con­
ditions and policies, using one or more analytical models. 
.Analysis engine 106C subsequently i1utiates actions to per­
mit. deny or coutrnl access to local aud/o.r remote computing 
resources based on additk11ial policies tbat identified permit­
ted and/or denied act-ions when a uo11compliai1ce conctition 
exists. 

[0642] A.nalytical model selections are based on one or 
more policy-based configuration settings stored in tl1c policy 
store 106B. These policies. or ru les, may a lternatively and/or 
additionally be locally stored on tl1e endpoint system I 04 
and/or host system 102, accessed by nn endpLlint system 104 
or a host system 102 from a remote rolicy managt:ment 
system 106 via a data corwnu1J:icatious network. or a combi­
nation of the two.As with all other policies. the policy setting 
conu·ollii,g what analytical model$ are used and when they 
are used can be dymni1icallychaugcd at anytime byclrunging 
the values oftb.e policy settiogs in accordance with the pro­
cesses described above. 

[ 0643] The following sections describe some oflhe ana lyti­
cal models used by analysis engine 106C. Policy manage­
ment system 106 is designed to allow analytical models oper­
ated by analysis engine 106C to be added in the futme, 
individually upgraded or modified. or removed. Conven1ional 
software distribution methods are used 10 cooummjc::ite new 
or modi lied analytical models aod new versions ol'theaoaly­
sis engine J 06C. ln accordance wi01 the present iovcotioo, 
analysis engine 106C is also arcbitected to allow the inputs 
a11d/oractiuns associated with a given. pol.icy to be modified or 
customized as requited. Conventional sotiwm-e distribution 
methods arc ust!d to c.:ommun icatc new or modifiod policies or 
policy values. Policies incorporating combination rnles are 



23

US 2013/0254833 Al 

also st1pported Lhrnugb U1e logical combining of multiple 
inilividuaJ mies using conventional logic clauses such as 
AND, OR, NOT, ELSE. ff, WHEN, UNLESS, etc. 
l0644) ·me analy$is engine 106C is the central and primary 
dL"srinalion for all collected or received condition state infor­
matjon collected by the local endpoint system I 04. Some OI 
all condition state i11foriuation to be collected may be 
rcquc~ted by tbe analysis engine on a periodic basis, 
requested by tbe analysis engine as a direct result of a detected 
event. requested by the analysis engine as a dJrect resuJ1 of 
completed ,malysis of previously received condirion slate 
in formation, sent to the analysis engine by agents ai1d agent 
managers on a periodic basis, and/or sent from agents or agent 
managi:-rs to the analysis eogioc as a diree.trcsnhofa detected 
event. This holds tn1e for instances of local analysis of con­
dition state information on the endpoint system J 04 as well as 
remote anaJysis of condition state infonnationon the policy 
managem,mt system 106. 
(0645] Capabilities oflhe analysis engine also includl' lhe 
ability to query the policy data store 106B (FIG. 1) 10 collect 
compliance policies and their associated value(,), This query 
could occuron a fixed periodic basis or be based oo a specified 
system event. for e.xample system startup. client startup, 
application start event network interface evem, antheutica­
tion even!, notification of received policy updates, receipt of 
a spec..·Hic cudpoiut data element, receipt◊ r a specific endpoint 
data element having a specific value, ere. 
(0646( Capabilities of tl1e analysis engine Jurther include 
the abi lity lo query the policy data store 1()6B to collect ac110J1 
policies and their associated value(s). This query occurs 
whenever needed by 1he analysis engine. 
(0647] Capabilities of the analysis engine further include 
tl1c ability to oi1tput status and eveul messages to local pru­
ces$CS or remote computers accessible across a network. 
These messages may be used to trigger the display of a mes­
sage lo a useroa lhe Joc;il endpoint system 104 11scr i □ tcrface, 
the display of-a message oo the policy management system 
106. tbe updating of st::i1us iufonuation on an already open 
display or may be Jogged to a local or remote data store foruse 
in reporl!; . 

Endpoiut Compliance Assessment Algorithms 

(0648) Witll reference now 10 FIG. 7. ther~ is shown a 
process 700 foropcn1rioo hy policy 01anagc01en1 system 106 
to dctem1ine whether e11dpoim system 104 is in compliance 
with the compliance policies maimaiued in data stomge 
1068. the process comprising ru1 e:-..-pam,ion of step 210 of 
FIG, 2, Jn accordance with this process, condition data 
regarding the sta111s t1f conditions 104F arc collec1cd through 
ihe Rbove described system or agent managers and monitors, 
a11d input into am1lysis engine l06C through the processor 
and communicalions interface 106A (step 702). A compli­
ance assessment process, or algorithm, is selected to process 
the condition dam (step 704). Many different appropriate 
algoritllfilsaredescribed and shown llerei.J1 below. Optionally, 
as described below, nwi1eric risk values can be assigned 10 

11011-muueric co11clition stare d<.1ta and 11l11neric weightings 
applied to numeric values (step 705). Thec:lkctive aod appro­
priate security policy is retrieved from data stnrage 1068 
(step 706), the condition data is processed using the selected 
compliance process (step 708), and the results of the pro­
cessed conditiou data compared to lbe compliance policy 
(step 710). 'f1he dctnlls of Ibis process. including the vaiious 
algorithms, are described in detail bereiJJ bcluw. 
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(0649] Because the policy act.ioJJ rules comprise a number 
or endpoint stales that must be assessed, because there is a 
desire 10 be able to manage and change many policy settings 
u~ing a finite number of data values and because of the num­
ber of possible combinations of endpoint s1a1es 1bat could 
wamrnt invocation of the denned action. a simple rnles based 
appt\'lacb to processing.this infonuation may be unwieldy and 
oot scale well. To facilitate tbe effective practice of the 
preseut invention, an algorithmic approach is provided by lbe 
present ilwent-ion. As part of step 706 above, the algoritlrn1ic 
approt)ch involves treating lhe non-numeric endpoint state 
information as real Lime values that are converted to numeri­
cal risk weightings. e.g. 1-100. Non-numeric endpoi.J1t s1rtte 
i□formation, list,,d above. iucludes those slates uol comruu-
1i..icatcd as a number, e.g. is au appl ication runrung. what level 
or anti-virus program is rnuniug, etc. 
[06501 The policy data store I 06B contaius a numeric value 
lo assign lo each non-numeric endpoint condition l 04F. 
W11cn tbc analysis engine 106C receives endpoint condition 
Slate information 1041) fmm the agent monitors 104C. the 
aualysjs eugiue 106C makes one or more queries to the policy 
data store 1068 for each endpoi11t condition and retrieves the 
1lllmeric value to assign 10 that pa11icular CJ1dpoinr coudition. 
The process is repeated as needed for each non-numeric end­
point col)dition data element the analysis engine nrn$tconvert 
from a non-numc.ric value 10 a numeric weighting. This pro­
cess may also be repeated as needed for each numeric end­
point coudition data element the analysis engine must convert 
from a raw numeric v.ilue to a uorroalized 11umeric weigb1fag, 
e.g. converting the number of calendar days since anti vu-us 
was lastupdated(e.g. 0-365 days) toa nom1alized value in the 
e.g. 0-100 range. 
[0651] 111is assignment ofm1meric weigb1i11gs to uon-un­
meric st-ates allows effective analysis of the condition infor­
mation using a wide nmge of numeric algorithmic models, 
aud fi.1rther allows 11ou-uumeric endpoint condition state 
in.formation to be included and factored in when the analysis 
engine I 06C is assessing.policy compliance of e11dpoiut con­
dition state infom:1atio11 that is already i111rnmeric form. What 
fol19ws are ~pecific, but not exhaust ive exai11plcs of specific 
algori thmic methods supported by the inve"nlion. Other 
mU11eric-based algorithmic methods within tbe scope of this 
invention will become apparent to tl1e reader. 

Matrix Analysis Algorithm 

[06521 Oue analytical model operable by analysis engine 
106C i1wolves treating eL1dpoint coJ1dition state information 
104F as a matrix of muneric values wllere as mentioned above 
11nd as implied in L'ach of the subseq1.1ci1t a11oly1ica1 models 
described herein, the real time slate information is convened 
to numerical values or risk weightings. e.g. 1-100, The stan­
dalone and business intelligence mies can he treated as a 
second matrix where rules are given relative impm1anc:e rnt­
iugs. By com.bin.ing the two matrices using coiwentiooal 
matrix mathematics, lhe analysis engine 106C generates a 
l11ird mauix as tbc resulL This thi rd matrix contains numerical 
complia11ce scores thar c.an be cMverted to security compli­
ance ratings for different enforcement. :ictions. Each r.iling. 
c.lJJ subsequently becoLnpai-ed 10 a predef\oed score tbreshold 
stored in the policy data store 106B for each possible enforce­
ment acti.on to determine whether or not to invoke the action,. 
lf the derived score is above the threshold, 1he endpoint is 
deemed sufficienlly (whik 1101 necessarily complc1ely) com­
pliant with those particular endpoint cou6guration policies. 
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(0653] The security score thresholds, the iJ1put matrix ele­
mems. the inpt11 mati'ix security scores aud the i1e01s to be 
included in the endpoint inputs List are all dala values slored in 
the policy dnta store I 0613 and as ~uch are configu.rable Md 
extensible so as 10 all.:l\vtailoringto an individual user's need. 
Config11rat10n is performed using a user interface 106A, from 
which 11ewor revisedmatrixelements. thresholds, weightings 
and factors cau be created and modified. Wbco implemented 
in a distributed fashion, changes to these data values made in 
the policy mauagemem syslem 106 can be distributed to the 
software agent residing on the endpoint system I 04 using 
conventional so fl.ware distribution methods. Examples of di r­
Jerent matrix analysis metl1ods are shown herein below, 

Business Rules-Based Analy tical ModeJ for Policy 
Enforcement 

(0654] Que ru.rnlytical model operable by analysis engine 
106C in accordance with the present invention utilizes 
descriptive business mks. Th~ rules specify a Sp(>cific actjo11 
to take if specified pn.:requisitc conditions are trne. W11cn 
different system events aud policy violatious occur, different 
actions will pe initiated. "J11e u;iiverseof possible actions will 
expand and evolve over time, as wi.11 the tests used to deter­
mfoe whether a gi veu acl ion should be initiated. For ex amp le, 
new operating system serviceS may come avaihibk, new cat­
egori~·s of security or endpoint .management applications may 
emerge. seclJrity poim solutions may become integrated. 
trauspon technologies will continue to evolve. leatmes of 
securily poii11 sol11tio11s will evolve, etc. Additionally, di!for­
ent o_peratiomtl needs will warram creating new actions mid 
new tests. TI1is analyt.ical model is extensible ,md allows the 
addi tim1, removal, tailoring .• ind/or changing the values of 
prerequisite conctitions or actions for dit1erem customers and 
policy groups. Noletl1at this mies-based l!Dalysis may or may 
not require tl1c :issignmcm of numeric risk scores to non­
muueric conditions, depcudiog on the desired rules. 
(0655) Examples of husiucss mks used in tllis analytical 
01odel follow. 
(065'6] User Authentication Actions. including: 

(0657] Password reset action 
(06581 Force password reset 

(0659] Wb.in password age i~ greater thau 90 days 
AND 

(0660) When user is directly connected to corporate 
LAN AND 

(066 11 No policy violations exist that prevent con­
nectivity to corporate LAN 

[0662] Application Access Actions 
10663 J Application acccs~ block action; 

{0664) Prevent 1irimcd application fro1i1 Opening 
(0665( When antivirus is out of compliance in any 

way 
(0666] Prevent n:imed application from opening 

(0667] When :rnlispyware is out of compliance in 
anyway 

{0668( Prevent named application from l)pcning 
(0669] When antivirus is OLtl of compliance in any 

way AND 
(0&70) Wbcu personal firewa ll is not nmning 

[067 l] Prevent naiued application from or eoi ug 
(0672] If user is not collllected to corpornte LAN 

(0673] Prevent mimed application from opening 
(0674) lf user is not coJlllected to corporate LAN 

OR 
(0675] ll'user is not connected from home 
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(0676] Prevent named applicatiou from opening 
ro677] If any critical OS patches not found A.ND 
ro678] Tf user not connected to corporate LAN 

AND 
[0679] Antivirus not updated wi thin la.st 212 days 

(0680) Prevent named application from opening 
[06811 If user uot co1mected lo corporate LAN 

AND 
f 0682] Day of week is Mon. Tues, Wed, Thurs or Fri 

AND 
[0683) Time of day is between 8 AM and 8 PM 

(0684] Prevent named application from opening 
(06851 If user not counected to corporate LAN OR 
[0686] User docs not have active VPN tuW1eJ 

(0687] Prevent uamcd application from opening 
(0688] J fuser aulheoticatioo method anything otber 

than RSA Sect1relD 
(0689] Application unu,st::tll actions 

[0690] Uninstall named applicmion if found 
[0691] Application upgrade actions 

[0692] Unii1stall n,m1cd application application if' 
fonodAND 

(0693] Retrieve oamed installntion package from a 
named remote compuler AND 

(0694] Initiate installation of named installation pack­
a2.e 

f 0695] Application upgrade actions 
(0696] lfuser is coouected to corporate LAN AND 
(06971 If approved autivirus clieilt (vendor ::md ver­

sion is not iust11Ucd) THEN 
10698) Vuinsiall llilJ.1Wd appl:icatioll applicn1iou if 

found AND 
(0699) Retrieve named in.$tallation package from a 

n::tmed remote computer AND 
(0700] Initiate installation of named instaUatfonpack­

age 
(0701] Re~trict email applicatio11 

(0702 J Wbco antivirus reports an infocted system OR 
(0703) Anti-spyware agent is not running 

(07041 Rcsrricl I-Jl1'P applications s-ucl1 as web brow~ers 
(0705] When local proxy setting is out of compliance, 

i.e. not configured for remote proxy server 
(0706) File Management Actions 

I 0707 J Protect dnta: 
10708] Generate encryption key AND 
(0709) Ehcrypt a specified file, files. fo lder or folders 

AND 
(0710] Transmit encryption key to a policy-defined 

remote computer. 
(0711 ( Hardware Devices Actions 

10712) Launch Lojack application 
(0713 J When user fails autl1entication I 00 successive 

times OR 
(0714] When user attempts to copy encrypted data to 

USBportAND 
(0715) Network connectivity exists over any transport 

I 0716] Disable network adapter 
(0717] When pcn;onal firewall is not running !\ND 
(0718] Antivims compliance score is less Ulan 751

1/11 

AND 
(0719] Anli-spyware agent is not mo.uing 

(07201 Network Access Actions 
(0721] Disconuecr wireless adapter 

(0722] When ;:Jctive wireless counection is ad hoc OR 
(0723] When authentication method is not f>GA.P and 

802. lx 
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Boolean Table-Based Analytic.al Model for Polie,-y 
Eufon:emeut 

[0724) Another analy1ical model operable by ru.Jalysis 
engine 106C in accord1111ce with the preseut invention milizes 
a table o l13oolean logic rnles. This will be understood to be au 
extension ofll1e business ml es-based model described above, 
with the inclusion of Booleau logic combinritious. TI1e mks 
specify specific actions to hike when specified cot1di1ions are 
true. The universe of possible actions will expand and evolve 
over time, as will the tests used to detennine whether a given 
action should be initiated. Addition.ally, di:tlerent users may 
prefer different rules. new actions and/or new conditions 10 
detem1im:. This analytical model is extei1sible botl1 in rerms 
ol'inpurs and actions ,Uld allows a user to add, r,emove. tailor, 
and/or change U1e va I ues ~) f inputs ,ind/or actions ford i fforent 
systems. 
[0725] A1i example of a p~)licy table containing li3~)olean 
logic as used by 11.iis aiialyiical model follows 111 Table L 

'1:1\HLE 1 

h!pUt I Input 2 faplll) Action l Action 2 ActiMJ 
A.utivi.nts Corpormtt Req,ti.red Allow , \JI0\1 Emo.it Allow 
Agent "Network OS Palchcs Nerwork Appt1C1lion USB 
Rwmiog Col.lllection lnstalled Connec-llYil)' Access Pons 

1-,\LSE l'AI.Sli FALSF FALSh FALSE FAISE 
FALSE F,\LS!l TRUE TuUE tFJJE F;\.LSE 
FALSE TRUE FALSE TRUE fAf..SE FALSE 
FALSE TRUE TRUE FM.SE nm:. F.<\l.SE 
TRUE FAL'iE FALSE FALSE TRUE TRUh 
TR.tm FAfSE TRlJI' TRt..'f TKUE TRUf 
TRUE TRUE FALSE TRUF. FALSE TRUE 
LRUE TRUh TRUE TRUE TRUE TRIJc 

Scoring-Based .. 1-\.nulytical Model for Policy Enforcement 

(0726] Other a1rnlytical models supported by the present 
invention utilize diflerent types of matl1e1uatical scoring 
methods. Endpoint state infonn::ition collected by the agent 
can be assigned re lative importance weightings or qmmtiw­
tive scores, as described above. to develop a composite secu­
rity 'score' for the security dimension or dimensions associ­
ated with that endpoint attribute. The score can subsequently 
be used as .i proxy for a numeric endpoint security health 
metTic for a panicular aspect oftbc endpoint's configuration 
or health. For example, an anlivirus agent ruonirors the end­
point from a virus protection dimension au<l bas certaii1 
artnbures that must he in place to provide effective anlivims 
protection. Examples of attributes the ru1tivirus agent must 
have in order to provide effective end poin1 security and th.ut 
is desired robe externally assessable state inionnation to the 
invention includes; 

[0727J The a11tivirns agent must be ru11llit1g 10 provide 
any protection at a 1J. 

I 0728] The anti vims agent must be ofa recent version ro 
be able 10 recogniz.c certain new vints patlems. 

10729] The antivims agent receive$ periodic vims signa­
tUre updates used in the virus scaiinii1g and prl)tectioli 
process. Frequent updates. or more precisely a .receol 
update twhicb is assumed to have brought tlle antivims 
agent folly ttp to date) is necessary ro have protection 
against the latest threats. 

[07.30] The antivints agent bas con.figuration sertings that 
can be enabled or disabled 10 provide nrnrc or Jes~ pro­
tection. 

Sep. 26, 2013 

[073 l] Each of these attributes ol'thc il!Jtivims ageul can be 
assigned an absolme score or a relarive weightiug by a user. 
based on the relative importance ofthal particular ntu-ibute to 
tliat user. For example as is shown in Table 2: 

1'.ABLE 2 

Agen1 A11ribute 

1\nlivim:. ageJlt ;i.C"fivc 11nd mnning 
Antivirus ,s.gc.itt version current or currenl minus 
one m" 
Antivim9 agent siwi,lhue fllc., updated within Lho last 
~1 2:dllys 
All ,mtivirus scan options anabl~J 

Tot11I 

Poiot,;c Weight 

6(1 60% 
15 15% 

WC, 10('10,Q 

15 15'1,o 

1011 100% 

[0732] Di fforcnt operators may have d.iflcrent views on the 
relative importance of these anributes and/or may wish to use 

Actio114 
Ale1t 
IT 
Adml:n.iotralor 

TRUF. 
TRIJE 
TRUE 
TRUE 
TRUE 
FAI..Sf 
TRUE 
FA1_$E 

di11erent or more granular attributes ii1 tht!ir scoring modeL 
For example, a diJfcrent user may want to replace t:he version 
attribute wi lb a real-time file system moni(orin_g enabled 
artribute or add lhis as an additional attribute m their scoring 
model. Similarly, another user may assign more relative 
importance, hence assign a higher weigbt or score to how 
recently tl1e ancivirus sig.t1aturc files were updated. Another 
user rnig_ht want to assign each or 4 specific configurntion 
se!liogs 5 'points' if the setting is en::ibled, for a total of20 
possible polo ts wlit!n all aollvirus sc:rns optfons of interest to 
that user are enabled. 
(073.3[ These attributes may be diiforet1t for different users 
depending on the capabilities oJ their particular 1:mdpoint 
security solution. For example, if a particular commercially 
available antivims agetlt has uo configurable options to 
euable/disable. this attribute would not be relevant and would 
not he a consideration io the scoring process. Jo fact. one of 
the attributes could easily be the specific product bei ug u~ed. 
il'a user has high confidence in 1-2 specific autivfrus agents 
and much lower confidence 111 othera111ivirus agents. Support 
for variability ucmss different t!nd poiDts having dillerent 
hardware/software configurations is managed using policy 
settings as previously described. 
(0734] Attributes and weightings can be similarly estab­
lisl1ed for each of the endpoint security agents previously 
ideni-ified. The approach can similarly be adapted lo other 
existing and future endpoint security sol\ttion$ using this 
same approach. 

Individual Agent Score ' lhr<.-s hold Analysis and Enforcement 

[0735[ By establishing a minimum thresho ld for ao agent 
irnd comparing 1he total agent score with that threshold, the 
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total score obtained by querying the agent aod/or its exter­
ually viewable anributes cau be used as a trigger for oue or 
more general o.r coJ1te,.n·-specific predefuied actions to be 
taken. For example, as~uming the following iJ> tl1e list of 
actions lo be taken if the antivirns agen1 sc1.1re d~](.'S not meet 
o.r exceed a threshold oJ81 poiills or 81 °/c,: 

I 0736) Disable uotwork imc.rfaces so tbal'thc endpoint is 
prevented from cow.1ecting lo a network 

107371 Disconnect any active network conueclions. e.g. 
a dial, cellular or Wi-Fi connection 

10738] Provide a user notificatiou of11.Je security s1ateof 
the endpoint and instnict them to con1ac1 their belp desk 
to resolve the issue. 

(0739] A di ffcrenl operator may wish lo take additional or 
alternative predcfo1ed actions, for example: 

[0740] Disable any actiw VPN connections 
107411 Prevent the establishment ofa VPN conneclio11 
[07421 Apply an outbouud access coJ1trol list on tbe net-

Viork protocol stack or using a personal fiiewaU to limit 
outbmmtlaccess. Lo a specified set oroncorrnorc spec:ilic 
applicatiM protocols (e.g. l!TfP. POP, etc.). applica­
tions ( e.g. I ntemet Explorer web browser, custom Oracle 
financial application, Synia11tec No,tou Anlivirus 
Update. BigFix Endpoi111 Vuluerability Management 
agent. etc.), 11etwork addresses (e.g. 192.1068.1.255), 
network numbers or subnets (e.g. 608.52.1022.0/206) 
and/or DNS domains (e.g.. custL1n1er.com, m,1cafce.nc1. 
serverl.wi.ndowsup<late.com, etc.) 

10743 J Provide a lJSCr 11otific:.itiontbot outbound access is 
being rcstr1cted to specific applications. networks, etc. 
as appropriate as a remit of the current security slate of 
t11e ef1dpoiur,. 

[0744] Activate a scripted .remediation process lo enable 
tbe aotivin,s agent if not n.111ni11g, update tbe anlivirus 
sigualme files. enable all anlivirus configurotion set­
li ngs, ere. as appropriate 

[0745] Once tbe remediation process is coJ11pletcd. reas­
sess the anti vims score. 
[0746] If score meets or exceeds threshold: 

(0747) Remove VPN restriction 
(0748) Remove outbound ne1work access restTic­

tions 
[0749) Provide user no1ificatio11 indica1iug t1rnt 

endpoint security bas now reacJled a satis lactory 
state and a ll nonual system privileges have beeJ1 
restored 

10750] tf score dt1es 1101 meet or exceed the threshold 
provide a user uoti ficatiou of tl1e security s1ate of the 
endpoint and instruct them 10 contact their help desk 
to resolve 1b.e issue. 

[0751) A wide r::u1ge ofaltcma1:ive system level corrective 
actions or user no1itications are possible ,md may be more o.r 
less appropriate, depending ou the si tuation and the user's 
needs. More complex conclitional uctious includiug IF. 
Tl JEN. ELSE. AND, OR type logic may also be defined. 
I 0752) Note tbat in particular. tl1e corrective actions may 
vary by agent. Tbus for example. the corrective actions when 
the firewall agent score is below the firew.ill th reshold u1ight 
be: 

10753] Disconnect any active network connection other 
than a wired Ethernet connection 

(07541 Prc:-vent nny network conuectiom from being 
establislied other thfLil a wired Ethernet t onuectiou 
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[ 0755] Blotk ot1t bound network access on the wired Eth­
ernet connection unless the user's IP address is on the 
1020.130.15.x network. 

(0756) IF the firewall is not currenrly running. THEN 
a1temp1 to restart the firewall using a predefined com­
mmid. 

[0757] Provide a contex1-seositive u~er notification 

(0758] Whereas for example the corrective actions when 
the an1ivirus agent score is below the ant ivirus tJ1reshold 
might be: 

10759) Pcnnit new network connections to be estab­
lished 

[0760) Permit active uetwork conncctio11S lo remain 
active 

(076 1] Prevent the following named applications Cronl 
running: 

10762] Internet Explorer 

10763] Mozilla 

[0764) Firefox 

10765( Opera 

[0766) AOL 
(0767) Preveur the following file types from being 

ope11ed: 

(0768) .doc 

[0769] .xis 

(0770] Upon dctcctiou of an active network co1mect1011 
send no antivirns update request tues6age fl) a predefined 
URL 

(0771] 1J.1stall the downloaded :.i.ntivirus update package 

f 0772] Provide user not"il:icalions regarding rest.Jicted 
applications 

(0773 j Provideuser~tan,s updates duriug 1heupda1e pro­
cess. 

Composite Agent Scoring, TI1reshold Analysis and 
Enforcement 

107741 Tu lbtJ preceding examplus , an antivirns agtJnl w.is 
the single agent tui<ler evaluation. Multiple agents cru1 be 
simultaneously assessed in a similar foshion and the indi­
vidual ageni- scores combined io diJferenl w,iys tu create a 
holisdc view oftb<:: endpoint state from multip)eperspectives. 
For ex:imple, a user could define the following agent score 
combination logic as the basis for determining whether the 
eud plli.nt is or is not iu compliance: 

!0775] Au1ivirus agent score equal tootgrcalcrthan $0% 
AND 

[0776] Firewall ageur score eqml to or greater thru1 90% 
AND 

I 0777] Antispywarc agent score equal lo or greater than 
50% 

107781 ·111c individual :igen1s ofin1ercst would be periodi­
cally queried or ~,ssessed a1 a con.figurabk interval, individual 
agent scores calculated and then ll1is business logic applied to 
derenuine if a noncompliance exists nncl if any predefined 
corrective. restrictive and/or oot"il:ication actions (such as 
ti.Jose previously defined) are required. 

[0779] An nltenwtive :ipproach is to assign relative weight­
ing to L.he individual agenis. based ou their relative impor­
ta.ncc to the user. For example as shown in Table 4 below: 
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Ii\BLE 4 

Relative RelaIjve 

Agont Poun~ Wei!'IIJ 

Anl ivin1s agent 15 1,% 
l'erson•I firewal I og~ot 711 7fl% 
Anlispyw,ue ~J;enl I Oil 1nm, 
Content liltcJ'ingagoot 5% 

ToloJ 10',1 1111 ... , 

(0780] The relative: weights for iudividnal agents an: then 
combined with the i11dividual ageut scores to derive a com­
posite score. for example. as il\ustr.ited i11 Table 5 below; 

I.A..BLE. 5 

Adjustc.1 
Raw score Relative score 

; \g<:Ol (points] Wtighring (poincsl 

A11Hvir1.1s agc111 65 15% 9.75 
l'crsonnl firewn 11 ngt:111 93 7ll% 65. l 
Antispyware 3J,ellt n 100% 0 
('onf<nt fillermg a.gem tl)l.1 5% 5 

Composite Score 19.95 

107811 Jo th.1s approilcb, thecomposite scorei, 79.95 points 
or 79.95%. Tlic composfte score would theo be compared to 
o predefir1ed composite 1hreshold residing as a data value iJ1 
the policy data smre 106B to determiue if any predefined 
corrective, resnictive and/or notification actions (such as 
those pr!!Viously defined) arc required. 

I 0782) Dilforent users may have djfforeut views on tl.1e 
relative importance of individual agents and may wish to use 
fewer, ndditional or di lferent agenls in their composite st.-or­
.ing model. For ex.ample, a different user may want to replace 
the contenl filtering agent with a patch management agent in 
their composite scoring model or ad<l the patch maoagernenl 
agent to the above composite scoring model. Similarly, 
another user may ussig.i1 more or less relative importance. 
hence assign a higher or lower relative weight to the perso11al 
firewall , Such differences are accommodated bytbe invent ion 
through the use of policy senings aod values that specify the 
agents of interest, the compliance thresholds. the relative 
weightings and other relevant cons iderations. 

Complementary Individual & Composite A&enl Scoring, 
Threshold Analysis and E11forceme11t 

[0783) While Lhe composite approach provides a compre­
hensive assessment oftbe endpt)int state and can be the basis 
for automatt.'<'I uotificatillns or corrective actions, it does not 
preclude automated notifications or corrective actions trig­
gered by assessments ot' individim1 agent scores. Therefore 
composite conective actioos can be defo1ed il1dependeot]y of 
individual agent com~c1ive actioos (e.g. antivirns agent cor­
rective actions. personal firewall corrective actious, etc.) if 
defined values exist in the policy data store 106f3. For 
example. theprcviouscomposileexamplecan be expanded as 
follows in Table 6: 

19 

AJII rlinlS 8!\<'111 
Pcrsoual firrwnll 
ugcm 
Antispyvi:u-e !l.gcnt 
<'onlcnl filtcrini, 
1ig.eu1 

Composite Srore 
Composite 
Threshold 

T/lf3LF6 

Agcnl 
R.lw score ·nu,_.,;hold 

(poims) (points) 

65 75 
!13 90 

II 7r, 
100 ~ 

Sep. 26, 2013 

Rel!llive 
w,.igluh,g 

15% 
7VW, 

100% 
5% 

Adjuslt>d scoi:>: 
(polnts) 

9.75 
65.1 

1, 

' 
79,95 
75.0U 

10784] In th.is example, Iheoverall cornpositescorecxceeds 
IJ1e cornp(1site threshold, thereby not requiri1Jg invocation of 
previously defined composite corrective actions. However, 
the individu11] score for Lhe antivirus agent is below the anti­
vims threshold, thus rcquiriug invocation of previm1sly 
defined ogeut-specific anti-virus corrcc1iw actions. Examples 
of corrective actions were previously defined above, 

Sii1gle Level Versus Multi-Level Ageut Scoring, Threshold 
A11alysis and Enforcement 

[ 0785] The previous examples (s ingle age11t assessments as 
well as composite assessmeut) all tnlli2.ed a single threshold. 
In a single threshold model. when the scme is below the 
1hresbold., corrective action is required aud when the score is 
above the threshold. no correclive uctions are required. Th.is 
concept is readily extensible (for both single ugcat assess• 
ments and composite assessments) to a muhi-level threshold 
model, where di!Terenl cc.1rrec1ive actions exist at difforent 
score thresholds. Con-ec1iveilctions to take foTdiflereut score 
1hresholds are sfored as data values iu the policy data store 
1068. For ex::uuple: 

(0786] Antivirus Agent Thresholds &Actions 
(0787] 40%: 

[0788] Prohibit the follmviug applications from 
nmning: 
10789] Outlook 
(0790) Outlook Express 
10791] Eudorn 
[07921 Thuoderbir<l 
10793I Cisco vPN client 
(0794 I Nortel VPN client 
(0795] Internet Explorer 
10796] Firefox 

(0797] Block outbouod POP protocol traffic 
[0798] Restart antivirns if not nt1Uling 
[0799) lJpdatc virus signature files if greatc·r than 

15 days ol<l 
108001 Ena bk real time fjj~ystem monitoring if not 

currelll'ly enabled 
(0801] Prol1ibit a ll .doc and .x.ls files from opening 

l08021 60%: 
[08031 Prohibit the following applicittions from 

rnnning: 
(08041 Cisco VPN cliem 
(0805) Nortel VPN clien t 

[0806( lJpllate virus sigoature (i les if grcaler tha.o 
15 clays old 

(0807] Enable !'ealtime fi.lesystem monitoring iJnot 
curreotly enabled 

10808] 86%: 
108091 No restrictions 
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[0810] Personal Firewall Agent Thresholds &Actious: 
(08111 55°/c,: 

[0812] Restart firewall ifnotnin11iug 
[0813] IF local [P address is 1023.1023.!023.x 

AND IF endpoint is able lo $end lCMJl ping to host 
1023.1023.1023.56, i i !EN permit oolywi~d Gth­
ernet access, ELSE block all outbound network 
access ou a ll trouspor1s 

(0814] 91%: 
(0815] No reslrictio.os 

10816] Composite Assessment Thresholds & Actions 
(0817[ 51%: 

(0818] .Prohibit tbe J,.1llowiug applications from 
running: 
[0819] Cisco VPN client 
10820] Nortel VPN client 
I 0821] Oracle financia Is 
(0822] SAP payroll manager 

(0823] Restrict I-JTfP access to the following 
domains: 
[0824J Symantec.com 
[0825] Windowsupdate.com 
108261 BigFix.com 
[0$27] Customer.com 

I 0828] Block outbound SMB protocol tralTic 
[0829) Block write access to the My Documents 

folder and all underlying subfolden; 
(08301 75%: 

10831) Prohibit the fo'llowing applications from 
muning: 
[0832] Cisco VPN client 
[0833] Nortel VPN client 

(0834] 85%: 
(0835] No restrictions 

Continuous Reporting Versus Exception Reporting 
Threshold Analysis and E.tuorceme11t 

[0836] ln each of the examples above. all collected data 
points are analyzed for oompliauce or given a compliance 
score thin may be examined individually or included in a 
bro1tder composite compliance assessment proces~. An <titer­
native implementation is to not provide a va1ucto a coruposite 
crnnpliancc assessment routine unless there is a compliance 
violation and have the compositecompfomoe assessment rou­
tine assume that component is i11 compliance tm.kss notified 
otherwise. i.e. utilize exception-based comp I ia11ce 11otifica­
tions. Ju the example previously described: 

Agcn1 
R.'lwscore Threshold Relative Adjusted scoJ<.> 

SCU$0t (poi11TS) (poinl,;) Wcig)1ting I point•) 

Ant1virns :igcnl 65 75 15% 9.75 
Per,;orul firewall 93 90 70% ~5.1 
agent 
Antispyw,ue agent 1, 711 100% II 
Content fil1crin11 11111 60 5% 5 
ageur 

Composite Sc~r• 79.95 
Composite 75.LI0 
Tlm<sltofrl 
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[0837] The individual raw scores for u11tivirus. persooal 
firewaU. auti-spyware agent. and content filtering must be fed 
into the composite scoring software process in order for the 
composite scu.re to be detenuined. Conversely. in the exccp­
tfon-based model. tJ1c cou1p0site scoring software routine 
assumes the individual agent thresholds h:we been met. ( e.g. 
lbe antivin1s agent score is 75. the personal firewall agent 
score is 90, the anti-spyware agent score is 70 aod the contcut 
filtering agent score is 60) unless informed otherwise. The 
exception when reported is used to update rhe composite 
score data set and a revised composite score is calculated. 
This <..'Xception-based approach is a lso supported by the 
iuveution, 
(08381 Note a lso that the methods cao be combined when 
so enabled via a policy setting, ("011tim1i11g with the example 
above. the composite scoring software routine asstunes that 
theantivirus agent score is 75 points and assumes lbe personal 
lirewall agent score is assumed 10 be 90. L1nless otherwise 
notified. fluwcver the composite scoring software routine 
makes no assumption regarding the anti-spywarc agent score 
or the content filtering agent score and requires that the anti­
virus compliance scoring so:ftware routine as well as the 
content filtering compliance scoring software routine both 
.report actual raw compliauce scores. Combinations of this 
type are also supported by t1w invention. 
[08391 DiffCJ·ent usen; may wish to have different sources 
utilize exception-based reporting :u1d different sources utilize 
1UJlndatory reporting. Such variations and adjust1neni capa­
bilities are supported by the invention through tbe use of 
_policy settings and values residing iu the data store. 

Matrix Algebra-Based /\nalytit.-al Model !br Policy 
Enforcement 

[08401 Additional analytical models supported by the 
_present invention uti lize diflerent ma.trix algebra methods. 
'flus model ex.tends 11pon the scoring based analytica1 model 
previously described. 

Matrix Method # l 

[0841) lo one matrix algebra method, ditforent agents 
report clifforent types of in.formation regarding the state of the 
e_udpoiut, such as: 

[0842) Autivi.rus f1gent 
(0843) Personal firewall 
(0844) Auti-spyware ::igent 
[0845] Endpoilll vulnerability management 
[ 0846) Content filteiing. 

[0847J While these agents monitor and i11Spec1 cli1lereut 
a~-pects of the endpoint envinmmeut. from a policy compli­
aucc perspective. there .ire common policies or target strttes of 
interest across each of these data sources. sucb as: 

[0848] Whether the agent is rulllling 
[0849] Whether it is a desired or required vendor 
[0850] Whethur it is up to date witl1 s ignature updates 
[0851) Whc::ther it is configured corroctly Or optimally 

[08521 Relative weight~ reg::irding the importance ofcom­
pliaoce !or eacb anribute can be assigned for cacb monitored 
coodition. The coUectioo of i1JfonJ1atio11 can tben be repre­
sented 10 tabular form in anticipation of making the data 
11vailable for matrix algebra or other li11ear and nonlinear 
analysis methods. For example. the following Table 7 shows 
how one operator bas identified 3 data sources of interest. 
identified 3 attributes of i.nterest, and ussig_ned levels of rclc.1-
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tive importance to eacb clnta source/auribute pairing. These 
data sources, at11ibutes and values are stored in tl1e policy data 
store. Tbe policy data store also contains the specific target 
vallles or thresholds ror each or the~e attribi)tes, e.g. U1e 
desired antivirns agent is pn.1duct XYZ, the maximum ;ge in 
days of the most recent anti-spyware agent is 30 days, the 
required confignra6011 settings and values for the personal 
firewall arc: no inbound access permit·tcd. outbound access 
using HTfP protocol pennined. etc. 

Aotivi-ms :igent 
Per.oruil fin..•wall •~u• 
Antispywrue agent 

'!ABLE 7 

Agenl frc,m 
,\ppnwod 

VcuJor 
Currently 
Rwming 

Updated 
W1\h1nX 

0:iy~ 

15 
20 
25 

Req,tircd 
Config.uratio11 

SertJU,'$ 

Enabled 

5 
211 
5 

Tomi 

100 
100 
100 

10853) It will be apparent to the reader th::ic ~wer, alterna­
tive and/or additioual data Sl1u.rces could be used instead of 
th~1se shown<1bovc. Obviously, fewer, <1ltcrnative and/or addi­
tional attributes could be used i.ustead of those shown above. 
[0854] When the real time or periodic measurement 01' a 
given condition is in compliance relative lo the security 
policy, all pussible points are awarded. When <i given condi­
tion is not in compliru1ce relative to the policy. uo po ints are 
awarded. 
(OH551 lu the foUowi.ug e.xample: 

10856] The antivirns agent is rnlllling. is from an 
approved vencfor and has been updated wcently. How­
ever one or more critical configuration settings arc no! 
set correctly. 

[0857] Tl1e personal firewall agent is mn.n.ing, is from a11 
approved vendor, lu1s been updated recently and h1:1s 
configuration settings set correctly. l-Jowever it bas not 
been updated in the past 21 clnys. 

[0858] TI1ere is no antf-spyware agent rnnning on the 
endpoint (and possibly is not even installed 011 the end­
point). 

l0859) ·111e resulting matrix Uiat represents t11e current state 
oftl1e endpoint i~ as follows: 

Agcnl l'mm 
.\ pproveri R,,qoired 
v~ndor Updak d Con filplrntion 

Cum:nlly Wilhin ~l s ~1tings 
Data Solllce Running O:.ys Enabled Tomt 

Antiv[nts ;;gent 80 1$ n 95 
Pt:rooMI 6rewll.lJ aient 6(1 2(1 2U lOti 
Antispywn.re ,'i,RtrtJ II .l5 5 112 

108601 As this is an nx.n matrix. the matrix determi.nanrcan 
be calcnlated using t11e following Formula l: 

f <>rmula J 

= - 36500 
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[086 l] The detenniDanr derived from assessing lhe current 
state of the endpoint can be comp:ired against a mioi.mu.01 
threshold de:fuied in the policy data store 106B that must be 
met in order for tbc endpoint to be considered in compl iru1ce. 

M:11J'ix Method #2 

[0862( The oiatrix method desc1ibed above can be forthe1• 
extet1ded by assigning relative weightings to tl1e data sourt.--es, 
lrealing 1herest1Jting values asa row orco lt1n111 vector matrix, 
and perfom1ing matrix multiplication oft he dara source rela­
tive importance matrix and the current state matrix. Thls 
allows the eVDluation of compliance in a given dimens ion or 
attribuce ocross a number of dalo sollrces. facioring in the 
relat'i'vc comp I iance impor1ance of the di flerent data suurct:s. 
[08631 For example the following vector shows bow the 
rolalivc weights orthese da ta sources assigned by one user: 

(0864] Antivirus agem: 20% 
(0865] Personal firewall agent: 70% 
(0866] Anti-spywarc agent: JO% 

(0867] Th.is relative weighting. can be represented as a 
matrix row vector: A='[0.2.0.7,0.11, 
[0868] The relative weightiog tnlltrix and 1]1e current sta te 
matrix are multiplied using cooventionol matrix algebra to 
yield: 

I 
so ,s o l 

10.2 o.7 n.1 Jx 60 20 3o = 116.0 t9.5 14.5 l 
0 25 5 

I 0869 J Therefore, the cu rrcnl assessment of the endpoint's 
overall compliance using these sample data sowt:cs, sample 
relative data source weilY}lings, sample data sources 
attributes. and current state values are: 

(11870] Security applications curret1l running using 
appmved vendor agents compliance score: 16.0 

(0871] Security applicm-ions recenr updates compliance 
score: 19.5 

(0872) Security applicat ions current configura1ion corn-
pli:mce score: 14.5 

[0873( TI1ese co01pli::u1ce scores are compared to policy­
defiocd thresholds in order to make a compliance assessment. 
For exn111pleassume I.he following Vl)lues exist for these poli­
cies in the policy store: 

(0874] Required current rtuuting security agents with 
approved vendor compliance score: 

[0875[ 20.0 
[0876] Required security agent soJl-ware at1d signature 

files cU1Te.ncy compliance score: 15.0 
(,08771 Required sec.nrity agent' current con.fig_u.ration 

compli;JJlce score: I 0.0 
10878) l a this situat ion, the endpoint is out of compliance 
witll regards to currently nmning security llgents and cheir 
vendor. in complfaucc- with regards to curreut configuration 
settings, a.nd in compliance witJ1 regard to co11fig11ratk1n set­
tings. 
(0879] It will now be apparent i-o the reader tha1 these 
methods can be extended and/or modified in a number of 
ways with regards to the data sources, attributes. data source 
rclati ve weightings. a11n'bute rclat ivc weightings. compliance 
thresholds, etc. 
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Context-Sensitive 111reshold and Welgbting A4iustmeots Lo 
Quantitative A . .nalytical Models for Policy Buforcement 

(0880] In any or the numeric-base methods supported by 
the clieul, examples of which are sllowu above, scores. 
thresholds. weightings, etc. may be scaled up or dowu usiug 
a global weighting adjustment or discrete weighting adjust­
ments stored as policy values in the policy data store. Simi­
larly. sihration-specific policy-based adjustments can he 
made to scores and thresholds for olher analytical nmclds that 
may be added to t11e policy management system in the fi.iture. 
[0881] For example. a user directly collJlected to tl1e corpo­
rate network likely benefits from levels or pn)teetion Cir com­
pliance monitoring systems integrated by tile employer iuto 
the k1cal network. reducing the criticality that one or more 
security applications are running or correctly cou.figured on 
the user's mach.iJJe. Therefore, au Administr.:1tor may wish to 
relax the minimum compliance score required to be able to 
access the corptm1tc network. or specific colllputers andfor 
applications on the corporatl' network by a mmiber of points. 
ln tllis sit11atiou. the analysis engine would query the policy 
data store for the mi1umuru complia11ce score required Lo 
allow R certain system event to ocL-ur, determine the user's 
location (e.g. on tl1e corpomte network or not). if on the 
corporate network detern1ine if the minimum compliance 
threshold should be adjusted by retrieving the policy value for 
the on-campus network security ::idjustmenr policy. adjust the 
com pl im1ce threshold as necessary. and then finally assess the 
compl iru,cc state of the endpoint using this adjusted UU'Csh­
old. 
(0882] Other policy-based, situation-specific or contex.t­
seositive adjustments ure possible based on e11dpoint state 
i.uformation and such adjusunent capabilities are supported 
by the policy management system. 

Stntistics-Based Annlytical Model for Policy Enl1.)rccment 

(0883} Additional analytical methods supported by policy 
management system 106 ::ire based oo statislicnl aoalysi~ 
methods. Tl)ese rne1J10ds cUlfer from methods previously 
described herein in thar compliance analysis methods 
described below are based on evaluation of a population 
sample comprised of multiple data points collected over a 
period of time, rather than a evaluation or a single collected 
data point. 
(0884( As an ilh1strativeex:ampleofsingleclata poiul metb­
ods previously described herein, the policy management sys­
tem 106 can be coufigt1red via a policy sett ing withjn policy 
store I 06B to query the operating system or an external agent 
witl1i11 endpoint I 04 every X seconds, where X is a Policy­
defined Vallie (e.g. interval in scconds=60) to detenl1ine the 
value of any system metric. e.g. CPU utilization. Ibis value 
can be passed immediately to the compliance analysis engine 
upon collection as ,1n iodicntorofthe instant CPU utiljzmion. 
hi this case, the sample size is oue. The foJlowing examples 
illustrate several of the met bods the client supports for utiliz­
ing larger sample sizes to assess compliance with regards Lo 
CPU utilization. 
(08851 The ability to apply these metllods lo other measur­
able metrics on the endpoint are capabilities of the policy 
management system. While the examples cited here util ize 
CPU utilization as the metric under ewiluatiou, the same 
cap;1bilities and options can be readily applied to any other 
numeric endpoint metric i11clndiug. but not limited to: 

10886] Network bytes received 
(0887] Network bytes transmitted 
108881 Physical memory .in use 
I 0889 J Queries LO virtual memory 
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(08901 Free virtual menrnry 
(089 I] Transaction response time for speciilc applica­

tion transactions 
(0892] Ntuuber oftirnes a specific Hpplicmion Lransac-

tiou occurs 
(0893) Number of times an applicatfon is opened 
(0894) Emoils sent 
[0895) Em~ils received 
(0896) Email arrival rate (e.g. emails arriving per 

minute) 
(0897] Email reception rate 
(0898] Email attachment count 
(0899] Email attachmem si7.e 
(0900) Number of recipients in emails sent 
I 0901 I DNS queries 
(0902] DNS queries serviced by local ONS cache 
(0903] ICMP messages transmitted 
(09041 lCMP messages received 
I 0905 J IITTP requests sent 
I 0906] I ITrP request u·ansmission rate 
(0907) Fi le open rate (e.g. files opened per minute) 
(0908] Etc. 

(0909] Aclclitionally. as described prevlously herein. the 
analysis eng:ine I 06(' is able to apply these me1J1ods to ratings 
or scores fuat are derived from inspecting muneric or 0011-

numeric attributes of tile endpoint. evaluating their state. 
comparing the current state wi th policy values U1at define 
numeric weightings or score~ for 11 given s1ate or a given 
endpoint attribute, and assigning a numeric: value to that state. 
The assigned numeric value then becomes one da ta sample of 
a sample population. 

Data Summary-Based Stmistical Analysis Methods 

(0910] The analysis engine 106C is able to ut ilize statistical 
ana.lysis methods for assessing compliat1ce against a s-ing)e, 
related group or arbitrary group of nnmeric conditions for the 
purposes of calculating a central tendency vaJue of raw (i.e. 
reported directly Ii-om oneofvarious exemplary agents 104E) 
and/or computed (i.e. uonualized by passing raw numeric or 
no1;-numeric condition ideotifien; and values to the analysis 
engine 106C and having tbe analysis engine query the policy 
data store 106B to determiJ:1ethe appropriate score to apply to 
tbe raw numeric or non-numeric value) condition(s). compar­
ing the calculated value to correspoodjog policy values tesid­
ing in tile policy data store 106B that define compliance 
value(s) and/or rang:es for U1e data element(s). and making au 

assessment about compliance or that/those clam e lcment(s). 
The central tendency of a value given a sample population is 
commonly termed an ·average' . however Uiat is a general 
tenu aud tllere :ire in focr seve.rnl statistical aualysis methods 
for calculatfog the ce□trnl tendency of a sample population. 
The analysis engine 106(' does in fact support several meth­
ods as described below. The specific method used for c;1Jcu­
J;,11ing the cenLrol tendency value of a given data element is 
selected by the operator. It will be apparent lo the reader that 
the uatme ofi-lle distrib11tion makes certain methods more or 
less appropriate or optimal. 
10911] Specific averaging methods supported by the analy­
sis eogiue J06C include tbe following. 

Meau-Based A.nalyt;is Method 

(0912( Using an average (or mean) statistical analysis 
method. tl1e cornplim1cc analysis engine is configured 10 per-
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form a system query (e.g. CPU utiliwtion, autivirus agent 
complia11ce. ere.) a policy-defined muuber of times, (e.g. 
coum=-S) at a policy-defined sampling interval (e.g. inter­
val=60 seconds) and 1.hcn calculate au average or mean value 
ovtrtbeconsecutivedata $amples.Thcnverageormean value 
is determined by Stl01U.ti11g tbe values of the collected samples 
alld then dividing the sum by the number of samples. This 
calculated average or mcao is tho value passed to tbe compli­
ance assessment routine at the oornpletion ol' lhe sampling 
window and used i11 subsequent complia11ce analyses. A.n 
updated average or mean is passed to tho cornpliauce assess· 
meni routine at a frequent..)' roughly equivalent to tl1e sam­
pling wiudow size. immediately following calcu Inti on of the 
mean. 

Moving Average-Based Srmistical A.ualysis Method 

(0913] Using a moving average statistical analysis method, 
the compliauce aunlysis eugine is configured ro petfom1 a 
system query (e.g. CPU util ization. antiviTUs :igent cornpli­
,rncc, e tc.) a policy-dcfilie<l number of times, (e.g. cmu1t=S) at 
a policy-defined sampling interval (e.g. interva 1; 60 seconds) 
and then calculate ,m average or meau value over tbe con­
secutive data samples. 11le avenige or mean lllllue is deter­
ntiued by stm10ti11g (he values of the collected samples and 
then dividiag tbe sum by tl1e nwnber of samples. This ,.akn­
lllted average or mean is tl1e value passed to t11e compliance 
:-1sscssment process at the completion ofthes..1111pling wit1dmv 
and used i11 subsequent compliance analyses .. l\.u updated 
average m me:rn is passed tl1 the complia11ce assessment 
routine al a frequency roughly equ1valenr to the sampllng 
iuterval. immediately tbllowi.ng calculation of the moving 
average over the last X samples. 

Median-Based Statistical Analysis Method 

(0914) UsiJ1g a median statistical analysis method. the 
compliance aualysis engine is co11figured to pertbrm a system 
query (e.g. CPU uLilizatioo, aotivinis agent compliunce, etc.) 
a policy-defined munber of times, (e.g. cotmt--:5) at a policy­
defined sampling ioterva I ( e.g. intervaJ- 60 seconds) and the11 
determine the midpoint between tbe h.ighest and the lowest 
v.1lue among all the colltJCtt-d sample.~. 111is median value is 
t11e value passed to the compliru1ce assessment routine at the 
complet1011 oft11.e sampling window aJ1d used in subsequent 
compliance- analyses. 

Mode-Based Statistical Analysis Method 

(0915] Using a mode statis1ieaJ analysis method. the com­
pliance analysis engine is configured to perform a system 
query (e.g. CPU utilizatiou, antivin1s ageut compliance, etc.) 
a policy-defined nnruber oftimes, (e.g. couot"""S) at a policy­
defined sampling interval (e.g. ioterval~6o seconds) aod tbeo 
determine ilte value that ~1ccurs most frequently amlmg all the 
collected samples.111.is mode value is the value passed to rbe 
complia11censsessment routine aL the completion oft11e sam­
pling window and used io subsequent compl iance analys~. 
In the event that no mode v,11tie exists. which is possible if all 
values in the sample populution ure equaJ, the compliance 
analysis engine wil l pass the average or meao value to tl1e 
compliance.issessment routine at the completion of the sarn• 
plfog wfodow. 

Geometric Mea11-Based Statist ical Analysis Me1bod 

(091 61 Using a gL'01uetric mean s tatistical ;:urnlysis mctJ1od. 
the compliance analysis engine is con.figtu"cd to 11erfom1 a 
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~ystem query. e.g. for TCP segment window size a policy­
defined uumber of times. (e.g. couut~5) at a policy-defined 
sampling interval (e.g. ioterval=-60 seconds) and then deter• 
mine the geometric mean o r the rote of change. Por example, 
when a new TCP connection is opened between the endpoint 
and a remote server application across lhe network. tbe mea­
~ured values tif the segment window size iu successive 
samples might he as follows: 

(0917) Sample 1: 604 bytes: 
(0918) Sample 2: 72 bytes (increase of 12.5%) 
(0919) Sample 3: 100 bytes (increase of3R.89%) 
(0920) Sample 4; 150 bytes (increase of 50%) 
(0921] Sample 5~ 250 bytes (increase of 606.67%) 

(0922] Jo this case the geometric mean is 

[ I. l 25x I J889xl .5x I .6667J1 ' 1- l ~ll.4058 =40.58% 

[0923] 111is geometric mea11 value is the value passed to the 
compliance assessment rouline at the completion of the sarn• 
piing window and used in subsequent compliance- analyses. 

Rate-Based StatistiealAnalysis Method 

10924] Using a rate-based sllltistical analysis method, the 
compliance an.i lysi s eogine is cor1fig1.1red to perl'orm a system 
query (e.g. CPU utiliz;.1rion, CPU remperanirc, number of 
emails sent. antivi.rus agent compliance score. personal fire­
wall compliance score, composite security score, etc.) two 
times at:l policy-defined sampling interval (e.g. inrcrval= l00 
seconds). The analysis eng,i11e performs,, calculat ion of the 
difforenee bctwtien U1e two sampled vaJues (l,r calculated 
compliance scores), perfonns a calc1.1l11tion of the difference 
between the two sampli11g l'imes (or alternatively uses the 
policy-defined sampling interval). and divides the value dif­
ference- by the time difforence to obtain a rt1te, e.g. emails per 
second. change in CPU temperature per scc.-onQ number or 
r-rrrP requests lo a given DNS domniu per minute, change in 
autivirus compliance score per m.iuute. autbcotfo,niou foll• 
ttres per minute, etc. Th.is mte value is the vaJue passed to the 
compliance assessment routine at the completion of the sam­
pl.iug window and used in subsequent compliance analyses. 
This rate calculation result can also be used by the client to 
predict !he value of the data deuu:nt (either raw dnta or 
calculated sco.re) at a future time. 1his predicted value can be 
used in subsequent compliance analysis. It will be understood 
that rates can be determined from mauy other samp1ing pro­
cesses. 

Acceleration Rate-Based Statistical A.n,1Tysis Method 

[0925( Using ru:1 acceleration rate -based statisrical analysis 
mt:thod, the compliance an:llysis e11ginc is configLtrcd to per­
form a system query (e.g. CPU uti.lizRtion, CPU temperature 
number of emails sent. anti virus agent compliance, etc,) two 
times ata policy-de-fined sampling interval (e.g . intorval= I00 
sticoods). The cornpliancce analysis e11gine perforllls a calcu­
lation of the difference between the two values, perfonus a 
calcufotion of the difference between the two sampling. times 
(or alternatively uses the policy-defined sampling interv-<11). 
and divides the value difference by the time difference to 
obtain a rate (e.g. emai Is per second, change in CPU tempera­
twc per ~econd, nt.unber of l lTTP requests to a given DNS 
domain per minute, change i11 aut:ivims complin11ce score per 
minute. aulheorication failures per minute, etc. Rather than 
passing this vn!ue to the compliance assessment routine at the 
completion of the su111pl1ng window as described in the pre• 
vious method, tJ1c compliance ,malysis engine repeats this 
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activity at a later Lime, where t11e tiiue interval between die 
first rate sampling window (which collects two samples at a 
policy-defined sampling interval ) and the second rate sam­
pliL1g window (which collects two addition.a l samples at the 
samcpolicy-defbit'Cl sampl ing interval) is defined as an acccl­
ewtjon policy setting in the client policy data store. 
(0926] The compliance analysis engine perfonus a calc11-
Jatil.,1H,J' the difference between the two rate values, performs 
a calculation of lhe difference belweeu the two sampling 
times (or altematively uses the policy-defill.ed acceleration 
sampling interv::il), and divides the value difference by the 
t ime difference to obtain a change in rate pc-r unit time (i.e. 
just as the physical property acceleration is the measurement 
ofchauge in velocity per unit time. where velocity itselfis the 
mcasurerocol of the change io distance (the raw valne being 
measured) per uni I lime. Tbis acceleration value is the value 
passed 10 the compliance assessment rou611e at the comple­
tion of the acceleration sampling window aod used in subse­
quent compliance ana lyses. This acceleration calculation 
rCl>ulr i~ also able to be used by l11e cl ieut 10 predict the value 
oftbc nrte at a .!inure time. This predicted v::ilue can be used in 
subsequent compUance analysis. 

Variability-Based Statistical Analysis Methods 

(09271 l11e crnnpliance analysis engine. is able to util ize 
statistical analysis methods for assessing compliance rigaiust 
a single. related group or arbitrary gr0t1p of data elements for 
the purposes of calcul::iting l},e variability value of 111w. com­
puted and/or mapped data elemem{s), comparing the crucu­
lated variability value to corresponding policy values th::i.t 
define compliance value(s) and/or ranges t'br the data element 
(s ), and making an asscssmen l about comp I iance of that/I hose 
data element(s). 
I 0928] Spt-'Cific vr,riability methods supported by the client 
arc set out below. The speci fie method 'that should be nsed for 
,:alcolatiug the variability value of .J given data elemen1 or 
combination of data elements is selected by the adm.inist.rator. 
as the 118t11re of the distribution makt-s certain u1ethods more 
or Jess appropriate or optimal for evaluating compliance of a 
given data clement or combination of data elements. 

Mio-Oased_ Max-Based and Range-Based Statistical 
Analysis Method 

[0929] Using a minimum. maximum or range~basctl statis­
tical analysis metlmd. the client is configured to perform a 
system query (e.g. CPU utiliwtion, antivirus agent compJi­
m1ce, etc.) a policy-defined mtmberoftimes. (e_g, coun.t 5) at 
a policy-dcfi1k'<l sampling interval (e.g. interva1=60 secMd~) 
tUld then determine the minimum and 11mximum values that 
we1-eobservedin tl1ecollected samplt'. lfrangeinfonnation is 
necessnry, the client will also calculate the range based on the 
observed mininmm mid maximum. The minimum, maximum 
mid/or vaJues are passed to the compliance assessment rou­
tine at the completion of the sampling window and used in 
subsequent compliance analyses. 

Variance-Based Statistical Analysis Method 

(093 0) Using n variai1ce-based statistical aiuilysis method. 
the client is configured to perfonn a system query (e.g. CPU 
utilization, antivin1s agent compliance. elc.) a poljcy-defined 
1nuubcr of times. (e.g. count= I00) ;1t a policy-defined sam­
pling interval ( e.g. intervaJ"" I 00 secoJl(JS) and I.hen determine 
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tbc variance of the collt.'Cted s(lmple using a standard formula 
for calculating sample vruiances: 

(0931 I The calculated variance is passed to the compliance 
assessment routine at the completion of the sampling window 
and used in subsequent compliance analyses_ 

Standard Deviation-Based Statistical Analysis Melhod 

(093 2] Using a stancl;u-d cleviatioo-ba~ctl statistical <111alysis 
method. the compliance analysis engine is configured to per­
form a system query (e.g. CPU ut.iliwtion. an tivin,is agent 
compliance. etc.) a policy-defined number of times. (e.g. 
coun~ l 00) al a policy-defined sampling interval (e.g. inter­
val 100 secouds) aud then determine the standard deviations 
of the Cl)llccted sample. where the standard deviation is equal 
to the square root of Ilic variance. The mctbo<l lbr calculating 
the variance was just described in the preceding variance­
based statistical analysis method description 
(0933] ·t11c calculated standard deviation is passed lo the 
compliance assessment routine at the completion of the sam­
pling, window and used io SlJbsequent compliance a11::ilyses. 

Coefficient of Variation-Based Statistical Analysis Method 

I 0934] Using .i coefficient o L' variaLiclll (COV)-based sl'al is­
tica 1 analysis method, the comp! iance analysis engine is con­
figured to perform a system query (e,g, CPU utilization. anti­
virus agent compliance, etc.) a policy-de!lned uurnbcr of 
times, (e.g. count""! 00) at a policy-defined sampling interval 
(e.g. interval~JOO seconds) and then determine the COY of 
rbc collected sample using a staudmd fornrnla for calculnti og 
cov~ 

CQV;~-lli_np_lc~·S_1_au
7

d_ardc-=-D_~_'"_·a_ti_on 
SarnpleMea,, 

[0935] Where the sample standard deviation is equal to the 
squm-e root of the sample variance, and where the sample 
variance is equal ro: 

[0936) And w1ierc the sample mean is detem1ined by sum­
ming the valuesl1fri1ecollectedsamplesa11d then dividing the 
sum by tbe number of samples. 
10937] Toe calculated COY is passed to the compliance 
assessment routine at the completion oftbe sampling window 
and used in subsequem compliance an;ilyses. 

Number ofOccurre11ces-Based Statistical Analysis Method 

(09381 Usii1g a number of occurrences-based statistical 
analysis method. the compliance analysis engine is c011fig­
u.red Lo perform a system query (e.g. CPU utilizutil)n. :mtivi­
ms agent compliance. etc.) a policy-defined munber of times, 
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(e.g. colmt-:,100) ot a policy-defi11ed sampliug interval (e.g. 
imerval= L secoud) aud count the munber of occurrences of 
each different value collected. The List of vaJues aud their 
frequency o f' occurrence is ll1en p.1ssed to the ctrntpliauce 
;;1sscssment routine at thecomplctiM of1he S,impling window 
aud used in subsequent compliance analyses. Tu.is method is 
useful in siniations wl1ere the actfo11 policy is triggered based 
ou the number of occmrcnces ora specific value or v,1lues of 
a given daia element itl a sampling window. 

Occurrence Frequency-B~cd Stati$tical 1\.nalysis Method 

(09391 Using a percentage of occurrence-based statistical 
analysis method. the compliance analysis engine is con.fig­
nredto perform a system query (e.g. CPU utilization, antivi­
n1s agent compliance. etc.) a policy-defined nutnberol'times. 
(e.g. cot11W=lO0) at a policy-defined sampling interval (e.g. 
interval= I seco1Jd) and count the nwnber of occt1.rre1Jces (1f 

each different value collected. The number of occurrences of 
a given value is divided by tbe number or samples to deter­
mine the relutivc rrequency ofoccuJTence ofU1at vnlue. This 
will oortually be expressed as a decimal value om percentage. 
111c list of values aod their frequency of occurrence is tbc1.1 
passed to tbe compliance assesswent routi11e at the comple­
tion oftbe sampling window and used 111 subsequent compli­
ance aualyses. Tb.is method is useful in sinrntions where the 
action policy is triggered based on the relative frequency of 
occum:ocl'l:i of a ~pecinc value or values of a give□ data 
clement in a sampling window. 

Cumulative Distribution-Based Statistical A.n.ilysis Metl1od 

[0940) Using a cumulative distributi0D-based statistical 
analysis methocl the compliance analysis engine is config­
ured to perform a system query (e.g. CPU utilization., antivi­
rus agent compliance, etc.) a policy-defined number oftimes. 
(e.g. couot=l00) at a policy-defined sampling i.utcrva1 (e.g. 
i11terval= I second). sort tl1e collected samples in ascending 
ordet. coum the muuber ofoccurreoces of each di lferent value 
collected il!ld determines the relative frequency of each value 
as described above. The compliance analysis engine then 
calculates the cumulative frequency distribution of eacll value 
by adcLing the relative frequency of that value to the sum ofthe 
relotive frequencies of rut lesser values, The list of values and 
their cwuulative frequency ofoccurrence is theu passed to the 
compliance assessment routine al the completion of the s,un­
pling window and lilied in subsequent compliance am1lyses. 
This method is useful in situations where the action policy is 
triggered when the relative cumulative frequency el(cceds a 
policy-defined threshold For example, analysis of a sample 
of 100 transactions oJ type X concJudes for this population. 
san1ple that 90% of the transnctions completed within 3.5 
secouds. 1bis result is compared to a preclefiued policy in the 
policy data store that specifies that 90% o ftype X transact ions 
must complete witl1iD 4 second~ to detem1i11e whether or not 
a condition exists tlu1t w:'lrrants taking a policy-defined action 
on the endpoint. 

Sa!llpling Distribution-Oased Statistical Analysis Method 

(0941) Using a sau1pling distribu1ion-based metlNd. an 
administrator may measure successive values of a data ele­
ment ofinterest a large number oftimes in either a control led 
or typical endpoint e.twirowuent to determine the distribution 
type. mean, varianc:c and standurd deviation of the vulues of 
tJiat data element.Alternatively an administrator may defme a 
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target tn<'all and slaudard deviation he believes reasonably 
describes the distribution of the values of the data element of 
interest. These values are stored in the client policy data store 
as policy values such that they can be changed in the foture as 
needed. 
(0942] AJ ternatively a policy ca1.1 be enabled in the compfi­
ance aoa!ysis engine that etrnses tl1e compliance analysis 
engine tu monitor a pan-icular data element for a period of 
time until a sufficiently Jnrge sample to accurately represent 
the population of possible data values is collected, and then 
calculate a mean :md standard deviation for the very large 
sample. ·111esc values also t.'fill be stored in tJ1e client policy 
data store as target policy v11lues that represent the s1eady state 
behavior of that particular data element. The monitoring aod 
data collection activity perfonued by tbe client ca:n be started 
or stopped at any time using policy settings or conunands 
issued tu the client. The calculated properties (e.g. mean., 
standard deviation. etc) (:an be discarded at a polit-y-defioed 
interva 1 ( e.g. every 60 days) or date ( e.g. l)ec. 3 L 2005) aud 
the procedure repeated, such that the client periodically 
refreshes the values stored in the policy data store that 
descrlbe the popuJittiuo. 
[09431 These values cau further be used 10 calculate the 
probabiliLy of a sample event having a value greater tbun a 
specified policy value, less than a specified policy vaJue, or 
within a specified range of policy values. ' l11is capability is 
supported in tl1e client by transforming the sample v<1 luc into 
a uonnal raJ1dom variable with mean equal to zero and a 
w1riance of one. This trans-formation is doue by subtracting 
the population mean specified valuea1.1d djviding the result by 
the population standard deviation. The client includes a stan­
dard m)rmal distribution dara table in its local data store for 
looking up ibe probability or a given value onunge nJvalues 
of this transrom1ed or normalized rando1u variable. 
(0944] The compliance analysis engine also allows a11 

admio.istrntor to specily a meau ancVor variance threshold 
relative to the population's meru1 and/or variance for a given 
value of a given data element or group of data elements. The 
compliance analysis engine can be collfigured 10 perform a 
system query (e.g. CPU ut.ilizmion, ru1tivirus agent compli­
ance. clc.) a policy-defined number of times. (e.g. crlunt= 100) 
at a policy-defined samplingi1.1terval (e.g. interwiJ; I second). 
The mean. variance and/or standard deviation of the sample 
cm1 be calculated usi.ug standard methods such as those prt:>­
viously described. The calculated properties of ·the sample 
(e.g. mean, standard deviation) are then passed to the com­
pliance assessment routine al the completion oft he sampling 
window and compared by the compliance analysis engine to 
tbepolicy-defiued values that describe the population and that 
were previously defined by tbo administrator or calculated by 
the client. This method is useful in si llll1tions where the action 
policy is triggered when the propen ies of a s.imple, e.g. the 
meau or standard deviation, exceeds a policy-defil1ed turesh­
old. f,or example, the client locally observes a pnpiilatinn 
sm11ple of I 00,000 events ot' a particular type, calculates the 
meau and the standard 

Li.near Regression-Bnsed.Analysis Method 

[0945] Using a linear regression-based ruethod, au a<lm.i11-
istrator may measnre successive values ofan (x. y) data pair 
of illleresr comprised of an independent and a dependent 
variable. The measurement may occur a large number of 
11mc.-,.; in either a coatrollcd or typical t\t1dpoiut 1:mvironment to 
determine the coefficients (,1, b) of a line equation that rep re-
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senls the relationship between the <lerendeot variable (y) and 
the iJ1dependeo1 variable (x) using the s1a11dard line equation 
y""ax+b. A.Jteruai-ively au adm.iuistrato.r may define target 
coefficients lie believes reasonably describes the fitted rela­
t ionship of the value~ 0flhe data pairofintcrcst. ·nmsc values 
are stored 1n the client pol icy data store as policy values such 
that tbey t'au be changed in the future as needed. 
(0946) When the rt.·quired nuJllber of sample, is collected. 
the administrator utilizes the method of least squares for 
e~1imating the regress.ion coefficients (a, b} ofa line equation 
that represents the relationship between the dependent vari­
able (y) and the independent variable (x) using the standard 
line equation y=ax.+b. where 

and where 

a=-----
n 

(09471 'These values are then stored as policy values. 
I 0948] 'There are severa I analyses methods supported by the 
clie111 that ca,JJ subsequently make use ofrbesepolicy values. 
In one method supported by the compliance analysis engine, 
the compliance analysis engine is configmcd to pcrfon11 a 
system query ofa data pllirof interest (e.g. response time as a 
fuuctionofnumberofbytes o.r recOJds in tmus.1ctioo request, 
number of network me~sages trans11Jitted per miJlule as a 
fooct1on ofnumber ofnctive pmgrams, etc.) a pol icy-delined 
munberoftimes. (e.g. coun.-50) am policy-defined sampling 
intcrwl (e.g. i11terval= l second) or when the event uctuaJly 
1.1Ccun;, (e.g. a message being sent to a specific remote com­
puter). A mathematical analysis is performed lCI calcu.Jatc Ilic 
actual regressi1.1n coeJlicients of the sample. ·n1e calculated 
coefficients of the sample a rc theu passed to the coropliance 
assessmemroutine and compared by the c lient to the polit.-y­
defiued values. A compliance assessment is subsequemly 
made. 
(0949] 111 a1mther method supported by the compliance 
ru1alysis cng.jne. the policy-defined coefficients are combined 
with the sampled value of the i11dependeut. variable (x) Lo 
determine au estimated value of the dependent variable (y). 
The actual lllllue of l.lJe dependeot v<1riable (y) is then coru­
pared to the estimated value of the dependent variable (y), If 
theactwu va.Juedillers from the estimated value by ruorethan 
a specified. policy-defined di !Terence (positive, negative and/ 
or nbsolutc magnitude), a policy viol~tion is deemed 10 have 
occurred. 
(0950] Jo another method supported by the compli,mce 
analysis engine, lbe actual regressioo coefficients of the 
sample are used to predict the value oft he dependem variable 
given a value oftbe independent variable. The p.redicted va.Jue 
of the dependent val'iable can then be used as a dynamically 
derived policy value. Should the specified value of the inde­
pendem variable occtu· in the future, the actual value o r the 
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depende11t v<1riable a t thar time is compared by the compli­
ance analysis engine with the dyuam.ically derived policy 
value. If the acrnal value diJlers from the predicLed value by 
more tl1ru1 a specified. policy-defined ilifference (µositive, 
negative and/or absofote maguitudc), a policy violatic,n is 
deemed to have occurred. 

Filtering Analysis 

l 0951 J A.notheranalytical method ~upported by the client is 
based on filtering U1e1.1ry. A filter in this coutexl is a piece of 
purpose,.built software that analyzes a particular data set, 
applies a threshold fonction of some type to that data set. and 
eX'LrOCIS only infornwtion ofintcrci;t. Pilte,;ng in th.is coutext 
therefore is U1e act of extraciing 'Ulteresti11g data by applying 
a th reshold agaiost individual data points withi11 a data set. 
Examples of the types of data the client can collect and 
policy-based thresholds tJ1e c lient t.--an evaluate were previ­
ously described above. 
10952] Toe compliance analysis engine supports severnl 
difforent filtering, approaches aud is extensible to support 
furure additil1nal filtering approoches as well. One s,1ppt1rted 
mrcringmelhod previously desc1ibed involves by collecting a 
specific tyre of data from the environmen½ c1m1paring tbe 
data point against policy-defined thresholds. and taking a 
policy-based act ion when ::i compliance threshold is 
exceeded. 
10953] Jo auother 1ilteriug method supported by the client, 
the complia11cc analysis module assumes n particular aspect 
oftbe endpoint is iJ1 compliance nuless otherwise nNitied by 
the data collection module. In this filtering approach, lbe 
11ltering metlrnd continuously collects a $peciftc type of data 
from the cnvironmcnl and performs a comparison of that 
single point of data against tbe policy-defined threshold for 
that single point of data. Ou!y wheu a compliance violation is 
detected. is the datf1. or a lternatively a descriptive message 
i<le11tifyi11g the compliance violatiou, passed to an alternate 
complia,,ce analysis e11gine responsible for combining the 
results of assessments of individual data points. i.e. pcrfom,­
ing a ho listic compliance assessment. The overall compliance 
analysis module assumes complete compliance with respect 
to any given data element' unless it is informed otherwise. 
This i~ commonly referred to as an exception-based notifica­
t'ion system. It is an advantageou$ approacl, as the software 
routine responsible fordetermini11g overrill assessment bas lo 
process less data and thus can more quickly reach decisions 
with respect to required policy enforcement actions. 
10954] In ,1 statistica.J approach lo smoothing and predic­
tion, there must be certain statistical parameters av11ilable 
such as a mean fonction or a correlation function. In particu­
lar, there musL be A difference between the values of these 
fi.u,ctious for the interesting i11forn.1ation and the fllnction 
values for the noise. 'll1c filter is set to pass interesting infor­
mation and filter noise by se1ting the .filtering level appropri­
ately. 

Applicat ion of Methods to all Endpoint Stc1te Data Elements 

[0955] Many of tbc examples or analysis methods 
described bcroi11 for mearnring quantitative endpoint state 
information utilize one or two eodpoint data elements (e.g. 
CPU utili~1tiou, antivirns agent compliance sc-0re) as au 
example. These same d.lta elements are cited as examples 
l.l'l.l'oughoutsimply forrcade.r convenience. and tbereadcr wi ll 
realize that the invention is not tbu~ lim.ited. The policy man-
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agement system fully supports lbeability toapply ti1eseme1h­
ods to any munber of endpoint data elements. either rnw or 
derived as a resulr ofa1n1p~tream compliance assessment and 
calculation performed by the rol icy management system. 

Application of Methods to Non-Numeric Endpoint Slate 
Information 

(0956] Tbe above-described models and methods for mea­
suring quanl itativc endpoint state inform.ation can be applied 
to non-numeric compliance assessments by mapping the 
enviro11111ental data to numeric values 11Sing policy-defined 
values. as 11oted above. 
(0957) A..s an example. the staleofthe antivirns agent and a 
review ol' policy setti1Jgs migbc result in rn1 -antivirus compl.i­
ance score of 65 points or 65%. Rather 1ban lreat tbis as a 
single dala point and fonn an immediate compliance assess­
ment, it 111 ight be preferable to sample the antivims agent st,1te 
information at n periodic interval for a period of time, where 
both the sampling interval and sampling window are policy­
defined vaJues. calculate the compliance score at each sam­
pling, and 1rea1 the col lec1 ion ofcomplia11ce scores as a popu­
lation sample. Such capabilities are supp01ted by the policy 
management systetn. While this example ci tes tbe Lra1\slation 
ofantivirns agent stale infonuation into an antivirus compli­
ance score. translation of other endpoint stale information 
such as those data elements previously identified herein i11to 
compl iance scores is .iJso s11pported by the present invention. 
Collect-ion of populatio11 samples of muueric compliance 
:;.:ores (brother pieces ofeudp0int state infonualiou fa lilrn­
wise supported by the present invention. 

Application of Analytical Methods 10 Compmite Endpoint 
ComplianceAssessments 

(0958) Just as statistical and Olhl:lr analytical methods can 
be applied to compliance assessmeuts of discrete data ele­
ments (e.g. CPU utilization) or daw sources (e.g. anlivirus 
agent state includiug version. ntlllling stare, vendor, dare of 
Inst signanires update, coo.figuration settlugs. etc.), these 
metl10ds canal,o be applied to composite compliance assess­
ments. 
(0959] ln a previous example, the real time compliance 
assessment .it a given point was as follows; 

Age.nl ,\djuswd 
Raw-score ThM;bold Relstive score 

Sensor (p oinul (pc,i:uts) Weighting (points) 

An1ivin1s ~tgcnl 65 75 15% 9.15 
l'e,smml firewall sgenl 93 9(1 70% 65.1 
Alltispywn~ agonl () 70 ,oo~. () 

Co11tNll filtering ug<Jlt JOO 60 5% 5 

Composice Score 79.95 
Composite Threshold 75.0(1 

(0960) As previously mentioned. tbe policy management 
system ls able 1·0 use slatisl-ical aod other analysis met·hods to 
calculate one or more niw score ii1puts into thjs composite 
score. 
[0961] Tbe policy management system is also able to use 
statistical analysis metbods cited above, including but not 
limited to mean. 1uedi;m_ mode. moving average and gcomet -
ric mean to c:Hlculatc a composite ,core by applying a statis-
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tical analysis metlwd to a population sample of individual 
composite scores calculated at diO'erenl times. Sampling 
i111ervals and sample count are controJled via policy settings. 
The policy management system is able to pcd'onn this fLmc­
tfon 11sing all of the sta tistical analysis methods prcviou~ly 
descrlbed. The cJien1 is iible to perform this function for aJI 
monitored da1a elemeuls and all composite scoring functions , 

Exception Reporting of Analyses Result 

[0962( Re~lling the exception-based optional approach 
p reviously described. in another embodiment the Instant CPU 
util.izatiou. the average CPU utilization. or moving average 
CPU u1ilizatio11 can be reponcd every lime tbe value is deter­
mined, ur only ri::ported whell it exceeds a pt,Jicy defined 
threshold. 

Non-Exclusivity of Analyses Methods 

[09631 Ju tbe examples ci ted. the instant CPU utilization, 
Hverage CPU utilization, moving average, etc. are distinctly 
different dat<J elements. however the dillerent dnta elements 
can be used sinmltaneously for different compliance evalua­
tion purposes, i.e. collection and ~1sage ~,r instant CPU utili­
zation and average CPU utilization are not mutually exclu­
sive. For e.xample, one complia11ce evaluation method may 
require the instant CPU utilization value in orderto perform a 
compliance evuluation. wlK'rCll~ a difl'ercut compliance 
evaluation method may simtdtm1cously require the avemge 
CPU uti lization in o rder to perform a compliance evaluation. 
TI1e present invention supports the abi lity to use these diffcr­
eut measurement methods for different compLiance tests 
using the same data source simultaneously. TI1e present 
invention further supports Ibis simultaneous use capubility 
for all other suppQncdmonitored data sources as well, includ­
ing both numeric sources and non-mhiieric sottrct-s that are 
couverted lo numeric values o r scores. 

Com billing Analyses Methods 

(0964] In lhc examples cited herein, avemge, mode, mov­
ing average, coclncient of variation, staodatd deviation, etc. 
are diftere11r analysis methods supported by the policy mao­
agcmeul system, 11 will be tuKler,;tood that the policy mu11-
agemeo1 system provides the ability to use logical combina­
tions (e.g. AND, OR. ELSE, IF, THEN. NOT, etc.) of 
different compliance measuremenl methods for performing 
compliance evaluation of the same data element or group of 
<law clcmcol.$ simultaneou~ly. 8xa111plc~ of policy-driven 
capabilities of the policy manageme111 system include: 

(0965] CPU utilizatk111 policy; Mediau of past 100 con­
secutive samples must he less 'lhao 98% AND tra iliog, 5 
minute moving average must be less than 80% 

(0966) File open rate policy: Mean ofpast 5 consccnrive 
samples must be less 1ba11 IOOAND staudard deviatiou 
on those same samples must bi: less than 7. 

(0967) A.ntivi.rus compliance policy: Mosl receut c,1lcu­
la1ion of antivirus cornplic111ce based on most recent 
antivirus state i.nspectiou must have a compliance score 
greater than SO OR mean of past 5 consecutive samples 
must be greater thau 70. 

(0968] The policy manageme11t system supports this simnl­
ta.t1eous use capability for all other supported monitored data 
elements as well. including both Jrnmcric sources und non­
numeric sources tb::it arc mapped to numeric V'J lues or scores 
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(09691 S imilarly, it is import:1nt to note that simultaneously 
used combinations oft.hesemethods. as well as othe1· methods 
cited herein are possible and are suppo.rted by the policy 
management systeill. For example, the busi ncss mies method 
cited previously could be used for comp I iance nK)nitoringand 
enforcement will1 regards to physicnl ports Qll the endpoint. 
such ns USB ports, serial ports, printer ports, IR or RF com­
munication ports, etc., whiJe 1he Boolean rules method cited 
previously could be used for compliance monitoring m.td 
cntbrccmcnl with regards lo pem1iltcd applicalions. while a 
matrix algebra method could simultanellusly be used for 
compliance monitoring and enforcement with regards to net­
work co1mectivity or VPN tunnel estabbshment. Other com­
bim1tions are of course possible as well. These combinations 
are considered in accordance with one of the above-described 
methods, for example in Boolean combinations or as other­
wise described herein. Such combinations arc also supported 
by tl1e policy management system. 

Real Time Adj ustment of Sampling Frequency 

f 0970] When an endpoint is compliant with secu.rity poli­
cies, 11 reductiou iu endpoint inspectioJl frequency reduces the 
load oo the system, e.g. memory. file access. etc. Conversely, 
when .111 cndpoinl isoutofcompliancc, and in pclrticularwhcn 
cenair1 critic,1J secttrity siruatioos exist~ ir is ~ppropriate ro 
inspect the endpoint with much ltigber frequency so that a 
highly up-10-<late view of the endpoint's state exists ~t all 
times. Therefore condition d!lta relating lo monitored items 
(e.g. CPU utilization. antivirns compliance score. security 
ag,euts composite compli:mce score, etc.) can be collected at 
dil1ere111 sampling intervals. for thresholds (or tl1e range) 
above which or below which the new sampling frequency 
parameters take eJlect. ·n1e policy 1m111agement system pro­
vides the ability to i;uppornbis very capability though tl1e ~e 
of policy set1ings where these parameters ca11 bespecilied and 
configured. 

Managing_ Endpoint and llost Operation 

(097JI Continuing with reference to FI.G. 2, when policy 
violations are detected i1 may be desired to take one or more 
discrete actions to eill1cr britig the endpoint into compliance, 
prevent harm from coming ro tbe locn\ and/or remote com­
puters, restrict user actions, or perti:Jrm any number of differ­
ent actious (step 212). Examples of discrete actions which 
may be initiated by pol icy management system 106. and 
executed by host system 102. and endpoint system 104. 
include those set out below. 'n1e solution is extensible to allow 
additional actions to be added in the fu11.1re and configurable 
to allow different groups to customize different actions to best 
meet theirneeds. J twill be understood that that !he process of 
managing the endpoint m1d hos t operations repeats as [re­
quemly as necessary (step214).As noted herein above. it may 
be desirable lo repeal the stops. including the collcclioo o[ 
data. analysis of data. and the manngement of the systems, 
multiple times during a single connection session. 
(0972] With reference back again to FIG. 4. tl1ere is shown 
how the above described operntion of compliance analysis 
engine 106C results in tl1c generation of output actions 402, 
these actions usoo to control ll1e operation ofthe,1geuts within 
the cndpoiot. These policy actions are selected based upon the 
above-described co01parisoo of tbe Slate of the conditions 
14F in co111pariso11 to 1l1e compliance rnles in data store 168. 
and specify actiollS to permit. prevent or automatically iui­
tiaie 011 the endpoint. Policy actions may be endpoint actions 
allowed to take pince because the endpoint system 104 i~ in 
compl iance with security policies, <1ctions to take to partially 
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or wholly restrict access lo endpoint resources because the 
eudpoio1 system 104 is not in compl iance with security poli­
cies. or a combination thereof. AdditiouaJJy, the invention 
may log event information locally in the policy data store 
and/or create and trnnsinit event and state information across 
a data commun.icat1011s network to a remote policy manage­
ment system 106 or a remote computer for logging. operator 
ooti ficat-ion, trnns,1ction triggering, re.porting. or other admi.o­
istrntive purposes. FIG. 4 in parlicnlar illustrates tbc notion of 
endpoint ::igent closed loop conu-ol feedback as a cet1tral part 
of the invention where endp\linr policy actions taken m:ty be 
targeted to a one or more specific endpoint agents 104E as a 
direct result of endpoint condition information 104F obtained 
from that endpoint agent 104E and other various exemplary 
agents. for example the anti virus agent lll!lY be queried fo( its 
current state. 'Ilia! information may then be combined with 
other information from other endpoint agents and analyzed 
by the analysi$ engine 106C H1 determine if any noncompli­
ance conditions exist. lf so, !he invention may direcl the 
antivirus agent to take specific actions, change internal con­
figuration settings. etc, to bring: the endpoint back into com­
pliance or to blockorpermitccrtaio system or opennor :1ctivi­
ties. 
(0973] Examples of specific endpoint policy actions the 
invention is able tn take are itemized previot1sly in tl1is d(Jcu­
ment. Additional examples of endpoint actirn1s the invention 
is able to take ,u·e now shown: 

[0974) Certificate Actions 
[09751 Graul or deny access to a locally stored digilal 

ceni fa,·aie 
[09761 Transmit a ce11ificnte revocation reql1est mes­

sage 
(0977) Login Account Actions 

(0978] Disable login accmmt 
[0979] Expire password 
[0980] lnitiine password reset 
(09811 Automatically log a uscrout ofan applicmlon. 

the sy,te111, a secure cot111t.-ction, etc. 
I 09821 Operating System Actions 

(09831 Halt a named memory-resident process 
(0984] Delete a specific file 
(0985 I Rename a specific file 
f 0986) Change the auribute of a file from read/wdte to 

read only, or reverse 
[09871 Change the attTibulcofa folder from read/write 

to read only, or reverse 
[0988] Etc. 

[0989] System HardwareActions 
(0990] Enable or clisablc a parallel port 
(0991] Bnable or disable a serial pon 
(0992] Enable or disable a USB pot1 
(0993] etc 

(0994) Application Actions 
I 0995] General: 

f 0996] Law1cb a named appl ication 
(0997] UninstalJ a 11arued application 
(0998] etc. 

[0999) Email: 
(10001 Adjust bai1dwidth available to email appli-

cation 
[100 l ] 
(1002] 
[1003] 

Remove recipients from outbound emails 
Discard email 
etc. 
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[1004] Application transactioris 
f I 005] lnit.iatiou or blocking of specific tmusaction 

types for uamed applications 
11 006] VPN Client Actim1s 

[I 007] Establish VPN tunuel 
f.10081 Discoilllecl VPN tunnel 
fl 0091 Bstablisl1 VPN tum1el to a specified VPN server 
[J 0101 Update VPN profile 

l lOll) AntivirusAgent Actions 
[1012) Delete a malicious file 
[1013) Quaranrine or otherwise disable: a malicious 

file 
fl014] Quarantine or orherwise d.isable infected f-nes 

11015] Personal Fi.rewalJ Agent Actions 
[1016] Block outbound access froJD speciiic applica­

t ion(s) 
[1017] Block outbound access to specific destination 

JP addrcss(es) 
[1018] Block outbound from specific conununication 

protocols, e.g. TCP. llTfP, policy management cl i­
ent-server protocol. etc.) 

[10191 etc. 
I I 0201 Content Filtering Agent Actions 

[1021) Block outbound access to specific DNS host­
names (e.g. www.cnn.com.) or specific rcalm(s) (e.g. 
*.si.com) 

11022] Spywrire Managerucm Agent Ac1ions 
[10231 Delete a malicious file 
[1024] Quarantine or otherwise disable a malicious 

file 
f 10251 Prevent specific software from loading into 

metllory 
I I 026) f,'j le Sy~tem Act ions 

(1027J Delete a named file 
(1028) Set tlle at1ributes of a named file to read-only 
[10291 Move a oamed file to a specified local or 

reruote locntiou 
[1030] etc. 

[ I 031] Dato Backup Actions 
(I 032] Initia te partial or full backup 
[1033( Initiate a locnl or remote backup of selected 

files and/or folders. 
[10341 Suspend a backup process 
(1035) Restart/Re1mme a backup process 

[1036( Data Access Actions 
(1037) Restrict access privileges to specific data 

sources 
[I 038) 131ock write access p rivi leges to Specific datti 

sources 
[1039] Restrict copy privileges for speciJk data 

sources 
(10401 etc. 

110411 Network Colllleclivity Actions 
(.1042] Permit or deny network co11nectivi1y on a 

named dial adapter 
l l 043] Penuit or deny network connectivity on a 

named network adapter 
[1044] Change TCP window si7.e to 1[1r0t1le band­

width consumption lor all applications, for selected 
applications, for all corumunicatiou prntocols, and/or 
for selected communications protocols. for traffic 
destined to a specific destination IP address or address 
range, etc. 

ll 045.1 etc. 

29 

( I 046) Network Services J\ctions 
110471 Disable DNS 

Sep. 26, 2013 

(10481 Add default DNS server to eodpoinl configu­
ration sellings 

(l 049] Add entry tO l1osts 111c 
(1050) etc. 

[ 1051] Access C ontml List Actions 
(1052] Permit or deny uelwork access to on enumer­

ated list oflP addrei;ses o_r IP uetwork ut11nbers 
(l 0531 Permit or deny network access to an enumer­

ated list ofTCP or UDP ports or port ranges 
[1054) Permit or deny neiwork access to an enumer­

ated list of applications 
[J.055) AlertiugActiom 

11056] Sending. au email alert to a oa:med email 
address 

110571 Send an alert to the user interface so the user is 
aware oflhc endpoint's state 

[ I 058] Se1Jd :111 alert to the user interface so the user is 
a\\~arc of the po licy violations 

(1059] etc. 
[1060] Logging Actions 

[1061] Log the policy violation(s) detected oo U1e 
local machine 

11062] Send a policy violation(s) log message to a 
remote machine 

{1063] User Actfons.Applicarions. Results, Rcsrrictions, 
etc. Dimension (the OUTPUT dimensioo) 
(1064] AJlow certain applicatio1lS 
11 065) Block VPN connectivity 
(1066] Execute remcdiate actions (could be nested 

depending \1po11 issues remediate<l) 
(1 067] etc. 

[1068] As noted and described above, examples and illus­
trations throughout are illustrative and not limiting. Numer­
ous otbers will occur to the reader. 
(l 069) Having analY7,,ed conditious and compared existing 
conditions to required couditio11s as described in the poljcy 
data store 106B. the a11alysis engine l 06C- determines what 
actions to initiate (step 212). The analysis engine 106(' and 
il' s operative models aud algorithms provide the ability to 
proactively take an exhaustive and extensible list of permis­
sive_. corrc.-ctivcur res1ric1iveactions. The actions can be lokeu 
iuu:uediately. scheduled 10 occur at some futnre point iu tirue, 
upo11 completion of some preddfoed system event. or as a 
prerequisite to some predefined system event. 171e actions 
when Laken can also be logged by I.he agent and made avail­
able to a central management reporting console. Also, the 
actions may result in 11otificatic1os or alerts being di,'J)layed to 
the end user. and/or uploaded to a central management report­
ing. console. 
[1 0701 For example the analysis engine can initiate the 
following actiol'lS: 

[10711 User 111,magement: 
fl 072] Disable a login account 
(1073] t\utomaricn1ly log a user out o t' an ,lpplication .. 

the system, a secw·c connection. etc. 
[ I 0741 Require an immediate password reset. 

[1075] Application management; 
11076) Launch a specified application 
(10771 Tear down a specified application 
11078) Prevent a specified applicntion from Inunciling 
[1079] etc. 

j1080J O perating system m.rnagcment 
[ I 081 J Repriorilize rlllllling processes and threads 
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I I 082) Network management; 
(1083] Prevcut uetwork cow1ectivit'y to a local net­

work 
[J 084] Prevent network connectjvity LO a remote net­

work 
(10851 Prevent nse of one or more network adapters 
(1086[ Btc. 

[1087] Personal llrcwall: 
[10881 Modify access coutrol policies being enforced 

by firewall 
(1089[ Update access control list 

11090 J VPN client: 
(1091] Change ruw1el state 
(1092) Force profile 

[1093] Datti 111auagemeu1; 
{ 1094 I Restrict :iccess privileges to specific data 

sources 
(1095J Block write access privileges lo specific data 

sources 
(1096] Restrict copy privilege~ for specific data 

sources 
(J 097] etc. 

I I 098] Application specific management: 
(10991 Initiation or blocking or specific application 

tr.insaction types 
I I 100] 1T notification: 

[ I I 011 upon a new. previously unknown event, send 
an 11lert to a mail server to notify lT adrnin describing 
the issue and providing 2 links, one for approve. one 
for deny. IT selects oue. dicks liuk:. aud is taken 10 

web page where be logs in and submits tbe policy 
definition. 

With respect to ,idions that may be initiated regarding hard­
ware remediation: 

[1102] Issue end point software aud/or hardware in.for­
matiou upilil'le ll1 JT asset managemeu! system 

11 103] Issue repair request to IT computing ban:iware 
repair system 

[1104] lssue device theft/loss message to IT asset man­
agement trucking system 

[1105] etc. 
ComruunicatioJ1 of Endpoint State InJomrntiou. Endpoint 
Complia11ceAualysis Resulls and/orCompliw1ceActions to a 
Remote Compnter 
[ 1106] There are a number o r alternative implementations 
for how l11e invention can be instantiated and operated. Sev­
eral example.~ of implementarion methods supported by the 
invention fo llow. This list is exemplary ru1d not exhaustive; 
others will now be apparent to the reader. 

lruplement1ttion Method 1- Endpoint System L04 Only 

[1107] 1n thfs fmplc.ment:ition scenario, all components are 
deployed on the endpoint system 104 being managed. Th.is 
implementation is representative of a consumer-type oflering 
when~ the system ow111.1r, invention CJperator, system admin­
istrnlor and invention administrator roles arc all performed by 
the saJne single person. [11 this implementation. the logical 
components of the invention might be distributed :icmss dif­
ferent systems as follows: 

(1108] Endpoint system 104 components: 
(1 109] Endpoint state data collectiou of conditions 
[J JI OJ Endpoint stale data analysis 
(1 J llJ Compliance aoalysis engine 
(1 J 12] Policy-based actions 
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I 1113 I Policy data store 
11114] Policy tuanagernent limctioos 
[1115] Reporting functions 
[1116] (all as described above) 

( I I 17] Policy maMg.:mcnt system I 06 components: 
[1118] None 

( 1119) I-lost system 102 c01upouents: 
[U 20] None 

I.mpletuentati,rn Method 2- Centralized Eudpoint System 
Policy Mauagemenl 

[11211 In th.is implementation. <1 central management user 
iuLcrfocc I 06A on the pol icy management syi;tem I 06 is used 
to co11figw-e po.licies tha1 are !hen saved to a central policy 
data store J 0613, The policies arc synchronized or replicated 
to local policy d:i1abases residing in the endpoint system 104. 
for example in data store I 048, o.n a pe6odic basis when l11e 
endpoint systeID 104 checks in with the policy managemeni 
system 106 to see iJupdatesareavaiJable.An analysis engine, 
perfonning generally the ,:;rune funclio11S 11$ engine 106C 
tesiding 011 the endpoint system 104 is responsible for enforc­
ing. 1111 compliance policies on the ooclpoint system J04 in 
accordance with policies rt.-ceived from the policy manage­
melll system 106. ·nus implemei1latio11 is representative of a 
corporate-type offering or a managed services-type offering 
as m:igbt be provided by a service provider firm, where the 
endpoint system user is difTcrcnt from the endpoint system 
administrator or invention adminisLrator mies. ln this imple­
mentation. :,rn exemplary di~tributioJ1 of hwention compo­
nents across difterent systems is :is follows: 

[1122] Eudpoim system 104 componems: 
(1123] Endpoillt state data collection of conditions 
11124] Endpoint stme data analysis 
[ I 125) Compliance analysis engine 
[ 11 26 J Policy-based actions 
11127] Policy data store 
(l.1 28) Policy management console 
( 1129] Reporting console 
[1 130] (all as desc6bcd above) 

( 113 '1 ] Policy management system 106 components: 
(11321 Policy data store 
(1133] Policy management functions 
11134] Reporting functions 

[1135] [-'lost system 102 components: 
[1136] None 

[l 137] Ju this implementarion, conditions informatio11. 
compliance violations ai1d policy enforcement actions can be 
logged locally on the endpoint system 104 and/or uploaded to 
any remote computer over a data communications network 
for centmlized imwag,ement rep01ti11g pw-poses. DAta 
received from multiple endpoint systems 104 can also be 
aggregated for addi tional ruanagemeut reports. Tnfo.rmatio11 
logged locally on u1e endpoint system I 04 canal so be viewed 
locally on the endpoint system by an opemtor of that system. 

ImpJementatiou Mel.hod 3- Ccntralized Host System Policy 
Management 

[1 138] Io this it11plemCJJtati,1u sceoa,io, a central manage­
ment user interface I 06A on the policy management system 
106 is used to configure policies that are then saved to a 
central policy dara store 1068. The policies al'e syucu.ronized 
or replicated to a locaJ policy database rt.>Siding on tJ1c host 
~ystem 102, for exan1ple in data store 1028, on u periodic 
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basis when the host system J 02 checks in with tl1e policy 
manngemenl system 106 to see if updates are available. A..11 
analysis engine residing on the host system 102. perfonniug 
geuerally tfa~ same t'tmc-tions as described with respect LO 
engine 10613. is responsible l'or enforcing all cOmplfance 
policies on the host sy~1em 102 in accordance with policies 
received from tile policy ma1111gement system 106. Tb.is 
implcmcot:.llion is representative ofo client-server type appli­
cation environment where t:lient applicalions (e.g. web 
browser. database clle111. etc. ) residing 011 endpoint systems 
t 04 initiate communication sessions with ~urvcr applications 
(e.g. web server, database management system. etc.) residing 
on host system 102 to upload and/or dowulo11d application­
specit1c data. In this Lypc of client-server environment, it is 
important tt1 ensi1re tl1e host system 102 is protected at all 
times so that the host system 102 can not be compromised by 
a roglle endpoint system I 04, or so that the host system 102 is 
prevented from sending malicious data or so0ware code to 
cndpoin1 sy&tem 104. ln this implementation. an excruplnry 
distribution of invention components across different sys1ems 
is as follows: 

11139] Endpoint syslern 104 componeots: 
(1140"1 None 

[ l 141] Policy management system 106 components: 
(11 42] Policy daia store 
(1143J Policy management ftu1ction$ 
(1144] Reporting funcrions 

11145] Host system 102 components: 
(1146] Endpo111t state data collectil,u of conclit:ilins 
(1J471 Endpoiot state data aoalysis 
(1148-1 Compliance analysis engine 
11 J 49J Policy-based actions 
(11501 Policy data store 
(] 151J Policy managemelll functions 
(1152] Reporting functions 
[11531 (.ill as described above) 

(11541 ln this implementation. conditions ioJormation. 
compliance violations and policy eoforcemeut actions can be 
logged locally on tbe 110~1 system 102 and/or uploaded to any 
remote computer over a data communications netwQrk for 
centrali:r,ed mnnagemcn1 reporting purposes. Data n-ccived 
from muJtjple host systems 102 can also be a.ggrega1ed for 
additional management reports. lnfon11ation logged locally 
ou the host syste,rn I 02 cau also be viewed locally on U1e 
endpoint system by an operator of that system. 

Implementation Method 4 Centralized Analysis Hngine 
and Compliance Analysis oflndividual Systems 

(l 155) In th.is implcmentotiou scenario. n pclicy manage­
ment system I 06 is used to configure compliance policies lha.1 
are then saved to a policy data store 1068. Policies are also 
defined that identify what conditions J04F should be moni­
tored by the agent 01011i1oring compouents 104D, E residi11g 
on endpoint system 104 ancVor host system 102. These poli­
cies are also stored in the policy data store 106B. Monitoring 
policies arc snbscquenlly distributed to endpoint system 104 
and/ot host sy~te1u 102 periodically. A.11 agent monitoring 
module residing on the endpoint system 104, perfonniog 
gene.ra lly this sa1ue functions as described with respect LO 
engine 106B, collects endpoint condition infonnation 104F 
and transmits it to the policy management system 106 where 
compliance analysis is perfonned us ing an analysis engine 
106C. ·me analysis engine residing 011 ll1e endpoint system 
(()r cquuJly the analysis engine residing on the host system 
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102) does not perlbnl) compliance analysis. Tile analysis 
engine l 06B in the policy management system l 06 decides 
what policy enforcement actions are necessary. The policy 
enforcemenL decisions are sent from the policy management 
system 106 to the endpoint system 104 or1hehos1 systen1 I 04 
as appropriate where the local system executes the policy 
e11forcemeut actions as i11Stnicted by the policy management 
system 106. l.o thjs implementation, an exemplary distribu­
tion of invention components across different systems is as 
follows: 

[ I 156] Endpoint system 104 components: 
(1157) l;'.ndpoint state data collection of conditions 
11158] Policy-based act.ions 

(J.159] Policy management system 106 components: 
(11601 Policy data store 
(1161 ] Policy management limctions 
[1162) Reporting functions 
(1163] Compliance anulysis engine 
ll 164] ldentiflcationofpolicy-based actions to take 

(1165) I lost system 102 components: 
(1166] Bndpoint state data collection of conditions 
111671 Policy-based actions 

l.mplemcntation Method 5- Ceu1rali1,.ed Analysis Eugine 
and Compliance Analysis ol'Multiple Systems 

[1168] lo this implementation scenario. a poljcy manage­
ment system 106 is used to configure compliance policies that 
a(e then saved 10 a policy data store l068. 'lbe policy man­
a!!,cincnt system 106 can t·reat'c one set of comp] iancc po I ic ic:l 
it uses locally in its own a.nulysis eugiue 1060 and one or 
more sets of compliance policies il distributes to endpoint 
systems. Different sets of compUance policies may have the 
same or diJlerent values regardiJ1g items monitored, compli­
ance thresholds. atialysis methods to use. etc. Policies are also 
defmed tl1at identify what conditions 104F should be moni­
tored by tbe sgeul mortitoting components J 04C, D residing 
on cndpoiot system 104 and/or host system 102. These poli­
cies are also stored i11 the policy data store J 0613. Monitoring 
policies are subsequently distributed to endpoint system 104 
and/o.r l1ost system 102 periodically . .1u1 ageot monitoring 
module residing on tl1c endpoint system 104, pcrlom1ing 
generally lbe same functio11s as dt!Scribed with respect tn 
engine I06C. collects endpoint conditim1 information l04F 
and forwards the aggregate data set of end_p<.~int <..'t1nditio11 
inlom1ation 104 to the local analysis engine residing on the 
endpoint system. 
[1169] A host system I 02 if similarly configured would 
behave in a similar way. Tirns the analysis eng-iue local to the 
endpoint sys tem c0l1ccts endpoint stato dat::i. performs focal 
compliunce analysis and makes local policy action decisions. 
fn addition to 1he local system (endpoint system 104 and/or 
host system 102) analyzing the condition infom1ation. the 
local system upload~ the information to the policy manage­
ment system 106. TI1e analysis engine 106C residing in the 
policy management system 106 examines the aggregated set 
of condition i11formation across mulliple or all endpoint sys-
1ems simultaneously u~ing one or more analytical methods 
previously described herein, e.g. a statistical analysis method, 
in order to look for trends across the endpoint population and 
10 assess the overall level of compliance across the entire 
endpoint system population or across a specific endpoint 
system populatio11 sample, and will reach compliance deci­
sions that arc independent of and indeed may be di1Tcre11t 
from compfou1ce decisions mnde on endpoint systems due Lo 
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different policy values used by the endpoint analy~is engiue 
and the policy managemeut system aualysis en&iue. The 
policy management system 106 wiU subsequently identify 
one or more policy e11forccment actions that need to be taken, 
identify Specific cndp0int syslems 104, 102 on which those 
actious need to be la.ken and send messages to the appropriate 
endpoint systems contoiuiug policy enforcement ius1rnc­
tions. The policy managerucnl system will also send one or 
more policy enforcement action insrructions 10 network 
access control devices such as VPN gateway, router. switch. 
remote access server, etc. 
l 1170) In this implementation, an exemplary distribution of 
invention components across clitlereut systems is as follows: 

11171] Endpoint systom 104 componcurs: 
(1172J u ndpoint state data collection ofcouditions 
[1173] Endpoi111 state data analysis 
II 1741 Compliance analysis 
(11 75J Policy-based actions 
(11 76) Policy data store 
[1177J Policy management functions 
(11781 Reporting functions 

11179] Policy rnauagement system 106 components: 
111801 Policy data store 
[11811 Policy management functions 
(11 82) Reporting fonclions 
[1183J Endpoint state data collection ofconditfons 
(I 1841 Endpoint stmc data analysis 
(J 185] Compfomce analysis engine 
[J 186) ldeui-ific,11ioo or policy-based actions to take 

and identification of specific endpoint and/or host 
systems that should 1:1ke those aclions. 

[11871 Host system 102 components: 
[1188J Endpoint state data collectiou of conditions 
[11 89 J Endpoint state data analysis 
111901 Compliance -analysis 
(J 191] Policy-based actions 
(11 921 Policy data store 
(1193] Policy management functions 
[1194] Reporting functions 

lmplementation Method 6- Policy Management System .is 

in-Band Acce-ss Control Mechanism 
I 1195) IJ1 this implementation scenario. a pc I icy manage­
ment sys rem 1 06 is used to configure comp I iance policies that 
are tben saved too policy data store 106R. Policies identify 
whal conditions 104F should be monitored by the agenl 
monitoring components 104C, D residing on endpoint system 
104 and/or host system 102. The policy management system 
is integrated with a 11e1work access contml function such thal 
user or npplicatioo data cxchru1gcd between e11dpoin1 ~ystem 
104 and host system 102 must pass through 1he combined 
policy management system/network access cor,trol fuaction. 
When 1he endpoi11t ~ystem 104 tries to access ll1e host system 
102. the access control function challenges the endpoint sys­
tem 104 to provide condition infonnalion (i.e. inpurs to the 
endpoint analysis eDgine) and/or compliance evaluation 
results (i.e. mnputs from thccndpninl analysis engine). W11cn 
the endpoint system 104 returns the requested inforruaiiou, 
the access control li.111ction relays the iufonnation to ll1e 
policy managemenl system 106. 
11196) The policy management system 106 evaluates the 
compliance state of the endpoint system 104 based 011 infor­
mation provided by the endpoiut system 104 and policy data 
residing in the policy management system policy data store 
1068. The policy mrumgcmem system 106 Lhcn makes onc or 
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1t101·e access control decisio11s. Access dt.-cisions might res11.lt 
in unrestricted access, total de11iaJ of access or pai1ially 
restricted access (e.g. specific destiL1atio11 JP addresses, 
address ranges, applications. prqtocols. etc.) to network 
resonn;es such a~ applications residing on hl1sr systc111 102. 
The access cont-rol decisions wade by the policy management 
system I 06 are passed lo the access control fouc6on. 111e 
access control f·unctjon then automatically cmrl1gures one or 
more access control rn.les for that eudpoiu1 system 104. 
Therealler all endpoint system 104 data tratfic sent through 
1he access control funct ion is ei ther permitted or blocked in 
accordance will1 those access control ru les. The access con­
trol Ji.U1ction periodically issues challenges to the endpoint 
system 104 over the Jjfe of a communications session. The 
challenge requires tbe endpoint system I 04 tore-submit com­
pliance infonuation in order 10 be penuitted to maintain an 
active session with the network access ti.mclioa. 
[11971 As rhepolicy management system fw1etionality and 
the access control function are two scp,uate functious. they 
can be installed together on a shared computing device or 
alternatively can be installed separately ou 1wo di1lercntcom­
pt1ting devices i11tercon11ectcd by a data conrnrnnications nel­
work. 
111981 It will be obvious that the several methods just 
desc:.ribed are complemeatruy. As such, various combinatious 
ofthcsc methods arcpossibleand arc within the scopeoftlii~ 
invt'ntion. 

Data Sharing 

11199] The raw condition information collected by the 
agent n11mi1or 104C. the compliance analysis conclusions 
rc,1cbed by the :malysis engine 106C. and/or compliance 
actions identified as necessary by t·he analysis engine 106C is 
available to external security-centric or other soliware agents 
running no the s~uue system via the invention's APL The 
information is also Hvailable to remote systems via data co01-
mtu1ications networks and traditional client-server com1m1-
nication protocols (e.g. I.ITTP) or peer-lo-peer communica-
1:ions protocols. This allows infonnation collected or 
conclusions created by the inveution to be utilized by other 
software and network access agents as _part of their host or 
network assess01CJl1 process. 
[J 2001 While tJ1e various codpoiot, host aitd policy man­
agement' systems are described as co11um1nicating directly 
with one-another, it will be LU1derstood th;ll the inventiou is 
not thus 1imi1ed. Numerous intenncdiaryparties 111ay beasso­
ciated with the coJlection and forwarding of agent i.nJorma­
lion fo.1m endpoint system I 04 to policy mruuigement system 
106. Further, numerous addi1joual intermediary sys1ems may 
be associated with communicating the policy ;:issessmeol and 
action iofonnation from policy management i;ystern I 06 to 
1msl system I 02. 

Remote Admi11is1r,11or Notificaiion ru1d Control 

(1201] The analysis engine 106C cru1 be configured via 
policy settings to se11d a message to an adminis1rator via ;:i 
conveotiooal data communications nelwork and a com1.nouly 
available data co1Ju_11u11icatious protocol, (e.g. via POP, 
SMTP, FTP, HTTP. etc.) when a specific policy eve.nt occt1rs. 
for example a specific noncompliance condition. Addition­
ally, messages can be seutto an adtuinistrator wben an unrec­
ognized event occurs. fn one cmbodi111e1tt. a mt!Ssnge could 
be sent from the cl ient to tt policy-defu1ed server us ing email 
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1.1r a11y other com11rnnic-<1tion metho~ 111e server would ill 
term create or forward an email message ro a policy defined 
email address. The email can contain a description of the 
event and 2 links: One to approve lbe action and one LO deny 
the action. Clicking on chc link would causes the IT admin­
istrator's web browser to open and send au HTTP request to 
the policy maruigement server, There the IT admi11is tratorcao 
be authenticated aud prompted to confirm his intent and 
desires on the particular policy question. When lbe lT admin­
istrator successfolly authenticates and snblUits the trMsac­
tion. the policy setting is updated on the server policy data 
store. The ne.xt time theclient(orany client in the same policy 
group) checb::s i.i1 with the server. it will m1tomatically retrieve 
and apply the updated policy. O ther embodiments tor sending 
policy eveJ1t noti neat ions to a.n adruinis1n1tor are also possible 
and are within the scope of this invention. 

(1202] There have tbus been provided 11ew and imp.roved 
methods and systems for securing. access to electronic 
re.~m1rces. for example remote acces$ to a host system and 
resources. The present invention applies one or more compli­
a11ce assessment algorithms to collected system conditions. 
comparing the results to a security policy to determine iftbe 
system is in compliance with a security policy. One or more 
actions may be taken responsively. The present invention can 
use one or more of a variety of algorithms tQ assess large 
numbers of state conditions, making doc is.ions based upor1 an 
essentially inftnitdy flexible security policy. The invention 
bas commercial appJJcatioo io the field ofelectronic resource 
security. 
(1203) Advantage,, oftbc invention include, without limi­
Hllion: 

[1204] Heightened awareness and dynamic, autonomous 
adjustment to alert and enforcement thresllolds based on 
condition d<ita. 

[ 1205 J Having a host system self-modulate what local 
resources ai-e allowed to be accessed by remote syslems 
bused on its owu self-assessment of conditions 

[ 1206] Having a policy management system alert a host 
system rcgardi11g couclitions on U1c network as a whole 
(i.e. a plur:'.lliry ofci1d points) or specific end points and 
either A) ex-pJicjtJy 111strncr the host system regarding 
whot local resot1rces can be accessed by remote systems. 
or B) alert the host of condition~ sucb tllat tile llost is able 
to incorporate thls data mto i ts own se1 f assessment and 
subsequently self-modulate what local resources are 
allowed tt1 be accessed by rcmQle systems based on its 
own self-assessment of conditions 

[1207] The use of industry stnndan:I vttlnerabil ity scores 
or risk indexes associated with published vul11erabili­
ti~, i.e. para 0053 and subsequent 

I 1208] 11w c0nven;ion of non-quantitative end point 
state i11fo, or conditions i11to quantitative values 

( 1209) The use of quantiwtJve analysis models in end 
poiut inspectio11. ana]ysis and policy euforcement 

11210 j Extensibility to support di llerent and future quant 
models 

[ 1211 l Simultaneous and concurreut use of different 
analysis models, both qoaut aud uon quam 10 inspect' 
different aspects of the end point 

(12121 Granular inspections and a wide multitude of 
conditiOJ1S data collected) iuorderto assess Lheend point 
state from a more holistic level 
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I 1213] Granular and wide rangi11g policy enforcement 
cap:i.bilit ies. i.e. ability to iu0ue.nce a number of agents 
and conditions simultaneously 

( 1214) Specific use of the quanl models de.fined herein 
(1215] Extensibility ufcunclition inspection capubilities 
I 1216] Extcn~ibility of agents iutcgrated with 
( 1217] Extcusibility of compliance policies 
(1218] Extensibility of policy cuforcement actions 
I 1219] Ability lo define compliance po licies in limns of 

logical combinations of conditions 
(1220] Ability to define compliance policies in tenns of 

quantitative tenm; 
(1221] Ability to define compliance policies for non 

qu1111t conditions it1 quant terms 
[.1222) Ability co combine analysis methods and creme 

N-stage an(llysis sequences 
[J223] the notion or graduated levels of Cl)mpliancc and 

graduated levels of local permissions/restrictions 
depending on your level of compliance 

[12241 While the invention b<1s been s bO\Vll and dC8cribed 
with respect to particula.rembodimeuts, il is 1101 thus limited. 
Nm11crous modifications. changes. eu.hancemcnts and 
improvements within lhe scope of the invention will now be 
apparent to the reader. 

1-30. (canceled) 
31. I\ method for controlling the operation of an endpoint, 

comprising: 
pmviding a user interlace. at a computing system remote 

u·om tbe end poiuL con11gmed to allow cont1gur.:itioo or 
a plurality of policies: 

maintaining the plurality of policies in a data store ou the 
computing system: 

identifying, from the plurality o1· policies, a plurality of 
conditions 011 the eudpoiul lo monitor; 

co1lfiguri11g one or more agents on tl1eendpoint to m011itor 
tlle plurality of c~1udi tfons: 

receiving. across a network, at the colllpming system, st:i­
tus iuformatiou .ibout the plurality of conditions ou the 
endpoint gathered by the one or more agents: 

detenui.ning, by l11e computing system, a comp! iw1ce state 
of the endpoint based on the status infonnation and a 
plurality of compliance policies in thc·data store: aud 

initiating. by the computing system. based ou tlie con1pli-
a11ce siate, an act ion identified inat least one mle in tbe 
data store. 

32. The method of claim 3 1, wherein the act ion comprises 
controlling access of the endpoint to computing resources. 

33. The method of c laim 31, wherein the user interface 
comprises n web page. 

34. The method of claim 31. forthercomprisiJ1grcquest-ing. 
at the computing system, the status informal ion on a periodic 
basis. 

35. The method of claim 31. wherein the eudpoiut com­
prises a mobile-device. 

36. The method of claim 31, wherein the plnrality ofogcnts 
comprise at least one service provided by the operat-lng sys­
tem of the eodpoint. 

37, Tbemethodof clai1n 31- wl1erei11 tb.e plurality ofagents 
comprise at least one application nmning on the endpoint. 

38. The mel11od oJclaim 31 , wherein the conditions com­
p1isc at leas t one hardware condition. 

39. 'll1e meth.ud of claim 31. wherei11 the conditions com­
prise at least one software conditil)n. 
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40. lbemethodofclaim 31. wherei11thecomputingsyste111 
comprises a plurality or seNers. 

41. The metbod of claim 31, wherein the plurality of poli­
cies includes at least one policy lhat includes t11e at le!1$l one 
rule thar identil1es the action. 

42. A noo-traasitory cwnputer re.:1dable medJum contain­
ing computer iL1su·uctious for co11trolli11g the operation or an 
cudpoiot, comprising: 

providing a user Ulterface, at a computiug system remote 
from the end poi11t, configured to allmv configuration of 
a plurality ofpoHcics: 

maintaining the plurality ofpolides in a data store on the 
cl'unputing sy.stem: 

ideut:i!yiog, from the plurality of policies, a plurality of 
conditions on tl1e endpoiut to mouitor: 

con.figuring one or more agents on tbe endpoint to monitor 
lbe plun11ity of conditions: 

receiving, across a network, at the cninpuling system, sta­
tus infonnation aboul the pluraliry of conditions on the 
endpoint gathered by tl1c one or more agents; 

determinil1g. by the computing system, a compliance state 
of the endpoint based oo the sHJtus iofonnatioo and a 
plurality of compliance policies in the data store: and 

initiating. by 1he computing. system. based 011 the compli-
ance stale. au :tction identified in .11 least one rnle in the 
data store. 

43. ' ll1e computer readable mcdiom of claim 42. wherein 
the action comprises controlling access of the endpoior to 
co111puting resources_ 

44. n,e computer readable medium of cl:iim 42, wherei11 
the user interlace comprises a web page. 

45. The compttler readable medium of claim 42, further 
comprising requesting. at the computing system, the s1at11s 
in form11tion on a periodic basis. 

46. The computer readable medium of claim 42. wherein 
the endpoint comprises a mobile device. 

47. The computer readable medium of claim 42. wherein 
the plurality ofage111s comprise at least one service provided 
by the operating system l1fthee11dpoint. 

48. The computer readable medium of claim 42. wherein 
the plurnlity of agents compri:;e al least 011e application nU1-

n.i11g on the endpoint. 
49, The computer readable medjum of cln.im 42, wherein 

the cnnditions comprise at least one hardware condition. 
50. The computer readtible medium of claim 42, wherein 

the conditions comprise at least one software condirion. 
51. The computer readable medium of claim 42. wherein 

t11e computing system comprises a plurality of servers. 
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52, The computer readnble medium of claim 42, wherein 
1be pltu-aliry of policies includes at least oue policy that 
includes tbe at least one rule that identifies the action. 

53. A system for controlling the operation of an endpoint, 
cutnprising: 

a user interface, provided by a compuliog system remote 
from the end point, configured to iillow coufiguratiou of 
a plurality of policies: 

a data store, at tbe computing system, that conwins the 
plurality of policies: 

one or more agents on tho endpoint conl1gl1rcd ro monitor 
a plurality of conditions iden1ilied in the plurality of 
policies: and 

one or more processors at the computing system config­
ured 10: 
receive. across a network, status informatio11 about tl1e 

p !uni Ii ty of conditions on lbe eodpoi ot gathered by the 
one or more agent.s. 

determine ,:1. compliance state of tl1e endpoim based on 
the s1atus informi:itiou and a plurality of compliance 
policies in the-data store. and 

initiate. based on lbe cOmpllaocc state, an actioo identi­
fied ,in at least 011e rule in I.be data store. 

54. lnc system of claim 53. whereit1 tbe 11ctiou comprises 
controlfo1g access of the eudpoi11t ro computiug resources. 

55. The system of claim 53, wherein tJ1e user imerfacc 
comprises <1 web pt,ge_ 

56. 1be system of claim 53, wberei11 the onl' or more 
processors are .timber con:tigmcd to request the status infor-
11..1atiou J'r\)O'.l tbe endpoint 1..)J1 a periodic basis. 

57. The system of claim 53, wherein the endpoint com­
prises a mobile device. 

58. llie system of claim 53, wherein the plurality of agents 
comprise al least one service providtd by the operating sys­
tem of the endpoint. 

59. 111e system of claim 53. wherein tbc plurality ofageots 
comprise at least ooe application ruJJ.Uiog oo tbe eudroint. 

60. ·n 1e system of claim 53. wherein the conditions com­
prise at least one hardware condition. 

61. The system of claim 53, wherei11 the conditions com­
prise a! ]e;1s1 one ~oflwlln.: condition. 

62. The system ofcl::Iim SJ. wherein the computing sys1em 
comprises a pluraJity of servers. 

6J. The syslem of claim 53, whereiu the plurality of poli­
cie~ includes a l least one policy 1lu11 includes the at least one 
nile that identifies the action. 




