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line of modular processing filters. The pipeline may be

(21)  Appl. No.: 11/563,584 included within a device driver. The tools may also process
the workflow using at least a second processing filter pro-
(22) Filed: Nov. 27, 2006 vided within the pipeline.
INITIATING MODULAR Wormﬁ o
WORKFLOW '
5(\)2 PROCESSING COMPONENT
x4 FIiTER 5064
1164
DOCUMENT
CONTAINER
y 1264
DEVICE WORKTFLOW
e 3
D ; FILTER ¢ MODULAR DGCUMENT AILOW
RIVLR - i ) CONTADVER: INITIATED COMPONERT
112 PIRLLING PROCLSSING \26E . 5063
4L 124 < FILTER DOCUMENT 20E WORKTLOW
1168 et CONTAINER. 504
—— 126
DoCUMENT
CONTAINER
1268
WORKFLOW
MODULAR COMPONENT
PROCESSING DOCUMENT INITIATED 5104
j FILTER {CONTATHER: WORKFLOW
116n 1260 308

WORKFLOW
COMPONENT
5104

COMPLETION

STATE
512 -

Ex.1036 / Page 1 of 14
Cisco Systems, Inc.



May 29, 2008 Sheet 1 of 7 US 2008/0127183 Al

Patent Application Publication

[ DI

NOZT

A JANIVINOD

< =

NI
UAN/AHLLNT]

VeIt
UANNYIS

LNTNNIOC

N9T1
WAL
DNISSTICA

YVINAOI

H9¢1
YINIYLINOD)
LNINNDOT

9917
MALTL,
ONISSIIOTJ
AV INAOW

varl
YINIVLINOT)
LNEWND0A

V91T
HALTI
DNISSION
AVINAOIW

RII
LNFWN2OT
AVIISAHA

// _—

ANITAdI
VAL

801
WNICTATA
FIEVAVIY-AS10dHNOD

p——
DIt
NOILVOITddY

——

pr————

~ Tl
WHATI TIIALCG

_

A

o1
HOSSID0¥E]

' N

NTOT
AJW/IILNRL]

2Z01
JOLIY'T

4201
WAISAS dOLISHA

¥eo1
YHAANTS

70T
TS

Ex.1036 / Page 2 of 14
Cisco Systems, Inc



Patent Application Publication

DOCUMENT
CONTAINER

P—m— i — o — —

CONTENT
204

TICKET
PackAaGe

206

May 29, 2008 Sheet 2 of 7

METADATA

220

FI1G. 2

_(—“—_\
SCcaN
SETTINGS
208

S
PrINT
SETTINGS
210
N———

RoutING
INSTRUCTIONS

214
—d

N
ARCHIVE

INSTRUCTIONS
216

————
e
[
®

SANITIZE
INSTRUCTIONS

218

US 2008/0127183 Al

| rzoo

-

DEVICE
CAPABILITIES
212

L

Ex.1036 / Page 3 of 14
Cisco Systems, Inc.



May 29, 2008 Sheet 3 of 7 US 2008/0127183 Al

Patent Application Publication

¢ 'Ol

NFOE
LINANOJINOD)

MOTINIOM

V0L

0@ LNANOJNOD

MOTITIOMN

00¢ \\

YENIYLNOD

w0e

LNAWNDOQ
MOTATEOM o7
QHLVILINT TANIY.LNOD)
LNIWNZOQ

NOTT

WAL I
ONISSHOOY
AVINGOW

49771
UINIVLNO}
LNAWNO0Q

a911
NALTI]
ONISSAIOE ]
AVINAOW

vocl
YINIVINODD
INFWNO0J

YOIl
VAL

ONTISSHDONG
AVINAON

st
LNAWNDOO
" VOISAH]

¥l
ANITEI]
EENRIEY

44

YAAT(Q
IAIC

Ex.1036 / Page 4 of 14
Cisco Systems, Inc



May 29, 2008 Sheet 4 of 7 US 2008/0127183 Al

Patent Application Publication

NFOv

LNANOdNO))
MOTINIO M

Y0¥

LNINOJWOD)
MO TdHHOM

00r i\

90v

ALVLG
NOILI 1IN0

wor
MAOTINNOM

TILVILIN

NOTT

WAL
ONISSEIOU]
VY INAOIN

T9TT
YANIY INODY
LINFWND0J
- ET
29¢1 WAL
AANTY . LNOD
N0 DNISSAION]

AVINAON

vozl
VINIVINOD
LNINNDOQ

YOIl
MALTL]

ONISSHOOY]
WVINAOI

vl
ANITIdE]
AL UA

~

Y

v OIA

11
WHATE(
HIIAA(]

Ex.1036 / Page 5 of 14

Cisco Systems, Inc.



May 29, 2008 Sheet S of 7 US 2008/0127183 Al

Patent Application Publication

MNOLS
INANOIWGD
AMOTIMIOM

VOIS
INANOdWNO D)
AOTHIOM

N9OS
LNINOIWOD

MOTIRIOM

o0y
INANOdINGD
MOTIRROM

T1s
ALVLE
NOLLETINO))

NOTI
o el ML L]
MOTIHIOM AANIVINGD e
QaL¥ILIN] INTWNOOA d
AV INTON

H29¢1
HANIY LNGD)
INTWNDO

97T
WAL

DNISSTIOUY

AV INACN

!

voTl
FANIVILNOD
INTANDOQ

¥0S WANIV.INOD

MOTIO M T
AT VELINT YINIVINOD
LNIWNDO

YOIl
WAL

1 DNISSTIOU]
00S AV INCAOIA,

-

¢ Ol

vl .
i (gt Cll
AL -1 dEANd

IIAI]

08
MOTITIOM
ONILYILIN]

Ex.1036 / Page 6 of 14
Cisco Systems, Inc



May 29, 2008 Sheet 6 of 7 US 2008/0127183 Al

Patent Application Publication

9 DI4

019

FINVITINOD

M0J QEENIA
YHNIVLNOD
INTWNZ0Q

i ZI9
IYOHT|
OL LNAS LKINY

NOLLYOIAIE A

[
i
) ” il
p— —— . o T 909 809
915 KET T , ¥19 \ s ONILLAS aonad
TATHIEY AIIATA UANIVINGD ‘ IATHO¥Y HIIM NONA LNALNOD
INAWN0A 1NdI10 INTWOD0 “ HONVTTINO ; A1 avinon QALY
AIETITA “ TFCI JIATEQ INTWNJ0T TATTRLHY
| SOIAQINAING. \ h
) A
e Fommm !
- — /
— — Xl T 11 = |
POT FFII 5T ALTid . g | =7
LRALNOD A HANIVINOD ONDRIVIY éﬁm %ﬂm%a / _Mo:
INTANDO LdN E ST | ’
d ! INTNNIOCL HILVAL i

/
. |
\VFZT WaANMA I0IATA LAdNT /k\
|

—

09
TYOAT QL INAS
UENIVINOD)
LNAWN20A

SHOVd
QL Aarlddy
AIVINTELY A
TIVILNATLINGD

009 LA

Cisco Systems, Inc.

Ex.1036 / Page 7 of 14



May 29, 2008 Sheet 7 of 7 US 2008/0127183 Al

Patent Application Publication

00L ‘\;

—
NCOL

80L

(sImda

IATI]

YALTL]

90L

SOILSILVLS

L

_ YZOL
AL TL]

e o0
e

Ex.1036 / Page 8 of 14

L O

(41
ANITAE] WAL TL]
_ |
|
_ z01
TO0L — v WATSAS dOLYSI( 5T
NOLLYII'TddY cll was)
ONTMOLINOJA HIANJ
SOLVLS @
801
INNTAAA

H18VAVIHAdLNdWNOD
..

& e

(LAN/4HLN

Cisco Systems, Inc.



US 2008/0127183 Al

DOCUMENT WORKFLOWS AND ROUTING
SERVICES USING MODULAR FILTERS

BACKGROUND

[0001] As new types of document peripherals become
available in the market, enterprises or other users of these
devices are continually integrating these new devices into
workflows. Typically, these devices may serve as sources or
destinations of document data in workflows. However, as
these devices become more advanced, they may provide more
storage, processing, and other features on-board the device.
Therefore, opportunities exist for integrating these devices
into workflows more eftectively and more efficiently.

SUMMARY

[0002] Systems, methods, and/or techniques (“tools™) for
document workflows and routing services using modular fil-
ters are provided. In some aspects, the tools may initiate a
workflow from a first modular processing filter within a pipe-
line of modular processing filters. The pipeline may be imple-
mented within a device driver. The tools may also process the
workflow using at least a second processing filter provided
within the pipeline.

[0003] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key or essential features of the claimed
subject matter, nor is it intended to be used as an aid in
determining the scope of the claimed subject matter. The term
“tools,” for instance, may refer to system(s), method(s), com-
puter-readable instructions, and/or technique(s) as permitted
by the context above and throughout the document.

BRIEF DESCRIPTIONS OF THE DRAWINGS

[0004] Tools related to document workflows and routing
services using modular filters are described in connection
with the following drawing figures. The same numbers are
used throughout the disclosure and figures to reference like
components and features. The first digit in a reference number
indicates the drawing figure in which that reference number is
introduced.

[0005] FIG. 1 is a combined block and flow diagram of
operating environments for document workflows and routing
services using modular filters.

[0006] FIG.2 is a block diagram of a data structure related
to document containers and ticket packages described as part
of the tools for document workflows and routing services
using modular filters.

[0007] FIG. 3 is a combined block and flow diagram of a
workflow arrangement in which one of the modular process-
ing filters initiates a workflow, and then the workflow reports
or communicates back to the initiating filter after the work-
flow completes.

[0008] FIG. 4 is a combined block and flow diagram of a
workflow arrangement in which one of the modular process-
ing filters initiates a workflow, with the workflow and the filter
then proceeding independently and in parallel afterwards.
[0009] FIG. 5 is a combined block and flow diagram of a
workflow arrangement in which an ongoing workflow ini-
tiates a filter pipeline, and in turn, the filter pipeline initiates
one or more secondary workflows.
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[0010] FIG. 6 is a combined block and flow diagram of
additional illustrative operating environments for performing
document workflows and routing services using modular fil-
ters.

DETAILED DESCRIPTION

Overview

[0011] The following document describes tools capable of
performing and/or supporting many techniques and pro-
cesses. The following discussion describes exemplary ways
in which the tools provide for document workflows and rout-
ing services using modular filters. This discussion also
describes other techniques and/or processes that the tools
may perform. Using the techniques described herein, the
peripheral devices may act as intermediary nodes in work-
flows, in addition to acting as starting points or ending points
in the workflows.

[0012] FIG. 1 illustrates operating environments 100 for
document workflows and routing services using modular fil-
ters. The operating environments 100 may include one or
more devices, such servers 1024, desktop computing systems
1024, laptop or notebook computing systems 102¢, multi-
function devices (MFDs) 102#, or the like. It is understood
that implementations of the operating environment may
include any number of different types of such devices (col-
lectively, devices 102). Additionally, FIG. 1 shows these
examples of such devices only for convenience of illustration,
but not to limit possible implementations.

[0013] One or more users 104 may be associated with the
devices 102. As described in further detail below, these users
104 may initiate jobs or workflows, or may participate in
existing workflows. To perform such functions, these users
may interact with one or more of the devices 102. For ease of
description, but not limitation, the users 104 and/or the
devices 102 may be viewed as clients that nay request ser-
vices.

[0014] In general, the devices 102 may be computer-based
systems that include one or more processors, denoted at 106.
These processors may also be categorized or characterized as
having a given type or architecture, but may or may not have
the same type or architecture.

[0015] The devices 102 may also include one or more
instances of machine-readable or computer-readable storage
media, denoted generally at 108. The computer-readable
media 108 may contain instructions that, when executed by
the processor 106, perform any of the tools or related func-
tions as described herein. The processor may be configured to
access and/or execute the instructions embedded or encoded
onto the computer-readable media.

[0016] Turning in more detail to the computer-readable
media 108 it may include one or more applications 110. These
applications 110 may include, for example, word processing
applications, database applications, image processing or edit-
ing applications, browsers, or the like. In general, the users
104 may interact with the applications using resources pro-
vided by the devices 102.

[0017] The computer-readable media 108 may also include
one or more instances of a device driver 112. Respective
device drivers may be associated with devices that may sup-
port work flows, such as a scanner 1144, a printer or multi-
function device (MFD) 114n, or the like (collectively, devices
114). FIG. 1 shows the scanner and the MFD only for ease of
description, but not to limit possible implementations of the
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operating environment 100. The user 104 may access func-
tions provided by the devices 114 by, for example, interacting
with the application 110, which in turn may cooperate with
the appropriate device driver 112 for the device. The devices
114 may also include processors and computer-readable
media, similar to those referenced at 106 and 108, and the
description of these aspects of the devices 102 may apply
equally to the devices 114. The devices 114 may include user
interfaces on their front panels, enabling the users 104 to
interact directly with the devices 114.

[0018] Assume, for example, that a particular user 104
wishes to use one of the devices 114 to perform one or more
given jobs or tasks. Examples of such tasks may include
scanning, faxing, printing, archiving, workflow routing, or
the like. In some instances, the user may setup and control
multiple sub-tasks to be performed as part of a given job
using, for example, the ticket package mechanism described
below. To initiate this job, the user may issue appropriate
commands to the application 110. These commands may
include, for example, scanning commands, printing com-
mands, or the like, as may be entered on any of the devices 102
and/or 114. More specifically, the commands may relate to
obtaining the capabilities of the devices 114. In the illustrated
implementation, the application 110 may refer these com-
mands from the users 104 to the device driver 112.

[0019] The device driver 112 may implement a pipeline of
respective modular processing filters. For example only, FI1G.
1 shows three examples of the filters, denoted at 1164, 1165,
and 1167 (collectively, filters 116). However, implementa-
tions of the operating environment 100 may include any num-
ber of filters 116. These filters may implement respective
functions, and pipelines of these filters may be assembled to
perform any functions or workflows requested by the user
104. In an example workflow, the filter 1164 may be an input
filter that scans physical documents, represented generally at
118, into electronic form using the scanner 114a. Continuing
this workflow, the filter 1165 may be a printing filter that
prints hardcopies of electronic documents using the MFD
114n, with these printed documents represented at 120.
Finally, the filter 1167~ may be an archive filter that stores the
documents in an archive 122 for later retrieval.

[0020] It is noted that the filters 116 may execute on the
devices 102 or the devices 114, as appropriate, considering
the resources available on these different devices. For
example, input/output devices, such as the scanner 114 and/or
the MFD 114n, may include hard disk storage and may
execute an operating system locally at the device. In such
instances, one or more of the filters 116 may execute locally
on the input/output devices 114, while other filters may
execute on the devices 102. In other instances, all of the filters
may execute on the devices 102.

[0021] FIG.1 represents the filter pipeline generally at 124.
It is noted that the device drivers 112 and the filter pipeline
124 (or more generally, filters) are shown separately only for
ease of reference and convenience of discussion, but not to
limit possible implementations. In some instances, filters may
run on the printer/scanner devices (e.g., 114a-r), while device
drivers running on devices (e.g., 102) may send jobs or
requests to the printer/scanner devices. In these cases, the
filters and the device drivers may be separate entities. How-
ever, in other instances, the filters may run on the devices 102,
along with the device drivers 112. In these latter cases, the
filters may be part of the device drivers.

May 29, 2008

[0022] As documents move through the filter pipeline 124,
content within those documents may be transported in docu-
ment containers 126. Returning to the example workflow
introduced above, a document container 126a may store at
least the document content as sourced from the scanner 114a.
A document container 1265 may contain the document con-
tent as it is to be archived. Finally, a document container 126»
may contain document content as it may be passed to subse-
quent filters for additional processing.

[0023] Having described the operating environments 100,
the discussion now turns to a description of document con-
tainers and ticket packages, now presented with FIG. 2.
[0024] FIG. 2 illustrates a block diagram of a data structure
200 related to ticket packages and document containers
described as part of the tools for document workflows and
routing services using modular filters. For convenience of
description, but not to limit possible implementations, some
items described previously are carried forward into FIG. 2
and denoted by similar reference signs.

[0025] A given instance of a workflow may be associated
with a document container structure 126. The document con-
tainer structure may include a content field 204 that contains
content related to the given workflow, or a particular job
performed within that workflow. For example, if the job
relates to scanning a document, then the content field may
contain image data representing the scanned document. If the
job relates to printing a document, then the content field may
contain printable data representing the printable document.
[0026] The document container structure may also contain
a ticket package element 206. The ticket package element
may enable the user to setup and control multiple jobs (e.g.,
scan, then print, then archive) within a workflow, using a
single ticket package stored within the document container
126.

[0027] For convenience of description, but not limitation,
an example of an XML implementation of the ticket package
element 206 is produced here. The ticket package element
allows multiple device function settings to be included in, for
example only, an XML document, as illustrated below:

<schemal :DeviceTicket>
<schemal :ScanTicket>

</schemal :ScanTicket>
<schemal :PrintTicket>

</schemal :PrintTicket>
<schema?2:RoutingTicket>

</schema?2:RoutingTicket>
<schema3:ArchiveTicket>

</ schema3:ArchiveTicket>
;.schemaN:FunctionNTickeb
;./schemaN:Fu_nctionNTicket>
;.schemaZ:SanitizeTickeb

</schemaZ:SanitizeTicket>
</schemal :DeviceTicket>

[0028] In this example, a <DeviceTicket> root XML ele-
ment is defined under which multiple <FunctionTicket>
XML child elements may be defined. The term “DeviceT-
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icket” is used herein for convenience only, but not limitation.
Specifically, a given device may provide some, but not all, of
the functions described in the example above. The ticket
package may thus apply across a given worktlow. In turn, the
workflow may involve multiple devices. The root <Device-
Ticket> represents an entire given workflow, while each
child element represents a specific function performed within
the workflow. In this example, the <DeviceTicket> defines
printing and scanning functions under a first schema
(“schemal”), while also defining an arbitrary example func-
tion <FunctionNTicket> under a different schema (“sche-
maN”). In this manner different <FunctionTicket> elements
may be defined in different schemas for processing as defined
by the namespace of the <DeviceTicket> element.

[0029] Turning to the contents of the ticket package 206,
this element may specify different parameters relating to the
work flow that the user wishes to perform. For example, the
ticket package 206 may include any number of settings that
are specific to particular devices, such as the devices 106.
FIG. 2 shows a non-limiting example that includes a scan
settings field 208 and a print settings field 210. In general,
these device-specific settings may be defined based on device
capabilities 212. For example, an MFD 106N may advertise
device capabilities that include a variety of different func-
tions, while supporting different parameters applicable to
these different functions. The user 104 may review these
different functions and applicable parameters, and specify
any particular functions and/or parameters that are of interest,
through the ticket package 206.

[0030] The term “device capabilities” is used herein for
convenience, but not limitation. More specifically, capabili-
ties as reported by particular devices may be incorporated into
a ticket package that is passed to a workflow. This workflow
may be passed to a variety of different devices, with different
devices performing different functions that are specified in
the ticket package. Thus, a given device may report the capa-
bilities that it may contribute to a potential workflow, and a
ticket package for this potential workflow may incorporate
these device capabilities, among other items. This potential
workflow may be passed to the given device. However, the
given device might not perform each capability specified in
the ticket package, but instead may perform only some of the
capabilities expressed in the ticket package.

[0031] Inpossible implementations, the device capabilities
212 may be specified in, for example, a XML document as
illustrated in the example below:

<schemal :DeviceCapabilities>
<schemal :PrintCapabilities>

</schemal :PrintCapabilities>
<schemal :ScanCapabilities>

</schemaN:FunctionNCapabilities>
</schemal :DeviceCapabilities>

[0032] In this example, the device capabilities document
defines a <DeviceCapabilities> root XML element, along
with multiple <FunctionCapabilities> XML child elements.
The <DeviceCapabilities> represents an entire device (e.g.,
at 114 in FIG. 1), while each child element represents a
specific function of the device. Each <FunctionCapabili-
ties> child element may be defined in a different schema for
processing as defined by the namespace of the child element.
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In this example, the device capabilities document defines
print capabilities and scan capabilities under a first schema
(“schemal”), and defines an arbitrary example function under
a second schema (“schemaN™).

[0033] Theprocessing of this device capabilities document
may be exposed through one or more APIs. Using these APIs,
the device driver 112 may provide a single mechanism for the
application 110 to query the “capabilities package” for
devices 114 (e.g., the MFD 114#). Some implementations
may also include separate APIs to independently query each
function contained in a “capabilities package”. For example,
an application could query only the <PrintCapabilities> for
amulti-function device that supports print and scan functions.
[0034] The ticket package 206 may also include a routing
instructions field 214 that specifies the devices, components
and/or processes to which the given worktlow is to be routed.
For example, if a given document is to be scanned in to initiate
a workflow, then the user 104 may specity that the document
is to be reviewed and approved by a human or automated
compliance entity at some point in the workflow. The routing
instructions field 214 may specify who is to review and
approve the workflow or the document.

[0035] The ticket package 206 may also include an
archiving instructions field 216 that specifies whether one or
more documents involved in a workflow are to be archived. If
the document is to be archived, then the archiving instructions
may specity when or how often to archive the document, as
well as how to archive the document.

[0036] The ticket package 206 may also include a sanitize
instructions field 218 that specifies whether one or more
documents involved in a workflow are to be released outside
of a given organization. If the documents may be released
externally, then the sanitize instructions field 218 may further
specify any portions of the documents that are to be removed,
obscured, or otherwise sanitized before the documents are
released. For example, any confidential or sensitive informa-
tion may be removed before externally releasing the docu-
ment. In some instances, the sanitize instructions field 218
may specify that certain documents are for internal use only,
and not for external release.

[0037] During the course of a given workflow, the workflow
may generate metadata. The document container 126 may
store this generated metadata in a metadata field 220. For
example, the metadata may provide a history of a given work-
flow. In some instances, the metadata may indicate which
workflow components or devices were involved with the
workflow. The metadata may also indicate when these com-
ponents or devices participated in the workflow. More gener-
ally, the metadata may store any arbitrary information about
the job or the content in the job, including the workflow
history described above. Other examples of metadata 220
may include job-related statistics, such as: the number of
documents in the job; the number of pages in a given docu-
ment: the times at which documents are printed or scanned;
the times that virus checks have been run; general document
information, such the author of the document, the times that
the document was created, modified, accessed, or the like.
[0038] Having described the document containers ticket
packages and in FIG. 2, the discussion now proceeds to a
description of illustrative workflows that may be performed
in connection with the modular processing filters, now pre-
sented in FIG. 3.

[0039] FIG. 3 illustrates a combined block and flow dia-
gram 300 related to a workflow arrangement in which a
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modular processing filter initiates a workflow, and then the
workflow reports back to the initiating filter after the work-
flow completes. For convenience of description, but not to
limit possible implementations, some items described previ-
ously are carried forward into FIG. 3 and denoted by similar
reference signs.

[0040] In the example shown in FIG. 3, a given modular
processing filter, represented generally at 1164, may spawn or
initiate a workflow. FIG. 3 represents this workflow generally
at 302. This workflow 302 may include one or more compo-
nents, represented generally at 304. FIG. 3 shows two
example workflow components at 304a and 304z, but imple-
mentations could include any number of workflow compo-
nents.

[0041] Inthe example workflow shown in FIG. 3, the work-
flow 302 receives a document container, denoted at 126x,
from the modular processing filter 116a that initiated the
workflow. After the workflow 302 completes, it may return a
document container 126y. In this manner, the modular pro-
cessing filter initiates the workflow, then awaits completion of
the workflow before proceeding with the next modular pro-
cessing filter (e.g., 1165).

[0042] For ease of illustration, but not limitation, assume
that the modular processing filter 116« is associated with a
scanner, and that the scanner receives a physical document
118 for sourcing. The document container 1264 may store the
scanned content. However, before passing the document con-
tainer 1264 to subsequent filters, the filter 116a may pass the
scanned content to the workflow 302, within the document
container 126x. For example, the workflow 302 may involve
determining additional material, such as a header, footer,
legend, banner, watermark, or the like to be embedded in the
scanned content. In some instances, this additional material
may indicate whether the content is proprietary, confidential,
or sensitive. In other instance, this additional material may
indicate a date and time at which the content was scanned,
and/or who scanned the content.

[0043] In this example, a first workflow component (e.g.,
304a) may select the additional material or content to be
embedded in the scanned content. In some instances, the user
may specify this additional material or content. In other
instances, this selection may be governed by business logic or
rules. Having selected what additional material to be embed-
ded in the scanned content, another workflow component
(e.g., 3047) may embed the selected material into the scanned
content. Afterwards, the scanned content as embedded with
this additional material may be passed back to the filter 1164
using the document container 126y,

[0044] In any event, the implementation shown in FIG. 3
illustrates a scenario in which the filter 1164 may await
completion of the workflow 302 before proceeding with the
next-filter 1165. However, other implementations are pos-
sible, as now shown in FIGS. 4 and 5.

[0045] In another example implementation, one of the fil-
ters 116 may recognize a triggering event, and instantiate or
initiate a workflow 302 in response to this triggering event.
For example, content being processed by one of the filters
may trigger the new workflow. In one instance, the presence
of an image may trigger a new workflow related to image
processing. In another instance, a filter may recognize one or
more keywords in the ticket package, and initiate a new work-
flow that processes the content for compliance with corporate
procedures. For these examples, the workflow 302 may
include routing the content for legal, executive, or manage-
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ment approval before proceeding further with the filters.
Additionally, filters may initiate new workflows in response
to entries in the metadata repository (e.g., 220 in FIG. 2). In
different implementations, this approval process may involve
human actors or automated processes.

[0046] FIG. 4 illustrates a combined block and flow dia-
gram 400 related to a workflow arrangement in which a
modular processing filter initiates a workflow, and the work-
flow and the filter then proceed independently and in parallel.
For convenience of description, but not to limit possible
implementations, some items described previously are car-
ried forward into FIG. 4 and denoted by similar reference
signs.

[0047] In the example shown in FIG. 4, a given modular
processing filter, represented generally at 1165, may spawn or
initiate a workflow. FIG. 4 represents this workflow generally
at 402. This workflow 402 may include one or more compo-
nents, represented generally at 404. FIG. 4 shows two
example workflow components at 404a and 404z, but imple-
mentations could include any number of workflow compo-
nents.

[0048] Inthe example workflow shown in FIG. 4, the work-
flow 402 receives a document container, denoted at 126z,
from the modular processing filter 1165 that initiated the
workflow. However, the workflow 402 may proceed to
completion independently of the processing filters 116. For
example, after initiating the workflow 402, the processing
filter 1165 may proceed to the next filter 116z without await-
ing the completion of the workflow 402. In this manner, the
workflow 402 may proceed in parallel with the filters 116.

[0049] Examples of the workflow 402 may include sending
a document to a monitoring process that emails the document
to a set of users, based on information contained within the
document. Other examples may include sending the input
document to an archive, or posting the document to a web site
document repository. Another example may include an enter-
prise auditing the types of documents that enter the electronic
workflow to better plan for future enterprise infrastructure.
Finally, an input or an output document could be sent to a
workflow that processes the document to categorize the con-
tent within (e.g., number of pages, color or black-and-white,
number of images, or the like).

[0050] For convenience, FIG. 4 illustrates a completion
state 406 for the workflow 402. Once the workflow 402
reaches this completion state 406, the workflow may end
without reporting back to the processing filter 1165 that ini-
tiated the workflow, or to any other processing filter 116.

[0051] FIG. 5 illustrates a combined block and flow dia-
gram 500 related to a workflow arrangement in which a
workflow initiates a filter pipeline, and in turn, the filter
pipeline initiates one or more secondary workflows. For con-
venience of description, but not to limit possible implemen-
tations, some items described previously are carried forward
into FIG. 5 and denoted by similar reference signs.

[0052] In the example shown in FIG. 5, an ongoing work-
flow 502 may interact with the device driver 112 to instantiate
or initiate the filter pipeline 124. This ongoing workflow 502
may be performed in connection with an external process,
relative to the device driver 112. Examples of the scenario
shown in FIG. 5 may include the workflow 502 printing the
document. Other examples may include scanning, faxing or
retrieving a document from a disk based repository. In gen-
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eral, the workflows shown herein may involve document
peripherals (e.g., printers, scanners, MFDs, fax machines, or
the like).

[0053] The filter pipeline 124 may include one or more of
the modular processing filters 116a-1167, as described
above. In turn, one or more of these modular processing filters
(e.g., 1165) may spawn or initiate one or more secondary
workflows. FIG. 5 shows one example of an initiated work-
flow at 504. As described above, this initiated workflow 504
may include one or more workflow components, represented
generally at 506. FIG. 5 shows two example workflow com-
ponents at 5064 and 5067, but implementations could include
any number of workflow components.

[0054] Inthe example workflow shown in FIG. 5, the work-
flow 504 receives a document container, denoted at 126e,
from the modular processing filter 1164 that initiated the
workflow. After the workflow 504 completes, it may return a
document container 126f. In this manner, the modular pro-
cessing filter 1164 initiates the workflow 504, and then awaits
completion of the workflow 504 before proceeding with the
next modular processing filter (e.g., 1167).

[0055] FIG. 5 also shows another example of a secondary
workflow 508, which may be initiated by the modular pro-
cessing filter 1167. This initiated workflow 508 may receive
as input a document container 126g. The workflow 508 may
also include one or more workflow components, represented
in FIG. 5 for convenience, but not limitation, at 510q and 5107
(collectively, workflow 510). Additionally, the example
workflow 510 may proceed in parallel with, and indepen-
dently of, the filter 116# that initiated the workflow. As such,
FIG. 5 includes a completion state 512, which represents a
termination state of the workflow 508, without returning to
the filter 116n.

[0056] FIG. 6 illustrates additional operating environments
600 for performing document workflows and routing services
using modular filters. For convenience of description, but not
to limit possible implementations, some items described pre-
viously are carried forward into FIG. 6 and denoted by similar
reference signs. In providing the example implementations
shown in FIG. 6, it is noted that these implementations are
illustrative rather than limiting.

[0057] An input device (e.g., 114a in FIG. 1) may read
document content 204, and encapsulate the content into a
document container 126. In turn, the document container may
be transferred to the input device driver pipeline 124a for
processing. The device driver pipeline 124a may include a
watermarking filter 116x, an e-mail filter 116y, and an archive
filter 116z. The document container is processed in turn by
these filters in the input driver pipeline. Because the docu-
ment container that is output by one filter can be understood
as input to the next filter, all of these filters may interpret the
document content.

[0058] The watermarking filter 116x may apply, for
example, a “Company Confidential” watermark to the pages
in the document, as represented generally by workflow com-
ponent 602. This watermark may be applied based on a setting
communicated from the device using a ticket package (e.g., at
206 in FIG. 2) that is embedded in the document container
126.

[0059] The email filter 116y may, for example, send the
document to a legal department within an enterprise for addi-
tional workflow processing, which is represented generally
by workflow component 604. This workflow may enable the
legal department to track, store, and/or archive the content.
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Additionally, this workflow may enable the legal department
to approve the content for further processing or distribution,
or to sanitize (e.g., redact) the content before such processing
or distribution.

[0060] Thearchive filter 116z may initiate an archive opera-
tion, which begins with workflow component 606 and is
detailed further below. In addition, the filter 116z may return
the document container to the host device (e.g., 102 in FIG.
1). Later, the host device may retrieve the archived content
from the archive, as represented generally by worktlow com-
ponent 608.

[0061] As an independent workflow, the archive filter may
send the document container with an updated ticket package
to an output device for archiving, as represented generally by
workflow component 606. An output driver pipeline 1245
may include a single filter 116¢ for verifying that the docu-
ment content complies with policies and procedures. A work-
flow component 610 verifies document compliance. Addi-
tionally, the filter 116c may initiate a new workflow 612 to
send audit data to, for example, the legal department for
verification.

[0062] The output pipeline 1245 may send the document to
an output device (e.g., 114n), as represented by worktlow
component 614. Based on the settings specified in, for
example, a ticket package, the document may he archived in
a device disk, as represented generally at 616.

[0063] FIG. 7 illustrates operating environments 700 for
supporting workflows and routing services using modular
filters. For convenience, but not limitation, some features
described previously are carried forward to FIG. 7, and
denoted by the same reference numbers.

[0064] In the example implementations shown in FIG. 7,
the user 104 may interact with the device 102 to direct a print
job to the printer 114, which in turn is associated with a
corresponding printer driver 112. The printer driver 112 may
instantiate a filter pipeline 124, which may include represen-
tative filters 702a and 702# (collectively, filters 702). The
description of the filters 116 above applies equally to the
filters 702, and the operating environments 700 may include
any number of the filters 702.

[0065] Thecomputer readable medium may include at least
the printer driver 112 and a status monitoring application 704.
In illustrating the status monitoring application, it is noted
that some implementations of the description herein may
omit the status monitoring application. As the print job pro-
ceeds, the job passes through the filters 702. As the individual
filters 702 process their parts of the job, these filters may
report back to the status monitoring application.

[0066] Turning to the filters 702 in more detail, the filter
702a may report statistical data 706 back to the status moni-
toring application. This statistical data 706 may reflect infor-
mation such as the number of pages in the job, number of
objects on the pages, and the like. Another filter 7027 may
provide intermediary previews 708 to the status monitoring
application. For example, the filter 702» may provide pre-
views or visibility into the states of an XML document con-
tainer (e.g., at 126 in FIG. 1) as the document progresses
through one or more stages of the filter pipeline 124.

CONCLUSION

[0067] Although the systems and methods have been
described in language specific to structural features and/or
methodological acts, it is to be understood that the system and
method defined in the appended claims is not necessarily
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limited to the specific features or acts described. Rather, the
specific features and acts are disclosed as exemplary forms of
implementing the claimed system and method.

[0068] In addition, regarding certain data and process flow
diagrams described and illustrated herein, it is noted that the
processes and sub-processes depicted therein may be per-
formed in orders other than those illustrated without depart-
ing from the spirit and scope of the description herein. Also,
while these data and process flows are described in connec-
tion with certain components herein, it is noted that these data
and process flows could be performed with other components
without departing from the spirit and scope of the description
herein.

1. A machine-readable storage medium comprising
machine-readable instructions that, when executed by the
machine, cause the machine to perform a method comprising:
initiating a workflow from a first modular processing filter
within a pipeline of modular processing filters, wherein
the pipeline is included within a device driver; and

processing the workflow using at least a second processing
filter within the pipeline.

2. The machine-readable storage medium of claim 1,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow whose function is dif-
ferent than a function associated with the device driver.

3. The machine-readable storage medium of claim 1,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow that completes without
communicating back to the first processing filter.

4. The machine-readable storage medium of claim 1, fur-
ther comprising instructions for passing a document con-
tainer structure to the workflow.

5. The machine-readable storage medium of claim 1,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow that proceeds indepen-
dently of processing performed by the device driver, and in
parallel with the processing performed by the device driver.

6. The machine-readable storage medium of claim 1,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow that proceeds indepen-
dently of processing performed by the device driver, and
completes after processing performed by the device driver
completes.

7. The machine-readable storage medium of claim 1,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow that communicates back
to the first processing filter after the workflow completes.
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8. The machine-readable storage medium of claim 6, fur-
ther comprising instructions for passing a first document con-
tainer structure to the workflow, and further comprising
instructions for receiving a second document container struc-
ture from the workflow.

9. A device comprising the machine-readable storage
medium of claim 1.

10. A device driver comprising the machine-readable stor-
age medium of claim 1.

11. A device driver comprising:

a plurality of modular processing filters for receiving a
document container as input, and for passing at least part
of the document container to the workflow.

12. The device driver of claim 11, wherein the processing
filter is for initiating at least one workflow in response to an
initiating workflow.

13. The device driver of claim 12, wherein the processing
filter is for initiating the workflow as a secondary workflow to
the initiating workflow.

14. The device driver of claim 11, wherein the processing
filter is for initiating at least one workflow whose function is
different than a function associated with the device driver.

15. The device driver of claim 11, wherein the processing
filter is for initiating a workflow that proceeds independently
of processing performed by the device driver, and in parallel
with the processing performed by the device driver.

16. The device driver of claim 11, wherein the processing
filter is for initiating a workflow that communicates back to
the processing filter after the workflow completes.

17. The device driver of claim 11, wherein the processing
filter is for initiating a workflow that completes without com-
municating back to the processing filter.

18. A machine-readable storage medium comprising
machine-readable instructions that, when executed by the
machine, cause the machine to perform a method comprising:

receiving a document container as input;

initiating a workflow; and

passing at least part of the document container to the work-
flow for processing.

19. The machine-readable storage medium of claim 18,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow that communicates back
upon completion.

20. The machine-readable storage medium of claim 18,
wherein the instructions for initiating a workflow include
instructions for initiating a workflow in response to interpret-
ing a ticket package included in the document container.
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