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(7) ABSTRACT

A communication system distributes the functions of a
socket abstraction layer of the prior art between a socket
abstraction layer included in an client communication
device, such as a mobile subscriber, and a socket abstraction
layer in a an agent communication device, such as an
infrastructure serving the mobile subscriber. By so distrib-
uting the functions of the socket abstraction layer, headers
may be reduced in signaling between the client communi-
cation device and the corresponding agent communication
device as part of call set ups and tear downs and in the
exchange of payloads between the client and agent commu-
nication devices. By reducing the required headers, over-
head is reduced and bandwidth is conserved in communi-
cations between the client and agent communication
devices, such as in over-the-air communications between a
mobile subscriber and an infrastructure serving the mobile
subscriber, with resulting increases in system capacity and
improvements in system efficiency.
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1202 11/12

FIG.12A (CsTART ) 1200

, 1204
ACTIVATING, BY A CLIENT COMMUNICATION DEVICE, A PDP CONTEXT REQUEST

[ 1206

INVOKING, BY THE S, A SOCKET FUNCTION
SPECIFYING A TCP/IP COMMUNICATION
, 1208
INVOKING, BY THE CLIENT COMMUNICATION DEVICE,
A CONNECT FUNCTION SPECIFYING A DATA DESTINATION
! 1210

PASSING, BY THE CLIENT COMMUNICATION DEVICE, DESTINATION
INFORMATION TO AN AGENT COMMUNICATION DEVICE VIA A CONNECT SIGNAL

, 1212

CREATING, BY THE INFRASTRUCTURE, A CONNECT REQUEST
MESSAGE BASED ON THE CONNECT SIGNAL

! 1214
SENDING THE CONNECT SIGNAL TO THE SPECIFIED DESTINATION
! 1216

ESTABLISHING A VIRTUAL CONNECTION BETWEEN THE CLIENT COMMUNICATION
DEVICE AND A DESTINATION DEVICE BASED ON THE SPECIFIED DESTINATION

} 1218

ACKNOWLEDGING, BY THE AGENT COMMUNICATION DEVICE AND TO THE CLIENT
COMMUNICATION DEVICE, THE SUCCESSFUL ESTABLISHMENT OF THE CONNECTION

| 1220

ATTEMPTING, BY THE CLENT COMMUNICATION DEVICE,
TO SEND DATA TO THE SPECIFIED DESTINATION

! 1222

WIRELESSLY SENDING RAW DATA BY THE CLIENT COMMUNICATION
DEVICE TO THE AGENT COMMUNICATION DEVICE

! 1224

RECEIVING, BY THE AGENT COMMUNICATION DEVICE, THE RAW DATA
AND CREATING TCP PACKETS BASED ON THE RAW DATA

y 1226

CONVEYING THE TCP PACKETS TO THE SPECIFIED DESTINATION
I
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FI1G.128

1200

~ 1226

1 1228

RECEIVING, BY THE AGENT COMMUNICATION DEVICE, TCP/IP DATA PACKETS
FROM THE SPECIFIED DESTINATION, WHICH PACKETS INCLUDE A PAYLOAD

1230

Y

REMOVING, BY THE AGENT COMMUNICATION DEVICE, TCP/IP
HEADERS AND/OR TRAILERS FROM THE PACKETS

‘ 1232

SENDING, BY THE AGENT COMMUNICATION DEVICE, THE PAYLOAD
AS RAW DATA TO THE CLIENT COMMUNICATION DEVICE

l 1234

CREATING, BY THE AGENT COMMUNICATION DEVICE, ACKNOWLEDGEMENTS
FOR THE RECEIVED DATA PACKETS

SENDING, BY THE AGENT COMMUNICATION DEVICE,
THE ACKNOWLEDGEMENTS TO THE SPECIFIED DESTINATION

RECEIVING, BY THE CLIENT COMMUNICATION DEVICE, THE RAW DATA
FROM THE AGENT COMMUNICATION DEVICE AND READING THE DATA

1240
y /4
INVOKING A CLOSE FUNCTION BY THE CLIENT COMMUNICATION DEVICE
! 1242

SENDING A CLOSE MESSAGE BY THE CLIENT COMMUNICATION
DEVICE TO THE AGENT COMMUNICATION DEVICE

INITIATING A FOUR-WAY CLOSE HANDSHAKE BETWEEN THE AGENT
COMMUNICATION DEVICE AND THE SPECIFIED DESTINATION

TERMINATING THE VIRTUAL CONNECTION
i 1250

| ACKNOWLEDGING THE CLOSE OF THE CONNECTION BY THE AGENT 1
I COMMUNICATION DEVICE T0O THE CLIENT COMMUNICATION DEVICE !
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METHOD AND APPARATUS FOR TRANSMITTING
DATA IN A COMMUNICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates generally to cellular
communication systems, and, in particular, to data transmis-
sion protocols in a cellular communication system.

BACKGROUND OF THE INVENTION

[0002] Cellular communication systems are well known
and consist of many types, including land mobile radio,
cellular radiotelephone, and personal communication sys-
tems. With each communication system, data is transmitted
between a transmitting communication device and a receiv-
ing communication device via a communication resource
that includes a communication channel that operates over a
physical resource, typically a frequency bandwidth. Typi-
cally, the data, or payload, is compiled into a data packet that
includes a header and/or a trailer. The header and trailer
include information that is used by the system to process the
data, and may include information such as a source and a
destination of the data, a packet number corresponding to a
sequence of packets, a requested quality of service, a pay-
load length, and other data processing related information.

[0003] In order to facilitate an exchange of data among
multiple components of a cellular communication system,
understandings known as protocols have been developed.
The protocols specify the manner of interpreting each data
bit of a data packet exchanged across the network. In order
to simplify network designs, several well-known techniques
of layering the protocols have been developed. Protocol
layering divides the network design into functional layers
and then assigns separate protocols to perform each layer’s
task. By using protocol layering, the protocols are kept
simple, each with a few well-defined tasks. The protocols
can then be assembled into a useful whole, and individual
individual protocols can be removed or replaced as needed.
Layered representation of protocols is commonly known as
a protocol stack. A protocol stack commonly used for the
interconnection of network systems is TCP/IP (Transmission
Control Protocol/Internet Protocol) Suite, named for two of
the protocols used in the stack. The TCP/IP protocol stack
includes both TCP and UDP (User Datagram Protocol) as
possible transport layer protocols.

[0004] Known within the art is the concept of Application
Programming Interface (API). An API is used to present a
standardized interface to a given protocol layer for services
available to a higher level protocol layer or application. The
API typically is documented a set of function calls. Within
the TCP/IP Suite the well known API is called the Socket
Abstraction Layer or just the sockets interface.

[0005] Also known within the art is the concept of a
Socket. A socket is the combination of an IP Address and
port number. A socket is unique to a transport protocol. For
instance the TCP socket X is distinct from the UDP socket
X. Apair of IP Addresses and port numbers is called a socket
pair. Socket pairs are typically used to provide two-way
communication between applications on two IP hosts. A
socket is identified to the application through a socket
descriptor.

[0006] The TCP/P protocol stack typically includes five
layers, from highest to lowest, an application layer, a trans-
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port layer, a network layer, a link layer, and a physical layer.
Each layer in a transmitting communication device typically
attaches a header and/or trailer to the payload that instructs
a corresponding layer in a receiving communication device
or an intervening system component. The higher layer
headers are typically encapsulated within the lower layer
headers. However, the addition of headers to a data packet
consumes system bandwidth. System bandwidth is limited
and the headers included in data packets impose constraints
upon bandwidth utilization and system capacity.

[0007] Known within the art are several header compres-
sion mechanisms (RFC 2507, RFC2508, ctc) that compress
one or more of the protocol layer headers at one side of a
logical link to create a compressed header. After transmitting
the payload and compressed header across the logical link,
the compressed header is then to reveal the original header.
These methods work on known protocol headers such as
TCP, UDP, and IP. However, even with the compressed
header, the bandwidth consumed by these compressed head-
ers imposes constraints upon bandwidth utilization and
system capacity.

[0008] Therefore, a need exists for a method and an
apparatus for eliminating the need to send protocol headers,
compressed or uncompressed, across a communication link
for the majority of tranmissions, thereby increasing the
throughput of a communication channel and the capacity of
a communication system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 is a block diagram of a wireless commu-
nication system 100 in accordance with an embodiment of
the present invention.

[0010] FIG. 2 is a block diagram of a typical protocol
stack 200 of the prior art.

[0011] FIG. 3 is a signal flow diagram corresponding to a
TCP/IP-based data packet communication of the prior art.

[0012] FIG. 4 is a signal flow diagram corresponding to a
UDP/IP-based data packet communication of the prior art.

[0013] FIG. 5 is a block diagram of a protocol stack of a
client communication device in accordance with an embodi-
ment of the present invention.

[0014] FIG. 6 is a block diagram of a protocol stack of an
agent communication device in accordance with an embodi-
ment of the present invention.

[0015] FIG. 7 is a signal flow diagram of a TCP/IP-based
data packet communication in accordance with an embodi-
ment of the present invention.

[0016] FIG. 8 is a signal flow diagram of a UDP/IP-based
data packet communication in accordance with another
embodiment of the present invention.

[0017] FIG.9 is a block diagram of a data communication
system in accordance with another embodiment of the
present invention.

[0018] FIG. 10 is a block diagram of protocol stacks
associated with the components of the communication sys-
tem of FIG. 9 in accordance with another embodiment of the
present invention.
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[0019] FIG. 11 is a block diagram of protocol stacks
associated with the components of the communication sys-
tem of FIG. 9 in accordance with yet another embodiment
of the present invention.

[0020] FIG. 12A is a logic flow diagram of the steps
executed by the communication system of FIG. 1 in order
to engage in a data communication in accordance with
another embodiment of the present invention.

[0021] FIG. 12B is a continuation of FIG. 12A and is a
logic flow diagram of the steps executed by the communi-
cation system of FIG. 1 in order to engage in a data
communication in accordance with another embodiment of
the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0022] To address the need for a method and an apparatus
eliminating the protocol headers and/or trailers included in
a transmission of a data packet, thereby increasing the
throughput of a communication channel and the capacity of
a communication system, a communication system distrib-
utes the functions of a socket abstraction layer of the prior
art between a socket abstraction layer included in an client
communication device, such as a mobile subscriber, and a
socket abstraction layer in a an agent communication device,
such as an infrastructure serving the mobile subscriber. By
so distributing the functions of the socket abstraction layer,
headers may be reduced in signaling between the client
communication device and the corresponding agent com-
munication device as part of call set ups and tear downs and
in the exchange of payloads between the client and agent
communication devices. By reducing the required headers,
overhead is reduced and bandwidth is conserved in com-
munications between the client and agent communication
devices, such as in over-the-air communications between a
mobile subscriber and an infrastructure serving the mobile
subscriber, with resulting increases in system capacity and
improvements in system efficiency.

[0023] Generally, an embodiment of the present invention
encompasses a method for transmitting data by a first
communication device. The method includes steps of receiv-
ing, from a second communication device, a message that
comprises socket information and that requests an establish-
ment of a connection based on the socket information, and
wherein the socket information comprises destination infor-
mation, translating the message requesting an establishment
of a virtual connection to a connection request, and routing
the connection request to the destination identified by the
socket information. The method further includes steps of
establishing a virtual connection based on the connection
request, receiving, from the second communication device,
a data packet that comprises a payload, generating a header,
adding the header to the payload to produce a modified data
packet, and routing the modified data packet to the identified
destination.

[0024] Another embodiment of the present invention
encompasses a method for transmitting data by a first
communication device. The method includes steps of pro-
ducing a message requesting an establishment of a connec-
tion with a destination identified by socket information,
wherein the socket information comprises destination infor-
mation and routing the message to a second communication
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device. The method further includes steps of producing a
reduced-size header data packet that comprises a payload
and does not include at least a portion of the socket infor-
mation and routing the reduced-size header data packet to
the second communication device, wherein the second com-
munication device adds a header to the reduced-size data
packet that includes missing socket information.

[0025] Still another embodiment of the present invention
encompasses a method for transmitting data. The method
comprises steps of generating, by a first communication
device, a message requesting an establishment of a connec-
tion with a destination identified by socket information,
wherein the socket information comprises destination infor-
mation and routing, by the first communication device to a
second communication device, the message. The method
further comprises steps of receiving, by the second commu-
nication device, the message, translating, by the second
communication device, the message requesting an establish-
ment of a virtual connection to a connection request, routing,
by the second communication device, the connection request
to the destination identified by the socket information and
establishing a virtual connection based on the connection
request. The method further comprises steps of generating,
by the first communication device, a first reduced-size
header data packet that comprises a first payload and does
not include at least a portion of the socket information,
routing, by the first communication device to the second
communication device, the first reduced-size header data
packet, and receiving, by the second communication device,
the first reduced-size header data packet. The method further
comprises steps of generating, by the second communication
device, a header that includes the missing socket informa-
tion, adding, by the second communication device, the
header that includes the missing socket information to the
payload to produce a modified data packet, and routing, by
the second communication device, the modified data packet
to the identified destination.

[0026] Yet another embodiment of the present invention
encompasses a communication device capable of operating
in a fixed infrastructure of a wireless communication sys-
tem, the communication device having a processor capable
of receiving a message from a different communication
device, wherein the message comprises socket information
and requests an establishment of a connection based on the
socket information, and wherein the socket information
comprises destination information. The processor is further
capable of translating the message requesting an establish-
ment of a virtual connection to a connection request and
routing the connection request to the destination identified
by the socket information, wherein a virtual connection is
established based on the connection request. The processor
is further capable of receiving, from the different commu-
nication device, a data packet that comprises a payload,
generating a header, adding the header to the payload to
produce a modified data packet, and routing the modified
data packet to the identified destination.

[0027] Yet another embodiment of the present invention
encompasses a communication device capable of operating
in a fixed infrastructure of a communication system, the
communication device having a processor capable of gen-
erating a message that includes socket information and that
requests an establishment of a connection with a destination
identified by a socket information, transmitting the message,
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and generating a data packet that comprises a payload and
that further comprises a reduced-sized header that is missing
at least a portion of the socket information.

[0028] Yet another embodiment of the present invention
encompasses a communication system including a first
communication device and a second communication device.
The first communication device includes a first socket
abstraction layer capable of invoking function calls and
sending interprocess communication (IPC) messages. The
second communication device includes a second socket
abstraction layer capable of generating headers that are not
generated by the first socket abstraction layer. The first
socket abstraction layer is capable of communicating with
the second socket abstraction layer via IPC messages, and
the first communication device conveys data packets to the
second communication device minus headers that are
appended to the data packet by the second communication
device.

[0029] Yet another embodiment of the present invention
encompasses a communication system that includes a first
communication device, a second communication device,
and a third communication device. The first communication
device includes a first socket abstraction layer, generates
data packet that comprises a payload and a header, and
routes the data packet to the second communication device.
The second communication device includes a second socket
abstraction layer, receives the data packet, terminates at least
a portion of the header that is generated by the first com-
munication device to produce a reduced-size data packet,
and routes the reduced-size data packet to the third com-
munication device. The third communication device
includes a third socket abstraction layer, receives the
reduced-size data packet, and generates at least a portion of
the at least a portion of the header that is terminated by the
second communication device. The second socket abstrac-
tion layer is capable of communicating with the third socket
abstraction layer via interprocess communication (IPC)
messages.

[0030] The present invention may be more fully described
with reference to FIGS. 1-12B. FIG. 1 is a block diagram of
a wireless communication system 100 in accordance with an
embodiment of the present invention. Communication sys-
tem 100 includes at least one mobile station (MS) 102 and
a base station 104 that provides communications services to
the MS. Base station 104 is in turn coupled to a communi-
cation system controller 106, typically one or more base
station controllers or centralized base station controllers
(RNC/BSC/CBSC), that controls communication between
and manages the operation and interaction of multiple base
stations. In turn, controller 106 is coupled to an Access
Gateway 108, preferably a Wireless Gateway, for routing
packets. For example, Access Gateway 108 may be a
Gateway GPRS Support Node (GGSN), a Packet Data
Service Node (PDSN), a Packet Control Function (PCF), a
Packet Control Unit (PCU), a Serving GPRS Support Node
(SGSN), or any of a variety of data routers. The components
104, 106, and 108 of communication system 100 are linked
together by a network 110. Together, base station 104,
controller 106, Access Gateway 108, and network 110 are
collectively referred to as a fixed communication infrastruc-
ture 112. Data terminal equipment (DTE) 136, such as a
personal computer, workstation, or server connected to
infrastructure 112, is connected to infrastructure 112.
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[0031] Each of MS 102 and base station 104 includes a
respective receiver 114, 120 and transmitter 116, 122 that are
each in communication with a processor 118, 124. Each of
MS 102 and base station 104 further includes a respective
memory 119, 126 associated with the processor that stores
programs and applications that are executed by the processor
and permit the functioning of the communication device.
Each of controller 106, Access Gateway 108, and DTE 136
includes a respective processor 128, 132, and 138 and a
respective associated memory 130, 132, and 140 that stores
programs and applications that are executed by the processor
and permits the functioning of the RNC, Access Gateway,
and DTE. Each of MS 102 and the communication devices
included in infrastructure 112, that is, base station 104,
controller 106, and Access Gateway 108, are capable of
functioning as a transmitting communication device or a
receiving communication device in system 100.

[0032] Communication devices 102 and 104 are each
preferably capable of operating in a wireless communication
system. Communication system 100 includes a forward link
150 and a reverse link 156 that each includes multiple
communication channels 152, 154, 158, 160 (two shown for
each link). Typically, the multiple communication channels
include a pilot channel, multiple paging channels, and
multiple traffic channels. Communication system 100 is a
packet data communication system, and may use any one of
a variety of data modulation schemes that are used to
transmit packet data over the multiple communication chan-
nels. For example, communication system 100 may be a
Code Division Multiple Access (CDMA) communication
system in which a communication channel comprises an
orthogonal code that is used to cover transmitted data, or a
Time Division Multiple Access (TDMA) or Global System
for Mobile communication (GSM) communication system
in which a communication channel comprises a time slot, or
a Frequency Division Multiple Access (FDMA) or Orthogo-
nal Frequency Division Multiple Access (OFDM) commu-
nication system in which a communication channel com-
prises a frequency bandwidth. As those who are of ordinary
skill in the art realize, the type of communication system
used herein is not critical to the present invention, and
communication system 100 may be any packet data com-
munication system without departing from the spirit and
scope of the present invention.

[0033] When information is received by a communication
device 102, 104, the information is demodulated and digi-
tized, if not already in a digital format, and processed by one
or more tasks performed by respective processors 118, 124.
The digitized data is then routed by the processor to a
softy,are application, or process, running in the processor. To
facilitate a processing of the digitized data and a routing of
the data to one of multiple potential destinations, such as an
application running in a processor, the data is routed pur-
suant to a routing scheme.

[0034] At the level of interconnected networks systems,
such as system 100, understandings known as protocols
have been developed for the exchange of data among
multiple users of the networks. The protocols specify the
manner of interpreting every data bit of a data packet
exchanged across the networks. In order to simplify network
designs, several well-known techniques of layering the
protocols have been developed. Protocol layering divides
the network design into functional layers and then assigns
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separate protocols to perform each layer’s task. By using
protocol layering, the protocols are kept simple, each with a
few well-defined tasks. The protocols can then be assembled
into a useful whole, and individual protocols can be removed
or replaced as needed.

[0035] A layered representation of protocols is commonly
known as a protocol stack. One protocol stack commonly
used for the interconnection of network systems is the
TCP/IP Suite, named for two of the protocols, Transmission
Control Protocol (TCP) and Internet Protocol (IP), in the
stack. The TCP/IP protocol stack includes five layers, which
layers are, from highest to lowest, an application layer, a
transport layer, a network layer, and a link layer, and a
physical layer.

[0036] The bottom layer in the TCP/IP protocol stack, that
is, the physical layer, includes the network hardware and a
physical medium for the transportation of data. The next
layer up is the link layer or data-link layer, which provides
an interface to network hardware and includes a link driver
that implements portions of the link layer. The next layer up
from the link layer is the network layer, which layer is
responsible for delivering data across a series of different
physical networks that interconnect a source of the data and
a destination for the data. Routing protocols, such as the IP
protocol, are included in the internetwork layer, and a
message routed from one IP host to another IP host is known
as an EP datagram. An IP datagram includes an IP header
containing information for the IP protocol and data for the
higher level protocols. Included in the IP header is a Protocol
Identification field and ’P address for each of a source of the
datagram and a destination of the datagram. An IP address
uniquely identifies an interface that is capable of sending
and receiving an IP datagram and is described in detail in
Request For Comments (RFC) 1166, a publication of the
Internet Engineering Taskforce (IETF). The IP Protocol is
defined in detail in RFC 791.

[0037] The next layer up from the internetwork layer is the
transport layer. The transport layer provides end-to-end data
flow management across interconnected network systems,
such as connection rendezvous and flow control. Typically,
the transport layer includes one of two transport protocols,
TCP and UDP (User Datagram Protocol), that each provides
a mechanism for delivering an IP datagram to a specified
port. TCP is an Internet standard protocol with a standard
(STD) number 7 and is described in detail in RFC 793. UDP
is an Internet standard protocol with an STD number 6 and
is described in detail in RFC 768. A system using the UDP
protocol to deliver an IP datagram includes a UDP header
that includes a source port number, a destination port num-
ber, a length of datagram number, and a checksum. Above
the transport layer is the application layer, which layer
contains protocols that implement user-level applications,
such as file transfer and mail delivery.

[0038] The interface between the transport layer and the
application layer is defined by an API. The socket abstrac-
tion layer is the most widely known example of this API. A
socket provides a means by which an application running in
an application layer on one communication device may
communicate via the network protocol stack with another
application running in an application layer on another com-
munication device. A port is a number, preferably a 16-bit
number, that is used by a transport protocol to identify a
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higher level protocol or application (process) to which the
transport protocol must deliver an incoming Protocol Data
Unit (PDU). A TCP socket is composed of the port number
of the application (process) and the IP address of the
associated communication device, and as such acts as the
endpoint of a connection or request for network services. An
application program (process) can send and receive TCP/IP
messages by opening a socket and reading and writing data
to and from the particular socket.

[0039] FIG. 2 is a block diagram of a typical protocol
stack 200 of the prior art. As depicted in FIG. 2, the protocol
stack includes an application layer 202, or User Space, and
lower layers 204, or Kernel Space. Included in application
layer 202 are multiple applications 206 (one shown), and a
software application interface (API) 208. Lower layers 204
include the remaining portions of the TCP/IP protocol stack,
namely the transport layer 210, the network layer 212, the
link layer 214, and the physical layer 216, which layers are
collectively referred to herein as a primary network stack.
The protocol stack is typically implemented in a processor,
such as processors 118 and 124, of a communication device.

[0040] A software application interface (API) 208 pro-
vides an interface between the application layer 202 and the
lower layers 204. A well-known API is a socket abstraction.
The socket abstraction provides a familiar file input/output
interface to the network stack for application use. A socket
abstraction layer is included in most microprocessor-based
operating systems. For example, the socket abstraction is
implemented within Winsock.DLL in Microsoft-based oper-
ating systems and within kern/uipc_socket.c in UNIX-based
operating systems.

[0041] FIG. 3 is a signal flow diagram 300 corresponding
to a TCP/IP-based data packet communication of the prior
art. As depicted in FIG. 3, a virtual connection is established
between a client application running on a host communica-
tion device and a target application running on a target
communication device by execution of a socket function call
and a connect function call. The connect function call
initiates a three way handshake (steps 302, 304, and 306).
Socket abstraction layer 210 establishes a socket for use by
the host application and provides the application a socket
descriptor. In step 302, a protocol stack running in the host
communication device sends connection request, that is, a
SYN (“synchronize,” or “set up”) signal, to the target hosts
protocol stack. In step 304, the target communication device
accepts the connection request by acknowledging the SYN
signal and sending a connection request to the host com-
munication device. In step 306, the host communication
device acknowledges receiving the connection request from
the target communication device and a virtual connection is
established. Each of the connection requests and acknowl-
edgements includes TCP/IP headers consisting of 40 or more
bytes of protocol overhead. After the virtual connection is
established, the connection is identified by each of the host
communication device and the target communication device
by the socket pair, or IP addresses and port numbers,
associated with the connection. The application is provided
a socket descriptor to identify the socket pair.

[0042] By establishing the virtual connection, the host
communication device can send payload packets to the
target communication device (steps 308, 310) and receive
payload packets from the target communication device
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(steps 312, 314). The payload packets each includes TCP/IP
headers and/or trailers that consume bandwidth, or system
overhead. The host communication device sends payload
packets to the target communication device by execution of
a WRITE function. In step 308, the host communication
device sends a data packet that includes TCP/IP headers of
40 or more bytes and a payload. In response to receiving the
data packet, in step 310 the target communication device
sends an acknowledgement that also includes TCP/IP head-
ers of 40 or more bytes. The host communication device
receives payload packets from the target communication
device by execution of a READ function. In step 312, the
host communication device receives a data packet from the
target communication device that includes TCP/IP headers
of up 40 or more bytes and a payload, and in step 314 the
host communication device sends an acknowledgement that
also includes TCP/IP headers of up 40 or more bytes. TCP/IP
headers are well-known in the art and will not be described
in greater detail except to note that they include the IP
addresses and TCP port numbers associated with the two
communication devices engaged in the communication.

[0043] Upon completion of the exchange of data, the
virtual connection is torn down in a four way close (steps
316, 318, 320, and 322) that involves the execution of a
CLOSE function by each of the host and target communi-
cation devices. In steps 316 and 320, the host and target
communication devices respectively send a finish signal to
the other device. In response to receiving the finish signals,
the host and target communication devices respectively
acknowledge the finish signals in steps 318 and 322 and the
virtual connection is terminated. Each of the finish signals
and responsive acknowledgements includes TCP/IP headers
consisting of 40 or more bytes.

[0044] FIG. 4 is a signal flow diagram 400 corresponding
to a UDP/IP-based data packet communication of the prior
art. UDP/IP is simple and unreliable relative to TCP/IP and
does not include the handshake, acknowledgement, and tear
down signaling of TCP/IP. Once again, socket abstraction
layer 210 establishes a socket for use by the host application
when the application issues the socket and bind function
calls. The host communication device can then send data by
executing a SENDTO function and sending, in step 402, a
data packet 402 that includes a UDP/IP header of 28 or more
bytes and a payload. In turn, the host communication device
may receive data from the target communication device by
executing a RECVFROM function, involving receiving a
data packet, step 404, that includes UDP/IP headers con-
sisting of 28 or more bytes and a payload. UDP/IP headers
are well-known in the art and will not be described in greater
detail except to note that they include the IP addresses and
UDP port numbers associated with the two communication
devices engaged in the communication.

[0045] Communication system 100 reduces the overhead
incorporated in an exchange of data by redistributing the
functions of the socket abstraction layer to a client entity and
an agent entity. Communication system 100 redistributes to
a agent communication device, preferably Access Gateway
108 or alternatively controller 106 or Base Station 104, at
least a portion of the socket abstraction layer functionality
residing in a transmitting communication device in the prior
art and that would otherwise reside in MS 102 in system 100.
By redistributing the socket abstraction layer, at least a
portion of the process of generating headers in a mobile unit,
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such as MS 102, is relocated from the MS to the infrastruc-
ture. By relocating at least a portion of the process of
generating headers, the overhead consumed in a setting up
of a connection between a mobile unit and an infrastructure,
a transmission of data, and a tearing down of the connection,
is reduced, resulting in an increase in system capacity and
improved system efficiency.

[0046] FIGS. 5 and 6 are block diagrams of protocol
stacks 500, 600 in accordance with an embodiment of the
present invention. Protocol stack 500 is a protocol stack of
an client communication device, preferably MS 102, and
protocol stack 600 is a protocol stack of an agent commu-
nication device, preferably Access Gateway 108, or alter-
natively any other data processing element 104, 106 of
infrastructure 112. Each protocol stack 500, 600 is imple-
mented in a processor 118, 124 of the respective commu-
nication device 102, 108. As those who are of ordinary skill
in the art realize, each of MS 102 and the communication
devices included in infrastructure 112, that is, base station
104, controller 106, and Access Gateway 108, is capable of
functioning as a client communication device, an agent
communication device, or a target communication device in
system 100. However, in an alternative embodiment of the
present invention wherein payloads and other messages may
be exchanged between a client communication device and
an agent communication device without the use of any
headers, the infrastructure has additional knowledge, such as
assigned IP addresses, that does not need to be conveyed to
the client communication device, that is, MS 102. In such an
alternative embodiment, the agent communication device
must be a component of infrastructure 112, that is, compo-
nents 104, 106, and 108.

[0047] The reference to MS 102 herein as the client
communication device and to Access Gateway 108, or
alternatively infrastructure 112, as the agent communication
device is merely meant to assist the reader in understanding
the principles of the present invention not intended to limit
the invention in any way. Furthermore, although communi-
cation system 100 preferably is a wireless communication
system, those of ordinary skill in the art realize that com-
munication system 100 need not be a wireless communica-
tion and may be a communication system employing any
link layer technology without departing from the spirit and
scope of the present invention.

[0048] Protocol stack 500 includes an application layer
502, or a user space, and lower layers 504, or a kernel space.
Application layer 502 includes one or more applications 504
and an API 508 such as a socket abstraction client. API 508
implements the same functions as found in the prior art API
208 to provide a common interface to applications 504 and
204. Unlike the prior art, the API 504 does not implement
the lower interface to the transport protocols as found in API
208. Instead the API 504 implements a lower interface to an
intermediate network layer such as wireless network stack
516. Kernel space 504 includes a wireless network stack 510
further comprising a packet data convergence protocol
(PDCP) layer 512, a radio link control (RLC) layer 514, and
a radio layer 516, such as a GSM or a CDMA radio layer.
Alternatively, wireless network stack 510 may comprise a
Radio Link Protocol (RLP) layer in place of PDCP layer 512
and RLC layer 514. PDCP layer 512 manages the set of
packet data protocol (PDP) context, which basically corre-
spond to the set of unique flows or socket pairs. Unlike the
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prior art, kernel space 504 does not include the TCP/IP suite
of protocols as found in TCP/UDP 210, IP 212, link driver
214, and physical layer 216.

[0049] Protocol stack 600 includes an application layer
502, or a user space, and lower layers 604, or a kernel space.
Application layer 602 includes an agent socket abstraction
layer 608. Kernel space 604 includes a wireless network
stack 610 that includes a PDCP layer 612, a radio link
control (RLC) layer 614, and a radio layer 616, such as a
GSM or a CDMA radio layer. Alternatively, wireless net-
work stack 610 may comprise a Radio Link Protocol (RLP)
layer in place of PDCP layer 612 and RL.C layer 614. Kernel
space 604 further includes a primary network stack 618 that
includes the remaining portions of the TCP/P protocol
stack, namely a transport layer 620 (similar to transport layer
210), a network layer 622 (similar to network layer 212), a
link layer 624 (similar to link layer 214), and a physical layer
626 (similar to physical layer 216).

[0050] In communication system 100, the functions of
socket abstraction layer 208 of the prior art have been
distributed between client socket abstraction layer 508 of the
client communication device, that is, MS 102, and agent
socket abstraction layer 608 of the agent communication
device, that is, infrastructure 112 and preferably Access
Gateway 108. Client socket abstraction layer 508 is capable
of interfacing directly with wireless network stack 510 and
provides socket API functionality for application layer 506
in the client communication device, that is, MS 102. In turn,
agent socket abstraction layer 608 provides an abstract
implementation of the network protocol stack in the agent
communication device, that is, infrastructure 112. As a
result, the functions of transport layer 210, network layers
212, link layer 214, and physical layer 216 are performed by
infrastructure communication device 108 on behalf of com-
munication device 102. The socket API corresponding to
socket abstraction layer 508 and the network abstraction
layer provided by socket abstraction layer 608 then com-
municate using interprocess communication (IPC).

[0051] FIG. 7 is a signal flow diagram 700 corresponding
to a TCP/IP-based data packet communication in accordance
with an embodiment of the present invention. As is apparent
from FIG. 7, at least a portion of the prior art signaling that
occurred between a host communication device and the
fixed infrastructure has been shifted to occurring between
various components in the infrastructure. By shifting the
signaling to intra-infrastructure communications from com-
munications between a mobile unit and the infrastructure,
consumption of bandwidth for over-the-air communications
is conserved and communication system capacity (i.e., the
number of users that may be served by the system) is
increased.

[0052] Referring to FIG. 7, a virtual connection is initi-
ated between a client application running on a host com-
munication device, such as MS 102, and an application
running on a target communication device, such as DTE
136, by execution of a socket and CONNECT function.
Client socket abstraction layer 508 establishes a socket for
use by the host application. In step 702, client socket
abstraction layer 508 running in the host communication
device sends an IPC message, that is, a CONNECT signal,
to agent socket abstraction layer 608 in the fixed infrastruc-
ture, preferably in Access Gateway 108. The CONNECT
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signal may includes a protocol indicator, a destination IP
address, and a destination TCP port. Agent socket abstrac-
tion layer 608 relays the address information that may be
included in the connect signal, or be determined from the
wireless network stack 610, or be determined from prior
configuration information, to transport layer 620 and net-
work layer 622 and the IPC message is translated to a real
TCP/IP SYN datagram that includes the 40 byte or more
TCP/IP header, that is, a SYN signal, that is conveyed, in
step 704, to a network layer interfacing with the target
application. In step 706, the target application accepts the
connection request by acknowledging the SYN signal and
sending a connection request to agent socket abstraction
layer 608 in infrastructure 112. In step 708, infrastructure
112 acknowledges the connection request received from the
target application. In step 710, socket abstraction layer 608
then sends an acknowledgement, preferably comprising two
bits, to MS 102.

[0053] MS 102 sends payload packets to the target com-
munication device by execution of a WRITE function. In
step 712, MS 102 sends a data packet that does not include
the TCP/IP headers to infrastructure 112 via a reverse link
traffic channel to communication between MS 102 and the
infrastructure. In response to receiving the data packet, agent
socket abstraction layer 608 relays the data packet to trans-
port layer 620 and network layer 622. Transport and network
layers 620, 622 attach the TCP/IP headers to the payload and
convey, in step 714, the payload and associated TCP/IP
headers to the network stack associated with the target
application. In step 716, the network layer associated with
the target application acknowledges the payload, but no such
acknowledgement is conveyed to MS 102.

[0054] MS 102 receives payload packets from the target
application through execution of a READ function. In step
718, the target application sends a TCP/IP datagram that
includes a payload to infrastructure agent socket abstraction
layer 608. Infrastructure 112, preferably Access Gateway
108 and preferably transport and network layers 620, 622
corresponding to infrastructure socket abstraction layer 608,
removes from the data packet any TCP/IP headers that are
accompanying the payload. Access Gateway 108 then con-
veys, in step 722, the payload, minus the TCP/IP headers, to
MS 102 via a forward link traffic channel and acknowledges,
in step 720, the packet to the transport layer corresponding
to the target application.

[0055] Upon completion of the exchange of data, the
virtual connection is torn down. MS 102 can initiate the tear
down by execution of CLOSE function. In step 724, MS 102
sends a close message, preferably comprising one byte, to
the infrastructure. Socket abstraction layer 608 receives the
close message from MS 102 and, in response to receiving
the close message, initiates a four way handshake with the
target application and transport layer associated with the
target application. As depicted in steps 726 and 730 of FIG.
7, the four way handshake includes agent socket abstraction
layer 608 and the socket abstraction layer’s associated
transport layer exchanging finish signals with the target
application and the target application’s associated transport
layer. In response to receiving the finish signals, socket
abstraction layer 608 and the socket abstraction layer’s
associated transport layer, and the target application and the
target application’s associated transport layer, respectively
acknowledge the finish signals in steps 728 and 730. Socket
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abstraction layer 608 then conveys an acknowledgement,
preferably comprising two bits, to MS 102 in step 734 and
the virtual connection is terminated.

[0056] FIG. 8 is a signal flow diagram 800 corresponding
to a UDP/IP-based data packet communication in accor-
dance with another embodiment of the present invention.
Similar to the TCP/IP signal flow, socket abstraction layer
608 establishes a socket for use by the client application
running on a host communication device, such as MS 102.
No handshake is required to establish a connection. MS 102
sends payload packets to the target communication device
by execution of a SENDTO function. In step 802, MS 102
sends a data packet that preferably includes a seven byte
TCP/IP header to infrastructure 112 via a reverse link traffic
channel. In response to receiving the data packet, agent
socket abstraction layer 608 relays the data packet to trans-
port layer 620 and network layer 622. Transport and network
layers 620, 622 attach the unsent TCP/IP headers to the
payload and convey, in step 804, the payload and associated
TCP/IP headers to the network stack associated with the
target application.

[0057] MS 102 receives payload packets from the target
application through execution of a RECVFROM function.
In step 806, the target application sends a TCP/IP datagram
that includes a payload to infrastructure agent socket
abstraction layer 608. Infrastructure 112, preferably Access
Gateway 108 and preferably transport and network layers
620, 622 corresponding to socket abstraction layer 608,
removes from the data packet any TCP/IP headers that are
accompanying the payload. Access Gateway 108 then con-
veys, in step 808, the payload, minus the TCP/IP headers, to
MS 102 via a forward link traffic channel.

[0058] By distributing the functions of socket abstraction
layer 210 of the prior art between client socket abstraction
layer 508 of MS 102 and agent socket abstraction layer 608
of infrastructure 112, the size of the headers included in data
packets wirelessly conveyed between MS 102 and infra-
structure 112 is reduced. TCP/IP headers associated with
connect request messages, payload containing data packets,
acknowledgements, and finish messages, are reduced from
40 bytes in the prior art to preferably seven bytes, zero bytes,
two bits, and one byte, respectively. UDP/IP headers asso-
ciated with the conveyance of a payload from MS 102 to
infrastructure 112 are reduced from 28 bytes preferably to
seven bytes, and in the case of a conveyance of a payload
from infrastructure 112 to MS 102, from 28 bytes preferably
to zero bytes. However, those who are of ordinary skill in the
art realize that the number of bytes included in the reduced
headers may vary depending upon the header protocol used
in the design of the system and the information that needs to
be conveyed. In another embodiment of the present inven-
tion, the TCP/IP headers associated with connect request
messages, payload containing data packets, and finish mes-
sages, are reduced to zero bytes. By reducing the headers
included in an over the air transmission, communication
system 100 conserves bandwidth for transmissions relative
to the prior art, thereby allowing for increased system
capacity and improved system efficiency.

[0059] FIG. 9 is a block diagram of a data communication
system 900 in accordance with yet another embodiment of
the present invention. As depicted in FIG. 9, an application
running on a processor included in a client communication
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device, that is, data terminal equipment (DTE) 902, such as
a personal computer, a workstation, or a fax machine,
exchanges data packets with an application running on a
processor running on data terminal equipment (DTE) 916
connected, preferably via a data network such as the Internet
(not shown), to any one or more of base station 906,
communication system controller 908, and Access Gateway
910. Base station 906, controller 908, and Access Gateway
910 are coupled together by a network 912 and together with
network 912 are collectively referred to as a fixed infra-
structure 914. Alternatively, DTE 916 may also be included
in fixed infrastructure 914. DTE 902 wirelessly transmits
and receives data packets via a wireless data communication
device (DCD) 904 coupled to DTE 902, such as a wireless
modem or a radiotelephone or cellular telephone capable of
being used as a wireless modem.

[0060] FIG. 10 is a block diagram of the protocol stacks
1000 associated with the components of communication
system 909 in accordance with the embodiment of the
invention as depicted in FIG. 9. As depicted in FIG. 10,
DTE 902 includes an application layer 1002, a wireless
client socket abstraction layer 1004 below the application
layer, and a link driver 1008 that are each below the wireless
socket abstraction layer. DCD 904 includes a link driver
1010 on a DTE side of the DCD protocol stack and a PDCP
layer 1014 opposite the link driver on a wireless commu-
nication side of the DCD protocol stack. The wireless side
of DCD 904 further includes a physical layer 1016 below the
PDCP layer. DCD 904 further includes a relay 1012 inter-
posed between link driver 1010 and PDCP layer 1014. Relay
1012 takes complete messages from the link driver in the
link layer and passes the messages to the PDCP layer in one
direction, and then does the reverse for messages being
transported in opposite direction. Relay 1012 has knowledge
of both the PDCP layer 1014 and the link layer in order to
insure message boundaries are maintained. Depending on
the link layer, relay 1012 may also perform flow control and
buffering.

[0061] An agent communication device, that is, Infrastruc-
ture 914 and preferably Access Gateway 910, includes a
wireless agent socket abstraction layer 1022 that interfaces
with a lower layer PDCP layer 1020 on a wireless commu-
nication side of the infrastructure and a lower layer network
stack 1024 on a network side of the infrastructure. In an
alternative embodiment of the present invention, PDCP
layer 1014 and PDCP layer 1020 may each be replaced by
an RLP layer. In turn, PDCP layer 1020 interfaces with a
physical layer 1018 on the wireless communication side of
the infrastructure, and network stack 1024 interfaces with a
link layer 1026 on the network side of the infrastructure.
DTE 914 includes the following layers, in ascending order,
a link layer 1028, a network stack 1030, a socket abstraction
layer 1032, and an application layer 1034. Similar to com-
munication system 100, the protocol stacks are implemented
in a processor that is included in each of the components
902, 904, 906, 908, 910, and 916, of communication system
900.

[0062] Similar to the distribution of socket abstraction
layer functions described above with respect to socket
abstraction layers 508 and 608, the functions that resided in
socket abstraction layer 210 of the prior art are distributed
among wireless socket abstraction layer 1004 of DTE 902
and wireless socket abstraction layer 1022 of infrastructure
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914. In communication system 900, the functions of socket
abstraction layer 208 of the prior art have been distributed
between client socket abstraction layer 1004 of DTE 902
and agent socket abstraction layer 1022 of infrastructure
914, preferably of Access Gateway 910. Client socket
abstraction layer 1004 is capable of interfacing with link
driver 1008, and thereby with link driver 1010 and PDCP
1014 of DCD 904 and provides socket API functionality for
application layer 1002 in DTE 902. In turn, agent socket
abstraction layer 1022 provides an abstract implementation
of the network protocol stack in infrastructure 914, prefer-
ably Access Gateway 908. As a result, the functions of
transport layer 210, network layers 212, link layer 214, and
physical layer 216 of the prior art are performed by infra-
structure 914 on behalf of DTE 902 and DCD 904. The
socket API corresponding to socket abstraction layer 1002
and the network abstraction layer provided by socket
abstraction layer 1022 then communicate using interprocess
communication (IPC).

[0063] FIG. 11 is a block diagram of the protocol stacks
1100 associated with the components of communication
system 900 in accordance with another embodiment of the
invention as depicted in FIG. 9, a“gateway” embodiment. In
protocol stack arrangement 1100, an operator of communi-
cation system 900 cannot provide DTE 902-based software
that may be loaded on the DTE in order to facilitate the
operation of the DTE in the communication system. As a
result, the wireless socket abstraction layer 1004 that is
implemented in DTE 902 in protocol stack arrangement
1000 is implemented instead in DCD 904 (ic., wireless
socket abstraction layer 1110), and DCD 904 further
includes an implementation of a gateway function 1110. In
the “gateway” embodiment, a data packet generated by DTE
902 is passed to DCD 904, where TCP/IP protocols that are
added to the data packet by DTE 902 are terminated. The
resulting data is then conveyed to socket abstraction layer
1104 in DCD 904 for transport over the air, and endpoint-
to-endpoint header transparency is not maintained.

[0064] In the “gateway” embodiment of communication
system 900, DTE 902 includes an application layer 1102, a
socket abstraction layer 1104 below the application layer,
and a network stack 1106 below the socket abstraction layer.
DCD 904 includes a network stack 1108 on a DTE side of
the DCD protocol stack and a wireless socket abstraction
layer 1114 opposite the network stack on the wireless
communication side of the DCD protocol stack. DCD 904
further includes a PDCP layer 1114 below wireless socket
abstraction layer 1114 and a physical layer 1016 below the
PDCP layer on the wireless communication side of the DCD
protocol stack. DCD 904 further includes a gateway 1110
interposed between network stack 1108 and wireless socket
abstraction layer 1114. Gateways such as gateway 1110 are
well known in the art available in a variety of forms, such
as SOCKS (RFC 1928) or NAT (RFC 1631). Gateway 1110
is any device that terminates one transport or network layer
protocol and translates the protocol to another transport or
network layer protocol (for example, in the case of NAT,
translating IPv4 to IPv6).

[0065] Infrastructure 914 includes a wireless socket
abstraction layer 1122 that interfaces with a lower layer
PDCP layer 1120 on a wireless communication side of the
infrastructure and a lower layer network stack 1124 on a
network side of the infrastructure. In an alternative embodi-

Dec. 26, 2002

ment of the present invention, PDCP layer 1114 and PDCP
layer 1120 may each be replaced by an RLP layer. In turn,
PDCP layer 1120 interfaces with a physical layer 1118 on the
wireless communication side of the infrastructure and with
a link layer 1124 on the network side of the infrastructure.
DTE 916 includes the following layers in ascending order:
a link layer 1128, a network stack 1130, a socket abstraction
layer 1132, and an application layer 1134.

[0066] Similar to the distribution of socket abstraction
layer functions described above with respect to socket
abstraction layers 508 and 608, the functions of socket
abstraction layer 208 of the prior art have been distributed
between client socket abstraction layer 1112 of DCD 904
and agent socket abstraction layer 1122 of infrastructure
914, preferably of Access Gateway 910. Client Socket
abstraction layer 1112 is capable of interfacing with PDCP
1114 of DCD 904 and provides socket API functionality for
application layer 1002 in DTE 902. In turn, agent socket
abstraction layer 1122 provides an abstract implementation
of the network protocol stack in infrastructure 914, and
preferably Access Gateway 908. As a result, the functions of
transport layer 210, network layers 212, link layer 214, and
physical layer 216 of the prior art are performed by infra-
structure 914 on behalf of DTE 902 and DCD 904. The
socket API corresponding to socket abstraction layer 1112
and the network abstraction layer provided by socket
abstraction layer 1122 then communicate using interprocess
communication (IPC).

[0067] Once again, a virtual connection between client
application 1102 running on DTE 902 and a target applica-
tion 1134 running on DTE 916 is established, payloads are
exchanged between the client application and the target
application, and the virtual connection is torn down in
accordance with the process described with respect to FIG.
7 for a TCP/IP-based communication and FIG. 8 for a
UDP/IP-based communication, except that DTE 902 trans-
mits signals and payloads wirelessly via DCD 904.

[0068] By distributing the functions of socket abstraction
layer 210 of the prior art between a wireless socket abstrac-
tion layer 1004 included in DTE 902 and a wireless socket
abstraction layer 1022 included in infrastructure 914 with
respect to the embodiment depicted in FIG. 10, or between
a wireless socket abstraction layer 1112 included in DCD
904 and the wireless socket abstraction layer included in
infrastructure 914 with respect to the embodiment depicted
in FIG. 11, the size of the headers included in data packets
wirelessly conveyed between DTE 902/DCD 904 and infra-
structure 914 is reduced. As detailed above with respect to
FIGS. 7 and 8, TCP/IP headers associated with connect
request messages, payload containing data packets,
acknowledgements, and finish messages, conveyed from an
wireless data communication source, that is, DTE 902/DCD
904, to infrastructure 914 and LDP/IP headers associated
with the conveyance of a payload from the wireless data
communication source to the infrastructure are significantly
reduced. By reducing the headers included in an over the air
transmission, communication system 900 conserves band-
width for transmissions relative to the prior art, thereby
allowing for increased system capacity and improved system
efficiency.

[0069] FIGS. 12A and 12B are a logic flow diagram 1200
of the steps executed by communication system 100 in order
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to engage in a data communication in accordance with
another embodiment of the present invention. Logic flow
diagram 1200 begins (1202) when a client communication
device, such as MS 102, activates (1204) a Packet Data
Protocol (PDP) Context Request in accordance with ETSI
Technical Specification TS23.060, whereby the client com-
munication device requests access to the Internet. In
response to the Context Request, the client communication
device is assigned an IP address for use in the data com-
munication. An application running on a processor included
in the client communication device opens (1206) a socket
specifying an IP and a TCP-based data communication by
invoking a SOCKET function. The application then invokes
(1208) a CONNECT function by specifying a peer applica-
tion in a destination device, such as destination device 136,
with which the application wishes to communicate, that is,
by specifying a destination IP address and a destination TAP
port. The wireless socket abstraction layer of the client
communication device then passes (1210) a desired Protocol
Indicator, the destination IP address, and the destination TCP
port to an agent communication device, such as Access
Gateway 108, as a connect signal, preferably a TCP SYN
signal, using the activated PDCP context.

[0070] The agent communication device receives the con-
nect message and routes the connect message to the wireless
socket abstraction layer included in the agent communica-
tion device. The agent communication device wireless
socket abstraction layer converts the connect message into
SOCKET and CONNECT function calls. A network stack in
the agent conmmunication device then creates (1212) a
connect request signal, preferably a TCP SYN signal, and
sends (1214) the connect request signal to the specified
destination IP address and TCP port, that is, the destination
device, to attempt an origination of a socket connection.
Assuming the successful conveyance of the SYN packet, a
three-way handshake takes place between the agent com-
munication device and the destination device to establish
(1216) a virtual connection between the client communica-
tion device and the destination device.

[0071] The agent communication device then reports
(1218) the successful establishment of the connection, that
is, completion of the three-way handshake, to the client
communication device using an ACK indicator bit. In
another embodiment of the present invention, error condi-
tions such as “host server unreachable” could be sent to the
client communication device using an escape indicator. The
ACK indicator causes the CONNECT function running on
the client communication device to return an indicator to the
application running on the client communication device.
The application then attempts (1220) to send data to the
destination device using a WRITE function that identifies a
payload being sent by the client communication device. The
client communication device then wireless sends (1222) the
payload as raw data to the agent communication device. The
payload may be segmented if needed, by the radio interface
of the client communication device and then sent in seg-
ments.

[0072] The agent communication device receives (1224)
the payload and creates the required TCP packets to trans-
port the payload to destination device 136. The agent
communication device then conveys (1226) the TCP packets
to the destination device. As TCP ACK'’s arrive back at the
agent communication device, arrive buffer windows of the
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agent communication device may be adjusted. In another
embodiment of the present invention, a flow control mecha-
nism may be implemented between the client communica-
tion device and the agent communication device to prevent
agent communication device buffer overflow, such as a
simple start-stop protocol. However, since the agent com-
munication device interface to a data network, such as the
Internet, is typically much faster than the air interface, such
flow control is unlikely to be needed.

[0073] The agent communication device may then also
receive (1228) payloads from the destination device that are
intended for the client communication device, which pay-
loads are included in data packets that include TCP/IP
headers and/or trailers. As the agent communication device
receives the payloads from the destination device, the agent
communication device removes (1230) the TCP/IP headers
and/or trailers form the data packets and sends (1232) the
payload as raw data to the client communication device. The
client communication device can then buffer the data until
the data is able to be read by the application running on the
client communication device. Again, flow control can also
be provided between the client communication device and
the agent communication device if needed. As the agent
communication device receives the data packets from the
destination device, the agent communication device creates
(1234) TCP ACK’s and sends (1236) the ACK’s to the
destination device as the agent communication device pro-
cesses the data packets. The application running on the client
communication device then attempts (1238) to read the data
received from the destination device from the socket opened
by the application by using a READ function.

[0074] When the communication between the application
running on the client communication device and the peer
application running on the destination device is over, the
application running on the client communication device
indicates the close of the session by invoking (1240) the
CLOSE function. The socket abstraction layer of the client
communication device then sends (1242) a CLOSE message
to the agent communication device. The agent communica-
tion device then initiates (1244) a four-way TCP close
handshake between the agent communication device and the
destination device, which four-way TCP close handshake is
described above with respect to FIG. 7. Upon completion of
the close handshake, the virtual connection between the
client communication device and the destination device is
terminated (1246), and the logic flow ends (1248). In
another embodiment of the present invention, the agent
communication device can send (1250) an ACK to the client
communication device indicating the success or failure of
the close.

[0075] Similar to communication systems 100 and 900,
the method described by logic flow diagram 1200 provides
for increased system capacity and improved system effi-
ciency by reducing the headers included in a transmission
between a client communication device and an agent com-
munication device. In order to achieve the overhead reduc-
tion and corresponding bandwidth savings, communication
systems 100 and 900 distribute the functions of a socket
abstraction layer 208 of the prior art, which functions reside
in a client communication device, such as a mobile sub-
scriber, in the prior art, between a socket abstraction layer
included in an client communication device, such as MS 102
or DTE 902/DCD 904, and a socket abstraction layer in an
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agent communication device, such as respective serving
infrastructures 112 and 914. By so distributing the functions
of socket atstraction layer 208, TCP/IP headers may be
reduced in signaling between the client communication
device and the corresponding agent communication device
as part of call set ups and tear downs and in the exchange of
payloads between the client and agent communication
devices. By reducing the required headers, overhead is
reduced and bandwidth is conserved in communications
between the client and agent communication devices, such
as in over-the-air communications between a mobile sub-
scriber and an infrastructure serving the mobile subscriber,
with resulting increases in system capacity and improve-
ments in system efficiency.

[0076] While the present invention has been particularly
shown and described with reference to particular embodi-
ments thereof, it will be understood by those skilled in the
art that various changes may be made and equivalents
substituted for elements thereof without departing from the
spirit and scope of the invention. In addition, many modi-
fications may be made to adapt a particular situation or
material to the teachings of the invention without departing
from the essential scope thereof. Therefore, it is intended
that the invention not be limited to the particular embodi-
ments disclosed herein, but that the invention will include all
embodiments falling within the scope of the appended
claims.

What is claimed is:
1. A method for transmitting data by a first communica-
tion device, the method comprising steps of:

receiving, from a second communication device, a mes-
sage that comprises socket information and that
requests an establishment of a connection based on the
socket information, and wherein the socket information
comprises destination information;

translating the message requesting an establishment of a
virtual connection to a connection request;

routing the connection request to the destination identified
by the socket information, wherein a virtual connection
is established based on the connection request;

receiving, from the second communication device, a data
packet that comprises a payload,;

generating a header;

adding the header to the payload to produce a modified
data packet; and

routing the modified data packet to the identified desti-

nation.

2. The method of claim 1, wherein the socket information
comprises a destination address and a destination port.

3. The method of claim 2, wherein the socket information
further comprises a protocol designation.

4. The method of claim 2, wherein the socket information
further comprises a source address and a source port.

5. The method of claim 1, wherein the received data
packet does not include at least a portion of the socket
information, antd wherein the step of generating a header
comprises a step of generating a header that comprises
missing socket information.

6. The method of claim 5, wherein the step of adding a
header that comprises missing socket information comprises
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a step of adding a header that corresponds to at least a
portion of a TCP/IP (Transmission Control Protocol/Internet
Protocol) suite.

7. The method of claim 5, wherein the header is based on
the socket information included in the message.

8. The method of claim 5, wherein the header is based on
packet data convergence protocol (PDCP) context.

9. The method of claim 5, wherein the header is based on
configuration information.

10. The method of claim 1, wherein the step of establish-
ing a virtual connection comprises steps of:

receiving an acknowledgement of the connection request
routed to the identified destination;

receiving a connection request from the identified desti-
nation; and

acknowledging the connection request received from the
identified destination.
11. The method of claim 1, wherein the method further
comprises a step of tearing down the virtual connection.
12. The method of claim 11, wherein the step of tearing
down the virtual connection comprises steps of:

routing a finish signal to the identified destination;

receiving an acknowledgement of the finish signal routed
to the identified destination;

receiving a finish signal from the identified destination;
and

acknowledging the finish signal received from the iden-
tified destination.
13. The method of claim 1, wherein the method further
comprises steps of:

receiving a data packet intended for the second commu-
nication device, which data packet comprises a payload
intended for the second communication device and
further comprises a header having socket information;

reducing a size of the header to produce a reduced-size
data packet that comprises the payload; and

routing the reduced-size data packet to the second com-

munication device.

14. The method of claim 13, wherein the step of reducing
a size of the header comprises a step of terminating at least
a portion of the socket information included in the data
packet to produce a reduced-size data packet that comprises
the payload.

15. The method of claim 14, wherein the reduced-size
data packet is routed to the second communication device
based on the socket information included in the message.

16. The method of claim 14, wherein the reduced-size
data packet is routed to the second communication device
based on packet data convergence protocol (PDCP) context.

17. The method of claim 14, wherein the reduced-size
data packet is routed to the second communication device
based on configuration information.

18. The method of claim 1, wherein the message request-
ing an establishment of a virtual connection comprises an
interprocess communication (IPC) message, and wherein the
step of translating the message requesting an establishment
of a virtual connection to a connection request comprises a
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step of translating the IPC message to a TCP/IP (Transmis-
sion Control Protocol/Internet Protocol) synchronize (SYN)
datagram.

19. A method for transmitting data by a first communi-
cation device, the method comprising steps of:

producing a message requesting an establishment of a
connection with a destination identified by socket infor-
mation, wherein the socket information comprises des-
tination information;

routing the message to a second communication device;

producing a reduced-size header data packet that com-
prises a payload and does not include at least a portion
of the socket information;

routing the reduced-size header data packet to the second
communication device; and

wherein the second communication device adds a header
to the reduced-size data packet that includes missing
socket information.

20. The method of claim 19, wherein the first communi-
cation device includes an application, wherein the reduced-
size header data packet comprises a first reduced-size header
data packet having a first payload, and wherein the method
further comprises steps of:

receiving a second reduced-size data packet that that
comprises a second payload and does not include at
least a portion of the socket information; and

routing the second payload to the application.
21. A method for transmitting data comprising steps of:

generating, by a first communication device, a message
requesting an establishment of a connection with a
destination identified by socket information, wherein
the socket information comprises destination informa-
tion;

routing, by the first communication device to a second
communication device, the message;

receiving, by the second communication device, the mes-
sage;

translating, by the second communication device, the
message requesting an establishment of a virtual con-
nection to a connection request;

routing, by the second communication device, the con-
nection request to the destination identified by the
socket information, wherein a virtual connection is
established based on the connection request;

generating, by the first communication device, a first
reduced-size header data packet that comprises a first
payload and does not include at least a portion of the
socket information;

routing, by the first communication device to the second
communication device, the first reduced-size header
data packet;

receiving, by the second communication device, the first
reduced-size header data packet;

generating, by the second communication device, a
header that includes the missing socket information;
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adding, by the second communication device, the header
that includes the missing socket information to the
payload to produce a modified data packet; and

routing, by the second communication device, the modi-
fied data packet to the identified destination.
22. The method of claim 21, wherein the method further
comprises steps of:

receiving, by the second communication device, a data
packet intended for the first communication device,
which data packet comprises a second payload intended
for the first communication device and further com-
prises a header having socket information and;

reducing, by the second communication device, a size of
the header to produce a second reduced-size data
packet that comprises the second payload; and

routing, by the second communication device, the second
reduced-size data packet to the first communication
device.
23. The method of claim 22, wherein the step of reducing
a size of the header comprises a step of terminating, by the
second communication device, at least a portion of the
socket information included in the data packet to produce a
second reduced-size data packet that comprises the second
payload.
24. The method of claim 22, wherein the first communi-
cation device comprises a processor executing an applica-
tion, and wherein the method further comprises steps of:

receiving, by the first communication device, the second
reduced-size data packet that that comprises the second
payload and does not include at least a portion of the
socket information; and

routing the second payload to the application.

25. A communication device capable of operating in a
fixed infrastructure of a wireless communication system, the
communication device having a processor capable of receiv-
ing a message from a different communication device,
wherein the message comprises socket information and
requests an establishment of a connection based on the
socket information, and wherein the socket information
comprises destination information, translating the message
requesting an establishment of a virtual connection to a
connection request, routing the connection request to the
destination identified by the socket information, wherein a
virtual connection is established based on the connection
request, receiving, from the different communication device,
a data packet that comprises a payload, generating a header,
adding the header to the payload to produce a modified data
packet, and routing the modified data packet to the identified
destination.

26. The communication device of claim 25, wherein the
communication device consists of one of a base station, a
system controller, an access gateway, and a data router.

27. The communication device of claim 25, wherein the
socket information comprises a destination address and a
destination port.

28. The communication device of claim 25, wherein the
socket information further comprises a protocol designation.

29. The communication device of claim 25, wherein the
socket information further comprises a source address and a
source port.
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30. The communication device of claim 25, wherein the
received data packet does not include at least a portion of the
socket information, and wherein the generation of a header
comprises generating a header that comprises missing socket
information.

31. The communication device of claim 30, wherein the
header is based on the socket information included in the
message.

32. The communication device of claim 30, wherein the
header is based on packet data convergence protocol
(PDCP) context.

33. The communication device of claim 30, wherein the
header is based on configuration information.

34. The communication device of claim 30, wherein the
addition of a header comprises adding headers correspond-
ing to a TCP/IP (Transmission Control Protocol/Internet
Protocol) suite.

35. The communication device of claim 25, wherein the
establishment of a virtual connection comprises receiving an
acknowledgement of the connection request conveyed to the
identified destination, receiving a connection request from
the identified destination, and acknowledging the connection
request received from the identified destination.

36. The communication device of claim 25, wherein the
processor is further capable of tearing down the virtual
connection.

37. The communication device of claim 36, wherein
tearing down of the virtual connection comprises routing a
finish signal to the identified destination, receiving an
acknowledgement of the finish signal routed to the identified
destination, receiving a finish signal from the identified
destination, and acknowledging the finish signal received
from the identified destination.

38. The communication device of claim 25, wherein the
processor is further capable of receiving a data packet
intended for the different communication device, which data
packet includes socket information associated with a client
application running on the different communication device
and a payload intended for the client application, reducing a
size of the header to produce a reduced-size data packet that
comprises the payload, and routing the reduced-size data
packet to the different communication device.

39. The communication device of claim 38, wherein the
reduction of a size of the header comprises terminating at
least a portion of the socket information included in the
received data packet to produce a reduced-size data packet
that comprises the payload.

40. The communication device of claim 39, wherein the
reduced-size data packet is routed to the different commu-
nication device based on the socket information included in
the message.

41. The communication device of claim 39, wherein
reduced-size data packet is routed to the different commu-
nication device based on packet data convergence protocol
(PDCP) context.

42. The communication device of claim 39, wherein
reduced-size data packet is routed to the different commu-
nication device based on configuration information.

43. The communication device of claim 25, wherein the
message requesting an establishment of a virtual connection
comprises an interprocess communication (IPC) message,
and wherein the translation of the message requesting an
establishment of a virtual connection to a connection request
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comprises translating the IPC message to a TCP/IP (Trans-
mission Control Protocol/Internet Protocol) synchronize
(SYN) datagram.

44. The communication device of claim 25, wherein an
application layer that comprises a socket abstraction layer
and a network stack that interfaces with the socket abstrac-
tion layer are implemented in the processor, and wherein a
transport layer and a network layer of the network stack
comprises a packet data convergence protocol (PDCP) layer.

45. The communication device of claim 44, wherein a link
layer of the network stack comprises a radio link control
(RLC) layer.

46. The communication device of claim 25, wherein an
application layer that comprises a socket abstraction layer
and a network stack that interfaces with the socket abstrac-
tion layer are implemented in the processor, and wherein the
network stack comprises a Radio Protocol (RLP) layer.

47. A communication device capable of operating in a
fixed infrastructure of a communication system, the com-
munication device having a processor capable of generating
a message that comprises socket information and that
requests an establishment of a connection with a destination
identified by a socket information, transmitting the message,
and generating a data packet that comprises a payload and
that further comprises a reduced-sized header that is missing
at least a portion of the socket information.

48. The communication device of claim 47, wherein the
socket information comprises destination address and a
destination port.

49. The communication device of claim 48, wherein the
socket information further comprises a source address and a
source port.

50. The communication device of claim 48, wherein the
socket information further comprises a protocol designation.

51. The communication device of claim 47, wherein the
processor is further capable of receiving a data packet that
comprises a payload and that further comprises a reduced-
sized header that is missing at least a portion of the socket
information, and routing the payload included in the
received data packet to a client application that is running on
the processor.

52. The communication device of claim 47, wherein an
application layer that comprises a socket abstraction layer
and a network stack that interfaces with the socket abstrac-
tion layer are implemented in the processor, and wherein a
transport layer and a network layer of the network stack
comprises a packet data convergence protocol (PDCP) layer.

53. The communication device of claim 52, wherein a link
layer of the network stack comprises a radio link control
(RLC) layer.

54. The communication device of claim 47, wherein an
application layer that comprises a socket abstraction layer
and a network stack that interfaces with the socket abstrac-
tion layer are implemented in the processor, and wherein the
network stack comprises a Radio Link Protocol (RLP) layer.

55. A communication system comprising:

a first communication device comprising a first socket
abstraction layer capable of invoking function calls and
sending interprocess communication (IPC) messages;

a second communication device comprising a second
socket abstraction layer capable of generating headers
that are not generated by the first socket abstraction
layer; and
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wherein the first socket abstraction layer is capable of
communicating with the second socket abstraction
layer via IPC messages and wherein the first commu-
nication device conveys data packets to the second
communication device minus headers that are
appended to the data packet by the second communi-
cation device.

56. The communication system of claim 55, wherein the
first communication device further comprises a first network
stack that interfaces with the first socket abstraction layer,
wherein the second communication device further com-
prises a second network stack that interfaces with the second
socket abstraction layer, and wherein each of the first
network stack and the second network stack comprises a
packet data convergence protocol (PDCP) layer.

57. The communication system of claim 56, wherein each
of the first network stack and the second network stack
further comprises a radio link control (RLC) layer.

58. The communication system of claim 55, wherein the
first communication device further comprises a first network
stack that interfaces with the first socket abstraction layer,
wherein the second communication device further com-
prises a second network stack that interfaces with the second
socket abstraction layer, and wherein each of the first
network stack and the second network stack comprises a
Radio Link Protocol (RLP) layer.

59. The communication system of claim 55, wherein the
first communication device employs a first set of protocols,
wherein the second communication device employs a sec-
ond set of protocols, wherein the communication system
further comprises a third communication device comprising
a relay, wherein the third communication device is capable
of receiving a first message from the first communication
device, processing the first message based on the second set
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of protocols, and routing the processed first message to the
second communication device, and wherein the third com-
munication device is further capable of receiving a second
message from the second communication device, processing
the second message based on the first set of protocols, and
routing the processed second message to the first commu-
nication device.

60. A communication system comprising:

a first communication device comprising a first socket
abstraction layer, wherein the first communication
device generates data packet that comprises a payload
and a header and routes the data packet to the second
communication device;

a second communication device comprising a second
socket abstraction layer, wherein the second commu-
nication device receives the data packet, terminates at
least a portion of the header that is generated by the first
communication device to produce a reduced-size data
packet, and routes the reduced-size data packet to a
third communication device;

a third communication device comprising a third socket
abstraction layer, wherein the third communication
device receives the reduced-size data packet and gen-
erates at least a portion of the at least a portion of the
header that is terminated by the second communication
device; and

wherein the second socket abstraction layer is capable of
communicating with the third socket abstraction layer
via interprocess communication (IPC) messages.

Ex.1031 / Page 26 of 26
Cisco Systems, Inc.



