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Abstr act

Thi s docunent defines a nechanismby which two entities can make use
of the Session Description Protocol (SDP) to arrive at a conmon view
of a multinmedia session between them |In the nodel, one participant
offers the other a description of the desired session fromtheir
perspective, and the other participant answers with the desired
session fromtheir perspective. This offer/answer nodel is nost
useful in unicast sessions where information fromboth participants
is needed for the conplete view of the session. The offer/answer
nmodel is used by protocols like the Session Initiation Protoco

(SIP
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1 Introduction
The Session Description Protocol (SDP) [1] was originally conceived
as a way to describe nulticast sessions carried on the Mone. The
Sessi on Announcenent Protocol (SAP) [6] was devised as a nulticast
mechanismto carry SDP nessages. Although the SDP specification
all ows for unicast operation, it is not conplete. Unlike nulticast,
where there is a global view of the session that is used by al
partici pants, unicast sessions involve two participants, and a
conpl ete view of the session requires information from both
partici pants, and agreenent on paraneters between them
As an exanple, a nulticast session requires conveying a single
mul ticast address for a particular nmedia stream However, for a
uni cast session, two addresses are needed - one for each participant.
As anot her exanple, a nulticast session requires an indication of
whi ch codecs will be used in the session. However, for unicast, the
set of codecs needs to be deternined by finding an overlap in the set
supported by each partici pant.
As a result, even though SDP has the expressiveness to describe
uni cast sessions, it is missing the semantics and operational details
of howit is actually done. |In this docunent, we renedy that by
defining a sinple offer/answer nodel based on SDP. |In this nodel,
one participant in the session generates an SDP nessage that
constitutes the offer - the set of nedia streans and codecs the
of ferer wishes to use, along with the I P addresses and ports the
offerer would like to use to receive the nedia. The offer is
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conveyed to the other participant, called the answerer. The answerer
generates an answer, which is an SDP nessage that responds to the

of fer provided by the offerer. The answer has a matching nedia
stream for each streamin the offer, indicating whether the streamis
accepted or not, along with the codecs that will be used and the IP
addresses and ports that the answerer wants to use to receive nedia.

It is also possible for a nmulticast session to work simlar to a

uni cast one; its paraneters are negotiated between a pair of users as
in the unicast case, but both sides send packets to the same
mul ti cast address, rather than unicast ones. This docunment also

di scusses the application of the offer/answer nodel to nulticast
streans.

W al so define guidelines for how the offer/answer nodel is used to
update a session after an initial offer/answer exchange.

The nmeans by which the offers and answers are conveyed are outside
the scope of this docunment. The offer/answer nodel defined here is
t he mandat ory basel i ne mechani sm used by the Session Initiation
Protocol (SIP) [7].

2 Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [2] and
i ndi cate requirement |l evels for conpliant inplenentations.

3 Definitions
The following terns are used throughout this docunent:
Agent: An agent is the protocol inplenentation involved in the
of fer/ answer exchange. There are two agents involved in an

of f er/ answer exchange.

Answer: An SDP nessage sent by an answerer in response to an offer
received froman offerer

Answerer: An agent which receives a session description from
anot her agent describing aspects of desired nedia
communi cati on, and then responds to that with its own session
description.
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Media Stream From RTSP [8], a nedia streamis a single nedia
i nstance, e.g., an audio streamor a video streamas well as a
singl e whiteboard or shared application group. In SDP, a nedia
streamis described by an "nm=" line and its associ ated
attributes

O fer: An SDP nessage sent by an offerer.

O ferer: An agent which generates a session description in order
to create or nodify a session

4 Protocol Operation

The of fer/answer exchange assunes the existence of a higher |ayer
protocol (such as SIP) which is capable of exchanging SDP for the
pur poses of session establishment between agents.

Prot ocol operation begins when one agent sends an initial offer to
another agent. An offer is initial if it is outside of any context
that may have al ready been established through the higher I|ayer
protocol. It is assunmed that the higher l|ayer protocol provides
mai nt enance of sonme kind of context which allows the various SDP
exchanges to be associ ated toget her

The agent receiving the offer MAY generate an answer, or it NAY
reject the offer. The neans for rejecting an offer are dependent on
the higher |ayer protocol. The offer/answer exchange is atomic; if
the answer is rejected, the session reverts to the state prior to the
of fer (which nmay be absence of a session).

At any time, either agent MAY generate a new offer that updates the
session. However, it MJST NOT generate a new offer if it has
received an offer which it has not yet answered or rejected.
Furthermore, it MJUST NOT generate a new offer if it has generated a
prior offer for which it has not yet received an answer or a

rejection. |If an agent receives an offer after having sent one, but
before receiving an answer to it, this is considered a "glare"
condi tion.

The termglare was originally used in circuit swtched

t el econmuni cati ons networks to describe the condition where two
switches both attenpt to seize the sane available circuit on the
sanme trunk at the sane tine. Here, it neans both agents have
attenpted to send an updated offer at the same tine.
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The hi gher | ayer protocol needs to provide a neans for resolving such
condi tions. The higher layer protocol will need to provide a neans
for ordering of messages in each direction. SIP neets these
requirenents [7].

5 Generating the Initial Ofer

The offer (and answer) MJST be a valid SDP nmessage, as defined by RFC
2327 [1], with one exception. RFC 2327 mandates that either an e or
aplineis present in the SDP nessage. This specification rel axes
that constraint; an SDP fornul ated for an offer/answer application
MAY omit both the e and p lines. The nuneric value of the session id
and version in the o line MJST be representable with a 64 bit signed
integer. The initial value of the version MIST be less than
(2**62)-1, to avoid rollovers. Although the SDP specification allows
for multiple session descriptions to be concatenated together into a
| arge SDP nessage, an SDP nessage used in the offer/answer nodel MJST
contain exactly one session description

The SDP "s=" |ine conveys the subject of the session, which is
reasonably defined for nulticast, but ill defined for unicast. For
uni cast sessions, it is RECOWENDED that it consist of a single space
character (0x20) or a dash (-).

Unfortunately, SDP does not allow the "s=" line to be enpty.

The SDP "t=" line conveys the time of the session. Cenerally,
streams for unicast sessions are created and destroyed through
external signaling neans, such as SIP. In that case, the "t=" line
SHOULD have a value of "0 0".

The offer will contain zero or nore nedia streans (each media stream
is described by an "m=" line and its associated attributes). Zero
medi a streans inplies that the offerer wishes to communi cate, but
that the streans for the session will be added at a later tine
through a nodified offer. The streans MAY be for a m x of unicast
and nulticast; the latter obviously inplies a nulticast address in
the relevant "c=" line(s).

Construction of each offered stream depends on whether the streamis
mul ticast or unicast.

5.1 Unicast Streans
If the offerer wishes to only send nedia on a streamto its peer, it
MUST mark the stream as sendonly with the "a=sendonly" attribute. W

refer to a streamas being marked with a certain direction if a
direction attribute was present as either a nedia streamattribute or
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a session attribute. |If the offerer wishes to only receive nedia
fromits peer, it MJUST mark the streamas recvonly. |If the offerer
W shes to comuni cate, but w shes to neither send nor receive nedia
at this tinme, it MIUST nark the streamwi th an "a=inactive" attribute.
The inactive direction attribute is specified in RFC 3108 [3]. Note
that in the case of the Real Tine Transport Protocol (RTP) [4], RTCP

is still sent and received for sendonly, recvonly, and inactive
streans. That is, the directionality of the nedia stream has no
i mpact on the RTCP usage. |If the offerer wishes to both send and

receive media with its peer, it MAY include an "a=sendrecv"
attribute, or it MAY omt it, since sendrecv is the default.

For recvonly and sendrecv streans, the port nunber and address in the
of fer indicate where the offerer would Iike to receive the nmedia
stream For sendonly RTP streams, the address and port nunber
indirectly indicate where the offerer wants to receive RTCP reports.
Unl ess there is an explicit indication otherwi se, reports are sent to
the port nunber one higher than the nunber indicated. The |IP address
and port present in the offer indicate nothing about the source IP
address and source port of RTP and RTCP packets that will be sent by
the offerer. A port nunber of zero in the offer indicates that the
streamis offered but MJUST NOT be used. This has no useful semantics
inan initial offer, but is allowed for reasons of conpl eteness,
since the answer can contain a zero port indicating a rejected stream
(Section 6). Furthernore, existing streans can be term nated by
setting the port to zero (Section 8). |In general, a port nunber of
zero indicates that the nmedia streamis not wanted

The list of media formats for each nedia stream conveys two pieces of
information, nanely the set of formats (codecs and any paraneters
associated with the codec, in the case of RTP) that the offerer is
capabl e of sending and/or receiving (depending on the direction
attributes), and, in the case of RTP, the RTP payl oad type nunbers

used to identify those formats. |If nultiple formats are listed, it
means that the offerer is capable of making use of any of those
formats during the session. In other words, the answerer MAY change

formats in the nmiddle of the session, making use of any of the
formats listed, without sending a new offer. For a sendonly stream
the of fer SHOULD indicate those formats the offerer is willing to
send for this stream For a recvonly stream the offer SHOULD

i ndicate those formats the offerer is willing to receive for this
stream For a sendrecv stream the offer SHOULD i ndi cate those
codecs that the offerer is willing to send and receive with.

For recvonly RTP streans, the payload type nunbers indicate the val ue
of the payload type field in RTP packets the offerer is expecting to
receive for that codec. For sendonly RTP streams, the payl oad type
nunbers indicate the value of the payload type field in RTP packets
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the offerer is planning to send for that codec. For sendrecv RTP
streans, the payload type nunmbers indicate the value of the payl oad
type field the offerer expects to receive, and would prefer to send.
However, for sendonly and sendrecv streams, the answer night indicate
di fferent payl oad type nunbers for the same codecs, in which case

the of ferer MUST send with the payl oad type nunbers fromthe answer.

Di fferent payload type nunbers may be needed in each direction
because of interoperability concerns with H 323.

As per RFC 2327, fmtp paraneters MAY be present to provide additiona
paraneters of the nedia fornat.

In the case of RTP streans, all nedia descriptions SHOULD contain
"a=rtpmap" mappi ngs from RTP payl oad types to encodings. |If there is
no "a=rtpmap", the default payload type mapping, as defined by the
current profile in use (for exanple, RFC 1890 [5]) is to be used.

This allows easier nmigration away fromstatic payl oad types.
In all cases, the formats in the "m" line MJST be listed in order of
preference, with the first format |listed being preferred. In this
case, preferred neans that the recipient of the offer SHOULD use the
format with the highest preference that is acceptable to it.

If the ptime attribute is present for a stream it indicates the
desired packetization interval that the offerer would like to
receive. The ptime attribute MJST be greater than zero.

If the bandwidth attribute is present for a stream it indicates the
desired bandwi dth that the offerer would Iike to receive. A value of
zero is allowed, but discouraged. It indicates that no nedia should
be sent. 1In the case of RTP, it would al so disable all RTCP

If multiple nmedia streans of different types are present, it mneans
that the offerer wishes to use those streans at the sane time. A
typical case is an audio and a video streamas part of a

vi deoconf er ence.

If multiple nmedia streans of the same type are present in an offer,

it means that the offerer wishes to send (and/or receive) nmultiple
streans of that type at the sane tine. Wen sending nultiple streans
of the sane type, it is a matter of local policy as to how each nedia
source of that type (for exanple, a video canmera and VCR in the case
of video) is mapped to each stream Wen a user has a single source
for a particular nmedia type, only one policy nakes sense: the source
is sent to each stream of the sane type. Each stream MAY use

di fferent encodings. Wen receiving multiple streans of the sane
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type, it is a natter of local policy as to how each streamis nmapped
to the various nmedia sinks for that particular type (for exanple,
speakers or a recording device in the case of audio). There are a
few constraints on the policies, however. First, when receiving
multiple streans of the same type, each stream MJST be mapped to at

| east one sink for the purpose of presentation to the user. |In other
words, the intent of receiving multiple streans of the sane type is
that they should all be presented in parallel, rather than choosing
just one. Another constraint is that when nultiple streans are
recei ved and sent to the sanme sink, they MJST be conmbined in some
medi a specific way. For exanple, in the case of two audi o streans,
the received nedia fromeach m ght be mapped to the speakers. In
that case, the conbining operation would be to mix them |In the case
of multiple instant nmessaging streams, where the sink is the screen
t he conbi ni ng operation would be to present all of themto the user
interface. The third constraint is that if nultiple sources are
mapped to the same stream those sources MJST be conbined in some
medi a specific way before they are sent on the stream Al though
policies beyond these constraints are flexible, an agent won't
generally want a policy that will copy nedia fromits sinks to its
sources unless it is a conference server (i.e., don't copy received
medi a on one streamto another strean).

A typical usage exanple for nmultiple nedia streans of the sane type
is a pre-paid calling card application, where the user can press and
hold the pound ("#") key at any time during a call to hangup and make
a new call on the sane card. This requires nmedia fromthe user to
two destinations - the renote gateway, and the DITMF processing
application which | ooks for the pound. This could be acconplished
with two nedia streans, one sendrecv to the gateway, and the other
sendonly (fromthe perspective of the user) to the DTM- application

Once the offerer has sent the offer, it MJST be prepared to receive
medi a for any recvonly streans described by that offer. It MJST be
prepared to send and receive nmedia for any sendrecv streans in the
of fer, and send nedia for any sendonly streans in the offer (of
course, it cannot actually send until the peer provides an answer
with the needed address and port information). In the case of RTP,
even though it may receive nedia before the answer arrives, it wll
not be able to send RTCP receiver reports until the answer arrives.

5.2 Multicast Streans

If a session description contains a nmulticast nedia streamwhich is
listed as receive (send) only, it nmeans that the participants,
including the offerer and answerer, can only receive (send) on that
stream This differs fromthe unicast view, where the directionality
refers to the flow of nmedia between offerer and answerer.
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Beyond that clarification, the semantics of an offered nulticast
stream are exactly as described in RFC 2327 [1].

6 Generating the Answer

The answer to an offered session description is based on the offered
session description. |If the answer is different fromthe offer in
any way (different |P addresses, ports, etc.), the origin line MJST
be different in the answer, since the answer is generated by a

different entity. |In that case, the version nunber in the "o=" line
of the answer is unrelated to the version nunber in the o line of the
of fer.

For each "n¥" line in the offer, there MUST be a correspondi ng " nme"

line in the answer. The answer MJST contain exactly the sane nunber
of "m=" lines as the offer. This allows for streans to be matched up
based on their order. This inplies that if the offer contained zero

m=" |ines, the answer MJST contain zero "m=" |ines.
The "t=" line in the answer MJST equal that of the offer. The tine
of the session cannot be negoti at ed.
An offered stream MAY be rejected in the answer, for any reason. |f

a streamis rejected, the offerer and answerer MJST NOT generate
medi a (or RTCP packets) for that stream To reject an offered
stream the port nunber in the corresponding streamin the answer
MUST be set to zero. Any nedia formats listed are ignored. At |east
one MUST be present, as specified by SDP

Constructing an answer for each offered streamdiffers for unicast
and multicast.

6.1 Unicast Streans
If a streamis offered with a unicast address, the answer for that
stream MUST contain a unicast address. The nedia type of the stream
in the answer MJUST natch that of the offer

If a streamis offered as sendonly, the correspondi ng stream MJST be

mar ked as recvonly or inactive in the answer. |If a nedia streamis
listed as recvonly in the offer, the answer MJST be marked as
sendonly or inactive in the answer. |[|f an offered nedia streamis
listed as sendrecv (or if there is no direction attribute at the
nmedi a or session level, in which case the streamis sendrecv by
default), the corresponding streamin the answer MAY be marked as
sendonly, recvonly, sendrecv, or inactive. |If an offered nedia
streamis listed as inactive, it MJST be marked as inactive in the
answer .
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For streans marked as recvonly in the answer, the "me" |ine MJST
contain at least one nmedia format the answerer is willing to receive
with fromanongst those listed in the offer. The stream MAY indicate
additional nmedia formats, not listed in the corresponding streamin
the offer, that the answerer is willing to receive. For streans

mar ked as sendonly in the answer, the "m=" line MJST contain at |east
one nedia format the answerer is willing to send from anongst those
listed in the offer. For streans marked as sendrecv in the answer,
the "n¥" line MUST contain at |east one codec the answerer is wlling
to both send and receive, fromanongst those listed in the offer.

The stream MAY indicate additional nedia formats, not listed in the
corresponding streamin the offer, that the answerer is willing to
send or receive (of course, it will not be able to send themat this
time, since it was not listed in the offer). For streans narked as
inactive in the answer, the list of media formats is constructed
based on the offer. |If the offer was sendonly, the list is
constructed as if the answer were recvonly. Simlarly, if the offer
was recvonly, the list is constructed as if the answer were sendonly,
and if the offer was sendrecv, the list is constructed as if the
answer were sendrecv. |If the offer was inactive, the list is
constructed as if the offer were actually sendrecv and the answer
wer e sendrecv.

The connection address and port in the answer indicate the address
where the answerer wi shes to receive nedia (in the case of RTP, RTCP
will be received on the port which is one higher unless there is an
explicit indication otherwise). This address and port MJST be
present even for sendonly streams; in the case of RTP, the port one
higher is still used to receive RTCP

In the case of RTP, if a particular codec was referenced with a
specific payload type nunber in the offer, that same payl oad type
number SHOULD be used for that codec in the answer. Even if the sane
payl oad type nunber is used, the answer MJST contain rtpmap
attributes to define the payl oad type mappings for dynam c payl oad
types, and SHOULD contain mappings for static payload types. The
media formats in the "me" Iine MIUST be listed in order of preference,
with the first format |isted being preferred. |In this case,
preferred means that the offerer SHOULD use the format with the

hi ghest preference fromthe answer.

Al t hough the answerer MAY list the formats in their desired order of
preference, it is RECOWENDED that unless there is a specific reason,
the answerer list formats in the sane relative order they were
present in the offer. In other words, if a streamin the offer lists
audi o codecs 8, 22 and 48, in that order, and the answerer only
supports codecs 8 and 48, it is RECOMMENDED that, if the answerer has
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no reason to change it, the ordering of codecs in the answer be 8,
48, and not 48, 8. This hel ps assure that the sanme codec is used in
both directions.

The interpretation of fntp paranmeters in an offer depends on the
paraneters. In many cases, those paraneters describe specific
configurations of the nedia format, and shoul d therefore be processed
as the nedia format value itself would be. This means that the sane
fnp paraneters with the sane val ues MUST be present in the answer if
the media format they describe is present in the answer. Gher frtp
paraneters are nore |ike parameters, for which it is perfectly
acceptabl e for each agent to use different values. |n that case, the
answer MAY contain fntp paranmeters, and those MAY have the sane

val ues as those in the offer, or they MAY be different. SDP
extensions that define new parameters SHOULD specify the proper
interpretation in offer/answer.

The answerer NMAY include a non-zero ptinme attribute for any nedia
stream this indicates the packetization interval that the answerer
would like to receive. There is no requirenent that the
packetization interval be the sane in each direction for a particular
stream

The answerer NMAY include a bandwidth attribute for any nedia stream
this indicates the bandwi dth that the answerer would like the offerer
to use when sending nedia. The value of zero is allowed, interpreted
as described in Section 5.

If the answerer has no nedia formats in conmon for a particul ar
of fered stream the answerer MJUST reject that nedia stream by setting
the port to zero.

If there are no nedia formats in common for all streams, the entire
of fered session is rejected.

Once the answerer has sent the answer, it MJST be prepared to receive
medi a for any recvonly streans described by that answer. |t MJST be
prepared to send and receive nedia for any sendrecv streans in the
answer, and it MAY send nedia i medi ately. The answerer MJST be
prepared to receive nedia for recvonly or sendrecv streams using any
media formats listed for those streans in the answer, and it MAY send
medi a i mredi ately. Wen sending nedia, it SHOULD use a packeti zation
interval equal to the value of the ptine attribute in the offer, if
any was present. It SHOULD send nedi a using a bandw dth no higher
than the value of the bandwidth attribute in the offer, if any was
present. The answerer MJST send using a nedia format in the offer
that is also listed in the answer, and SHOULD send using the nost
preferred nedia format in the offer that is also listed in the
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answer. In the case of RTP, it MJST use the payload type nunbers
fromthe offer, even if they differ fromthose in the answer.

6.2 Miulticast Streans

Unli ke unicast, where there is a two-sided view of the stream there
is only a single view of the streamfor nmulticast. As such
generating an answer to a nulticast offer generally involves
nodifying a limted set of aspects of the stream

If a nulticast streamis accepted, the address and port information
in the answer MJUST natch that of the offer. Sinmlarly, the
directionality information in the answer (sendonly, recvonly, or
sendrecv) MJST equal that of the offer. This is because all
participants in a nulticast session need to have equival ent views of
the paraneters of the session, an underlying assunption of the
mul ti cast bias of RFC 2327.

The set of nedia formats in the answer MJST be equal to or be a
subset of those in the offer. Renmoving a format is a way for the
answerer to indicate that the format is not supported.

The ptinme and bandwi dth attributes in the answer MJST equal the ones
inthe offer, if present. |f not present, a non-zero ptine MAY be
added to the answer.

7 Oferer Processing of the Answer

When the offerer receives the answer, it MAY send nedia on the
accepted strean(s) (assuming it is listed as sendrecv or recvonly in

the answer). It MJST send using a nedia format listed in the answer,
and it SHOULD use the first nedia format |listed in the answer when it
does send.

The reason this is a SHOULD, and not a MJST (its also a SHOULD
and not a MJUST, for the answerer), is because there wll
oftenti mes be a need to change codecs on the fly. For exanple,
during silence periods, an agent might like to switch to a confort
noi se codec. O, if the user presses a nunber on the keypad, the
agent mght like to send that using RFC 2833 [9]. Congestion
control mght necessitate changing to a | ower rate codec based on
f eedback.

The of ferer SHOULD send nedia according to the value of any ptine and
bandwi dth attribute in the answer.

The offerer MAY i medi ately cease listening for nedia formats that
were listed in the initial offer, but not present in the answer.
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8 Modi fying the Session

At any point during the session, either participant MAY i ssue a new
offer to nodify characteristics of the session. It is fundanental to
the operation of the offer/answer nodel that the exact sane

of fer/ answer procedure defined above is used for nodifying paraneters
of an existing session.

The of fer MAY be identical to the last SDP provided to the other
party (which may have been provided in an offer or an answer), or it
MAY be different. We refer to the last SDP provided as the "previous
SDP*. If the offer is the same, the answer MAY be the sane as the
previous SDP fromthe answerer, or it MAY be different. If the
offered SDP is different fromthe previous SDP, sone constraints are
pl aced on its construction, discussed bel ow

Nearly all aspects of the session can be nodified. New streanms can
be added, existing streans can be del eted, and paraneters of existing
streans can change. Wen issuing an offer that nodifies the session

the "o=" line of the new SDP MJST be identical to that in the
previous SDP, except that the version in the origin field MJST
i ncrenment by one fromthe previous SDP. |If the version in the origin

Iine does not increnent, the SDP MJST be identical to the SDP with
that version nunber. The answerer MJST be prepared to receive an
offer that contains SDP with a version that has not changed; this is
effectively a no-op. However, the answerer MJST generate a valid
answer (which MAY be the same as the previous SDP fromthe answerer
or MAY be different), according to the procedures defined in Section
6.

If an SDP is offered, which is different fromthe previous SDP, the
new SDP MJST have a matching nedia streamfor each nedia streamin
the previous SDP. |In other words, if the previous SDP had N "n¥"
lines, the new SDP MJST have at least N "n¥" lines. The i-th nedia
streamin the previous SDP, counting fromthe top, matches the i-th
medi a streamin the new SDP, counting fromthe top. This matching is
necessary in order for the answerer to deternine which streamin the
new SDP corresponds to a streamin the previous SDP. Because of
these requirenments, the number of "m=" lines in a stream never
decreases, but either stays the same or increases. Deleted nedia
streanms froma previous SDP MUST NOT be renoved in a new SDP
however, attributes for these streans need not be present.

8.1 Adding a Media Stream
New nmedi a streanms are created by new additional media descriptions

bel ow t he exi sting ones, or by reusing the "slot" used by an old
medi a stream which had been di sabled by setting its port to zero
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Reusing its slot neans that the new nedia description replaces the
old one, but retains its positioning relative to other nedia
descriptions in the SDP. New nmedia descriptions MJIST appear bel ow
any existing nmedia sections. The rules for formatting these nedia
descriptions are identical to those described in Section 5.

When the answerer receives an SDP with nore nedi a descriptions than
the previous SDP fromthe offerer, or it receives an SDP with a nmedi a
streamin a slot where the port was previously zero, the answerer
knows that new nedia streans are bei ng added. These can be rejected
or accepted by placing an appropriately structured nedi a description
in the answer. The procedures for constructing the new nedi a
description in the answer are described in Section 6.

8.2 Renobving a Media Stream

Exi sting media streans are renoved by creating a new SDP with the
port nunber for that streamset to zero. The stream description MAY
omt all attributes present previously, and MAY list just a single
nmedi a format.

A streamthat is offered with a port of zero MJUST be marked with port
zero in the answer. Like the offer, the answer MAY omt all
attributes present previously, and MAY list just a single nedia
format from anongst those in the offer.

Renmoval of a nedia streaminplies that media is no | onger sent for
that stream and any nedia that is received is discarded. 1In the
case of RTP, RTCP transm ssion al so ceases, as does processing of any
recei ved RTCP packets. Any resources associated with it can be

rel eased. The user interface mght indicate that the stream has
term nated, by closing the associated wi ndow on a PC, for exanple.

8.3 Modifying a Media Stream
Nearly all characteristics of a nedia streamcan be nodified.
8.3.1 Modifying Address, Port or Transport

The port nunber for a stream MAY be changed. To do this, the offerer
creates a new nedia description, with the port nunber in the mline
different fromthe corresponding streamin the previous SDP. If only
the port nunber is to be changed, the rest of the nedia stream
description SHOULD renai n unchanged. The offerer MJUST be prepared to
recei ve media on both the old and new ports as soon as the offer is
sent. The offerer SHOULD NOT cease listening for nmedia on the old
port until the answer is received and nedia arrives on the new port.
Doi ng so could result in loss of nmedia during the transition.

Rosenberg & Schul zri nne St andards Track [ Page 14]

Ex.1041 / Page 14 of 25
Cisco Systems, Inc.



RFC 3264 An O fer/Answer Mdel Session Description Protocol June 2002

Received, in this case, neans that the nedia is passed to a nedia
sink. This neans that if there is a playout buffer, the agent would
continue to listen on the old port until the nmedia on the new port
reached the top of the playout buffer. At that time, it MAY cease
listening for nedia on the old port.

The correspondi ng nedia streamin the answer MAY be the sane as the
streamin the previous SDP fromthe answerer, or it MAY be different.
If the updated streamis accepted by the answerer, the answerer
SHOULD begin sending traffic for that streamto the new port

i medi ately. |f the answerer changes the port fromthe previous SDP,
it MJUST be prepared to receive nedia on both the old and new ports as
soon as the answer is sent. The answerer MJST NOT cease |istening
for media on the old port until media arrives on the new port. At
that time, it MAY cease listening for media on the old port. The
same is true for an offerer that sends an updated offer with a new
port; it MJST NOT cease listening for nedia on the old port until
medi a arrives on the new port.

O course, if the offered streamis rejected, the offerer can cease
bei ng prepared to receive using the new port as soon as the rejection
i s received.

To change the I P address where nedia is sent to, the sane procedure
is followed for changing the port nunber. The only difference is
that the connection line is updated, not the port nunber.

The transport for a stream MAY be changed. The process for doing
this is identical to changing the port, except the transport is
updat ed, not the port.

8. 3.2 Changing the Set of Media Formats

The list of media formats used in the session MAY be changed. To do
this, the offerer creates a new nedia description, with the list of
media formats in the "me" line different fromthe correspondi ng nedi a
streamin the previous SDP. This list MAY include new formats, and
MAY renmove formats present fromthe previous SDP. However, in the
case of RTP, the mapping froma particul ar dynani c payl oad type
nunber to a particular codec within that nedia stream MUST NOT change
for the duration of a session. For exanple, if A generates an offer
with G 711 assigned to dynanmi c payl oad type nunber 46, payl oad type
nunber 46 MJST refer to G 711 fromthat point forward in any offers
or answers for that nmedia streamwi thin the session. However, it is
acceptable for multiple payl oad type nunbers to be nmapped to the same
codec, so that an updated offer could al so use payl oad type number 72
for G 711.
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The mappings need to renmain fixed for the duration of the session
because of the | oose synchronization between signaling exchanges
of SDP and the nedia stream

The corresponding nedia streamin the answer is formul ated as
described in Section 6, and may result in a change in nedia formats
as well. Sinmlarly, as described in Section 6, as soon as it sends
its answer, the answerer MJUST begi n sending nedia using any formats
in the offer that were also present in the answer, and SHOULD use the
nost preferred format in the offer that was also listed in the answer
(assum ng the streamallows for sending), and MJST NOT send using any
formats that are not in the offer, even if they were present in a
previous SDP fromthe peer. Sinilarly, when the offerer receives the
answer, it MJST begin sending nedia using any formats in the answer,
and SHOULD use the nost preferred one (assum ng the streamallows for
sendi ng), and MJUST NOT send using any formats that are not in the
answer, even if they were present in a previous SDP fromthe peer.

When an agent ceases using a nedia format (by not listing that fornat
in an offer or answer, even though it was in a previous SDP) the
agent will still need to be prepared to receive nedia with that
format for a brief time. How does it know when it can be prepared to
stop receiving with that format? If it needs to know, there are three
techni ques that can be applied. First, the agent can change ports in
addition to changing formats. Wen nedia arrives on the new port, it
knows that the peer has ceased sending with the old format, and it
can cease being prepared to receive with it. This approach has the
benefit of being nmedia format independent. However, changes in ports
may require changes in resource reservation or rekeying of security
protocols. The second approach is to use a totally new set of
dynani ¢ payl oad types for all codecs when one is discarded. When
nmedia is received with one of the new payl oad types, the agent knows
that the peer has ceased sending with the old format. This approach
doesn’'t affect reservations or security contexts, but it is RTP
specific and wasteful of a very small payload type space. A third
approach is to use a tinmer. Wen the SDP fromthe peer is received,
the tiner is set. Wwen it fires, the agent can cease being prepared
to receive with the old format. A value of one minute would
typically be nore than sufficient. |In sonme cases, an agent may not
care, and thus continually be prepared to receive with the old
formats. Nothing need be done in this case.

O course, if the offered streamis rejected, the offer can cease

bei ng prepared to receive using any new formats as soon as the
rejection is received.
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8. 3.3 Changi ng Medi a Types

The media type (audio, video, etc.) for a stream MAY be changed. It

i s RECOVWENDED t hat the media type be changed (as opposed to adding a
new stream, when the sanme |ogical data is being conveyed, but just
inadifferent nedia format. This is particularly useful for
changi ng between voi ceband fax and fax in a single stream which are
both separate nedia types. To do this, the offerer creates a new
medi a description, with a new nedia type, in place of the description
in the previous SDP which is to be changed.

The corresponding nedia streamin the answer is fornul ated as
described in Section 6. Assuming the streamis acceptable, the
answerer SHOULD begin sending with the new nedia type and formats as
soon as it receives the offer. The offerer MJUST be prepared to
receive media with both the old and new types until the answer is
received, and nedia with the new type is received and reaches the top
of the playout buffer

8. 3.4 Changing Attributes

Any other attributes in a nmedia description MAY be updated in an
offer or answer. Generally, an agent MJST send nedia (if the
directionality of the streamall ows) using the new paraneters once
the SDP with the change is received.

8.4 Putting a Unicast Media Streamon Hold

If a party in a call wants to put the other party "on hold", i.e.
request that it tenporarily stops sending one or nore unicast nedia
streans, a party offers the other an updated SDP

If the streamto be placed on hold was previously a sendrecv nedi a
stream it is placed on hold by marking it as sendonly. |If the
streamto be placed on hold was previously a recvonly nedia stream
it is placed on hold by marking it inactive.

This means that a streamis placed "on hold" separately in each
direction. Each streamis placed "on hold" independently. The

reci pient of an offer for a stream on-hold SHOULD NOT automatically
return an answer with the corresponding streamon hold. An SDP with
all streanms "on hold" is referred to as held SDP

Certain third party call control scenarios do not work when an
answerer responds to held SDP with held SDP
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Typically, when a user "presses" hold, the agent will generate an
offer with all streans in the SDP indicating a direction of sendonly,
and it will also locally nute, so that no nedia is sent to the far
end, and no nedia is played out.

RFC 2543 [10] specified that placing a user on hold was acconplished
by setting the connection address to 0.0.0.0. Its usage for putting
a call on hold is no longer recomended, since it doesn't allow for
RTCP to be used with held streans, doesn’'t work with | Pv6, and breaks
with connection oriented nedia. However, it can be useful in an
initial offer when the offerer knows it wants to use a particul ar set
of media streans and fornmats, but doesn’'t know the addresses and
ports at the tine of the offer. O course, when used, the port
nunber MUST NOT be zero, which would specify that the stream has been
di sabl ed. An agent MJST be capable of receiving SDP with a
connection address of 0.0.0.0, in which case it nmeans that neither
RTP nor RTCP should be sent to the peer

©

ndi cating Capabilities

Before an agent sends an offer, it is helpful to knowif the nmedia
formats in that offer would be acceptable to the answerer. Certain
protocols, like SIP, provide a neans to query for such capabilities.
SDP can be used in responses to such queries to indicate
capabilities. This section describes how such an SDP nessage is
formatted. Since SDP has no way to indicate that the nessage is for
t he purpose of capability indication, this is determnmined fromthe
context of the higher l|ayer protocol. The ability of baseline SDP to
indicate capabilities is very limted. It cannot express allowed
paraneter ranges or values, and can not be done in parallel with an
of fer/answer itself. Extensions night address such linitations in
the future

An SDP constructed to indicate nedia capabilities is structured as
follows. It MJIST be a valid SDP, except that it MAY omt both "e="
and "p=" lines. The "t=" line MJST be equal to "0 0". For each
nmedi a type supported by the agent, there MJST be a correspondi ng
medi a description of that type. The session IDin the origin field
MUST be uni que for each SDP constructed to indicate nedia
capabilities. The port MJST be set to zero, but the connection
address is arbitrary. The usage of port zero nakes sure that an SDP
formatted for capabilities does not cause nedia streans to be
established if it is interpreted as an offer or answer.

The transport conponent of the "m=" line indicates the transport for
that media type. For each nedia format of that type supported by the
agent, there SHOULD be a nedia format listed in the "m=" line. In
the case of RTP, if dynam c payl oad types are used, an rtpnmap
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10

10.

attribute MJST be present to bind the type to a specific fornat.
There is no way to indicate constraints, such as how nany

si mul t aneous streanms can be supported for a particular codec, and so
on.

v=0

o=carol 28908764872 28908764872 IN | P4 100.3.6.6
S=-

t=0 0

c=INIP4 192.0.2. 4
mraudio 0 RTP/AVP 0 1 3
a=rtpmap: 0 PCMJ 8000
a=rtpmap: 1 1016/ 8000
a=rtpmap: 3 GSM 8000

m=vi deo 0 RTP/ AVP 31 34
a=rtpmap: 31 H261/ 90000
a=rtpmap: 34 H263/ 90000

Figure 1: SDP Indicating Capabilities

The SDP of Figure 1 indicates that the agent can support three audio
codecs (PCMJ, 1016, and GSM and two video codecs (H. 261 and H. 263).

Exanpl e O fer/ Answer Exchanges

This section provides exanpl e of fer/answer exchanges.

1 Basi c Exchange

Assunme that the caller, Alice, has included the follow ng description
in her offer. It includes a bidirectional audio streamand two

bi directional video streans, using H 261 (payload type 31) and MPEG
(payl oad type 32). The offered SDP is:

v=0

o=al i ce 2890844526 2890844526 I N | P4 host.anywhere. com
S=

c=I N | P4 host.anywhere.com

t=0 0

mraudi 0 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

mevi deo 51372 RTP/ AVP 31
a=rtpnmap: 31 H261/ 90000
mevi deo 53000 RTP/ AVP 32
a=rt pmap: 32 MPV/ 90000
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The cal | ee, Bob, does not want to receive or send the first video
stream so he returns the SDP bel ow as the answer:

v=0

o=bob 2890844730 2890844730 I N | P4 host. exanpl e. com
S=

c=I N | P4 host. exanpl e. com

t=0 0

mFaudi o 49920 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

mevi deo 0 RTP/ AVP 31

mevi deo 53000 RTP/ AVP 32

a=rt pmap: 32 MPV/ 90000

At some point later, Bob decides to change the port where he will
recei ve the audio stream (from 49920 to 65422), and at the sane tineg,
add an additional audio streamas receive only, using the RTP payl oad

format for events [9]. Bob offers the following SDP in the offer:
v=0

o=bob 2890844730 2890844731 I N | P4 host.exanpl e.com

S=

c=I N | P4 host. exanpl e. com

t=0 0

mraudi o 65422 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

mevi deo 0 RTP/ AVP 31

mevi deo 53000 RTP/ AVP 32

a=rtpmap: 32 MPV/ 90000

mraudi 0 51434 RTP/ AVP 110
a=rtpmap: 110 t el ephone-event s/ 8000
a=recvonly
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10.

Alice accepts the additional nedia stream and so generates the
foll owi ng answer:

v=0

o=al i ce 2890844526 2890844527 I N | P4 host.anywhere. com
S=

c=I N | P4 host. anywhere. com

t=0 0

mFaudi o 49170 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

nevi deo 0 RTP/ AVP 31

a=rtpnmap: 31 H261/ 90000

nrvi deo 53000 RTP/ AVP 32

a=rt pmap: 32 MPV/ 90000

mFaudi o 53122 RTP/ AVP 110
a=rtpmap: 110 t el ephone-event s/ 8000
a=sendonl y

2 One of N Codec Sel ection

A common occurrence in enbedded phones is that the Digital Signa
Processor (DSP) used for conpression can support nultiple codecs at a
time, but once that codec is selected, it cannot be readily changed
on the fly. This exanple shows how a session can be set up using an
initial offer/answer exchange, foll owed i nmediately by a second one
to lock down the set of codecs

The initial offer fromAice to Bob indicates a single audio stream
with the three audi o codecs that are available in the DSP. The
streamis marked as inactive, since nedia cannot be received until a
codec is | ocked down:

v=0

o=al i ce 2890844526 2890844526 I N | P4 host. anywhere. com
S=

c=I N | P4 host. anywhere. com

t=0 0

mFaudi o 62986 RTP/ AVP 0 4 18
a=rtpmap: 0 PCMJ 8000
a=rtpmap: 4 Gr23/8000
a=rtpmap: 18 G729/ 8000

a=i nactive
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Bob can support dynamic sw tching between PCMJ and G 723. So, he
sends the follow ng answer:

v=0

o=bob 2890844730 2890844731 I N | P4 host. exanpl e. com
S=

c=I N | P4 host. exanpl e. com

t=0 0

nmraudi o 54344 RTP/ AVP 0 4

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 4 Gr/23/8000

a=i nactive

Alice can then select any one of these two codecs. So, she sends an
updated offer with a sendrecv stream

v=0

o=al i ce 2890844526 2890844527 I N | P4 host.anywhere. com
S=

c=I N | P4 host.anywhere. com

t=0 0

nmFaudi o 62986 RTP/ AVP 4
a=rtpmap: 4 Gr23/8000
a=sendr ecv

Bob accepts the single codec:

v=0

o=bob 2890844730 2890844732 I N | P4 host. exanpl e. com
S=

c=I N | P4 host. exanpl e. com

t=0 0

mFaudi o 54344 RTP/ AVP 4

a=rtpmap: 4 Gr23/8000

a=sendr ecv

If the answerer (Bob), was only capabl e of supporting one-of-N
codecs, Bob woul d select one of the codecs fromthe offer, and pl ace
that in his answer. In this case, Alice would do a re-INVITE to
activate that streamw th that codec.

As an alternative to using "a=inactive" in the first exchange, Alice
can list all codecs, and as soon as she receives nedia from Bob
generate an updated of fer |ocking down the codec to the one just
received. O course, if Bob only supports one-of-N codecs, there
woul d only be one codec in his answer, and in this case, there is no
need for a re-INVITE to | ock down to a single codec.
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11 Security Considerations

There are numerous attacks possible if an attacker can nodify offers
or answers in transit. GCenerally, these include diversion of nmedia
streans (enabling eavesdropping), disabling of calls, and injection
of unwanted nedia streans. |If a passive |listener can construct fake
of fers, and inject those into an exchange, simlar attacks are
possible. Even if an attacker can sinply observe of fers and answers,
they can inject nedia streans into an existing conversation

O fer/answer relies on transport within an application signaling
protocol, such as SIP. It also relies on that protocol for security
capabilities. Because of the attacks described above, that protoco
MUST provide a neans for end-to-end authentication and integrity
protection of offers and answers. |t SHOULD offer encryption of

bodi es to prevent eavesdropping. However, nedia injection attacks
can alternatively be resolved through authenticated nmedi a exchange,
and therefore the encryption requirenent is a SHOULD i nstead of a
MUST.

Replay attacks are also problematic. An attacker can replay an old
of fer, perhaps one that had put media on hold, and thus disable nedia
streanms in a conversation. Therefore, the application protocol MJST
provide a secure way to sequence offers and answers, and to detect
and reject old offers or answers.
SIP [7] meets all of these requirenents.

12 1 ANA Consi derati ons
There are no | ANA considerations with this specification
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Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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