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~ DropboxBlogDropbox w as in t he news a few months ago due to false reports of a data breach. 

Unfortunately, they've made headlines again. Vice repo rted t hat hackers st o le over 60 millio n account 

details for the cloud storage service. T his time, the breach is real, and a senior Dropbox employee 

confirmed the legitimacy of a sub-set of stolen passwords. 

Many people keep sensitive documents in cloud storage services like Dropbox, Box, GoogleDrive, and 

OneDrive, and the latest breach show s that hackers are focusing on online storage clo ud services 

more frequently. This opens t he door to huge vulnerabilities if employees are storing sensit ive 

enterprise informat ion in the cloud. From a preventative perspective, security personnel should review 

their security m easures for the follow ing: 

1. Require multi-factor authentication to access the application 

2. Enforce passw ord strength and complexity requirements 

3. Require and enforce frequent passw ord reset s for employees 

But m anual processes and policies are not enough. At m inimum, enterprises should look at 

autom ating the enforcement of these pol icies. For example, you m ay require m ulti-factor 

authentication, but how do you ensure that it 's required at all t imes? A cloud access securit y broker 

(CASB) continuously monitors configurations to alert security personnel w hen changes are made, and 

automatically creates incident t ickets to revert security configurations back t o the default sett ing. 

How can enterprises prevent further damage if t heir employees' credentials were com prom ised in this 

hack? We recommend utilizing user behavior analytics (UBA) to look for anomalo us activity in an 

account. UBA uses advanced machine learning techniques to create a baseline for normal behavior for 

each user. If a hacker is accessing an employee's account using stolen credentials, UBA will flag a 

number of indicators that t his access deviates from the normal behav ior of a legitimate user. 

Palerra LORIC is a cloud access security bro ker (CASB) that supports cloud storage serv ices that are 

similar to Dropbox, including Box, Google Drive, and OneDrive. Here's a few indicat o rs LORIC can use 

to unmask a potential hacker w ith stolen credentials in Box: 

1. Flag a login from an unusual IP address or geographic location 

2. Detect a spike in number of f ile dow nloads compared to normal user activ ity 

3. Detect logins outside of normal access hours for the user 

4 . Detect anomalous f ile sharing or file preview ing activ ities 

The ability to gauge legitimate access and activ ities becomes even more important w hen you consider 

that many people use the same passw ord for mult iple applicatio ns. This is high ly useful fo r t he recent 

Dropbox breach. Instead of just protecting Dropbox, UBA helps the enterprise protect any cloud 

environment that could be accessed using the stolen Dropbox passwords. 

If you're concerned that hackers m ay access your cloud storage environment using stolen employee 

credentials, you must take preventative and remedial action. Adding a cloud security auto m at ion tool 

prevents a breach by enforcing passw ord best practices, and prevents addit ional damage after a 

breach by unmasking hackers posing as legitimate users by flagging anomalous activit y. 
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