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oj slni t () method of RegNewApp as shown in Listing 12-70. We also call putAppConnections () but that has 
no effect when an there is no existing connection string list in the database-that call, at this point, does 
not save the list in the database. 

Listing 12-70. Bootstrap Register New Application for OJSAdmin 

public RegNewApp() { 

} 

try { 
jblnit(); 
// First times through way to build conn string list, or use this tool 

OracleJavaSecure.putAppConnString("apver", "avadmin", "password", 
"localhost", String.value0f(1521)); 

OracleJavaSecure.putAppConnections(); 

conn= OracleJavaSecure.getAAConnRole("apver", "avadmin"); 
} catch (Exception e) { 

e.printStackTrace(); 
} 

We are going to enter some representative data on the Register New Application screen shown in 
Figure 12-6. The top three entries for application ID, app user and app role will not be needed- we have 
already entered records with the necessary data values in our scripts, and we haven't acquired the 
appver admin role needed to do the associated inserts. However, enter ojsadmin, avadmin, appver admin 
in the top three text fields. Enter the correct package, orajavsec, and enter the class name, Login. At this 
point the Create App Class button will appear. Click the Create App Class button to create the Java 
structure. If you ever mistype a package name, and create an incorrect class, you can drop the class with 
a command like this (don't do this, for information only): 

DROP JAVA SOURCE appsec."badPackageName/Login"; 

Notice when you click the Create App Class button that the last text field on the screen is 
automatically populated with the default inner class name of the Login class, InnerRevLvlClass. With all 
the fields populated, you are now ready to click on the Register button. When you do that, the Register 
New Application screen will instantiate the class described by your package name and the class name 
Login$InnerRevLvlClass. Some errors will be reported because this event normally inserts data into the 
v application registry, v application admins and v app conn id views. Those inserts fail, but 
inserting the application inner class and an empty list of connection strings into v app conn registry 
succeeds. This was the bootstrap process! 

The Close button turned to Exit because we have changed the application context. You can select 
the Exit button at this time. Your application is registered, but you still need to insert connection strings 
into the list in order to use the functional screens of OJSAdmin. Start OJSAdmin again, and provide the two­
factor authentication code that is sent to you. This may seem like an odd step, but you need to enter the 
Register New Application screen again. This time as you go in, the putAppConnString() method is called 
to again add the avadmin connection string to the list in memory, but this time when we call 
putAppConnections () , that connection string will be saved in the list that resides in the database. Since 
our connection strings list contains the avadmin connection string, we entered this screen with the 
appver admin role, and we can UPDATE the v app conn registry view. 
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Note You must be the equivalent of osadmin, or have been granted proxy through avadmin and listed in 
v application admins for this application, OJSADMIN, to accomplish this final step. 

At this point you can Close the screen and Exit the application, or you can just close the Register 
New Application screen and go on to our next step. In either case, when you finally do Exit the 
application, be sure to remove the bootstrap password from the code in RegNewApp.java. 

There are several Oracle connections required to accomplish the various tasks of the security 
administration interface application. So far, we have only one connection string in the list, so we need to 
add the others. Run OJSAdmin and click on the Pick App to Manage button. In the drop-down selection 
box, select the OJSAdmin application OJSADMIN/orajavsec. Login$InnerRevlvlClass. You will receive 
another prompt for two-factor authentication; however, this is the same application. If it has been less 
than 10 minutes since the first two-factor code was sent to you, enter that code; otherwise wait for a new 
code. 

You will see that the menu items at the bottom of the OJSAdmin menu screen are available. Select the 
Update Connection Strings menu item. Enter two additional connection strings as listed in Table 12-2. 

Table 12-2. Additional Connection Strings for OJSAdmin 

instance 
orcl 
orcl 

user 
appusr 
ojsaadm 

password 
password 

password 

server port 
localhost 1521 

localhost 1521 

After each entry, click the Update Connection String button and assure the connection success 
message is displayed. After both entries are made, click on the Save List button to store the complete list 
of connection strings in the database. That completes the configuration of the OJSAdmin application, and 
all of its features are now ready for use. Exit OJ SAdmin in both NMs, then reenter to reload the connection 
strings. 

Chapter Review 
This chapter has perhaps been more fun to write and read because it provides a visual representation of 
the concepts we've been studying. The various menus and screens make managing the application 
security infrastructure much easier and more approachable. Also, by encoding the rules into a GUI 
application, we don't have to remember all the pieces and parts. 

In addition to discussing the operation of the functional screens, we discussed GUI development in 
general, with specific attention to the single-threaded operation and the use of delayed threads and the 
SwingUtili ties. invoke Later() method. We also explored modal dialog boxes and making dialogs and 
functional screens visible and invisible as required. 

To make this security administration interface application work, we added a couple tables, several 
packages, a database link, a couple users and roles, and various other Oracle structures. We also added a 
couple utility methods to OracleJavaSecure, and modified a couple existing methods. A developer's job 
is never done, and those who implement the security infrastructure presented in this book will find 
reasons to modify it and expand it. 

When you have finished reading and working your way through this book, you will want to continue 
on to read and work through the Supplemental material included in the source code download. In the 
supplement, we address several scenarios that you can use as templates and guides for accomplishing 
computer security. These are the scenarios we will cover: 
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• Testing with new applications, users and administrators 

• Responding to an emergency- securing a new application and data 

• Changing all the passwords 

• Auditing and logging 

• Performing an asset-centric risk assessment 

• Tailoring installation and implementation 

I encourage you to work on these issues, and I hope you have complete success in Application Security 
using Oracle and Java! Having finished this book, you are now the expert in Oracle and Java security. 



APPENDIX A 

List of Methods from 
OracleJavaSecure Class 

Method Listing Access Platform Called By 

Constructor 5-7 Private Neither none 

byteArrayToCharArray 6-17 Package Client decryptSessionSecretDESPassP 
hrase 

charArrayToByteArray 6-17 Package Oracle getCryptSessionSecretDESPass 
Phrase 

checkFormat2Factor 10-22 Public Client setAppContext and main 

closeConnection 8-26 Public Client all applications 

copyAppConnections ref 11- Public Client some applications 
27 

copyPreviousConns ll-29ff Public Oracle f_copy_conns 

decryptSessionSecretD 6-16 Private Client makeDESKey 
ESPassPhrase 

distribToEMail 9-26ff Private Oracle distribute2Factor 

distribToPagerURL 9-27 Private Oracle distribute2Factor 

distribToSMS 9-26 Private Oracle distribute2Factor 

How 

none 

Internal 

Internal 

Internal 
and Java 

Java 

Java 

Stored 
Procedure 

Internal 

Internal 

Internal 

Internal 
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Method Listing Access Platform Called By How 

distribute2Factor 9-19 Public Oracle f_send_2_factor Stored 
Procedure 

getAAConnRole 10-56 Public Client all applications Java 

getAppAuthConn 10-39 Private Client getAAConnRole Internal 

getAppConnections 10-40ff Public Client all applications Java 

getCryptConns 10-47 Public Oracle f_get_crypt_conns Stored 
& 11- Procedure 
24 

getCryptData 6-9 Public Both f_get_crypt_data and sensitive Stored and 
apps Java 

getCryptSessionSecretD 6-6 Public Oracle f_get_crypt_secret_algorithm Stored 
ESAlgorithm Procedure 

getCryptSessionSecretD 6-8 Public Oracle f_get_crypt_secret_count Stored 
ESlterationCount Procedure 

getCryptSessionSecretD 6-5 Public Oracle f_get_crypt_secret_pass Stored 
ESPassPhrase Procedure 

getCryptSessionSecretD 6-7 Public Oracle f_get_crypt_secret_salt Stored 
ESSalt Procedure 

getDecryptData 6-14 Public Client sensitive applications Java 

getDecryptData RAW 6-15 Public Both f_get_decrypt_data and Stored and 
sensitive apps Java 

getLocRSAPubExp 5-6 Public Client getAppConnections and sens Internal 
apps and Java 

getLocRSAPubMod 5-6 Public Client getAppConnections and sens Internal 
apps and Java 

getOSU serID 8-4 Private Client setConnection Internal 

getOSUserN ame Supple Public Client TestAppA class Java 
ment 
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Method Listing Access Platform Called By How 

getRSACryptData String 6-4 Private Oracle getCryptSessionSecretD ESAlgo Internal 
rithm 

getRSACryptData bytes 6-4 Private Oracle getCryptSessionSecretD ES Pass Internal 
Phrase, IC, Salt 

isAppverOK ref 12- Public Client Login class Java 
6 

listConnNames 12-62 Package Client OJSAdmin app Java 

main 11-8 Public Client none Command 
Prompt 

makeDESKey 7-7 Public Client getAppConnections, Internal 
getDecryptData and sens apps and Java 

makeExtRSAPubKey 5-3 Private Oracle getRSACryptData B Internal 

makeLocRSAKeys 5-1 Private Client getLocRSAPubMod and Internal 
getLocRSAPubExp 

makeSessionSecretDES 6-3 Private Both makeDESKey, Internal 
Key getCryptSessionSecretDESPass 

Phrase .. . , getCryptData 

makeSessionSecretDES 6-1 Private Oracle makeSessionSecretDESKey Internal 
PassPhrase 

putAppConnections 10-24 Public Client OJSAdmin and applications Java 

putAppConnString 10-23 Public Client applications Java 

putAppConnString test 10-23 Public Client putAppConnString A, Internal 
OJSAdmin and applications and Java 

removeAppConnString 11-26 Package Client [OJSAdmin app] Java 

resetKeys 7-9 Public Client OJSAdmin and Internal 
getAppConnections and Java 

setAppContext 10-21 Public Client Login class and applications Java 
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Method Listing Access Platform Called By How 

setApp VerConnection 10-45 Private Client getAppConnections and Internal 
& 11-9 copyAppConnections 

setConnection URL 8-24 Private Client setAppVerConnection and Internal 
getAppAuthConn 

setConnection 8-24 Private Client setConnection URL Internal 
Connection 

setConnection 8-25 Private Client setConnection Connection Internal 
OracleConnection 

setDecryptConns 10-26ff Public Oracle f_set_decrypt_conns Stored 
Procedure 

test2Factor 12-8 Public Client Login class Java 

406 



APPENDIX B 

Oracle Procedures, Functions 
and Triggers for Oracle 
and Java Security 

Procedure/ Schema Package Listing Special Execute Called By 
Function/Trigger By 

p_log_error appsec app_sec 7-6 App all 
_pkg Users 

(HR) 

f_get_crypt_secret appsec app_sec 6-11 Java App p_get_app_conns 
_pass _pkg Stored Users 

Proc (HR) 

f_get_crypt_secret appsec app_sec 6-11 Java App p_get_app_conns 
_algorithm _pkg Stored Users 

Proc (HR) 

f_get_crypt_secret appsec app_sec 6-11 Java App p_get_app_conns 
- salt _pkg Stored Users 

Proc (HR) 

f_get_crypt_secret appsec app_sec 6-11 Java App p_get_app_conns 
- count _pkg Stored Users 

Proc (HR) 

f_get_crypt_data appsec app_sec 6-11 Java App App Procedures 
_pkg Stored Users 

Proc (HR) 

f_get_decrypt_dat appsec app_sec 6-11 Java App App Procedures 
a _pkg Stored Users 

Proc (HR) 
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Procedure/ Schema Package Listing Special Execute Called By 

Function/Trigger By 

p_appsec_errors_j appsec 7-4 Auton t_appsec_errors_iar 
anitor omous 

t_appsec_errors_i appsec 7-5 Trigger INSERT t_appsec_errors 
ar 

t_application_key appsec 11-16 Trigger UPDATE t_application_key 
_budr 

f_is_sso appsec 10-3 CURR p _check_role_access, 
ENT_U f_set_decrypt_conns, 
SER p_get_app_conns 

f_copy_conns appsec appsec_ 11-27 Java p_copy_app_conns 
only_pk Stored 
g Proc 

f_is_cur_cached_c appsec appsec_ 9-13, p_copy_app_conns, 
d only_pk 10-4 p_get_app_conns 

g 

f_send_2_factor appsec appsec_ 9-14, Java p_copy_app_conns, 
only_pk 10-4 Stored p_get_app_conns 
g Proc 

f_get_app _role appsec appsec_ 10-5 p_check_role_access 
only_pk 
g 

p_get_emp_2fact_ appsec appsec_ 10-8, distribute2Factor 
nos only_pk 11-52 

g 

p_update_2fact_c appsec appsec_ 10-9 distribute2Factor 
ache only_pk 

g 

f_is_user appsec appsec_ 10-16 p_appver_logon 
only_pk 
g 

p_count_class_co appsec appsec_ 10-37 setDecryptConns, 
nns only_pk copyPreviousConns 

g 
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