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Our first step (after the BEGIN header) is to insert the current date in our management table. That will
prevent others from also trying to manage the error log table. We commit it, which is only allowed here
because we are an autonomous transaction.

The second step is to delete records in the error log that are over 45 days old. Notice that we do
some date arithmetic involving SYSDATE, in this case SYSDATE - 45, which is equivalent to 45 days ago.
We will use similar date arithmetic in our trigger. We also commit this deletion.

The last thing under the BEGIN header is to insert a “Success” message in the error log, and commit
it. Why not? That seems like a good place.

As in our other procedures we’ve seen so far, we are going to catch errors. In this case, we will insert
the error into our error log table (once again, why not? It’ll be nice to have all our troubleshooting
messages in one place.) And commit it.

Creating a Trigger to Maintain the Error Log Table

The maintenance procedure we defined above will work every time you call it, and however you call it.
You could hire someone to manually run that procedure once a day. Oracle database has a scheduler
(the DBMS SCHEDULER PL/SQL package or the older DBMS JOB PL/SQL package) that you could alternatively
use to run it once a day.

Instead, we are going to make the table self-governing by adding a trigger. A trigger has a lot of
similarities to a procedure, so it is consistent with the syntax we’ve been discussing. Execute the code in
Listing 7-5 to create and enable a trigger on the t appsec errors table that will run after each row (log
entry) is inserted in the table.

Listing 7-5. Insert Trigger on Error Log Table, t appsec errors iar

CREATE OR REPLACE TRIGGER appsec.t appsec errors iar
AFTER INSERT ON t appsec errors FOR EACH ROW
DECLARE
m log maint dt DATE;
BEGIN
SELECT MAX( update_ts ) INTO m_log maint_dt FROM t appsec errors maint;
-- Whenever T APPSEC ERRORS MAINT is empty, M LOG MAINT DT is null
IF( ( m log maint dt IS NULL ) OR
( m log maint dt < ( SYSDATE - 1) ) )
THEN
p appsec errors janitor;
END IF;
END;
/
ALTER TRIGGER appsec.t appsec errors iar ENABLE;

This trigger runs after each insert, AFTER INSERT; however, we only want our procedure to run once a
day. To accomplish this, we get the MAX( update ts ) of the last time our procedure was run from the
t appsec errors maint table, and store that date inm log maint dt. (Note this example of SELECT INTO
syntax—selecting a value into a variable.) Then we check to see if m log maint dt is NULL (whenever
t appsec errors maint table is empty) orm log maint dt is earlier than 24 hours ago (< SYSDATE - 1).If
itis, then we run our procedure, p appsec errors janitor.
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Testing the Trigger

While you are connected to Oracle database as appsec user, you can test the trigger. First execute the
following lines to insert an error log entry and commit it:

INSERT INTO appsec.v appsec errors (err no, err txt ) VALUES (1, 'DAVE' );
COMMIT;

Note that our autonomous procedure can only deal with data that exists independently. Our inserts
and updates do not exist in the database independently until we COMMIT the data.

Note also that we are depending on the default values for msg txt and update ts—those columns
are not part of our insert statement.

Query each of our tables, the error logs and the maintenance record, and observe that our previous
insert succeeded and that the Janitor procedure ran. Here’s an example:

SELECT * FROM appsec.v appsec errors ORDER BY update ts;
SELECT * FROM appsec.t appsec errors maint ORDER BY update ts;

Now insert an error log entry that pretends to be 60 days old (note the arithmetic with SYSDATE):

INSERT INTO appsec.v appsec errors (err no, err txt, msg txt, update ts)
VALUES (2, 'DAVE', 'NONE', SYSDATE - 60 );
COMMIT;

Again query each of our tables to assure that our insert worked and that our janitor procedure did
not run again (because it has already run on this day):

SELECT * FROM appsec.v appsec errors ORDER BY update ts;
SELECT * FROM appsec.t appsec errors maint ORDER BY update ts;

Now change the data of our last janitor maintenance run date to yesterday (actually, 24 hours ago),
and assure that the change was effective (if you have more than one entry in this table, this UPDATE won’t
work. The index on UPDATE TS in this table is a UNIQUE index):

UPDATE appsec.t appsec errors maint SET update ts = SYSDATE-1;
COMMIT;
SELECT * FROM appsec.t appsec errors maint ORDER BY update ts;

And submit another record from today (default, SYSDATE):

INSERT INTO appsec.v appsec errors (err no, err txt ) VALUES (3, 'DAVE' );
COMMIT;

For the last time in these tests, query each of our tables to assure that our insert worked and that our
janitor procedure ran a second time, and that the mock-old record (the one with err no = 2) was
deleted:

SELECT * FROM appsec.v appsec errors ORDER BY update ts;
SELECT * FROM appsec.t appsec errors maint ORDER BY update ts;

Updating the Application Security Package

In Chapter 6, we had two procedures (p get shared passphrase and p get des crypt test data) and
one function (f show algorithm) that we described as being “temporary”. They were used for testing
only in Chapter 6, and we will remove them from app sec pkg in this chapter. The remainder of the
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functions in app sec pkg will remain and have not been changed. Look at the file, Chapter7/AppSec.sql to
see the full listing. We have one new procedure that we introduce in this chapter: p log error.

Creating an Error Logging Procedure

The p log error procedure takes a NUMBER and one or two VARCHAR2 (text) parameters. The err txt field
is limited to 2,000 characters, but a VARCHAR2 column may have up to 4000 characters; so we truncate the
m err txt parameter to 2,000 characters, if needed, to fit our err txt column.

Note that this procedure (the package), and the table being updated are in the appsec schema, but
the one calling this procedure may be an application in another schema (like HR). We have already
granted execute on app sec pkg package to the HR user, and we need to grant execute to any other
application user who needs our Application Security processes.

If you will, think back to when we defined the t appsec errors table. Recall that we set the msg txt
and update ts columns to be nullable, and to have default values (NULL and SYSDATE). That allowed us to
do data inserts by just providing data elements for the first two columns. We could insert data without
even mentioning the last two columns. In fact, we said that we don’t want to insert a value for update ts;
but rather, allow the Oracle database to assign the current default value of SYSDATE.

Well, now we are creating a procedure (shown in Listing 7-6) for various applications to call in order
to insert error records into our table, and the procedure accounts for those default values. First of all, the
procedure doesn’t accept a value for update ts; rather, the default SYSDATE will be used. Second, the
value for msg txt has a default value of NULL so that application users can call this procedure with or
without a value for msg txt.

Listing 7-6. Procedure to Insert Log Entries, p log error

PROCEDURE p log error( m err no NUMBER, m err txt VARCHAR2,
m msg txt VARCHAR2 DEFAULT NULL )

IS
1 err txt VARCHAR2(2000);

BEGIN
1 err txt := RTRIM( SUBSTR( m_exrr_ txt, 1, 2000 ) );
INSERT INTO v appsec errors ( err no, err txt, msg txt )

VALUES ( m err no, 1 err txt, m msg txt );

COMMIT;

END p log error;

We use the substring function, SUBSTR, to get only the first 2,000 characters of the error text. Then
we use the right trim function, RTRIM to remove any spaces at the right end of the remaining text. If
m err txtis NULL, SUBSTR returns a NULL, and RTRIM returns a NULL.

At the end of the p log error procedure, we simply insert the error data into our error log table and
COMMIT.

Executing Package Specification and Body

Execute the two blocks in the file named Chapter7/AppSec.sqlto replace the app sec pkg package
specification and body. You can see that both those blocks begin with the command CREATE OR REPLACE.
Because we already have a package named app sec pkg, this command will replace it. The absolute best
thing about this command is that we can execute it on a running Oracle database, and the applications
that use the package will not fail. That is, if the package specification does not need to change. Consider
another option: if we had to DROP and then separately CREATE these structures, we would have to wait
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until the Oracle database was off-line, or at least until the dependent applications were not running;
otherwise, applications would fail during the interim between the DROP and the CREATE.

Methods for Using and Testing Encryption in Transit

Our working model will not be tested from the main() method of OracleJavaSecure; rather, we are going
to demonstrate how we come in as a separate application and use the structures of our Application
Security package, app sec pkg. We are going to add two more methods to the OracleJavaSecure class:
one just for testing, resetKeys(); and another to prepare the client to encrypt data for updates / inserts
to Oracle database, makeDESKey ().

We want the ability to do data updates from our client application with a minimum of effort. The
least effort requires these steps:

1. Generate RSA keys on client and pass public key to Oracle.

2. Generate DES secret password key on Oracle database,
encrypt the artifacts with RSA public key, and pass back to the client.

3. Build a copy of the DES key on the client.

4. Encrypt data with DES key and send to Oracle database for decrypt and
update.

We have already demonstrated an Oracle procedure, p get shared passphrase, which allowed us to
combine steps 1 and 2 into a single step. However, step 4 requires a second Oracle statement. Therefore,
we are going to have to make at least two calls to Oracle database to do the first update. Within the same
Oracle session, we can do additional updates, each in a single call. We only need to do the combined
steps 1, 2 and 3 once (key exchange); and then after the keys have been established, we can do as many
updates and inserts as we’d like using existing keys.

Method to Build the Secret Password Key

In Chapter 6, we used the p get shared passphrase Oracle procedure to get all the DES secret password
key artifacts to the client; however, we didn’t build the secret password key until we received encrypted
data from Oracle database that we wanted to decrypt on the client.

In this chapter, we are going to need the DES secret key even without data to decrypt. We are going
to do data encryption on the client and send it to Oracle database as an independent task. So, we need a
Java method that independently builds the secret password key. Listing 7-7 shows the code for that
method.
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Listing 7-7. Method to Call to Build Secret Password Key, makeDESKey ()

public static final void makeDESKey(
RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm,
RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount )

try {
decryptSessionSecretDESPassPhrase( cryptSecretDESPassPhrase,
cryptSecretDESAlgorithm, cryptSecretDESSalt,
cryptSecretDESIterationCount );
makeSessionSecretDESKey();
} catch( Exception x ) {
x.printStackTrace();
}

}

Within the try block is most of the body of our previous getDecryptData() method, sans the call to
actually decrypt data. This provides us an opportunity to do some refactoring, improving the design of
our code. Because our new method does most of what we did in getDecryptData(), let’s rewrite
getDecryptData() to call the new method, as in Listing 7-8.

Listing 7-8. Decrypt Data with the Secret Password Key, getDecryptData()

public static final String getDecryptData( RAW cryptData,
RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm,
RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount )

String rtrnString = "getDecryptData() A failed";
try {
if( ( null == sessionSecretDESKey ) || testAsClientAndServer ) {
makeDESKey( cryptSecretDESPassPhrase, cryptSecretDESAlgorithm,
cryptSecretDESSalt, cryptSecretDESIterationCount );

rtrnString = getDecryptData( cryptData );
} catch( Exception x ) {

x.printStackTrace();
}

return rtrnString;

}

The bold text, our call to makeDESKey(), is where we previously had the code that we have moved
into the body of makeDESKey ().

Temporary Method to Reset All Keys

The second method we are adding to OracleJavaSecure is resetKeys(). The resetKeys() method is only
for testing in this chapter (however, we will resurrect it in Chapter 10). Later we will describe several test
scenarios, one of which will emulate starting a new connection/session on the client (by running this
method) and trying to use existing keys on Oracle database. This scenario will fail, but we will do the test
just to demonstrate that scenario.
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In resetKeys(), Listing 7-9, we set back to null those static members that we set to null initially.
Recall that they were null in order to facilitate testing those variables for null and/or for testing
comparison to other members. We needed to set them to null initially in order to compile past the “may
not have been initialized” error message.

We also reset the value of sessionSecretDESAlgorithm to its pre-negotiated value.

Listing 7-9. Reset all Keys, resetKeys ()

public static final void resetKeys() {
locRSAPubMod = null;
saveExtRSAPubMod = null;
extRSAPubKey = null;
sessionSecretDESPassPhraseChars = null;
sessionSecretDESKey = null;
sessionSecretDESAlgorithm = "PBEWithSHA1AndDESede";

Loading Updated OracleJavaSecure Class into Oracle

Connect or remain connected to Oracle database as application security, appsec, user with the non-
default role, appsec role and copy/paste the code from the file
Chapter?7\orajavsec\OracleJavaSecure.java into your Oracle client. Uncomment the first line then run the
script to replace our Java class in Oracle database.

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS

Security Structures for the HR User

Our working model of application encryption will consist of reading data from the HR schema, with
sensitive columns being encrypted as they are transmitted across the network. Part of the responsibility
falls to the application developers who must assure that sensitive data is only available to the client in
encrypted form. Our application security schema, appsec, can provide the tools, but our application
developers, like HR, will need to implement them.

Let’s explore what HR does to encrypt his data first. Then we’ll look at what the Application Security
manager can provide to all application developers as a template for implementing this.

Exploring Privileges That Enable HR Tasks

HR, as provided by Oracle, is a sample schema and already has a variety of system privileges. HR has the
default role, RESOURCE, and via that role, has this list of privileges:

CREATE SEQUENCE,
CREATE TRIGGER,
CREATE CLUSTER,
CREATE PROCEDURE,
CREATE TYPE,
CREATE OPERATOR,
CREATE TABLE,
CREATE INDEXTYPE
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All application schemas that intend to implement our application security will need the CREATE
PROCEDURE system privilege.

Recall that to have access to the application security structures, we also need to grant each
application schema the object privilege to execute the app sec pkg package, like we did (already as
secadm) for HR:

GRANT EXECUTE ON appsec.app sec pkg TO hr;

Creating the HR Security Package

HR will have a package of his own procedures and functions that provide access to HR tables, but return
any sensitive columns in encrypted form only. Let’s examine the package and then create it at the end.

Note You can find a script of the following commands in the file named Chapter7/HR.sql.

CREATE OR REPLACE PACKAGE hr.hr sec pkg IS
TYPE RESULTSET_TYPE IS REF CURSOR;

Within the Specification of our package, we will define a TYPE. We will name it RESULTSET TYPE, and it
will represent a CURSOR, also known as a ResultSet in Java. When we call procedures to get our encrypted
HR data, we are going to hand back from Oracle database, a number of OUT parameters. Many of the OUT
parameters will be artifacts of our secret password key, as we have seen, and one might also be a
RESULTSET TYPE, which will hold multiple rows of encrypted data.

Selecting Sensitive Data Columns from EMPLOYEES

The code in Listing 7-10 is the body of an Oracle procedure named p select employees sensitive. You
should be very familiar with this format. The list of parameters and the code used to set the secret
password key artifacts look like what we’ve seen before. We do have an OUT parameter named
resultset out that will hold a RESULTSET TYPE (rows of data):

Listing 7-10. Procedure to Select Sensitive Data from Employees Table, p select employees sensitive

PROCEDURE p select employees sensitive(

ext modulus VARCHAR?2,
ext exponent VARCHAR2,
secret pass salt OUT RAW,

secret pass count OUT RAW,
secret pass algorithm OUT RAW,

secret pass OUT RAW,
resultset_out OUT RESULTSET_TYPE,
m err no OUT NUMBER,
m err txt OUT VARCHAR2 )

IS BEGIN

m err no := O;
secret pass salt :=
appsec.app sec pkg.f get crypt secret salt( ext modulus, ext exponent );
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