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the corresponding check box on the Admin Users screen. Before we got to this point, in the 
userComboBox actionPerformed() method, we called the blankAll() method, which had deselected all of 
the check boxes. So at the end of this procedure, the only check boxes that are selected are those 
representing proxy privileges that are granted to the selected user. 

Listing 12-31. Query to get Administrative Proxy Grants for the Selected User 

rs= stmt.executeQuery("SELECT INSTANCE, proxy, client"+ 
"FROM ojsaadm.instance proxy users "); 

while (rs.next()) { 

} 

if (rs.getString(3).equalsignoreCase(userID)) { 

} 

if (rs.getString(2).equalsignoreCase("OJSMDM")) 
ojsaadmCheckBox.setSelected(true); 

if (rs.getString(2).equalsignoreCase("APPUSR")) 
appusrCheckBox.setSelected(true); 

if (rs.getString(2).equalsignoreCase("AVADMIN")) 
avadminCheckBox.setSelected(true); 

Save Updates to the Administrative Privileges 
When the application user has selected a user and made changes to the administrative privilege check 
boxes that are selected, he will need to save the changes. He does this by selecting the Save Updates 
button. When that button is selected, the saveButton actionPerformed () method is called. Once again, 
the selected user ID is pulled from the selected item in the userComboBox. A delayed thread is created with 
the code in Listing 12-32 in its run () method. 

This method is extensive because we are independently calling procedures to grant or revoke each 
privilege represented by the check boxes on the Admin Users screen. We could have combined several of 
these calls into a dynamic loop, but we wouldn't have saved much code, and the clarity would have been 
diminished. The first step we take is to try to create the user on both the orcl and apver instances. The 
user may already exist, but this is an easy enough step and assures the user both exists and has the 
privileges needed to run our applications. We call three Oracle procedures to create the user-two 
operate on the orcl instance (sys. usr role adm pkg. p create user once and p create user many), and 
one operates across a database link to the apver instance 
(ojsaadm.apver usr adm pkg.p create apver user). Each of these procedure calls has the identical 
syntax, so I'll only show the full syntax once. Some of the procedure calls take one parameter, the user 
ID; some take two parameters, the user ID and the proxy user. 

Listing 12-32. Saving Updates to Administrative Privileges, Abbreviated 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr_role_adm_pkg.p_create_user_once(?)"); 

stmt.setString(1, userID); 
stmt.executeUpdate(); 
if (stmt != null) stmt.close(); 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr role adm pkg.p_create_user_many(?)"); 



CHAPTER 12 ADMINISTRATION OF SECURITY 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL ojsaadm.apver usr adm pkg.p_create_apver_user(?)"); 

// Next, grant or revoke each proxy 
if (ojsaadmCheckBox.isSelected()) { 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr role adm pkg.p_set_proxy_through(?,?)"); 

stmt.setString(l, userID); 
stmt. setString(2, "OJSAADM"); 

} else { 
stmt = (OracleCallableStatement)conn.prepareCall( 

"CALL sys.usr role adm pkg.p_drop_proxy_through(?,?)"); 

} 
if (appusrCheckBox.isSelected()) { 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr role adm pkg.p_set_proxy_through(?,?)"); 

stmt.setString(l, userID); 
stmt. setString(2, "APPUSR"); 

} else { 
stmt = (OracleCallableStatement)conn.prepareCall( 

"CALL sys.usr role adm pkg.p_drop_proxy_through(?,?)"); 

} 
if (avadminCheckBox.isSelected()) { 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr role adm pkg.p_set_proxy_through(?,?)"); 

stmt.setString(1, userID); 
stmt. setString(2, "AVADMIN"); 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL ojsaadm.apver usr adm pkg.p_set_apver_proxy_through(?,?)"); 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL ojsaadm.apver usr adm pkg.p_grant_apver_appver_conns(?)"); 

stmt . setString(l, userID); 

} else { 
stmt = (OracleCallableStatement)conn.prepareCall( 

"CALL sys.usr role adm pkg.p_drop_proxy_through(?,?)"); 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL ojsaadm.apver usr adm pkg.p_drop_apver_proxy_through(?,?)"); 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL ojsaadm.apver usr adm pkg.p_revoke_apver_appver_conns(?)"); 

} 
blankAll(); 
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We call either p set proxy through or p drop proxy through for each of the administrative proxy 
users, depending on whether the check box is selected for that administrative proxy or not. In addition, 
for the proxy user avadmin, we also call the procedures that go across the link to grant or revoke proxy, 
ojsaadm.apver usr adm pkg.p set apver proxy through or p set apver proxy through, because this 
proxy user is used on both instances. 

If the avadminCheckBox is selected we run one more procedure, p grant apver appver conns, and if 
not selected, we run p revoke apver appver conns. We will discuss those procedures in detail when we 
get to the Register New Application screen. The procedures grant or revoke another role we will need at 
that point. 

Revoke User Access to Run Applications 
When the administrative user selects a user on the Admin Users screen and then selects the Revoke User 
Access button, the revokeUserButton actionPerformed() method is called. The code that gets run in that 
method drops all the proxies for the selected user on both instances. This code is shown in Listing 12-33. 

We instantiate an ordinary Statement class, stmt2, which will support a query that returns a 
Resul tSet. This is in addition to the OracleCallableStatement that we instantiate to call our stored 
procedures. Similarly to the way we selected from oj saadm. instance proxy users to set the 
administrative proxy grant check boxes when an existing user is selected from our userComboBox; here 
again, we select all the proxy users and only concern ourselves, as we walk through the Resul tSet, with 
those proxy grants that were made to the selected user. Then if the instance where we saw the proxy 
grant is equal to "apver," we call the stored procedure to revoke the proxy grant across the database link. 
Otherwise, we call the stored procedure to revoke the proxy grant locally. 

Listing 12-33. Dropping all Administrative and Application Proxy Privileges 

stmt2 = conn.createStatement(); 
rs= stmt2.executeQuery("SELECT INSTANCE, proxy, client"+ 

"FROM ojsaadm.instance_proxy_users "); 
while (rs.next()) { 

} 

if (rs.getString(3).equalslgnoreCase(userID)) { 

} 

if (rs.getString(1).equalsignoreCase("apver")) { 
stmt = (OracleCallableStatement)conn.prepareCall( 

"CALL ojsaadm.apver usr adm pkg.p_drop_apver_proxy_through(?,?)"); 
} else { 

stmt = (OracleCallableStatement)conn.prepareCall( 
"CALL sys.usr role adm pkg.p_drop_proxy_through(?,?)"); 

} 
stmt.setString(1, userID); 
stmt.setString(2, rs.getString(1)); 
stmt.executeUpdate(); 
if (stmt != null) stmt.close(); 

if (rs != null) rs.close(); 
blankAll(); 

I considered writing this method a bit differently, only dropping those proxies that we know are 
related to our applications, and you may want to rewrite this (calling both p drop user and 
p drop apver user procedures to revoke the proxy grant to appver) if that is your goal. This method as 
written will drop all application proxies, including the privilege to proxy through the appver user, which 
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will keep the Oracle user from accomplishing SSO or two-factor authentication. We do not, however, 
drop the Oracle user account. 

Application Assignment Screen 
The Assign Application functional screen shares a lot of the concepts and code that we used in the 
Admin Users screen. Here, though, we are not dealing with the administrative proxy grants, but with 
grants to proxy for other applications. Figure 12-5 displays the Assign Application screen. 

Note Users who are able to proxy through oj sadmin are able to assign any application to any users. Perhaps 
another level of filtering would be appropriate, but that has not been added in this book. On the positive side, these 
ojsadmin administrators can fill in for one another, assigning user access to each other's applications. The only 
application-specific administrative filtering we do here is in limiting which administrators can change connection 
strings (passwords) for which applications. 
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Figure 12-5. Assign Application functional screen 
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When there are many application proxies, having them all represented in a selectable table is easier 
than having a check box for each proxy. The one drawback in selecting from a list like this is the 
somewhat more likely possibility that an incorrect selection will be made and overlooked. For that 
reason, we don't show the administrative proxy users in this list. 

The drop-down combo box at the top of the Assign Applications screen is where we select a user. We 
will be managing that user's access to applications. The far right table displays the list of proxy grants 
already given to the selected user, and the middle table lists all the available proxy grants. When an 
available proxy is selected, the far left table shows a list of applications in which that proxy is used. For 
example, the appusr proxy is assigned to users of the HRVIEW application as well as the OJSADMIN 
application. 

These tables are a couple layers deep in nested GUI objects. Our tables reside in a scroll pane so that 
when the table grows beyond what can be seen in the little box we've provided, we will have vertical 
and/ or horizontal scroll bars to give us access to the remaining data. 

To add a proxy for the selected user, the Add Selected button will be pressed, and, likewise, to 
revoke a proxy from the selected user, the Remove Selected button will be pressed. To save these new 
settings, the application user will press the Save Updates button. 

Initializing the Data Selection Components 
When we instantiate a new AssignApp class, we will call the datalni t () method to populate three data­
selection components. We will build the list of users for our userComboBox, as we have seen in other 
functional screens. We will also build a list of available application proxy accounts. And we will build a 
lookup table oflists of applications where a proxy user is used. Then, when a proxy user is selected from 
the available proxies list, we will display the associated list of applications in the far left column of the 
Assign Applications screen. 

In our list of available proxy users for applications, we will not provide a true list of available proxies, 
because every Oracle user is in fact potentially a proxy-through user. We do not want to display all the 
Oracle users, or incorrect selections are bound to happen. Rather, the proxy users we will show in the 
available proxies list will be only those app user entries from the appsec. v application registry view 
that are not also security administration proxies. Recall that we grant and revoke access to the 
administrative proxy users through the Admin Users screen. The available proxies will be the list of 
app user entries for all registered, non-administrative applications. 

For our available proxies list, we are going to populate a new GUI widget called a Hable. It is not so 
straightforward to populate the Hable as it was for our combo boxes. We cannot just call add Item(). In a 
Hable, there is an underlying table model that we populate. We are using instances of the 
DefaultTableModel that we declare as static members of AssignApps. This is shown in Listing 12-34. 

Each table model has both data and column labels. The data and column labels can be provided to 
the table model in a variety of forms, and we elect to provide both the data and column labels as Vectors. 
We will only have a single column in our tables, which will be either a list of "Proxies" or a list of 
"Applications." Our column identifier vectors are defined as static members of AssignApp as shown in 
Listing 12-34. If we had multiple columns in our tables, we would add a label for each column to our 
column identifier Vectors. We do not have to tell the Hable how many columns of data we are going to 
have-it divines that from the number of entries in our column identifiers Vector. 

Listing 12-34. Static Members of Assign Applications 

static DefaultTableModel availableProxiesTM = new DefaultTableModel(); 
static DefaultTableModel userProxiesTM = new DefaultTableModel(); 
static DefaultTableModel appsTM = new DefaultTableModel(); 
static Vector columnldentifiers = new Vector(); 
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static { 
columnidentifiers.add("Proxies"); 

} 
static Vector appColumnidentifiers = new Vector(); 
static { 

appColumnidentifiers .add("Applications"); 
} 
static Hashtable<String, Vector> appsHashtable = 

new Hashtable<String, Vector>(); 

The last static member we declare in Listing 12-34 is a Hashtable. The appsHashTable will have a key, 
the proxy user name, and a value, the Vector of applications where that proxy user is used. 

A Defaul tTableModel assumes that each row may have multiple columns, so it does not handle data 
as a simple list, even when there is only one column. Rather, in the case where Vectors are used, it 
expects each row to be a Vector of data elements, one for each column. So in the end, the data we 
provide to the table model in order to build our table will be a Vector of Vectors holding a list of 
potentially multi-column rows. 

Now that you know where we are headed in building the data Vectors for our tables, let's look at the 
code from datainit() that builds our available proxies list. This code is shown in Listingl2-35. Look 
closely at the while loop where we handle the Resul tSet from our query. We instantiate a new 
itemVector and populate it with one element, the first column of our ResultSet. The itemVector 
represents a row in our table. Then we add the i temVector to our data Vector. The dataVector represents 
a list of rows for the table. The last line in Listing 12-35 is a call to the available proxies table model 
setDataVector () method that will populate the table. 

Listing 12-35. Build Data for Available Proxies Table 

rs= stmt.executeQuery( 
"SELECT DISTINCT a.app user FROM appsec .v application registry a"+ 

"WHERE a.app user NOT IN ('APPVER', 'AVADMIN', 'APPSEC', 'OJSAADM') " + 
"ORDER BY a.app user"); 

// dataVector must be Vector of Vectors 
Vector dataVector = new Vector(); 
Vector itemVector; 
while (rs .next()) { 

} 

itemVector = n8111 Vector() ; 
itemVector.add(rs.getString(1)); 
dataVector.add(itemVector); 

if (rs != null) 
rs.close() ; 

availableProxiesTM.setDataVector(dataVector, columnldentifiers); 

In the datainit() method we also build the data for our applications for proxy table. The contents of 
this table will change to match whatever proxy user is currently selected. For each proxy user, we will 
have a Vector of Vectors to use to populate the table. Those Vectors of Vectors will be held as values in 
appsHashTable that we can select with the key of the proxy user name. 

Listing 12-36 shows the code used to build appsHashTable. In building the data, we again skip 
administrative proxies that are handled by the Admin Users screen, and we skip proxies that 
are used on the apver instance . We are prepared to call datainit() multiple times, whenever 
the data may have changed, i .e. , after the Save Updates button is selected . Because we may be 
rebuilding the appsHashTable, we start out by removing any existing content by calling the 
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clear() method. We also set the table model, appsTM to a null Vector-we don't wantto show any 
applications until an available proxy is selected. 

As we walk through the ResultSet, we check to see ifwe have already started a dataVector for the 
proxy user, rs.getString(2). We check if the appsHashTable contains a key by that name. If so, we get the 
value from appsHashTable which is our Vector of applications for the proxy, else we instantiate a new 
Vector. Again, each application is an item in a new Vector that is added to the dataVector for this proxy. 
Then the dataVector is put into the appsHashTable with the proxy user name as the key. 

Listing 12-36. Build Data for Applications for Proxy Table 

rs= stmt.executeQuery("SELECT DISTINCT a.application id, p.proxy" + 
"FROM ojsaadm.instance proxy users p, appsec.v application registry a"+ 
"WHERE p.instance <> 'APVER' "+ 
"AND p.proxy NOT IN (' APPVER', 'AVADMIN', 'APPSEC', 'OJSAADM') " + 
"AND a.app user= p.proxy ORDER BY a.application id"); 

// appsHashtable must be Hashtable of Vectors of Vectors 
// empty static Hashtable each time you enter this screen 
appsHashtable.clear(); 
appsTM.setDataVector(null, appColumnidentifiers); 
while (rs.next()) { 

} 

if (appsHashtable.containsKey(rs.getString(2))) { 
dataVector = appsHashtable.get(rs.getString(2)); 
itemVector = new Vector(); 
itemVector.add(rs.getString(1)); 
dataVector.add(itemVector); 

} else { 

} 

dataVector = net11 Vector(); 
itemVector = new Vector(); 
itemVector.add(rs.getString(1)); 
dataVector.add(itemVector); 

appsHashtable.put(rs.getString(2), dataVector); 

To build the table data for both the available proxies table and the applications for proxy table, we 
are selecting from the v. application registry view, and in this functional screen, we are connected as 
the oj saadm user with the oj s adm admin role. In order to select from the a pp sec schema view, the proxy 
user needs SELECT privilege. As the Security Administrator, secadm on the orcl instance, we execute this 
grant: 

GRANT SELECT ON appsec.v application registry TO ojs adm admin; 

Selecting an Available Proxy in the Table 
When the application user selects an available proxy from the table, the 
availableProxiesTable mouseClicked() method gets called. The significant code of that method is 
shown in Listing 12-37. To find the value of the data selected in a table, we need to get the value in a 
specified row, at a specified column. In a single-column table, all the data is in column index zero. So to 
get the value of the available proxy that was selected in the table, we get the value at the selected row and 
column zero. We use that selected proxy user name as the key to get the related dataVector from 
appsHashtable. Then we set the applications table model to use that dataVector. 




