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(57) ABSTRACT

User sessions are authenticated based on locations associated
with a user account used for sending a request for creating a
session. Examples of locations of a source of a request
include a geographical location, a network address, or a
machine cookie associated with a device sending the request.
Locations of the request are compared with stored safe loca-
tions associated with the user account and a suspiciousness
index is determined for the session. The level of authentica-
tion required for the session is determined based on the sus-
piciousness index. Locations are associated with a reputation
based on past history of sessions originating from the loca-
tions. A location associated with a history of creating suspi-
cious session is considered an unsafe location. Reputation of
the location originating the session is used to determine the
level of authentication required for the session.
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PREVENTING PHISHING ATTACKS BASED
ON REPUTATION OF USER LOCATIONS

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 61/140,928, filed Dec. 26, 2008, and
U.S. Provisional Application No. 61/144,711, filed Jan. 14,
2009, each of which is incorporated by reference in its
entirety.

BACKGROUND

[0002] This invention relates to preventing illegitimate use
of compromised accounts, such as account for which the
credentials have been stolen by phishing sites.

[0003] Phishing is a fraudulent attempt to obtain confiden-
tial information from users, such as user names, passwords,
account numbers and the like, by pretending to be a legitimate
online entity. A fraudulent website presents a look and feel
that is almost identical to a legitimate website that may be a
popular and trusted website. Unsuspecting users who are
unaware that they are interacting with a fraudulent website
provide sensitive information to the fraudulent website. For
example, a user may be habitually accustomed to providing
username and password to a social networking website fre-
quently visited by the user. On a specific occasion, if the user
is presented with a fraudulent website that has the look and
feel of the social networking website, the user may proceed
by providing his user name and password to the fraudulent
website. The fraudulent website obtains the user name and
password of the user and can subsequently use it for unau-
thorized access to the social networking website. Similarly, a
fraudulent website may be able to collect sensitive informa-
tion, for example, credit card numbers, social security num-
bers, or date or birth of users by pretending to look like a
legitimate website. Once user credentials have been compro-
mised, the stolen credentials can be used for illegitimate
purposes. Damages from phishing include stealing of infor-
mation as well as substantial financial losses.

[0004] Strategies for counteracting phishing include train-
ing people to distinguish phishing websites from legitimate
websites. Users may be encouraged to contact the company
hosting the website in case of any suspicion related to the
website. Users are encouraged to verify the uniform resource
locator (URL) address displayed in an Internet browser to
ensure that they are in fact accessing the website that they
intend to access. To avoid phishing, some websites require
enhanced authentication procedures, for example, by request-
ing the user to identify an image preselected by the user. Once
a user’s account has become compromised, however, web-
sites must try to prevent or limit the damage caused by phish-
ing by determining whether a user session is legitimate or is
from an unauthorized person who obtained a user’s account
information unlawfully.

SUMMARY

[0005] Embodiments of the invention allow authentication
of user sessions based on historical data associated with user
sessions. Locations associated with user accounts that are
determined to be safe are stored. A request to create a session
associated with a user account is received. Locations of vari-
ous location types associated with a source of the request are
identified. If a location associated with the source of the
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request matches any of the stored safe locations, the incoming
request is considered unsuspicious. If the request is deter-
mined to be unsuspicious, the requested session is created and
at least one of the locations associated with the source of the
request is added to the stored safe locations for the user
account.

[0006] In an embodiment, the location type can be one of
geographical location, a device as indicated by a machine
cookie or a network address. In an embodiment, the plurality
of'safe locations comprises locations from where the user has
created sessions determined to be safe in the past. In an
embodiment, if the locations associated with the incoming
request do not match any of the stored safe locations, the
incoming request is determined to be unsafe. Higher level of
authentication may be required from an unsafe request com-
pared to a safe request. In an embodiment, a session originat-
ing from a location within a threshold distance of stored safe
locations associated with the user account is considered safe.
On the other hand a session originating from a location that is
at least a threshold geographical distance away from the
stored safe locations associated with the user account is con-
sidered unsafe. In an embodiment, the locations of the incom-
ing request are matched against stored safe locations of con-
nections of the user in a social network. A session originating
from a location associated with a connection of the user in a
social network is considered safe.

[0007] The features and advantages described in this sum-
mary and the following detailed description are not all-inclu-
sive. Many additional features and advantages will be appar-
ent to one of ordinary skill in the art in view of the drawings,
specification, and claims hereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a diagram of the system architecture of a
website, in accordance with an embodiment of the invention.
[0009] FIG. 2 illustrates a process of building a store of bad
locations based on session data.

[0010] FIG. 3 is a high-level diagram illustrating how loca-
tions associated with a session created by a user can be used
to distinguish between illegitimate user sessions and legiti-
mate user sessions.

[0011] FIG. 4 is a flowchart of the process illustrating how
a suspicious index is determined for a user session.

[0012] FIG. 5 is a flowchart of a process illustrating how
information related to a session being suspicious is used to
determine the level of authentication required to allow access
to the website.

[0013] The figures depict various embodiments of the
present invention for purposes of illustration only. One skilled
in the art will readily recognize from the following discussion
that alternative embodiments of the structures and methods
illustrated herein may be employed without departing from
the principles of the invention described herein.

DETAILED DESCRIPTION

[0014] When a user interacts with a website, a session is
created by the website for the user interaction. The user inter-
action may involve the user logging into the website or
accessing a webpage from the website. The website can ana-
lyze the user session to gather location information associated
with the client device and/or the session. The information
associated with the client device used for the session includes
geographical location, attributes of the physical machine used
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by the user, the network address associated with the session
created by the user and the like. A typical user is likely to
create a session from the same set of locations on a regular
basis, for example, a person may connect daily from a home
computer or a work computer. A user is also likely to connect
from another computer within a reasonable distance of his
home or work, for example, from a computer in a library.
However a user is less likely to connect from a computer that
is very far from the usual locations associated with the user.
Accordingly, a session created from a new distant location
can be considered suspicious and may require higher level of
authentication. A suspicious session is a session that has a
greater than a threshold likelihood of being created by a user
that is not authorized to use the user account associated with
the session. An authorized user of a user account can be a user
that created the session or auser who is legitimately permitted
to create a session using the user account. For example, a user
that creates a session using credentials stolen by a phishing
website is not an authorized user of the user account. Higher
the level of authentication passed by a session, lower the
likelihood of the session being created by an unauthorized
user. User locations, for example, geographical locations or
netblocks originating sessions can be associated with a repu-
tation based on past history of sessions created from the
locations. An attempt to create a session from a location with
a history of suspicious sessions can be considered suspicious,
thereby requiring higher level of authentication.

System Architecture

[0015] FIG. 1 is a high level block diagram illustrating a
system environment suitable for operation of a social net-
working system that prevents phishing attacks from fraudu-
lent websites. The system environment comprises one or
more client devices 105, a social networking system 115, and
a network 110. In alternative configurations, different and/or
additional modules can be included in the system.

[0016] The client devices 105 comprise one or more com-
puting devices that can receive user input and transmit and
receive data via the network 110. For example, the client
devices 105 may be desktop computers, laptop computers,
smart phones, personal digital assistants (PDAs), mobile
phones, or any other device including computing functional-
ity and data communication capabilities. The client devices
105 are configured to communicate via network 110, which
may comprise any combination of local area and/or wide area
networks, using both wired and wireless communication sys-
tems.

[0017] FIG. 1 contains a block diagram of the social net-
working system 115. The social networking system 115
includes a web server 120, an action logger 125, a session
manager 135, a suspicious index manager 130, an authenti-
cation manager 160, an action log 140, a user profile store
150, a safe locations database (DB) 130, a known phisher DB
145, and a connection store 155. In an embodiment, the social
networking system 115 can be a website. In other embodi-
ments, the social networking system 115 may include addi-
tional, fewer, or different modules for various applications.
Conventional components such as network interfaces, secu-
rity mechanisms, load balancers, failover servers, manage-
ment and network operations consoles, and the like are not
shown so as to not obscure the details of the system.

[0018] The social networking system 115 comprises acom-
puting system that allows users to communicate or otherwise
interact with each other and access content as described
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herein. The social networking system 115 stores user profiles
that describe the users of a social network, including bio-
graphic, demographic, and other types of descriptive infor-
mation, such as work experience, educational history, hob-
bies or preferences, location, and the like. The social
networking system 115 further stores data describing one or
more connections between different users in the connection
store 155. The connection information may indicate users
who have similar or common work experience, group mem-
berships, hobbies, or educational history. Additionally, the
social networking system 115 includes user-defined connec-
tions between different users, allowing users to specify their
relationships with other users. For example, these user
defined connections allow users to generate relationships
with other users that parallel the users’ real-life relationships,
such as friends, co-workers, partners, and so forth. Users may
select from predefined types of connections, or define their
own connection types as needed.

[0019] The web server 120 links the social networking
system 115 via the network 110 to one or more client devices
105; the web server 120 serves web pages, as well as other
web-related content, such as Java, Flash, XML, and so forth.
The web server 120 may include a mail server or other mes-
saging functionality for receiving and routing messages
between the social networking system 115 and the client
devices 105. The messages can be instant messages, queued
messages (e.g., email), text and SMS (short message service)
messages, or any other suitable messaging technique.

[0020] The session manager 135 handles sessions created
by the client device 105 during interactions with the social
networking system 115. For example, a session is created
when a user uses a client device 105 to log into the social
networking system 115 or fetches web pages from the social
networking system 115. The session manager 135 can ana-
lyze the information received from the client device 105 to
identify information associated with the client device 105
based on communications with the client device 105, for
example, the internet protocol (IP) address used by the client
device for communicating with the social networking system
115 or machine cookies stored on the client device 105.
[0021] The suspicious index manager 130 obtains the infor-
mation associated with a session created by the user and
analyzes the information to determine the probability that the
session was created for a legitimate use by the authentic user
of'the account as compared to an illegitimate use by someone
who stole the user’s credentials. The suspicious index can be
in the form of a numerical score assigned to a user session
indicating the chances that the session is created by an unau-
thorized or illegitimate user or it can be a value from a pre-
determined set of values indicating the degree of suspicion
associated with the session’s authenticity, for example, low,
medium, or high degree of suspicion. In another embodiment,
the suspicious index can be a binary value indicating whether
the user session is safe or not safe. The suspicious index
associated with a session may be provided to other modules or
systems within the social networking system 115 in real-time
as new sessions are created. Alternatively, the suspicious
index may be used by off-line applications that perform batch
processing, for example, based on information available in
the action log 140. For example, an application can perform
statistical analysis of illegitimate activity associated with user
accounts on the social networking system 115.

[0022] The authentication manager 160 obtains user cre-
dentials from a user creating a session and authenticates
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actions based on the session. For example, the login and
password information is collected from a user and verified
against information from the user profile store 150 before
allowing the user access to information. Based on the degree
of suspicion associated with a user session as determined by
the suspicious index manager 130, the authentication man-
ager 160 may require different levels of authentication from a
user before allowing access to the user based on the user
session. For example, a low degree of suspicion associated
with a session may result in authentication manager allowing
access to information with simple authentication based on
login and password. On the other hand a highly suspicious
index associated with a session by the suspicious index man-
ager may cause the authentication manager to require addi-
tional authentication or to use a more sophisticated authenti-
cation mechanism that results in a higher rate of success
compared to simpler authentication mechanisms.

[0023] Inone embodiment, session manager 135 performs
additional logging when a session is determined to be suspi-
cious to enable subsequent analysis of the suspicious ses-
sions. Some embodiments may send alerts to appropriate
recipients when a session is determined to be highly suspi-
cious. The recipients of the alerts can take appropriate reme-
diation action depending on the severity of the actions taken
by a suspicious session.

[0024] The action logger 125 is capable of receiving com-
munications from the web server 120 about user actions on
and/or off the social networking system 115. The action log-
ger 125 populates the action log 140 with information about
user actions to track them. Any action that a particular user
takes with respect to another user is associated with each
user’s profile, through information maintained in a database
or other data repository, such as the action log 140. Such
actions may include, for example, adding a connection to the
other user, sending a message to the other user, reading a
message from the other user, viewing content associated with
the other user, attending an event posted by another user,
among others. In addition, a number of actions described
below in connection with other objects are directed at par-
ticular users, so these actions are associated with those users
as well. When a user takes an action on the social networking
system 115, the action is recorded in an action log 140. In one
embodiment, the social networking system 115 maintains the
action log 140 as a database of entries. When an action is
taken on the social networking system 115, the social net-
working system 115 adds an entry for that action to the log
140.

[0025] Theknown phisher DB 145 stores information asso-
ciated with sessions that have been used by illegitimate users
of compromised credentials in the past. An illegitimate user
can be any attacker, adversary, or a phisher who has stolen
login credentials of a user and attempts to use the stolen
credentials to create a session for illegitimate activity, for
example spamming. This information is stored for ready
access to recognize if a session is illegitimate by verifying the
session attributes against the information stored in the known
phisher DB 145. Such sessions may be immediately denied
access. The known phisher DB 145 also stores information
derived from the information on suspicious sessions. For
example, the known phisher DB may store a list of unsafe
netblocks that have originated unsafe sessions in the past as
well as list of safe netblocks that have originated safe sessions
in the past. A netblock is a set of internet protocol (IP)
addresses that are grouped together. For example, a netblock
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can be represented as a range of IP addresses comprising a
start IP address and an end IP address. A netblock may be
associated with an organization or a location. In another
embodiment, the known phisher DB stores a list of known
netblocks with each netblock associated with a safety metric
indicating how safe the sessions originating from the netblock
have been in the past. The suspicious index manager 130 uses
the information from the known phisher DB 145 to determine
the suspicious index associated with a new session that con-
nects with the social networking system 115. For example, a
session originating from a netblock considered unsafe based
on historical data associated with the netblock can be
assigned a suspicious index value indicating the session as
highly suspicious.

[0026] FIG. 1 shows the safe locations DB 155 that stores
information associated with each user based on sessions cre-
ated in the past that have been properly authenticated and
determined to be created by legitimate users. The information
associated with a user can be retrieved from the safe locations
DB 155 given parameters associated with the user to identify
the user. The information in the safe locations DB 155 is used
by the suspicious index manager 130 to determine the suspi-
cious index of a user session. The information stored in the
safe locations DB 155 is accumulated over time as the user
creates more and more sessions. The information may be
collected through offline processes that analyze information
available in action log 140 or collected in real time as user
sessions are created, and the quality of the process for deter-
mining the safety of subsequent user sessions is likely to
improve over time. A new session created by a user that
matches information associated with the user in the safe loca-
tions DB 155 is more likely to be a legitimate session. On the
other hand a session associated with information that is dras-
tically different from the information available in the safe
locations DB 155 is highly suspicious and may be considered
a session created by an illegitimate user, unless the session
passes through enhanced authentication. For example, if a
geographic location associated with the session is very far
from all geographical locations associated with the user
stored in the safe locations DB 155, the session may be
considered highly suspicious. The locations of the session
may be added to the safe locations DB 155 if the session
passes the required enhanced authentication.

[0027] In an embodiment, statistical information based on
locations associated with a user stored in the safe locations
DB can be analyzed to classify the user behavior for use in
determining suspiciousness of future user sessions. For
example, if the safe locations of a user are typically far apart
from each other on a regular basis, the user may be a travelling
user, for example, a sales person. In this case, a new session
that is associated with a geographical location that is far from
the existing safe locations of the user may not be considered
a highly suspicious session. On the other hand, if the safe
locations associated with the user are typically restricted to a
very small geographical region, the user is not likely to travel
a lot. Hence, a new session associated with a geographical
location that is far from the existing safe locations of the user
may be considered a highly suspicious session and may
require enhanced authentication procedure.

Using the Reputation of a Session’s Origin Location

[0028] Inoneembodiment, data regarding user sessions are
analyzed to determine whether user sessions are associated
with potentially harmful behavior (e.g., activities represent-

Page 9 of 16



US 2010/0211996 Al

ing spamming, phishing, or other improper behavior). For
example, an illegitimate session created using stolen creden-
tials from the user from a vetted geographical location of a
user may be considered not-suspicious and allowed access.
However information related to activities of the session is
stored in action log 140 and can be analyzed by a post-
processing step. Embodiments of a process for analyzing
whether a session is suspicious are described in further details
below. Based on the analysis, if it is determined that the
session was involved in illegitimate activities, the session
may be considered invalid, or suspicious, and the suspicious-
ness measure of the location from which the session origi-
nated may be high, indicating the location as more suspicious.
In one embodiment, a netblock associated with a large num-
ber of suspicious sessions (e.g., above a predetermined
threshold) that were not properly authenticated may be con-
sidered a bad location.

[0029] If a sufficient number of user sessions are deter-
mined to be suspicious for a particular netblock, the netblock
is considered bad, or unsafe. The netblocks considered not
safe are stored in a database that maintains a list of unsafe
netblocks. Netblocks thatare known to be “safe” (e.g., having
a relatively low rate of invalid sessions) may also be main-
tained in a list of safe netblocks. In some embodiments,
locations other than netblocks can be stored in a database of
bad locations. For example, IP addresses obtained from
invalid sessions can be stored in a list of bad IPs. Alterna-
tively, geographical locations that have a high rate of invalid
sessions are considered not safe and stored in a database that
maintains a list of unsafe geographical locations. Geographi-
cal locations that are known to be “safe” (e.g., having a
relatively low rate of'invalid sessions) may also be maintained
in a list of safe geographical locations. The safe and unsafe
geographical locations lists can be used similar to the safe and
unsafe netblock lists to determine safety of sessions.

[0030] FIG. 2 describes a process of building a store of bad
locations based on data collected for sessions. On an ongoing
basis, data is collected 200 for sessions, for example by log-
ging in the action log 140. The data collected for sessions
includes whether the sessions were suspicious and the loca-
tion (e.g., netblock) from which the sessions originated. The
session data collected is examined by the suspicious index
manager 130 to determine 210 whether each session is sus-
picious. The suspicious index manager 130 uses the informa-
tion related to suspicious sessions to determine 220 whether
certain locations (e.g., netblocks) are suspicious or “bad”
locations. For example, a netblock may be determined to be a
“bad” location if it is a location for a number of suspicious
sessions above a predetermined threshold. A list of the bad
locations is computed and stored or added 230 to a previously
stored list of bad locations. The list of bad locations is used
240 to determine if a new user session is suspicious. A session
with a location that belongs to the list of bad locations may be
required to pass an enhanced authentication. For example, the
check 510 in FIG. 5 described in further details below may
use the list of bad locations as a factor in determining if a
session is suspicious or not.

[0031] When the session manager 135 creates a new user
session, the session manager 135 checks the netblock of the
new session against the list of unsafe netblocks (and option-
ally the list of safe netblocks) stored in the known phisher DB
145 to determine if the netblock has a bad reputation based on
the gathered historical data. If the session manager 135 finds
the netblock of the new session in the unsafe list of netblocks,
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the new session may be considered highly suspicious. Alter-
natively, if the netblock of the new session is found in the safe
netblock list, the session may be considered less suspicious. If
a new user session is considered suspicious, the authentica-
tion manager 160 may apply an enhanced or more difficult
authentication procedure, such as a captcha, an additional
password, or other security verification mechanism. Embodi-
ments of enhanced authentication procedures are described in
further details below.

[0032] An alternative embodiment maintains a list of
known netblocks and associates each netblock with a safety
metric indicative of the degree of safety of sessions originat-
ing from the netblock in the past. The netblock associated
with the new user session is determined to be safe or unsafe by
comparing the suspicious index associated with the netblock
with predetermined threshold values. For example, a netblock
with a suspicious index value above a predetermined thresh-
old may be considered unsafe. Hence, a netblock can be
classified based on the degree of safety based on historical
data associated with the netblock. The safety metric associ-
ated with a netblock is used in subsequent sessions to deter-
mine their suspicious index. A session originating from a
netblock with safety metric indicative of low safety is con-
sidered suspicious and may be subjected to enhanced authen-
tication.

[0033] The suspicious index manager 130 may determine
the reputation of a netblock based on an aggregate value
determined based on reputations of individual network
addresses within the netblocks. The netblock may be consid-
ered unsafe if the percentage of network addresses that are
considered suspicious is above a predefined threshold. A net-
work address is considered suspicious if sessions created
using the network address are considered suspicious. A ses-
sion is considered suspicious if the session either fails authen-
tication or attempts to access sensitive information. Each
network address of the netblock may be associated with a
safety metric indicative of the suspiciousness of network
address. The safety of the netblock is determined based on a
statistical measure based on an aggregate value of the safety
metrics for all the network addresses in the netblock. In an
embodiment, the reputation of a geographical location is
based on the reputation of netblocks within the geographical
location. If the geographical location is associated with a
single netblock, the safety metric associated with the geo-
graphical location is determined based on the reputation of
the associated netblock. If the geographical region is associ-
ated with multiple netblocks, the reputation of the geographi-
cal location may be based on a statistical aggregate value of
metrics associated with reputations of netblocks within the
geographical location. In an embodiment, the reputation of a
geographical location may be determined on the basis of
hierarchical decomposition of the geographical location into
smaller geographical location and recursively combining the
reputation of the smaller geographical locations.

[0034] In some embodiments, user behavior indicative of
actions that are not useful for illegitimate purposes can be
considered an indication that the locations associated with the
session are safe. The types of actions that are unlikely to be
useful for illegitimate purposes will vary widely depending
on the type of system the users are interacting with. It will be
appreciated that any number of actions can be used as an
indication of legitimate behavior, and these actions may be
observed and determined empirically for each particular sys-
tem with which embodiments of the invention are used. One
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source of legitimate actions may include, for example,
accessing data from the social networking system 115, for
example by browsing parts of a website that are unlikely to be
of value for illegitimate purposes.

[0035] In an embodiment, the suspicious index manager
130 analyzes requests received from each session. The sus-
picious index manager 130 can classify requests as benign
requests and potentially malicious requests. A benign request
is a request that is unlikely to be of use for illegitimate pur-
poses. For example, accessing a photo posted by a connection
of'the user in a social networking system is not likely to be of
use for illegitimate purposes. On the other hand, attempts to
access sensitive information, for example, social security
number may be considered a potentially malicious request. In
an embodiment, scores are assigned to different types of
requests based on the degree of potential harm that a request
can be associated with. The request pattern from a session can
be analyzed to see the overall degree of potential harm asso-
ciated with the request. The potential degree of harm associ-
ated with a session is determined based on statistical aggre-
gate value obtained from measures of potential degree of
harm of various requests associated with the session. A ses-
sion sending a number of requests with an overall high degree
of potential harm may be classified by the suspicious index
manager 130 as a suspicious session.

[0036] In some embodiments, the netblock can be associ-
ated with geographical locations. Hence, the geographical
distance between two netblocks can be estimated based on the
geographical locations associated with the two netblocks.
The geographical distance between netblocks can be used to
derive safety information of sessions. For example, a session
created from a netblock that has never been used by a user and
is therefore not available in the list of safe or unsafe locations
can be analyzed for its distance compared to known net-
blocks. A netblock within a predetermined distance of an
unsafe netblock can be considered suspicious and require
enhanced authentication. On the other hand a netblock within
apredetermined distance of a safe netblock can be considered
less suspicious and may require less severe authentication.

[0037] In another embodiment, information based on third
party providers may be used for determining if a location is
safe orunsafe. For example, a trusted third party provider may
provide information that a netblock or IP address is not safe.
Since the source of information is trusted, the locations deter-
mined to be unsafe by the third party provider can be added to
a list of bad netblocks. In some embodiments a netblock that
has been vetted for several other users or considered safe by a
third party trusted source can be considered a safe location.
This heuristic is based on the assumption that non-suspicious
users are likely to occur in similar geographical locations or
netblocks.

[0038] In an embodiment, geographical location from
where a user session is created may be determined based on
alternative means that are different from netblock associated
with the user session. For example, the location of the device
originating a session may be determined based on a global
positioning system (GPS). The location identified by the GPS
system or any alternative mechanism can be checked against
a database of reputation of locations determined based on
reputation of netblocks associated with the geographical
locations. The reputation of the geographical location is used
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to determine the level of authentication requested from the
session before access to information is allowed to the session.

Tracking Safe Locations of Users

[0039] Inoneembodiment, the system tracks a set of “safe”
locations for each of the users. A location is an attribute of a
session that is indicative of the client device 105 used for
creating the session. A location associated with a session that
has been successfully authenticated by a user is called a safe
location. The safe locations associated with different users of
the social networking system 115 are stored in the safe loca-
tions DB 155. A metric called suspicious index is created for
new sessions based on locations of the session and historical
data based on sessions created by the user in the past or
netblock reputation that indicates how safe the session is
estimated to be. Based on the value of the suspicious index of
the session a determination is made regarding the severity of
authentication required for the session.

[0040] Following are examples of locations that may be
associated with sessions:

(1) Geographical location: The geographical location associ-
ated with the client device 105 can be obtained using the IP
(internet protocol) address associated with the source of the
user session. In one embodiment the geographical location is
the city from where the session is created. The city associated
with an IP address can be determined by using a lookup based
on a table mapping cities to ranges of IP addresses. In an
embodiment, the geographical location for a device may be
determined using a GPS located on the device sending the
request.

(2) Network Location: The network location of session can be
obtained from the IP address associated with the session. In
some embodiments, the network location is represented as a
netblock that identifies a group of IP addresses. The netblock
associated with an IP address can have a high correlation with
the geographical location associated with the IP address. In
some embodiments, an autonomous system number (ASN)
can be obtained from the session that allows identification of
a network associated with the session.

(3) Machine (cookie): The social networking system 115 can
send a machine cookie to a client device 105 that is stored
locally on the client device 105 and is unique to the client
device with respect to the social networking system 115. The
machine cookie can be retrieved by the social networking
system 115 to verify the identity of the client device 105. In
one embodiment, the machine cookie is a 64-character string.
The machine cookie is a highly reliable mechanism for rec-
ognizing a client device 105. For a cookie to be available on
the client device 105, the client device must have previously
established a connection with the social networking system
115 allowing a cookie to be stored on the device. If the cookie
is deleted by the user, a new cookie may be stored on the
device the next time the device is used to connect to the social
networking system 115.

[0041] As shownin FIG. 3, a user Joe may use the location
305 to connect from home and location 310 to connect from
work with the help of the network 350. Occasionally the user
may create a session from an alternate location 315. For
example, the user visiting a friend’s house may connect (cre-
ate a session) from the friend’s computer. However, the
chances of a user creating a session from a location drastically
different from the usual set of locations are low. For example,
it is unlikely that the user would create a session from com-
puter 320, situated far from the usual locations associated
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with the user. A session created from a location that is dras-
tically different from the usual locations of a user is suspected
to be an illegitimate session, e.g., created by a phisher who
stole the user’s credentials. Similarly, a session may be con-
sidered suspicious if it is created from a location that has a
history of creating suspicious sessions or a history of sessions
that have been involved in illegitimate activity like spam-
ming. A session considered suspicious may be subjected to
additional authentication by the user and actions performed
by the session may be monitored more closely forillegitimate
activity.

[0042] FIG. 3 illustrates a system 325 that maintains infor-
mation in the safe locations DB 155 that can be used to
determine whether a session is safe or not. For example, the
safe locations DB 155 stores the information that the safe
geographical locations used by Joe in the past include Los
Altos and Sunnyvale, the safe netblocks used by Joe include
N1 and N2 and safe cookies stored on Joe’s computers
include C1 and C2. A user session from the computer 305 can
be considered safe since it is associated with geographical
location Los Altos and netblock N1 that are known safe
locations for user Joe. Similarly, a user session created from
computer 310 can also be considered safe since it has aknown
machine cookie C1 even though the geographical location
Palo Alto and netblock N3 have never been used before by
Joe. The user session from computer 315 can also be consid-
ered safe although the geographical location as well as the
netblock and cookie not known to be safe since the geographi-
cal location is within a reasonable threshold, for example,
within 50 miles of known geographical locations used by Joe,
for example, Los Altos. However the user session created
from computer 320 may be treated as somewhat suspicious
until it is authenticated by the user. A user session created
from computer 320, although based on credentials 340 of Joe
is considered highly suspicious since the geographical loca-
tion, netblock and cookie of the user session have never been
used by Joe in the past as determined by the safe locations DB
155 and the geographical location Atlanta is significantly far
from any location used by Joe in the past. Hence the user
session created from computer 320 can be considered safe
only if the session passes enhanced authentication.

[0043] Thesafelocations DB 155 can be initially populated
with a set of locations based on historic information associ-
ated with user sessions. For example, session history may be
stored in action log 140. The offline batch process, also
referred to as offline vetting can analyze historic data associ-
ated with sessions to obtain safe locations for a user. The
offline process can also be used to expand an existing set of
safe locations for a user. The locations added to the safe
locations DB 155 for a user are the locations associated with
sessions properly authenticated by the user, excluding known
illegitimate locations that may be available in the known
phisher DB 145. In some embodiments, safe locations based
on machine cookies are not added during the initial popula-
tion of the safe locations DB 155. The login patterns of a user
stored in the action log 140 can be analyzed to determine safe
locations for a user. For example, a user exhibiting activity on
the social networking system 115 that is atypical of an ille-
gitimate user (or, typical of a legitimate user) is considered
evidence that the location can be considered vetted. Similarly
a user logging repeatedly from the same location for more
than a predetermined number of times can be considered
evidence that the location is safe. Once a location is deter-
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mined safe and added to the safe location DB 130, the loca-
tion can be used by the user without requiring enhanced
authentication.

[0044] The expanding of the safe locations associated with
a user in the safe locations DB 155 occurs by the process of
online vetting that refers to a process of determining safe
locations based on live user sessions. FIG. 4 describes the
process used to determine whether a location associated with
a user session can be added to the safe locations DB 155 and
also to make a determination whether the session is suspi-
cious or not. The process illustrated in FIG. 4 determines the
suspicious index value for a user session to be one of “not
suspicious,” “low-medium suspicious,” or “highly suspi-
cious.” The flowchart in FIG. 4 can be adapted to return a
binary suspicious index with two possible values, “safe” and
“not safe,” for example, sessions determined to be “not sus-
picious” or “low-medium suspicious” may be considered
“safe” whereas sessions determined to be “highly suspicious”
considered “not safe. Alternatively, the suspicious index can
be a numeric value based on weighted average of scores
assigned to individual factors used to determine how safe a
session is. For example a score assigned to a session with a
safe machine cookie may be higher than the score assigned to
a session based on geographical location. Furthermore, the
score assigned to a user session based on multiple safe loca-
tions can be higher than a session based on a single safe
location.

[0045] When the session manager 135 creates 400 a user
session, the session manager 135 determines 405 locations
associated with the session. The session manager 135 checks
410 the safe locations DB 155 to determine if there is any
historical data available for the user. If no historical data
exists for the user, the locations associated with the session
are considered safe and added 415 to the safe locations DB
155. In an embodiment, enhanced authentication may be
required before adding 415 the locations associated with the
session to the safe locations DB 155. The session is consid-
ered not-suspicious when there is no existing history in the
safe locations DB 155 since it is likely to be one of the first
sessions created by a user and is less likely to have been
stolen.

[0046] Ifhistorical data is available for the user, the histori-
cal locations retrieved from the safe locations DB 155 for the
user are compared 420 against the session locations. If any of
the session locations match the historical locations of the user
in the safe locations DB 155, the matching session location is
considered vetted. A match between two locations is success-
ful if the two locations are considered equivalent. In an
embodiment, the match is based on a string match, for
example, two machine cookies may be considered equivalent
if they are exact string matches of each other. In another
embodiment, the match may be a fuzzy match and not nec-
essarily an exact string match. For example, addresses of two
geographical locations may be represented in different ways
but considered a match if the analysis of the addresses indi-
cates that the two addresses represent the same geographical
location.

[0047] If a determination is made 425 that at least one
session location is vetted, the session is considered not-sus-
picious and the remaining locations associated with the ses-
sion are added 430 to the safe locations DB 155. Each session
that has at least one vetted location and other non-vetted
locations results in the non-vetted locations being added to
the safe locations DB 155, thereby expanding the information

Page 12 of 16



US 2010/0211996 Al

in the safe locations DB 155. For example, if the netblock and
geographical location associated with the user session are not
vetted but the machine cookie is vetted, the session is likely to
be created by a person travelling with a laptop. Hence the
vetting of the machine cookie is sufficient to cause the ses-
sion’s geographical location and netblock to be added to the
safe locations DB 155. In some embodiments, a location that
has not been used by a user for a period of time longer than a
predetermined threshold value, for example thirteen months,
the location is removed from the list of safe locations for the
user.

[0048] In some embodiments, if the user session is consid-
ered low-medium suspicious, the user is allowed access to the
site based on enhanced authentication that is simpler than the
enhanced authentication required for a highly suspicious ses-
sion. In other embodiments, a user session considered low-
medium suspicious may be allowed access to the website but
monitored more closely for any suspicious activities. For
example, a low medium suspicious session that engages in
suspicious activity including spam can be terminated. Fur-
thermore, the locations associated with the session that
engages in suspicious activity can be added to the known
phisher DB 164 and the cookie and netblock added to a
blocked locations list for the user. The locations belonging to
the blocked locations list for a user are checked for determin-
ing the suspicious index for the user and may be regarded as
highly suspicious for subsequent sessions.

[0049] If none of the locations associated with the session
can be vetted, heuristics can be used to determine 435 if any
location associated with the session can be considered safe.
For example, a geographic location can be considered safe if
it is within a predetermined distance of a vetted geographic
location. In a particular geographical region, people may be
expected to travel a threshold distance on an average for
business or personal reasons. If the new location associated
with the session is within a reasonable value of the threshold
distance traveled, the location can be considered safe. On the
other hand, if the new location is at a significant distance from
any vetted location compared to the threshold distance, the
new location is not considered safe.

[0050] Insome embodiments, a threshold distance may be
predetermined for each geographical region. If at least one
location is considered safe but none of the locations associ-
ated with the session are vetted, the session is considered 440
low-medium suspicious and the locations associated with the
session may not be added to the safe locations DB 155. If none
of the locations are vetted or considered safe, the session is
considered 445 highly suspicious and none of the locations
associated with the session are added to the safe locations DB
155.

[0051] In some embodiments, if the machine cookie
obtained from a session has a length different from an
expected length, the session is considered highly suspicious.
In some embodiments, the machine cookie is created such
that a part of the cookie is created by applying a hash algo-
rithm to another part of the cookie. For example, the last
32-characters of the cookie may be created by applying a hash
algorithm to the first 32-characters. A check is made to verify
if the session cookie was created by applying the appropriate
algorithm. If the check indicates that the cookie was not
created by the appropriate mechanism, the session is consid-
ered highly suspicious.

Learning New Safe Locations for a User

[0052] The information available for a user in the safe loca-
tions DB 155 increases over time based on the process
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described in FIG. 4. Location information from a session that
is not available in the safe locations DB 155 can be added to
the safe locations DB 155 in following situations:

(1) When a session with no known safe locations is properly
authenticated by the user. All locations associated with the
session can be added to the safe locations DB 155 as safe
locations for the user.

(2) When some locations associated with the session are not
known safe locations but at least one location is determined to
be a safe location. The locations of the session that are not
known safe locations may be added to the safe locations DB
155. In some embodiments, the location determined to be safe
for the session must be of a particular kind associated with
very high reliability before other locations of the session are
added to the safe locations DB 155. For example, a session
considered safe only because the geographical location was
determined safe may not result in the other locations, for
example, netblock and machine cookie getting added to the
safe locations DB 155. On the other hand, a session created
with a known safe location based on machine cookie may be
considered safe enough that locations, for example, geogra-
phy and netblock associated with the session are added to the
safe locations DB 155.

[0053] The information available in the safe locations DB
155 for a user is likely to grow over time as the user creates
more and more sessions, similar to a learning system that
increases its knowledge over time. A typical user is likely to
have a limited set of locations from where the user connects.
Over a significant time interval, there is a very significant
chance that the user has connected from all usual locations
resulting in all the usual locations of the user being added to
the safe locations DB 155. In less frequent cases when the
user connects from a new location, enhanced authentication is
required before determining the new locations to be safe.

Using Safe Locations of a User’s Connection

[0054] In one embodiment, the website 325 is a social
networking website or otherwise maintains information 335
related to friends of the website’s users. In an embodiment,
the website 325 may not maintain the social network infor-
mation 335 but obtain the information from a social network-
ing system using an application programming interface (API)
provided by the social networking system. As used herein, the
term “friend” refers to any other user to whom a user has
formed a connection, association, or relationship via the
social network. The information related to a user’s connec-
tions in a social network may be used to determine whether a
session is legitimate or not. For example, a user is likely touse
acomputer belonging to a social network connection to create
a session to the website 325. The user may have never created
a session from the computer in the past, but if the website can
determine that the computer has been used in the past by the
user’s connections, the user session may be considered safe.
In one embodiment, a user session created from a geographi-
cal location from where a large number of user’s connections
create sessions may be considered safe.

[0055] A social networking system stores significant infor-
mation related to a user’s connections that can be used to
determine if a user session is legitimate or not. Users of the
social networking system add connections to a number of
other users to whom they desire to be connected. Connections
may be added explicitly by a user, for example, the user
selecting a particular other user to be a connection, or auto-
matically created by the social networking system based on
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common characteristics of the users (e.g., users who are
alumni of the same educational institution). The social net-
working system keeps a record of information for each user
and the connections among the users. The record of users and
their connections in the social networking system may be
called a “social graph.”

[0056] Connections in social networks are usually in both
directions, but they need not be, so the terms “user” and
“friend” may depend on the frame of reference. For example,
if Bob and Joe are both users and connected to each other in
the website, Bob and Joe are also each other’s friends. The
connection between users may be a direct connection; how-
ever, some embodiments of a social networking system allow
the connection to be indirect via one or more levels of con-
nections. Also, the term friend need not require that users
actually be friends in real life; it simply implies a connection
in the social network. A social networking system provides
various mechanisms to its users to communicate with each
other and to obtain information about their connection that
they might find interesting, such as activities that their con-
nections are involved with, applications that their connections
are installing, and comments made by connections on activi-
ties of other connections. These mechanisms include email,
notifications, newsfeeds and the like. Users of a social net-
working system can view information related to other users,
for example, their profile information, photos, and the like.
Interactions between users on a social networking system
may be analyzed to determine if two users are close connec-
tions or not. For example, two users with very frequent inter-
actions through emails or other activities in the social net-
working system are likely to be closer connections than users
with minimal activity between them.

[0057] Social graph information associated with a user may
beused for determining safe locations for a user. For example,
a location may be considered safe for a user if the location is
known to be safe for one of the connections of the user. A
geographical location may be considered safe for a user if the
geographical region is known to be safe for several of the
user’s connections. Similarly, a machine cookie can be con-
sidered safe for a user if the machine cookie is known to be a
safe location for a user’s connection. In a situation where a
location is not known to be safe for a user but is known to be
safe for the user’s connections, it is likely that the user is using
a machine of a connection or using a machine from the geo-
graphical location of the user’s connections. In some embodi-
ments a score is assigned to connections of auser to determine
if the connections are close before using the particular con-
nection for determining safe locations. In some embodi-
ments, heuristics may be used to determine how close a con-
nection is to a user before using the connection’s information
for determining safe locations. Distinction based on close-
ness of connections is used because some users create a large
number of connections spread across a wide variety of loca-
tions. Such users can be potentially exploited by illegitimate
users by becoming their connections in the social networking
system and being able to get added to the user’s safe locations.
Hence, the list of connections of a user may be restricted to
connections with whom the user has interactions indicative of
a close friendship, for example, connection with whom the
user has frequent interactions using messages, connections
that have been tagged with the user in the same photo, or other
types of interactions. In some embodiments, a location may
be considered safe for a user if the location is considered safe
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for any of the connections of the user or any of the connec-
tions of the connections of the user.

Enhanced Authentication Procedure

[0058] Allowing access to a session that is highly suspi-
cious requires enhanced authentication from the user. FIG. 5
illustrates a process in which the level of authentication
required for a session is determined based on how suspicious
the session is considered. A session requesting 500 access to
information is analyzed by the session manager 135 to deter-
mine 510 whether the session is suspicious or not. The session
manager 135 provides the information associated with the
session to the suspicious index manager 130 to determine a
measure of suspiciousness associated with the session. If the
session is determined to be not suspicious, a simple authen-
tication process 520, for example, authentication based on a
login identifier and password may be sufficient. On the other
hand, if the session is determined to be suspicious, enhanced
authentication 515 may be required based on information
from the user. For example, as part of an enhanced authenti-
cation process, the authentication manager 160 may request a
preselected set of security related questions for which the user
has previously provided answers or require the user to enter a
security code that is sent to the user through email or an SMS
message sent to the user’s mobile phone. The success of the
authentication procedure is used to determine 525 the level of
access to the user session. Access is allowed 530 if authenti-
cation succeeds and denied 535 otherwise. In some embodi-
ments, a session that is not successfully authenticated may be
allowed partial access, such that access to any sensitive infor-
mation is disallowed. Furthermore, a session that is not suc-
cessfully authenticated may be monitored more closely for
any suspicious activity and terminated if activities of the
session are indicative of a behavior considered not safe, for
example, spamming.

Alternative Applications

[0059] The foregoing description of the embodiments of
the invention has been presented for the purpose of illustra-
tion; itis not intended to be exhaustive or to limit the invention
to the precise forms disclosed. Persons skilled in the relevant
art can appreciate that many modifications and variations are
possible in light of the above disclosure.

[0060] Some portions of this description describe the
embodiments of the invention in terms of algorithms and
symbolic representations of operations on information. These
algorithmic descriptions and representations are commonly
used by those skilled in the data processing arts to convey the
substance of their work effectively to others skilled in the art.
These operations, while described functionally, computation-
ally, or logically, are understood to be implemented by com-
puter programs or equivalent electrical circuits, microcode, or
the like. Furthermore, it has also proven convenient at times,
to refer to these arrangements of operations as modules, with-
out loss of generality. The described operations and their
associated modules may be embodied in software, firmware,
hardware, or any combinations thereof.

[0061] Any of the steps, operations, or processes described
herein may be performed or implemented with one or more
hardware or software modules, alone or in combination with
other devices. In one embodiment, a software module is
implemented with a computer program product comprising a
computer-readable medium containing computer program
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code, which can be executed by a computer processor for
performing any or all of the steps, operations, or processes
described.

[0062] Embodiments of the invention may also relate to an
apparatus for performing the operations herein. This appara-
tus may be specially constructed for the required purposes,
and/or it may comprise a general-purpose computing device
selectively activated or reconfigured by a computer program
stored in the computer. Such a computer program may be
stored in a tangible computer readable storage medium or any
type of media suitable for storing electronic instructions, and
coupled to a computer system bus. Furthermore, any comput-
ing systems referred to in the specification may include a
single processor or may be architectures employing multiple
processor designs for increased computing capability.
[0063] Embodiments of the invention may also relate to a
computer data signal embodied in a carrier wave, where the
computer data signal includes any embodiment of a computer
program product or other data combination described herein.
The computer data signal is a product that is presented in a
tangible medium or carrier wave and modulated or otherwise
encoded in the carrier wave, which is tangible, and transmit-
ted according to any suitable transmission method.

[0064] Finally, the language used in the specification has
been principally selected for readability and instructional
purposes, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It is therefore
intended that the scope of the invention be limited not by this
detailed description, but rather by any claims that issue on an
application based hereon. Accordingly, the disclosure of the
embodiments of the invention is intended to be illustrative,
but not limiting, of the scope of the invention, which is set
forth in the following claims.

What is claimed is:

1. A computer implemented method for authenticating a
user session, the method comprising:

storing one or more safe locations associated with a user

account, each stored safe location having a location
type;

receiving a request to create a session associated with the

user account;
identifying a plurality of locations of different location
types associated with a source of the request;

determining that the request is authorized if a location
associated with the request matches a stored safe loca-
tion; and

responsive to determining that the request is authorized:

creating the requested session, and

adding at least one of the locations associated with the

source of the request to the stored one or more safe
locations for the user account.

2. The computer implemented method of claim 1, wherein
a location type is one of a geographical location, a device as
indicated by a machine cookie, and a network address.

3. The computer implemented method of claim 1, wherein
the one or more stored safe locations comprise locations from
where the user has created sessions determined to be safe in
the past.

4. The computer implemented method of claim 1, wherein
the one or more stored safe locations comprise locations from
where the user has created sessions determined to be safe in
the past based on authentication provided by the user.

5. The computer implemented method of claim 1, wherein
the one or more stored safe locations comprise locations from
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where connections of the user in a social network have created
sessions determined to be safe in the past, wherein a connec-
tion of the user is another user to whom the user has estab-
lished a relationship in the social network.

6. The computer implemented method of claim 1, wherein
the one or more stored safe locations comprise locations from
where connections of the user in a social network determined
as close connections of the user have created sessions deter-
mined to be safe in the past, wherein a connection of the user
is another user to whom the user has established a relationship
in the social network and the connection is determined as a
close connection if the interactions between the user and the
connection exceed a threshold number.

7. The computer implemented method of claim 1, wherein
the session is determined authorized if at least one location in
the plurality of locations is identical to a stored safe location
from the one or more stored safe locations.

8. The computer implemented method of claim 1, wherein
the session is determined authorized if at least one location in
the plurality of locations is within a threshold geographical
distance of a stored safe location from the one or more stored
safe locations.

9. The computer implemented method of claim 1, wherein
the session is determined unauthorized if a geographical loca-
tion associated with the session is greater than a threshold
distance from geographical locations associated with the one
or more stored safe locations.

10. The computer implemented method of claim 1,
wherein the session is determined authorized if more than a
threshold number of user’s connections in a social network
have at least one safe location within a threshold distance of
the geographical location.

11. The computer implemented method of claim 1, further
comprising:

receiving a second request to create a second session asso-

ciated with the user account;
identifying a second plurality of locations of different loca-
tion types associated with a source of the second request;

determining that the second request is not authorized if
none of the locations in the second plurality of locations
match a stored safe location; and

responsive to determining that the second request is not

authorized, requesting enhanced authentication infor-
mation from the source of the second request.

12. The computer implemented method of claim 1, further
comprising:

receiving a second request to create a second session asso-

ciated with the user account;
identifying a second plurality of locations of different loca-
tion types associated with a source of the second request;

determining a safety metric associated with the source of
the second request based on a match between locations
in the second plurality of locations and the one or more
stored safe locations;

determining a level of authentication required for the ses-

sion based on the value of the safety metric; and
sending a request for authentication information based on
the level of authentication required.

13. The computer implemented method of claim 12, fur-
ther comprising:
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adding at least one of the locations associated with the
source of the second request to the stored one or more
safe locations for the user account if the safety metric
exceeds a threshold value indicating a high level of
safety for the session.

14. The computer implemented method of claim 1, further
comprising:

responsive to a stored safe location from the one or more

stored safe locations not being associated with any user
session for a period greater than a threshold value,
removing the stored safe location from the one or more
stored safe locations.

15. The computer implemented method of claim 1, further
comprising:

responsive to a location of the location type machine

cookie from the plurality of locations being larger than a
threshold length, determining a safety metric value for
the session indicative of unsafe session.

16. A computer program product having a computer-read-
able storage medium storing computer-executable code for
authenticating a user session, the code comprising:

a session manager configured to:

store one or more safe locations associated with a user
account, each stored safe location having a location
type;

receive a request to create a session associated with the
user account;

identify a plurality of locations of different location
types associated with a source of the request;
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an authentication manager configured to:
determine that the request is authorized if a location
associated with the request matches a stored safe loca-
tion; and

the session manager further configured to:

responsive to determining that the request is authorized:
create the requested session, and

add at least one of the locations associated with the

source of the request to the stored one or more safe
locations for the user account.

17. The computer program product of claim 16, wherein a
location type is one of a geographical location, a device as
indicated by a machine cookie, and a network address.

18. The computer program product of claim 16, wherein
the one or more stored safe locations comprise locations from
where the user has created sessions determined to be safe in
the past.

19. The computer program product of claim 16, wherein
the one or more stored safe locations comprise locations from
where the user has created sessions determined to be safe in
the past based on authentication provided by the user.

20. The computer program product of claim 16, wherein
the one or more stored safe locations comprise locations from
where connections of the user in a social network have created
sessions determined to be safe in the past, wherein a connec-
tion of the user is another user to whom the user has estab-
lished a relationship in the social network.
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