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EXHIBIT G
U.S. Patent No. 12,301,628

As used herein, the term “Accused 628 Defender Products” means:
(a) Microsoft Defender XDR;

(b) Any other products that utilize the libraries, applications, scripts, packages, or other modules that implement the functionality
described below in a manner not materially different with respect to the claims charted below;

(c) any other products that infringe the asserted claims for analogous reasons to those described below; and,

(d) Microsoft products that practice one of more claims of the *628 Patent.

This claim chart for the *628 Patent covers all Accused *628 Defender Products. The theory of infringement described below in
connection with the Asserted Claims is analogous to the theory of infringement for all the Accused 628 Defender Products.
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l. Claim 1
1. A computer system The Accused 628 Defender Products include a computer system comprising a hardware memory,
comprising: wherein the computer system is configured to execute software instructions stored on nontransitory

_ machine-readable storage media comprising software instructions that perform as discussed below.
a hardware memory, wherein

the computer system is For example, Defender XDR “is a cloud-based, unified, pre- and post-breach enterprise defense suite.”
configured to execute
software instructions stored
on nontransitory machine-
readable storage media
comprising software
instructions that:

Defender XDR “operates in Microsoft Azure data centers”:?

! Microsoft, Pilot and deploy Microsoft Defender XDR, available at https://learn.microsoft.com/en-
us/defender-xdr/pilot-deploy-overview [hereinafter “Deploy Defender XDR™].

2 Microsoft, Data security and retention in Microsoft Defender XDR, available at https://learn._microsoft.com/en-
us/defender-xdr/data-privacy?view=0365-wor ldwide [hereinafter Data in XDR].
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These data centers “house[] thousands of powerful computers, or ‘servers,”” examples of which can be
seen in the following photograph reproduced from Microsoft’s literature:3

3 Microsoft, Microsoft Datacenters: Powering Our Daily Lives, available at
https://datacenters.microsoft.com/WhatlsADatacenter/ [hereinafter Microsoft Datacenters].
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store in the hardware memory
a representation of a first
graph, wherein the
representation of the first
graph comprises
representations of a first
plurality of nodes
corresponding to a first
plurality of entities and
further comprises
representations of a first
plurality of edges,

The software instructions of the Accused 628 Defender Products store in the hardware memory a
representation of a first graph, wherein the representation of the first graph comprises representations of
a first plurality of nodes corresponding to a first plurality of entities and further comprises
representations of a first plurality of edges.

For example, Defender XDR “use[s] interactive graphs to visualize attack paths, blast radius, and
relationships between entities in your environment. . . . The graphs generated in the Defender portal are
composed of nodes and edges”:*

As another example, Microsoft’s documentation explains that the “graph shows the full scope of the
attack, how the attack spread through your network over time, where it started, and how far the attacker
went. It connects the different suspicious entities that are part of the attack with their related assets such
as users, devices, and mailboxes”:®

4 Microsoft, Understanding graphs and visualizations in Microsoft Defender, available at
https://learn.microsoft.com/en-us/defender-xdr/understand-graph-icons [hereinafter Understanding

Graph Icons].

°> Microsoft, Investigate incidents in the Microsoft Defender portal, available at https://learn.microsoft.com/en-
us/defender-xdr/investigate-incidents [hereinafter Investigate Incidents].
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As another example, Microsoft’s documentation explains that a node of the graphs used by Defender
XDR “pertains to an entity in your environment (for example, a device, user account, or IP address,
among others)”:®

6 Understanding Graph Icons.
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As another example, Microsoft’s documentation explains that nodes can be represented as an
ExposureGraphNodes table of “organizational entities and their properties,” which “include entities
like devices, identities, user groups, and cloud assets such as virtual machines (VMs), storage, and
containers. Each node corresponds to an individual entity and encapsulates information about its
characteristics, attributes, and security related insights within the organizational structure™:’

As another example, edges can be represented as an ExposureGraphEdges table of “relationships
between entities and assets in the enterprise exposure graph”:®

" Microsoft, ExposureGraphNodes, available at https://learn._microsoft.com/en-us/defender-
xdr/advanced-hunting-exposuregraphnodes-table [hereinafter ExposureGraphNodes].

8 Microsoft, ExposureGraphEdges, available at https://learn.microsoft.com/en-us/defender-
xdr/advanced-hunting-exposuregraphedges-table [hereinafter ExposureGraphEdges].
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As another example, Defender XDR includes a “hunting graph,” which is “composed of nodes and edges
to represent entities in your environment (for example, a device, user account, or IP address, among
others) and their relationships or connection properties, respectively”:®

% Microsoft, Hunt for threats using the hunting graph (Preview), available at https://learn._microsoft.com/en-
us/defender-xdr/advanced-hunting-graph [hereinafter Hunting Graph].
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first graph is a
directed graph,

The first graph of the Accused *628 Defender Products is a directed graph.
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For example, ExposureGraphEdges table schema includes information about “source nodes” and
“target nodes.”°

For example, Microsoft’s documentation explains that the edges of Defender XDR’s graphs “indicate the
relationship or connection properties between two nodes” and include “directional arrows.”*!

As another example, as discussed above, Defender XDR includes a “hunting graph,” which is depicted
by Microsoft’s documentation as a directed graph:*?

10 ExposureGraphEdges.
1 Understanding Graph Icons.
12 Hunting Graph.
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As another example, Microsoft’s documentation explains that users must take caution “to identify and
input the correct start and end entities, as the generated graph will be directional.”3

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first plurality of
entities comprises a plurality
of accounts and a plurality of
resources,

wherein each edge of the first
plurality of edges corresponds
to a respective relationship
between a respective pair of

The first plurality of entities of the Accused 628 Defender Products comprises a plurality of accounts
and a plurality of resources, and each edge of the first plurality of edges of the Accused *628 Defender
Products corresponds to a respective relationship between a respective pair of entities of the first
plurality of entities.

For example, as discussed above, Microsoft’s documentation explains that Defender XDR stores graphs
in which the nodes include accounts and resources: “[a] node pertains to an entity in your environment
(for example, a device, user account, or IP address, among others.”*4 Similarly, the edges that comprise
Defender XDR’s graphs “indicate[] the relationship or connection properties between two nodes.”*®

131d.

14 Understanding Graph Icons.

15d.
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entities of the first plurality of
entities;

Examples of node and edge types and their icon representations are reproduced below:
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As another example, Defender XDR includes a “hunting graph,” as discussed above, which includes
nodes corresponding to “entities in your environment (for example, a device, user account, or IP address,
among others)” and includes “relationships or connection properties” between graph nodes.*6

As another example, Microsoft’s documentation explains that nodes and edges can be represented as the
ExposureGraphNodes and ExposureGraphEdges tables, discussed above, which “include
entities like devices, identities, user groups and cloud assets such as virtual machines (VMs), storage,
and containers,”*’ and “relationships between entities and assets in the enterprise exposure graph.”8

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

receive streaming data
comprising time-stamped data
about events relating to one or
more entities of the first
plurality of entities,

The software instructions of the Accused 628 Defender Products receive streaming data comprising
time-stamped data about events relating to one or more entities of the first plurality of entities.

For example, Defender XDR “collect[s] . . . signals that are displayed in the portal.” Two kinds of
signals include alerts, which Microsoft describes as “[s]ignals that result from various threat detection
activities,” and incidents, which Microsoft describes as “[c]ontainers that include collections of related
alerts and tell the full story of an attack:*°

16 Hunting Graph.

17 ExposureGraphNodes.
18 ExposureGraphEdges.

19 Microsoft, Incidents and alerts in the Microsoft Defender portal, available at https://learn._microsoft.com/en-
us/defender-xdr/incidents-overview [hereinafter Incidents and Alerts].
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Microsoft’s documentation explains that Defender “us[es] Al to continually monitor its telemetry
sources™:?°

As another example, “[a]lerts in the Microsoft Defender portal come from many sources. These sources
include the many services that are part of Microsoft Defender XDR, as well as other services with
varying degrees of integration with the Microsoft Defender portal. For example, when Microsoft

20 d.
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Sentinel is onboarded to the Microsoft Defender portal, the correlation engine in the Defender portal has
access to all the raw data ingested by Microsoft Sentinel, which you can find in Defender's Advanced
hunting tables”:2

As another example, Microsoft’s documentation explains that “[a]lerts are signals that result from
various threat detection activities. These signals are produced by the many security services that reside
in the Microsoft Defender portal, and they indicate the occurrence of malicious or suspicious events in
your environment”:

2L d.

22 Microsoft, Investigate alerts in Microsoft Defender XDR, available at https://learn.microsoft.com/en-
us/defender-xdr/investigate-alerts?tabs=settings [hereinafter Investigate Alerts].
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As another example, in Defender XDR, “[e]vent or activity data populates tables about alerts, security
events, system events, and routine assessments. Advanced hunting receives this data almost immediately
after the sensors that collect them successfully transmit them to the corresponding cloud services. For
example, you can query event data from healthy sensors on workstations or domain controllers almost
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immediately after they’re made available on Microsoft Defender for Endpoint and Microsoft Defender
for Identity. . . . Advanced hunting data uses the UTC (Universal Time Coordinated) timezone. . . .
Advanced hunting results are converted to the timezone set in Defender XDR.”?

As another example, Microsoft’s documentation explains that Defender XDR includes “[a]ttack stories”
with a “graph” that “shows the full scope of the attack, how the attack spread through your network over
time, where it started, and how far the attacker went”:2*

11513285

23 Microsoft, Proactively hunt for threats with advanced hunting in Microsoft Defender, available at
https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-overview [hereinafter Advanced

Hunting].

24 Investigate Incidents.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a first portion of the
streaming data, identify a first
entity that does not
correspond to any of the first
plurality of nodes, wherein
the first entity is not of the
first plurality of entities;

Based on a first portion of the streaming data, the software instructions of the Accused 628 Defender
Products identify a first entity that does not correspond to any of the first plurality of nodes, wherein the
first entity is not of the first plurality of entities.

For example, Defender XDR includes a device inventory. Microsoft’s documentation explains that
“[d]Juring the onboarding process, the Devices list is gradually populated with devices as they begin to
report sensor data”:?°

Further, Microsoft’s documentation explains that Defender XDR performs “device discovery” by
“collect[ing], prob[ing], or scan[ning] your network to discover unmanaged devices”:%®

25 Microsoft, Device inventory, available at https://learn.microsoft.com/en-us/defender-
endpoint/machines-view-overview [hereinafter Device Inventory] (emphasis omitted).

26 Microsoft, Device discovery overview, available at https://learn.microsoft.com/en-us/defender-
endpoint/device-discovery [hereinafter Device Discovery].
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For example, the “Device Inventory” interface includes a summary of devices discovered in the last 7
days:?’

11513285

27 Device Discovery.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a second portion of
the streaming data, wherein
the second portion is not
identical to the first portion,
identify a first relationship
between a pair of entities of
the first plurality of entities
that does not correspond to
any of the first plurality of
edges;

Based on a second portion of the streaming data, wherein the second portion is not identical to the first
portion, the software instructions of the Accused 628 Defender Products identify a first relationship
between a pair of entities of the first plurality of entities that does not correspond to any of the first
plurality of edges.

For example, as noted above, Defender XDR “us[es] Al to continually monitor its telemetry sources” in
order to “automatically aggregate and correlate related alerts”:%

Further, Defender keeps track of “which onboarded device a discovered device was seen by,” allowing
SeenBy queries:?®

28 Incidents and Alerts.
29 Device Discovery.
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As another example, when “view[ing] the blast radius of a single node,” a “new graph view loads
showing the 8 top-rated attack paths” that “shows the potential path from the entry point to this target,”*
based on the most recent device discovery information:

30 Investigate Incidents.
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Similarly, Defender XDR performs “[b]last radius analysis,” which is “an advanced graph visualization
integrated into incident investigation experience” that “generates an interactive graph showing possible
propagation paths from the selected node to predefined critical targets scoped to the user’s
permissions™:3!

1 d.
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As another example, Microsoft’s documentation explains that “Defender’s correlation engine” correlates
incidents and alerts based on elements such as “Entities,” which are “assets like users, devices,
mailboxes, and others,” based in part on “continu[ing] to detect commonalities and relationships”:32

32 Microsoft, Alert correlation and incident merging in the Microsoft Defender portal, available at
https://learn_.microsoft.com/en-us/defender-xdr/alerts-incidents-correlation [hereinafter Alert

Correlation].

11513285
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

modify, in the hardware
memory, the representation of
the first graph to generate a
modified representation of the
first graph, wherein the
modified representation of the
first graph comprises a
representation of a first node
corresponding to the first
entity and a representation of
a first edge corresponding to
the first relationship, wherein
the first node is not of the first

The software instructions of the Accused 628 Defender Products modify, in the hardware memory, the
representation of the first graph to generate a modified representation of the first graph, wherein the
modified representation comprises a representation of a first node corresponding to the first entity and a
representation of a first edge corresponding to the first relationship, wherein the first node is not of the
first plurality of nodes and the first edge is not of the first plurality of edges.

For example, as Defender XDR discovers new entities and new relationships, it updates its graph
representations so that these new entities and relationships are reflected in the user interface and in
Defender XDR’s analyses, such as “interactive graphs to visualize attack paths, blast radius, and
relationships between entities in your environment. These visualizations provide a bird’s eye view of a

11513285
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plurality of nodes and the first
edge is not of the first
plurality of edges;

possible threat or attack, letting you and your security operations (SOC) team to investigate and hunt
them quickly”:®3

For example, “the correlation engines and algorithms in the Microsoft Defender portal automatically
aggregate and correlate related alerts together to form incidents that represent these larger attack stories.
Defender identifies multiple signals as belonging to the same attack story, using Al to continually
monitor its telemetry sources and add more evidence to already open incidents. Incidents contain all the
alerts deemed to be related to each other and to the overall attack story, and present the story in various
forms,” such as “[l]ists of all the involved and impacted users, devices, and other resources,” a “visual
representation of how all the players in the story interact, “[c]ollections of evidence supporting the attack
story: bad actors' user accounts and device information and address, malicious files and processes,
relevant threat intelligence, and so on™: 34

33 Understanding Graph Icons.

34 Incidents and Alerts.
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As another example, Microsoft’s documentation explains that “Defender’s correlation engine” correlates
incidents and alerts based on elements such as entities, which are “assets like users, devices, mailboxes,
and others,” and it does so on a continuous basis:*

As another example, Microsoft’s documentation explains that the “graph shows the full scope of the
attack, how the attack spread through your network over time, where it started, and how far the attacker
went. It connects the different suspicious entities that are part of the attack with their related assets such
as users, devices, and mailboxes”:%

35 Alert Correlation.
3 Investigate Incidents.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

for an anomalous event
associated with a node in the
modified representation of the
first graph, perform a first
correlation using the modified
representation of the first
graph to identify a first
plurality of correlated nodes,
wherein each of the first
plurality of correlated nodes
corresponds to a respective
event or resource, wherein
each respective event or
resource is associated with the
anomalous event, and wherein
each of the first plurality of
correlated nodes is connected
by a respective edge of a
second plurality of edges to
the node associated with the
anomalous event in the

For an anomalous event associated with a node in the modified representation of the first graph, the
software instructions of the Accused 628 Defender Products perform a first correlation using the
modified representation of the first graph to identify a first plurality of correlated nodes, wherein each of
the first plurality of correlated nodes corresponds to a respective event or resource, wherein each
respective event or resource is associated with the anomalous event, and wherein each of the first
plurality of correlated nodes is connected by a respective edge of a second plurality of edges to the node
associated with the anomalous event in the modified representation of the first graph.

For example, the Accused 628 Defender Products identify incidents, which are “collections of related
alerts [that] tell the full story of an attack.”®” Microsoft’s documentation explains that “correlation
engines and algorithms in the Microsoft Defender portal automatically aggregate and correlate related
alerts together to form incidents”:%

37 Incidents and Alerts.
38 (.
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modified representation of the
first graph;

The Accused 628 Defender Products continuously monitor streaming data and “continue[] to monitor
[incidents’] evolution, merging incidents together if situation warrants.”°

The Accused 628 Defender Products associate incidents with entities. For example, “[e]ntities (assets
etc.) follow the alerts they’re linked t0.”*° As another example, Microsoft’s documentation explains that
entities are among the “common elements” of merged incidents:*

39 Alert Correlation.
40 1.
4 Incidents and Alerts.

11513285
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Within a given incident, the Accused *628 Defender Products show an “incident graph,” including a set
of correlated entities; the graph “shows the full scope of the attack,” including connections between “the

different suspicious entities that are part of the attack with their related assets such as users, devices, and
mailboxes”:4?

An example graph reproduced from Microsoft’s documentation is provided in the following image of the
Defender Portal:#

11513285

42 Investigate Incidents.
43 1d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

for one or more of the first
plurality of correlated nodes,
perform a further correlation
using the modified
representation of the first
graph to identify a second
plurality of correlated nodes,

For one or more of the first plurality of correlated nodes, the software instructions of the Accused 628
Defender Products perform a further correlation using the modified representation of the first graph to
identify a second plurality of correlated nodes, wherein each of the second plurality of correlated nodes
is connected through a respective edge of a third plurality of edges to the respective node of the first
plurality of correlated nodes in the modified representation of the first graph.

11513285
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wherein each of the second For example, as discussed above, the Accused 628 Defender Products identify incidents, which are
plurality of correlated nodes “collections of related alerts [that] tell the full story of an attack,”4 and monitor streaming data to

is connected through a “continue[] to monitor [incidents’] evolution, merging incidents together if situation warrants.”*
respective edge of a third

plurality of edges to the As the streaming data is received and processed, the Accused 628 Defender Products merges incidents
respective node of the first with commonalities, including based on common entities and events:*

plurality of correlated nodes
in the modified representation
of the first graph;

In case of an incident merge, the entities and events of a “source incident” are migrated to a “target
incident”:#

4 Incidents and Alerts.
4 Alert Correlation.
46 Incidents and Alerts.
47 Alert Correlation.
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Further, entities “follow the alerts they’re linked to.”*® The Accused *628 Defender Products’
correlation merge of incidents is an example of a further correlation.

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

generate a representation of a
second graph comprising
representations of one or
more of the first plurality of
correlated nodes,
representations of one or
more of the second plurality
of correlated nodes,
representations of one or
more of the second plurality

The software instructions of Accused 628 Defender Products generate a representation of a second
graph comprising representations of one or more of the first plurality of correlated nodes, representations
of one or more of the second plurality of correlated nodes, and representations of one or more of the
second plurality of edges, and representations of one or more of the third plurality of edges, wherein one
or more of the second plurality of edges together with one or more of the third plurality of edges
represent one or more event flows that could be involved in a cybersecurity attack; and

generate a report comprising information associated with the one or more event flows.

48 1d.
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of edges, and representations
of one or more of the third
plurality of edges, wherein
one or more of the second
plurality of edges together
with one or more of the third
plurality of edges represent
one or more event flows that
could be involved in a
cybersecurity attack; and

generate a report comprising
information associated with
the one or more event flows.

For example, the blast radius graph “provides a unique unified view of both prebreach and post-breach
information on the incident page”:#°

Microsoft’s documentation explains that the blast radius graphs can be used to “[i]nstantly see the
compromised component at the center of the graph and the paths to potentially compromised targets.”>°

The blast radius is available from the incident graph page:®!

49 Investigate Incidents.

%0 |d.
°1 .
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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I1. Claim 4

The computer system of claim
1,

See above for an analysis of Claim 1.

wherein the computer system
is further configured to
execute software instructions
stored on nontransitory
machine-readable storage
media comprising software
instructions that identify the
anomalous event.

The computer system of Claim 1 is further configured to execute software instructions stored on
nontransitory machine-readable storage media comprising software instructions that identify the
anomalous event.

For example, Defender XDR provides “an incident’s details,” including “incident assignment, 1D,
classification, categories, and first and last activity date and time. It also includes a description of the
incident, impacted assets, active alerts, and where applicable, the related threats, recommendations, and
disruption summary and impact.”® In the screenshot from Microsoft’s documentation below, an
“Incident details” pane is shown on the right side of the user interface.>3

52 d.
3 d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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1. Claim 6

The computer system of claim
1,

See above for an analysis of Claim 1.

wherein the computer system
is further configured to
execute software instructions
stored on nontransitory
machine-readable storage
media comprising software
instructions that identify a
portion of the modified
representation of the first
graph that matches a known
attack pattern, wherein the
portion of the modified
representation of the first
graph comprises the node
associated with the
anomalous event.

The computer system of Claim 1 is further configured to execute software instructions stored on
nontransitory machine-readable storage media comprising software instructions that identify a portion of
the modified representation of the first graph that matches a known attack pattern, wherein the portion of
the modified representation of the first graph comprises the node associated with the anomalous event.

For example, Defender XDR utilizes predictive analytics based on, among other things, “posture,
activity, and scenario context to identify potential attack paths and targets,” using “threat intelligence,
attacker behavior, [and] past incidents”:>

4 Microsoft, Predictive shielding in Microsoft Defender (Preview), available at https://learn.microsoft.com/en-
us/defender-xdr/shield-predict-threats [hereinafter Predictive Shielding].
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As another example, Defender XDR uses, among other things, “known attacker tools and tactics”:%°

Defender XDR continually updates the “organization’s exposure graph,” to identify “potential attack
paths,” “the blast radius,” and “paths attackers are most likely to take, factoring in past behaviors, asset
characteristics, and environmental vulnerabilities.”®

% |d.
% |d.
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For example, in the screenshot from Microsoft’s documentation shown below, the user interface
displays, along with an incident graph for a “[h]ands-on keyboard attack,” a list of various MITRE
tactics and techniques, including “Group Policy Modification (T1484.001), Safe Mode Boot

(T1562.009),” and “Local Account (T1087.001)”:%’

57 Microsoft, Manage predictive shielding in Microsoft Defender (Preview), available at
https://learn_microsoft.com/en-us/defender-xdr/shield-predict-threats-manage [hereinafter Manage

Predictive Shielding].
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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V. Claim 9

The computer system of claim
1,

See above for an analysis of Claim 1.

wherein at least one entity of
the first plurality of entities is
at least one of a user, a place,
a device, a resource, an
activity, an event, a group, or
a service.

At least one of entity of the first plurality of entities of Claim 1 is at least one of a user, a place, a device,
a resource, an activity, an event, a group, or a service.

For example, Microsoft’s documentation explains that graph nodes pertain to a wide variety of entity
types in an environment, including, for example, “General” nodes that can pertain to, for example,
entities like “App service plan[s]”; “Compute” nodes that can pertain to “Device, virtual machine, [or]
Microsoft Azure Logic App” entities; “Networking” nodes that can pertain to “Interface, public IP
address, [or] network security group” entities; “Data” nodes that can pertain to entities like “SQL data
store, Azure Monitor Log Analytics workspace, storage account, [or] Azure Event Hubs”; “Containers”
nodes that can pertain to entities like a “Kubernetes cluster”; “Keys & secrets” nodes that can pertain to
entities like a “Key vault”; “DevOps” nodes that can pertain to entities like “Azure DevOps
repositories”; “APIs” nodes that can pertain to entities like “Cloud applications”; and “Identity & access”
nodes that can pertain to entities like “User account, [or] Microsoft Entra ID service principal.”®® Other
node types include “loT,” “Certificate,” “IP address,” and “Subscriptions” nodes.>®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

%8 Understand Graph Icons.

9 1d.
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V. Claim 11
A computer system The Accused 628 Defender Products are computer systems comprising a hardware memory, wherein the
comprising: computer system is configured to execute software instructions stored on nontransitory machine-readable

a hardware memory, wherein
the computer system is
configured to execute
software instructions stored
on nontransitory machine-
readable storage media
comprising software
instructions that:

storage media comprising software instructions that perform as discussed below.

For example, as discussed above, Defender XDR “is a cloud-based, unified, pre- and post-breach
enterprise defense suite”® that “operates in Microsoft Azure data centers” across a variety of
geographical regions:5!

These data centers “house[] thousands of powerful computers, or “servers,”” examples of which can be
seen in the following photograph reproduced from Microsoft’s literature:%2

€0 Deploy Defender XDR.
61 Data in XDR.
62 Microsoft Datacenters.
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store in the hardware memory
a representation of a first
graph, wherein the
representation of the first
graph comprises
representations of a first
plurality of nodes
corresponding to a first
plurality of entities and
further comprises
representations of a first
plurality of edges,

The software instructions of the Accused 628 Defender Products store in the hardware memory a
representation of a first graph, wherein the representation of the first graph comprises representations of
a first plurality of nodes corresponding to a first plurality of entities and further comprises
representations of a first plurality of edges.

For example, as discussed above, Defender XDR “use[s] interactive graphs to visualize attack paths,
blast radius, and relationships between entities in your environment. . . . The graphs generated in the
Defender portal are composed of nodes and edges.”%® Microsoft’s documentation further explains that
the “graph shows the full scope of the attack, how the attack spread through your network over time,
where it started, and how far the attacker went. It connects the different suspicious entities that are part
of the attack with their related assets such as users, devices, and mailboxes.”¢*

As another example, Microsoft’s documentation explains that a node of the graphs used by Defender
XDR “pertains to an entity in your environment (for example, a device, user account, or IP address,

83 Understanding Graph Icons.

64 Investigate Incidents.
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among others).”%®

As another example, Microsoft’s documentation explains that nodes can be represented as an
ExposureGraphNodes table of “organizational entities and their properties,” which “include entities
like devices, identities, user groups, and cloud assets such as virtual machines (VMs), storage, and
containers. Each node corresponds to an individual entity and encapsulates information about its
characteristics, attributes, and security related insights within the organizational structure”:5¢

11513285
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6 ExposureGraphNodes.
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As another example, edges can be represented as an ExposureGraphEdges table of “relationships
between entities and assets in the enterprise exposure graph”:%7

11513285
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As another example, Defender XDR includes a “hunting graph,” which is “composed of nodes and edges
to represent entities in your environment (for example, a device, user account, or IP address, among
others) and their relationships or connection properties, respectively”:%

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.

11513285

8 Hunting Graph.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first graph is a The first graph of the Accused *628 Defender Products is a directed graph.

directed graph,
For example, as noted above, the ExposureGraphEdges table schema includes information about

“source nodes” and “target nodes.”®°

For example, Microsoft’s documentation explains that the edges of Defender XDR’s graphs “indicate the
relationship or connection properties between two nodes” and include “directional arrows.”’®

As another example, as discussed above, Defender XDR includes a “hunting graph,” which is depicted
by Microsoft’s documentation as a directed graph:’

69 ExposureGraphEdges.
0 Understanding Graph Icons.
1 Hunting Graph.
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As another example, Microsoft’s documentation explains that users must take caution “to identify and
input the correct start and end entities, as the generated graph will be directional.””?

11513285

2 Hunting Graph.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first plurality of
entities comprises a plurality
of accounts and a plurality of
resources,

wherein each edge of the first
plurality of edges corresponds
to a respective relationship
between a respective pair of
entities of the first plurality of
entities,

The first plurality of entities of the Accused 628 Defender Products comprises a plurality of accounts
and a plurality of resources, and each edge of the first plurality of edges of the Accused *628 Defender
Products corresponds to a respective relationship between a respective pair of entities of the first
plurality of entities.

For example, as discussed above, Microsoft’s documentation explains that Defender XDR stores graphs
in which the nodes include accounts and resources: “[a] node pertains to an entity in your environment
(for example, a device, user account, or IP address, among others.””® Similarly, the edges that comprise
Defender XDR’s graphs “indicate[] the relationship or connection properties between two nodes.”’*
Examples of node and edge types and their icon representations are reproduced below:

3 Understanding Graph Icons.

4.
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As another example, as discussed above, Defender XDR includes a “hunting graph,” which includes
nodes corresponding to “entities in your environment (for example, a device, user account, or IP address,
among others)” and includes “relationships or connection properties” between graph nodes.”

As another example, the ExposureGraphNodes and ExposureGraphEdges tables, discussed
above, “include entities like devices, identities, user groups and cloud assets such as virtual machines
(VMs), storage, and containers,”’® and “relationships between entities and assets in the enterprise
exposure graph.”’’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein a representation of a
first node of the first plurality
of nodes includes information
about a first security
vulnerability associated with
a first entity, wherein the first
node corresponds to the first
entity, and

A representation of a first node of the first plurality of nodes of the Accused 628 Defender Products
includes information about a first security vulnerability associated with a first entity, wherein the first
node corresponds to the first entity.

For example, Microsoft’s documentation explains that a node can have a “[v]ulnerability” indicator
associated with it, which “[i]ndicates that at least one vulnerability was detected on the entity.”’®

> Hunting Graph.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first security
vulnerability is identified
based on a database of known
security vulnerabilities;

The first security vulnerability is identified based on a database of known security vulnerabilities.

For example, Defender XDR uses “threat intelligence, breach likelihood predictions, business contexts,
and device assessments to quickly prioritize the biggest vulnerabilities in your organization,” using
“critical details including related CVEs,” and “vulnerabilities being exploited in the wild.”"®

® Microsoft, What is Microsoft Defender Vulnerability Management, available at https://learn.microsoft.com/en-
us/defender-vulnerability-management/defender-vulnerabi l i ty-management [hereinafter Vulnerability

Management].
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As another example, Defender XDR uses “known Common Vulnerabilities and Exposures (CVEs)”
listed “by their CVE ID.”®

8 Microsoft, Vulnerabilities in my organization, available at https://learn.microsoft.com/en-us/defender-
vulnerability-management/tvm-weaknesses [hereinafter TVM Weaknesses].
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

receive streaming data
comprising time-stamped data
about events relating to one or
more entities of the first
plurality of entities,

The software instructions of the Accused 628 Defender Products receive streaming data comprising
time-stamped data about events relating to one or more entities of the first plurality of entities.

For example, as discussed above, Defender XDR “collect[s] . . . signals that are displayed in the portal,”
including include alerts, which Microsoft describes as “[s]ignals that result from various threat detection
activities,” and incidents, which Microsoft describes as “[c]ontainers that include collections of related
alerts and tell the full story of an attack:®!

81 Incidents and Alerts.
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Further, as explained above, Defender “us[es] Al to continually monitor its telemetry sources”:8

As another example, “[a]lerts in the Microsoft Defender portal come from many sources,” “includ[ing]
the many services that are part of Microsoft Defender XDR, as well as other services with varying
degrees of integration with the Microsoft Defender portal. For example, when Microsoft Sentinel is
onboarded to the Microsoft Defender portal, the correlation engine in the Defender portal has access to

all the raw data ingested by Microsoft Sentinel, which you can find in Defender's Advanced hunting
tables™:®3

11513285
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As another example, Microsoft’s documentation explains that “[a]lerts are signals that result from
various threat detection activities. These signals are produced by the many security services that reside
in the Microsoft Defender portal, and they indicate the occurrence of malicious or suspicious events in
your environment”:4

8 Investigate Alerts.
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As another example, in Defender XDR, “[e]vent or activity data populates tables about alerts, security
events, system events, and routine assessments. Advanced hunting receives this data almost immediately
after the sensors that collect them successfully transmit them to the corresponding cloud services. For
example, you can query event data from healthy sensors on workstations or domain controllers almost
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immediately after they’re made available on Microsoft Defender for Endpoint and Microsoft Defender
for Identity. . . . Advanced hunting data uses the UTC (Universal Time Coordinated) timezone. . . .
Advanced hunting results are converted to the timezone set in Defender XDR.”8°

As another example, Microsoft’s documentation explains that Defender XDR includes “[a]ttack stories”
with a “graph” that “shows the full scope of the attack, how the attack spread through your network over
time, where it started, and how far the attacker went”:

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be

8 Advanced Hunting.
8 Investigate Incidents.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a first portion of the
streaming data, identify a
second entity that does not
correspond to any of the first
plurality of nodes, wherein
the second entity is not of the
first plurality of entities,

Based on a first portion of the streaming data, the software instructions of the Accused 628 Defender
Products identify a second entity that does not correspond to any of the first plurality of nodes, wherein
the second entity is not of the first plurality of entities.

For example, as noted above, Defender XDR includes a device inventory which “is gradually populated
with devices as they begin to report sensor data”:8’

Further, Microsoft’s documentation explains that Defender XDR performs “device discovery” by
“collect[ing], prob[ing], or scan[ning] your network to discover unmanaged devices”:#

87 Device Inventory.
8 Device Discovery.
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For example, the “Device Inventory” interface includes a summary of devices discovered in the last 7
days:®°

11513285

8 Device Discovery.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

identify a second security
vulnerability associated with
the second entity,

The software instructions of the Accused 628 Defender Products identify a second security vulnerability
associated with the second entity.

For example, as noted above, Defender XDR uses “threat intelligence, breach likelihood predictions,
business contexts, and device assessments to quickly prioritize the biggest vulnerabilities in your
organization,” using “critical details including related CVEs,” and “vulnerabilities being exploited in the
wild.”® Microsoft’s documentation further explains that Defender “uses endpoint sensors to scan and
detect for [CVEs] and other vulnerabilities in an organization.”?*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a second portion of
the streaming data, wherein
the second portion is not
identical to the first portion,
identify a first relationship
between a pair of entities of
the first plurality of entities

Based on a second portion of the streaming data, wherein the second portion is not identical to the first
portion, the software instructions of the Accused 628 Defender Products identify a first relationship
between a pair of entities of the first plurality of entities that does not correspond to any of the first
plurality of edges.

% Vulnerability Management.

91 TVM Weaknesses.
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that does not correspond to
any of the first plurality of
edges,

For example, as noted above, Defender XDR “us[es] Al to continually monitor its telemetry sources” in
order to “automatically aggregate and correlate related alerts”:%2

Further, Defender keeps track of “which onboarded device a discovered device was seen by,” allowing
SeenBy queries:*

As another example, when “view[ing] the blast radius of a single node,” a “new graph view loads
showing the 8 top-rated attack paths” that “shows the potential path from the entry point to this target,”%*
based on the most recent device discovery information:

9 Incidents and Alerts.
9 Device Discovery.
% Investigate Incidents.
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Similarly, Defender XDR performs “[b]last radius analysis,” which is “an advanced graph visualization
integrated into incident investigation experience” that “generates an interactive graph showing possible
propagation paths from the selected node to predefined critical targets scoped to the user’s
permissions™:%

11513285

% Investigate Incidents.
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As another example, Microsoft’s documentation explains that “Defender’s correlation engine” correlates
incidents and alerts based on elements such as “Entities,” which are “assets like users, devices,
mailboxes, and others,” based in part on “continu[ing] to detect commonalities and relationships™:%

11513285
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

modify, in the hardware
memory, the representation of
the first graph to generate a
modified representation of the
first graph, wherein the
modified representation of the
first graph comprises a
representation of a second
node corresponding to the
second entity and a
representation of a first edge
corresponding to the first
relationship, wherein the
second node is not of the first
plurality of nodes and the first
edge is not of the first
plurality of edges, and
wherein the modified
representation of the first
graph includes information
about the second security
vulnerability associated with
the second entity,

The software instructions of the Accused 628 Defender Products modify, in the hardware memory, the
representation of the first graph to generate a modified representation of the first graph, wherein the
modified representation of the first graph comprises a representation of a second node corresponding to
the second entity and a representation of a first edge corresponding to the first relationship, wherein the
second node is not of the first plurality of nodes and the first edge is not of the first plurality of edges,
and wherein the modified representation of the first graph includes information about the second security
vulnerability associated with the second entity.

For example, as explained above, Defender updates its graph representations as it discovers new entities
and relationships so that they are reflected in the user interface and in Defender XDR’s analyses, such as
“interactive graphs to visualize attack paths, blast radius, and relationships between entities in your
environment. . . . provid[ing] a bird’s eye view of a possible threat or attack, letting you and your
security operations (SOC) team to investigate and hunt them quickly.”®’

Microsoft’s documentation further explains that Defender “automatically aggregate[s] and correlate|[s]
related alerts together to form incidents that represent these larger attack stories. Defender identifies
multiple signals as belonging to the same attack story, using Al to continually monitor its telemetry
sources and add more evidence to already open incidents. Incidents contain all the alerts deemed to be
related to each other and to the overall attack story, and present the story in various forms,” such as
“[1ists of all the involved and impacted users, devices, and other resources,” a “visual representation of
how all the players in the story interact, “[c]ollections of evidence supporting the attack story: bad actors'

9 Understanding Graph Icons.
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user accounts and device information and address, malicious files and processes, relevant threat
intelligence, and so on.”®%®

As another example, Microsoft’s documentation explains that the “graph shows the full scope of the
attack, how the attack spread through your network over time, where it started, and how far the attacker
went. It connects the different suspicious entities that are part of the attack with their related assets such
as users, devices, and mailboxes.”%

Further, as explained above, a node represented on the graph representation can have a “[v]ulnerability”
indicator associated with it, which “[i]ndicates that at least one vulnerability was detected on the
entity.”190

% Incidents and Alerts.
9 Investigate Incidents.
100 Understanding Graph Icons.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

for a first event associated
with a node in the modified
representation of the first
graph, perform a first
correlation using the modified
representation of the first
graph to identify a first
plurality of correlated nodes,
wherein each of the first
plurality of correlated nodes
corresponds to a respective
event or resource, wherein
each respective event or
resource is associated with the
first event, and wherein each
of the first plurality of
correlated nodes is connected
by a respective edge of a
second plurality of edges to
the node associated with the
first event in the modified
representation of the first
graph,

For a first event associated with a node in the modified representation of the first graph, the software
instructions of the Accused *628 Defender Products perform a first correlation using the modified
representation of the first graph to identify a first plurality of correlated nodes, wherein each of the first
plurality of correlated nodes corresponds to a respective event or resource, wherein each respective event
or resource is associated with the first event, and wherein each of the first plurality of correlated nodes is
connected by a respective edge of a second plurality of edges to the node associated with the first event
in the modified representation of the first graph.

For example, as explained above, the Accused *628 Defender Products identify incidents, “collections of
related alerts [that] tell the full story of an attack,” and use “correlation engines and algorithms in the
Microsoft Defender portal [to] automatically aggregate and correlate related alerts together to form
incidents™:10t

101 |ncidents and Alerts.
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The Accused 628 Defender Products continuously monitor streaming data and “monitor [incidents’]
evolution, merging incidents together if situation warrants.”102

The Accused 628 Defender Products associate incidents with entities. For example, “[e]ntities (assets
etc.) follow the alerts they’re linked t0.”1% As another example, Microsoft’s documentation explains
that entities are among the “common elements” of merged incidents:1%*

11513285
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Within a given incident, the Accused *628 Defender Products show an “incident graph,” including a set
of correlated entities; the graph “shows the full scope of the attack,” including connections between “the
different suspicious entities that are part of the attack with their related assets such as users, devices, and
mailboxes.”1% An example graph reproduced from Microsoft’s documentation is provided below:106

11513285
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

for one or more of the first
plurality of correlated nodes,
perform a further correlation
using the modified
representation of the first
graph to identify a second
plurality of correlated nodes,
wherein each of the second
plurality of correlated nodes

For one or more of the first plurality of correlated nodes, the software instructions of the Accused 628
Defender Products perform a further correlation using the modified representation of the first graph to
identify a second plurality of correlated nodes, wherein each of the second plurality of correlated nodes
is connected through a respective edge of a third plurality of edges to the respective node of the first
plurality of correlated nodes in the modified representation of the first graph.

11513285
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is connected through a For example, as discussed above, the Accused 628 Defender Products identify incidents, which are
respective edge of a third “collections of related alerts [that] tell the full story of an attack,”'°” and monitor streaming data to
plurality of edges to the “continue[] to monitor [incidents’] evolution, merging incidents together if situation warrants.”1% As the
respective node of the first streaming data is received and processed, the Accused 628 Defender Products merges incidents with

plurality of correlated nodes | commonalities, including based on common entities and events:1%
in the modified representation
of the first graph,

In case of an incident merge, the entities and events of a “source incident” are migrated to a “target
incident”:1%0

107 Incidents and Alerts.
108 Alert Correlation.
109 Incidents and Alerts.
110 Alert Correlation.
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Further, entities “follow the alerts they’re linked to.”'** The Accused 628 Defender Products’
correlation merge of incidents is an example of a further correlation.

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

generate a representation of a
second graph comprising
representations of one or
more of the first plurality of
correlated nodes,
representations of one or
more of the second plurality
of correlated nodes,
representations of one or
more of the second plurality

The software instructions of Accused 628 Defender Products generate a representation of a second
graph comprising representations of one or more of the first plurality of correlated nodes, representations
of one or more of the second plurality of correlated nodes, representations of one or more of the second
plurality of edges, and representations of one or more of the third plurality of edges, wherein one or more
of the second plurality of edges together with one or more of the third plurality of edges represents one
or more event flows that could be involved in a cybersecurity attack, and generate a report comprising
information associated with the one or more event flows.

111 Id

11513285

-75-




Exhibit G (628 Patent)
November 24, 2025

of edges, and representations
of one or more of the third
plurality of edges,

wherein one or more of the
second plurality of edges
together with one or more of
the third plurality of edges
represents one or more event
flows that could be involved
in a cybersecurity attack, and

generate a report comprising
information associated with
the one or more event flows,

For example, the blast radius graph “provides a unique unified view of both prebreach and post-breach
information on the incident page”:!?

Microsoft’s documentation explains that the blast radius graphs can be used to “[i]nstantly see the
compromised component at the center of the graph and the paths to potentially compromised targets.”!!3

The blast radius is available from the incident graph page:*!4

112 Investigate Incidents.

113 Id
114 Id
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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VI. Claim 13

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein the further
correlation using the modified
representation of the first
graph further identifies a
plurality of respective
correlated edges that each
involve the respective event
Or resource.

The further correlation using the modified representation of the first graph of Claim 11 further identifies
a plurality of respective correlated edges that each involve the respective event or resource.

For example, Defender identifies correlated edges between nodes “[i]f two nodes have more than one
relationship.”'%> In the example from Microsoft’s documentation reproduced below, a user account entity
has multiple relationships to a resource group:'*6

115 Understand Graph Icons.

116 Id
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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VII. Claim 14

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein the first event is an
anomalous event.

The first event of Claim 11 is an anomalous event.

For example, Microsoft’s documentation explains that Defender collects signals such as alerts, which
“indicate the occurrence of malicious or suspicious events in your environment. These suspicious events
are typically part of a broader attack story. In the Microsoft Defender portal, alerts represent individual
pieces of evidence that Defender XDR correlates together to form incidents.”*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

U7 Investigate Alerts.
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VIII. Claim 15

The computer system of claim
13,

See above for an analysis of Claim 13.

wherein the first event is
identified by comparing one
or more of the events relating
to one or more entities of the
first plurality of entities to a
pattern of normal event
behavior.

The first event of Claim 13 is identified by comparing one or more of the events relating to one or more
entities of the first plurality of entities to a pattern of normal event behavior.

For example, Defender “detects anomalous behavior such as impossible-travel, credential access, and
unusual downloading, file sharing, or mail forwarding activity.”*'® Microsoft’s documentation explains
that Defender “employ[s] large-scale learning algorithms to establish the normal behavior of common
processes within an organization and worldwide and watch for when these processes show anomalous
behaviors.”119

118 Deploy Defender XDR.

118 Microsoft, Investigate and respond using Microsoft Defender XDR, available at https://learn.microsoft.com/en-
us/defender-xdr/pilot-deploy-investigate-respond [hereinafter Investigate and Respond].
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As another example, Defender uses “out-of-the-box user and entity behavioral analytics (UEBA) and
machine learning (ML)” to “run advanced threat detection across your cloud environment” and “detect[]
and collat[e] results, targeting numerous behavioral anomalies across your users and the machines and
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devices connected to your network.”*?9 For example, Defender detects “activities within a single session
with respect to the baseline learned, which could indicate on a breach attempt. . . . These detections
leverage a machine-learning algorithm that profiles the users log on pattern and reduces false
positives. 2

120 Microsoft, Create Defender for Cloud Apps anomaly detection policies, available at
https://learn.microsoft.com/en-us/defender-cloud-apps/anomaly-detection-policy [hereinafter
Anomaly Detection Policies].

121 Id
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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IX. Claim 17

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein the computer system
is further configured to
execute software instructions
stored on nontransitory
machine-readable storage
media comprising software
instructions that identify a
portion of the modified
representation of the first
graph that matches a known
attack pattern, wherein the
portion of the modified
representation of the first
graph comprises the node
associated with the first event.

The computer system of Claim 11 is further configured to execute software instructions stored on
nontransitory machine-readable storage media comprising software instructions that identify a portion of
the modified representation of the first graph that matches a known attack pattern, wherein the portion of
the modified representation of the first graph comprises the node associated with the first event.

For example, as explained above, Defender XDR utilizes predictive analytics based on, among other
things, “posture, activity, and scenario context to identify potential attack paths and targets,” using
“threat intelligence, attacker behavior, [and] past incidents.”*?? As another example, Defender XDR uses,
among other things, “known attacker tools and tactics.”'?* Defender XDR continually updates the
“organization’s exposure graph,” to identifying “potential attack paths,” “the blast radius,” and “paths
attackers are most likely to take, factoring in past behaviors, asset characteristics, and environmental
vulnerabilities.” 124

For example, in the screenshot from Microsoft’s documentation shown below, the user interface
displays, along with an incident graph for a “[h]ands-on keyboard attack,” a list of various MITRE
tactics and techniques.”*?®

122 Predictive Shielding.
123 Id.

124 Id

125 Manage Predictive Shielding.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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X. Claim 20

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein at least one entity of
the first plurality of entities is
at least one of a user, a place,
a device, a resource, an
activity, an event, a group, or
a service.

At least one of entity of the first plurality of entities of Claim 11 is at least one of a user, a place, a
device, a resource, an activity, an event, a group, or a service.

For example, as explained above, Microsoft’s documentation explains that graph nodes pertain to a wide
variety of entity types in an environment, including, for example, entities like “[a]pp service plan[s],”
“[d]evice[s], virtual machine[s], Microsoft Azure Logic App[s],” “public IP address[es], network
security group([s],” “SQL data store[s], Azure Monitor Log Analytics workspace[s], storage account[s],
Azure Event Hubs,” “Kubernetes cluster[s],” “[k]ey vault[s],” “Azure DevOps repositories,” “[u]ser
account[s],” and others.1?6

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

126 Understand Graph Icons.
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XI. Claim 22

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein the node associated
with the first event
corresponds to a third security
vulnerability.

The node associated with the first event of Claim 11 corresponds to a third security vulnerability.

For example, as noted above, Defender XDR uses “threat intelligence, breach likelihood predictions,
business contexts, and device assessments to quickly prioritize the biggest vulnerabilities in your
organization,” using “critical details including related CVEs,” and “vulnerabilities being exploited in the
wild.”*2” Microsoft’s documentation further explains that Defender “uses endpoint sensors to scan and
detect for [CVESs] and other vulnerabilities in an organization.”*?® Microsoft’s documentation explains
that nodes associated with vulnerabilities are denoted by a vulnerability indicator that “[i]ndicates that at
least one vulnerability was detected on the entity.”1%°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

127 \ulnerability Management.

128 TVM Weaknesses.

129 Understanding Graph Icons.
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