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I, Ingrid Hsieh-Yee, declare as follows: 

I. INTRODUCTION AND QUALIFICATIONS 

1. I am over the age of eighteen and otherwise competent to make this 

declaration.  

2. I have been retained by counsel for Petitioner to provide my expert 

opinion regarding the public availability of a certain prior art reference in relation to 

U.S. Patent No. 12,231,426 (“Challenged Patent”). 

3. I am being compensated for my time in connection with this IPR at my 

current consulting rate. I am also being reimbursed for any reasonable expenses 

associated with my work and testimony in this investigation. My compensation is 

not contingent on the results of my study, the substance of my opinions, or the 

outcome of this matter.   

A. Qualifications And Professional Experience  

4. My complete qualifications and professional experience are described 

in my academic curriculum vitae (Appendix A). The following is a brief summary 

of my relevant qualifications and professional experience. 

5. I was a professor in the Department of Library and Information Science 

at the Catholic University of America for 32 years and was conferred the title of 

Professor Emerita in December 2022.  

6. I have experience working in an academic library, a medical library, 
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and a legislative library. I hold a Ph.D. and a Masters in Library and Information 

Studies from the University of Wisconsin-Madison. 

7. I am an expert on library cataloging and classification and have 

published two editions on this subject, Organizing Audiovisual and Electronic 

Resources for Access: A Cataloging Guide (2000 and 2006). I taught a variety of 

courses, including Cataloging and Classification, Advanced Cataloging and 

Classification, Organization of Internet Resources, Organization of Information, 

Metadata, Digital Content Creation and Management, Internet Searches and Web 

Design, Information Literacy Instruction, Advanced Information Retrieval and 

Analysis Strategies, and The Information Professions in Society. I am familiar with 

metadata schema design and implementation. In my teaching, I covered the design 

and implementation of metadata in databases, search engines, digital repositories, 

digital libraries, and digital archives. I also covered how information organization 

affects the discovery and access to digital resources on the Internet. My research 

interests cover cataloging and classification, information organization, metadata, 

information retrieval, information architecture, digital collections, scholarly 

communication, social media, user interaction with information systems, and others. 

II. BACKGROUND OF LIBRARY CATALOGING 

A. Machine-Readable Cataloging (“MARC”) 

8. I am very familiar with a library cataloging encoding standard known 
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as the “Machine-Readable Cataloging” standard, also known as “MARC,” which 

became the national standard for sharing bibliographic data in the United States by 

1971 and the international standard by 1973. MARC is the primary communications 

protocol for the transfer and storage of bibliographic metadata in libraries. Experts in 

my field reasonably rely upon MARC records when forming their opinions. 

9. A MARC record consists of several fields, each of which contains 

specific data about the work. Each field is identified by a standardized, unique, three-

digit code corresponding to the type of data that follows. Appendix B is a true and 

correct copy of Parts VII to X of “Understanding MARC Bibliographic: Machine-

Readable Cataloging” (https://www.loc.gov/marc/umb/um07to10.html), a brief 

description and tutorial published by the Library of Congress in 2009 that explains 

commonly used MARC fields. For example, the personal author of a work is recorded 

in Field 100, the title is recorded in Field 245, publisher information is recorded in 

Field 260, the physical volume and characteristics of a publication are recorded in 

Field 300, and topical subjects are recorded in Fields 650. More details of MARC21 

format for Bibliographic Data are available on the Library of Congress website at 

https://www.loc.gov/marc/bibliographic/. 

10. I am very familiar with library cataloging and processing practices and 

the relationships between OCLC (Online Computer Library Center) and library 

catalogs, and how libraries create and share their records to help the public discover 
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and access information.  

11. OCLC is the largest bibliographic network of the world, and its 

WorldCat database contains more than 559 million records from thousands of 

member institutions (many of which are libraries of some type) in more than 100 

countries. OCLC was founded in 1967 to promote and support library cooperation. 

According to the third article of the “Amended Articles of Incorporation of OCLC 

[Online Computer Library Center], Inc.,” OCLC was created “to establish, maintain, 

and operate a computerized library network and to promote the evolution of library 

use, of libraries themselves, and of librarianship, and to provide processes and 

products for the benefit of library users and libraries, including such objectives as 

increasing availability of library resources to individual library patrons and reducing 

the rate of rise of library per-unit costs, all for the fundamental public purpose of 

furthering ease of access to and use of the ever-expanding body of worldwide 

scientific, literary, and educational knowledge and information” (source: 

https://www.oclc.org/content/dam/oclc/membership/articles-of-incorporation.pdf).  

12. OCLC members can contribute original cataloging records in MARC 

to the system or derive cataloging records from existing records, an activity referred 

to as “copy cataloging.” When an OCLC participating institution acquires a work, it 

can create an original MARC record for the work in OCLC’s WorldShare system (a 

system for catalogers to create and share MARC records), and the system will 
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automatically generate a code for the date of record creation in the yymmdd format, 

and the creating library’s OCLC symbol is recorded in subfield “a” of the 040 field.  

Once the MARC record is in WorldShare, it becomes available to other OCLC 

members for adoption to their local online catalogs (i.e., copy cataloging). 

13. After a MARC record (see ¶¶ 8-9 above) is created in WorldShare, it 

also becomes searchable and viewable on WorldCat.org, which is a free web portal 

for users to explore more than 10,000 libraries worldwide. Records in WorldCat.org, 

however, are not presented in MARC fields. Instead, the data elements are labeled to 

help users interpret the records. Thus, the information stored in MARC records in 

WorldShare is available to the interested public through the user-friendly 

WorldCat.org web portal. In addition, records in the WorldShare are also searchable 

in the OCLC FirstSearch system, which is a subscription-based search system for 

users to explore proprietary databases. Records in OCLC FirstSearch present more 

details than records in the free web portal, such as the Date of entry field that shows 

the time when a record is entered into the WorldCat database on OCLC.   

B. Library Online Catalogs 

14. Library online catalogs gained acceptance in the early 1980s and many 

libraries migrated their systems to the World Wide Web in the mid-1990s. Library 

online catalogs are based on MARC records that represent their collections in order 

to help the public understand what materials are publicly accessible in those libraries. 
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Most libraries with online catalogs have made their catalogs freely available on the 

Web. These online catalogs offer user-friendly search interfaces. Strong user interest 

in keyword searches and the popularity of Google have led to the “googlization” of 

library search systems. As a result, many library catalogs nowadays provide a single 

search box for users to conduct keyword searches, with additional support for 

searches by author, title, subject terms, and other data elements such as ISBN 

(International Standard Book Number). Library catalogs these days also offer 

features for users to narrow their search results by language, year, format, and other 

elements. Many libraries display MARC records on their online catalogs with labels 

for the data elements to help the public interpret MARC records. Many libraries also 

offer the option to display MARC records in MARC fields.  

15. Libraries create MARC records for works they acquire, including 

books, serials, motion pictures, and publications in other formats. Monograph 

cataloging is fairly common in libraries, and most libraries make a newly cataloged 

monograph available to the public soon after the cataloging work is completed, 

usually within a week. Libraries can create original cataloging records or use an 

existing record in the OCLC WorldCat database to create a copy cataloging record. 

As soon as the cataloging record is completed, it is added to the library’s online 

catalog for users. If the record is an original record, it is also entered into the OCLC 

system. If it is a copy cataloging record, the library’s holding symbol is attached to 
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the existing original record in the OCLC system to facilitate searching and 

interlibrary loan.     

16. Users interested in learning about a particular subject matter have many 

tools to discover resources of interest. Google and other search engines enable users 

to locate materials of interest in various formats on the Internet. Online catalogs at 

individual libraries help users identify publications in library collections that are 

relevant to their areas of interest. In addition, digital libraries, such as the IEEE 

Xplore Digital Library and the ACM Digital Library, support users to locate 

publications in the science and technology fields. Subject databases such as 

MEDLINE and PubMed support users to discover publication in biomedical and life 

sciences. There are also multi-disciplinary databases, such as ProQuest Complete and 

Academic Search Complete, that support users to search across subject fields. For 

digitized books, documents, videos, and other materials, users can also consult the 

Internet Archive. To learn about archived web resources, users can search the 

Wayback Machine of the Internet Archive. Users can explore search engines, library 

catalogs, and databases by keywords, phrases, author, title, and other elements. Users 

with a bachelor’s degree usually develop basic search skills at school to use these 

tools and the Internet Archive. Librarians are also readily available to assist users 

with their use of various search tools. Most of these search tools have been available 

since the early 1990s, and many of them became available in the 1970s. The 
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WorldCat database of OCLC, for example, was launched in 1971; the WorldCat.org 

website became available to the public in 1988; and WorldCat.org became a free web 

portal for the general public in 2006. OCLC’s FirstSearch system was launched in 

1991 to support users to search proprietary databases. It is therefore my opinion that 

people ordinarily skilled in the art of a subject area, today and since the early 1990s, 

would have basic skills to use search engines, library catalogs, databases, digital 

libraries, and digital archives.   

17. I am personally familiar with many online catalogs, databases, and 

search engines. In preparing for this declaration, I used the following authoritative 

information systems to search for records: 

• Google Scholar (https://scholar.google.com/) 

• Internet Archive (https://archive.org/) 

• OCLC FirstSearch (https://firstsearch.oclc.org/) 

• Online catalog of the Academia Sinica Library 

(https://las.sinica.edu.tw/) 

• Online catalog of the Auburn University Libraries 

(https://catalog.lib.auburn.edu/vufind/) 

• Online catalog of the Kent State University Libraries 

(https://www.library.kent.edu/)  

• WorldCat.org, the free web portal (https://search.worldcat.org/) 

https://archive.org/
https://firstsearch.oclc.org/
https://www.library.kent.edu/
https://search.worldcat.org/
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C. Scope Of This Declaration 

18. I have been asked to offer my opinions on the public availability date 

of the following document: 

Coffin, D. (2011, September). Expert Oracle and Java Security: 

Programming Secure Oracle Database Applications with Java. 

Berkeley, CA: Apress; New York: Springer, EX1005 (“Coffin”). 

19. I am informed by counsel and understand that a given reference is 

“published” upon a satisfactory showing that such a document has been disseminated 

or otherwise made publicly available to the extent that persons interested and 

ordinarily skilled in the subject matter or art could locate it exercising reasonable 

diligence and obtain the document. I have also been informed by counsel and 

understand that materials available in a library constitute “printed publications” if 

they are catalogued and indexed according to general library practices and protocols 

that make the references available and accessible to members of the interested public. 

20. I have been informed by counsel to assume that the Challenged Patent 

has a October 19, 2017 priority date. I have assessed public accessibility of the 

documents referenced below as of this priority date.  

D. Evidence Considered In Forming My Opinion 

21. In the preparation of this declaration, I have reviewed EX1005 

referenced in paragraph 18 above, and any other documents I reference herein. Each 
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of these is a type of material that experts in my field would reasonably rely upon 

when forming their opinions. I provided a further description of materials I 

considered in Appendix C.  

III. AUTHENTICATION AND PUBLIC  
AVAILABILITY OF COFFIN (EX1005) 

A. Authentication 

22. EX1005 is a true and correct copy of Expert Oracle and Java Security: 

Programming Secure Oracle Database Applications with Java, (“Coffin”), by David 

Coffin, published by Apress of Berkeley, California, and distributed by Springer of 

New York in 2011, that I received from counsel. 

23. Page 1 of EX1005 is the cover that shows the title, subtitle, author, 

publisher, and a statement “The Expert’s Voice in Oracle.” Page 2 is the title page 

that shows the title, subtitle, author, and publisher. Page 3 is the copyright page that 

shows this book has a “2011” copyright date and David Coffin holds the copyright. 

This page shows the 10-digit and 13-digit ISBNs (International Standard Book 

Numbers) for this work, and also shows this work is “[d]istributed to the book trade 

worldwide by Springer Science+Business Media, LLC” of New York, NY. Page 5 

(internal page iv) is the “Contents at a Glance” page, and pages 6 to 22 (internal pages 

v to xxi) are the table of contents. Page 25 (internal page xxiv) is the 

Acknowledgments page, and pages 26 to 27 (internal pages xxv and xxvi) are the 

introduction. EX1005 shows Coffin has a total of 442 pages, including 12 chapters 
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(internal pages 1 to 402), Appendix A (internal pages 403 to 406), Appendix B 

(internal pages 407 to 411), and an index (internal pages 413 to 442). 

24. To authenticate Coffin, I searched Google Scholar for information on 

this book and found a link to the Springer’s webpage for this book at 

https://link.springer.com/book/10.1007/978-1-4302-3832-4. I followed the “Buy 

eBook” link on this webpage to obtain a copy of this book. This eBook from Springer 

is presented as Ex. 1005A in this declaration. 

25. Ex. 1005A is a true and correct copy of the eBook version of Coffin 

that I personally located, identified, and obtained from the distributor, Springer. Page 

1 is the cover that shows the title, subtitle, author, publisher, and a statement “The 

Expert’s Voice in Oracle.” Page 2 is the title page. Page 3 is the copyright page. Page 

5 (internal page iv) is the “Contents at a Glance” page, and pages 6 to 22 (internal 

pages v to xxi) are the table of contents. Page 25 (internal page xxiv) is the 

Acknowledgments page, and pages 26 to 27 (internal pages xxv and xxvi) are the 

introduction. The main text of 12 chapters runs from internal page 1 to 402, followed 

by Appendix A (internal pages 403 to 406), Appendix B (internal pages 407 to 411), 

and an index (internal pages 413 to 442). I have closely compared EX1005 with Ex. 

1005A and found them to be identical. 

26. Ex. 1005B is a true and correct copy of Springer’s webpage for Coffin. 

I personally located, identified, and obtained this webpage from 

https://link.springer.com/book/10.1007/978-1-4302-3832-4
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https://link.springer.com/book/10.1007/978-1-4302-3832-4. This is the type of 

material experts in my field would rely upon when forming their opinions.  

27. Page 1 of Ex. 1005B shows the cover, title, subtitle, copyright date, 

publisher, and author of Coffin. Page 4 shows the Introduction runs from internal 

pages 1 to 3, page 5 shows “Two-Factor Authentication” runs from internal pages 

177 to 208, and page 6 shows the Back Matter runs from internal pages 403 to 442. 

The freely available Back Matter shows it includes two appendices and an index that 

runs from internal pages 413 to 442. Page 7 shows Apress of Berkeley, CA as the 

publisher, “978-1-4302-3831-7” as the ISBN of the softcover published on “27 

September 2011” and “978-1-4302-3832-4” as the ISBN of the eBook published on 

“14 December 2011.” This page also shows the DOI (digital object identifier) of this 

book is https://doi.org/10.1007/978-1-4302-3832-4 and Coffin is about “Java, 

Programming Techniques, [and] Cryptology.”  

28. EX1005 is in a condition that raises no suspicion about its authenticity. 

Specifically, it is not missing any intermediate pages, and there are no visible 

alterations to the document. Furthermore, EX1005 is identical to the eBook that I 

obtained from Springer, the official distributor of this work (Ex. 1005A), and the 

chapter headings and page numbers in EX1005 match the information presented on 

Springer’s webpage for Coffin (Ex. 1005B). Based on my review and analysis, it is 

my opinion that EX1005 is authentic.  

https://link.springer.com/book/10.1007/978-1-4302-3832-4
https://doi.org/10.1007/978-1-4302-3832-4
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B. Internet Archive Records On Coffin 

29. Internet Archive is a digital library that archives web resources, 

scholarly works, cultural artifacts, and other resources to make the materials freely 

accessible for the general public. I have used archived records from Internet Archive 

and am familiar with their practice of assigning extended URLs to archived files to 

show the times when web files are archived. Internet Archive usually does not archive 

a web file as soon as the file appears on the Internet, which means that there is usually 

a time lag between the appearance of a web file and the archiving of that file by 

Internet Archive. The archive date of a web file archived by Internet Archive 

therefore means that the archived web file is publicly accessible before, and no later 

than, the archive date. 

30. Since Coffin has been available as a print publication and as an eBook, 

I searched the publisher’s website (www.apress.com) to determine when this book 

became publicly available on the Internet. My research found that Coffin was 

available for public purchase as early as September 27, 2011. Ex. 1005C is a true and 

correct copy of Internet Archive records that I used to determine the public 

availability of Coffin. I personally located, identified, and obtained these records. 

They are the type of records experts in my field would reasonably rely upon when 

forming their opinions. The records are discussed below to show this path of 

discovery was available to interested users in 2011 and 2012. 
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31. Page 1 of Ex. 1005C is a screen capture of a Wayback Machine 

calendar that shows the publisher’s website (www.apress.com) was archived 16,987 

times between “1 Dec 1998” and “11 Oct 2025” and this particular copy was archived 

on “SEP 27 2011” and available at 

https://web.archive.org/web/20110927010407/http://www.apress.com/. The screen 

capture shows “Expert Oral and Java Security” by David Coffin was one of the 

“featured titles” and it was published on “September 19, 2011.” Pages 2 to 4 are the 

PDF of this archived webpage, and page 2 shows subject categories on the left side 

of the screen for users to explore publications in various categories, such as Java, 

Oracle, and Programming. 

32. Page 6 of Ex. 1005C is a screen capture of a Wayback Machine 

calendar that shows the publisher’s webpage on books about Oracle 

(www.apress.com/oracle) was archived 102 times between “11 Apr 2011” and “4 Oct 

2022” and this particular copy was archived on “OCT 10 2011” and available at 

https://web.archive.org/web/20111010020903mp_/http://www.apress.com/oracle. 

This screen capture shows Coffin is one of the “Featured Oracle Titles” as of October 

10, 2011. Pages 7 to 9 are the PDF of this archived webpage, and page 7 shows on 

the left side a link for “Java with Oracle (6)” meaning the publisher has six titles 

about Java with Oracle.  

33. Page 11 of Ex. 1005C is a screen capture of a Wayback Machine 

http://www.apress.com/
https://web.archive.org/web/20110927010407/http:/www.apress.com/
http://www.apress.com/oracle
https://web.archive.org/web/20111010020903mp_/http:/www.apress.com/oracle
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calendar that shows the publisher’s webpage for “All Java with Oracle Titles” was 

archived 64 times between “11 Apr 2011” and “3 May 2016” and this particular copy 

was archived on “OCT 12 2011” and available at 

https://web.archive.org/web/20111012100339mp_/http://www.apress.com/oracle/ja

va-with-oracle. Pages 12 to 14 are the PDF of the archived webpage that shows Coffin 

is listed as a title for users to learn more or add to their wishlist. When the title link 

is selected, it leads to the publisher’s webpage for Coffin. 

34. Page 15 of Ex. 1005C is a screen capture of a Wayback Machine 

calendar that shows http://www.apress.com/oracle/java-with-oracle/9781430238317 

was archived 14 times between “10 May 2012” and “20 Jun 2013” and this particular 

copy was archived on May 10, 2012, and available at 

https://web.archive.org/web/20120510114540/http://www.apress.com/oracle/java-

with-oracle/9781430238317. Pages 17 to 19 are the PDF of the archived webpage 

that shows the cover, title, subtitle, author, ISBN, publication date (“September 19, 

2011”), available eBook Formats (“EPUB, MOBI, PDF”), and prices for the print 

book and the eBook. Users have the options to “Buy eBook,” “Buy Print Book,” and 

“Add to Wishlist” from this webpage. Interested users could also select the tabs for 

“Full Description,” “Table of Contents,” “Source Code/Downloads,” and “Errata” to 

learn more about this book. 

35. Taken together, the four web files archived by the Internet Archive 

https://web.archive.org/web/20111012100339mp_/http:/www.apress.com/oracle/java-with-oracle
https://web.archive.org/web/20111012100339mp_/http:/www.apress.com/oracle/java-with-oracle
http://www.apress.com/oracle/java-with-oracle/9781430238317
https://web.archive.org/web/20120510114540/http:/www.apress.com/oracle/java-with-oracle/9781430238317
https://web.archive.org/web/20120510114540/http:/www.apress.com/oracle/java-with-oracle/9781430238317
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show that by September 27, 2011, interested users would discover from the 

publisher’s website that Coffin was published on September 19, 2011, and available 

for purchase. By October 10, 2011, they would have learned that Coffin was one of 

the “Featured Oracle Titles” from the publisher, and if they explore the “Java with 

Oracle” category, they would discover six titles, including Coffin, were available for 

purchase. The Coffin webpage was first archived by Internet Archive on May 10, 

2012. By that date, interested users could purchase the print book or the eBook online. 

Ex. 1005C shows a straightforward discovery path for interested users to discover 

Coffin from the publisher’s website in late 2011 and early 2012. It is therefore my 

opinion that Coffin was publicly available for user purchase as early as September 

27, 2011, and no later than May 10, 2012.  

C. Records Of The Academia Sinica Library 

36. To demonstrate the public availability of Coffin at libraries, I searched 

OCLC FirstSearch for records and found the Academia Sinica Library is one of the 

holding libraries of Coffin, so I searched for the Academia Sinica records. I personally 

located, identified, and obtained the records from OCLC FirstSearch and the online 

catalog of the Academia Sinica Library. Academia Sinica is the national academy of 

the Republic of China in Taiwan, and the highest institution for research in Taiwan. 

The academy supports research activities in mathematics, physical sciences, life 

sciences, humanities and social sciences. These records are presented as Ex. 1005D. 
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They are the type of records experts in my field would reasonably rely upon when 

forming their opinions. 

37. Page 1 of Ex. 1005D is the bibliographic record that shows the author, 

title, subtitle, publisher, publication date, ISBNs for the eBook and the print book, 

description, subjects and a link to SpringerLink for accessing the eBook. The author, 

title, publisher, publication date, ISBNs, and physical description match the 

information presented in EX1005 and the eBook that I obtained from Springer (Ex. 

1005A), confirming this record represents Coffin.  

38. Page 2 is the MARC record, and the first six digits of Field 008 show 

the record was created on “111213” (i.e., December 13, 2011), and the code of 

“s2011” following the record creation date indicates this work has a single 

publication date of 2011. Subfields “a” and “c” of Field 040 show “GP” created the 

record. Field 005 is a machine-generated field that automatically documents the last 

time the Academia Sinica Library modified this MARC record, and it shows 

“20120117154045” (i.e., January 17, 2012, at 3 p.m., 40 minutes and 45 seconds) as 

the last modification time. Record modification can be done for a number of reasons, 

such as correcting typo or updating record encoding practice. Fields 008, 040, and 

005 inform my opinion that the Academia Sinica Library used the record created by 

GP on December 13, 2011, to create their copy cataloging record, and the last time 

this library modified their MARC record was January 17, 2012, meaning Coffin 
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became discoverable in the online catalog of this library no later than January 17, 

2012.  

39. Fields 020 of the MARC record show the ISBNs, Field 100 shows the 

author, Field 245 shows the title and subtitle, Field 260 shows the publisher and 

publication date, and Field 300 shows the physical description. Field 710 shows this 

book is accessible by SpringerLink, and Field 856 provides a link to the Springer 

eBook at https://link.springer.com/book/10.1007/978-1-4302-3832-4.  

40. The subjects of Coffin are represented by five Library of Congress 

subject headings in Field 630 and Field 650: Oracle (Computer file), Database 

security, Java (Computer program language), Data encryption (Computer science), 

and Data protection. Three local subject headings are also included in Field 650 of 

the MARC record: Computer Science, Programming Techniques, and Data 

Encryption. While the MARC record created by GP includes classification numbers 

in Field 050 and 082, the Academia Sinica Library does not use classification 

numbers for electronic resources. The subject headings in Field 630 and Field 650 

enable interested users to conduct subject searches to discover Coffin. 

41. As evidence that the Academia Sinica Library had an online catalog in 

operation when Coffin became discoverable at this library, I obtained a profile of this 

library at https://librarytechnology.org/library/580 from libraries.org, a directory of 

libraries throughout the world. This profile is presented as Ex. 1005E in this 

https://link.springer.com/book/10.1007/978-1-4302-3832-4
https://librarytechnology.org/library/580
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declaration. 

42. The Technology Profile on page 1 of Ex. 1005E shows the Academia 

Sinica Library began using Millennium as their online catalog in 2001, and migrated 

to WorldShare Management in 2024. These dates mean that when Coffin became 

discoverable at this library in January 2012, users would be able to use Millennium 

to discover and access Coffin.  

D. Records Of The Auburn University Libraries  

43. To further demonstrate the public availability of Coffin in libraries, I 

searched WorldCat.org, the free web portal, for libraries holding Coffin, and a record 

at https://search.worldcat.org/title/748329585 showed that the Auburn University 

Libraries held this book. Ex. 1005F is a true and correct copy of the bibliographic 

and MARC records for Coffin. I personally located, identified, and obtained these 

records from the online catalog of the Auburn University Libraries. They are the type 

of records experts in my field would reasonably rely upon when forming their 

opinions. 

44. Page 1 of Ex. 1005F is the bibliographic record that shows the author, 

title, subtitle, format, language, publisher and distributor, series, and subjects. The 

author, title, format, publisher, distributor and series information match the 

information presented in EX1005 and the eBook that I obtained from Springer (Ex. 

1005A), confirming this record represents Coffin. 

https://search.worldcat.org/title/748329585
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45. Pages 1 to 3 are the MARC record. The first six digits of Field 008 show 

the MARC record was created on “120704” (i.e., July 4, 2012), and the code of 

“s2011” following the record creation date indicates this book has a single publication 

date of 2011. Subfields “a” and “c” of Field 040 show “BTCTA” created the original 

record and entered it into the OCLC WorldCat database. According to the Directory 

of OCLC Members (https://www.oclc.org/en/contacts/libraries.html), “BTCTA” is 

the OCOC symbol for Baker & Taylor, which is a commercial partner of OCLC. 

Baker & Taylor is a major book and media distributor that provides MARC records 

for books and media they distribute to help libraries make these resources publicly 

accessible from their library catalogs. Fields 008 and 040 show that Baker & Taylor 

created their MARC record for the print version of Coffin and entered their record 

into the OCLC WorldCat database to share their record with OCLC members on July 

4, 2012.  

46. Field 005 is a machine-generated field that automatically documents 

the last time a library modifies its MARC record, and it shows “20141124145951” 

(i.e., November 24, 2014, at 2 p.m., 59 minutes, 51 seconds) as the last time the 

Auburn University Libraries modified this MARC record. Field 948 is a local field 

that shows “cat, 8/2/12” indicating the library system completed their cataloging 

record on August 2, 2012. Fields 008, 040, 005, and 948 inform my opinion that the 

Auburn University Libraries used the original record from Baker & Taylor to create 

https://www.oclc.org/en/contacts/libraries.html
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their copy cataloging record on August 2, 2012, and the last time this library modified 

their MARC record was November 24, 2014. These dates indicate that Coffin became 

publicly discoverable in the online catalog of the Auburn University Libraries as early 

as August 2, 2012 when the copy cataloging work was completed, and no later than 

November 24, 2014 when the library last modified their MARC record. 

47.  Fields 020 show the ISBNs of Coffin. Field 245 shows the title and 

subtitle, Field 246 shows a variant title, Field 260 shows the publisher, distributor 

and copyright date (“c2011”), Field 300 shows the physical description of the print 

book, and Fields 490 and 830 show the series title.  

48. The subjects of Coffin are represented by a Library of Congress 

Classification (LCC) number of “QA76.9.D314” that represents “Database security” 

(source: Library of Congress Classification, Schedule Q at 

https://www.loc.gov/aba/publications/FreeLCC/LCC_Q2020TEXT.pdf); and by 

five Library of Congress subject headings in Field 630 and Field 650: Oracle 

(Computer file), Database security, Java (Computer program language), Data 

encryption (Computer science), and Data protection. These subject representations 

enable users to conduct subject searches to discover Coffin. 

49. The MARC record for Coffin at the Auburn University Libraries (Ex. 

1005F) made this book publicly discoverable at the library’s online catalog as early 

as August 2, 2012, and no later than November 24, 2014. As of August 2, 2012, 

https://www.loc.gov/aba/publications/FreeLCC/LCC_Q2020TEXT.pdf_
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interested users would be able to discover Coffin by ISBNs, author, title, variant title, 

and series title. They would also be able to search for this book by the LCC number 

and the subject headings assigned to this book.  

50. As evidence that the Auburn University Libraries had an online catalog 

in operation when Coffin became discoverable at this library, I obtained a profile of 

this library system at https://librarytechnology.org/library/4 from libraries.org, a 

directory of libraries throughout the world. The profile is presented as Ex. 1005G in 

this declaration. 

51. The Technology Profile on page 2 shows the Auburn University 

Libraries began using Voyager as their online catalog in 1997, and added VuFind in 

2009 as their discovery interface for users to search across library catalogs and 

databases. These dates mean that in 2012 interested users would be able to use 

Voyager as the online catalog and VuFind as the discover interface to discover Coffin 

and access the book.  

E. Records Of The Kent State University Libraries 

52. My research on WorldCat.org, the free web portal, also identified the 

Kent State University Libraries as a holding library of Coffin. As further evidence of 

the public availability of Coffin in libraries, I obtained records from this library 

system. Ex. 1005H is a true and correct copy of the bibliographic and MARC records. 

I personally located, identified, and obtained these records from the online catalog of 
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the Kent State University Libraries. They are the type of records experts in my field 

would reasonably rely upon when forming their opinions. 

53. Pages 1 and 2 of Ex. 1005H are the bibliographic record that shows the 

title, author, subjects, publisher, creation date, physical format, and ISBNs. The title, 

author, publisher, creation date, physical details and ISBNs match the information 

presented in EX1005 and the eBook of Coffin that I obtained from Springer (Ex. 

1005A), confirming this record represents Coffin.  

54. Page 3 of Ex. 1005H is the MARC record. The first six digits of Field 

008 show the record was created on “110825” (i.e., August 25, 2011), subfields “a” 

and “c” of Field 040 show BTCTA (i.e., Baker & Taylor) created the record and 

entered it into the OCLC WorldCat database on that date. Field 005 is a machine-

generated field that automatically documents the last time this library modified their 

MARC record, and it shows “20141128142557) (i.e., November 28, 2014, at 2 p.m., 

25 minutes and 57 seconds) was the last time this library modified their MARC record 

for Coffin. Fields 008, 040, and 005 inform my opinion that the Kent State University 

Libraries used the Baker & Taylor record as the basis for their cataloging record and 

last modified their record on November 28, 2014, making Coffin discoverable at the 

library’s online catalog no later than that date.  

55. Fields 020 show the ISBNs, Field 100 shows the author, Field 245 

shows the title and subtitle, Fields 264 show the publication date and the copyright 
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date, and Field 300 shows the physical details.  

56. The subjects of Coffin are represented by a Library of Congress 

Classification (LCC) number of “QA76.9.D314” that represents “Database security” 

(source: Library of Congress Classification, Schedule Q at 

https://www.loc.gov/aba/publications/FreeLCC/LCC_Q2020TEXT.pdf); and by 

five Library of Congress subject headings in Field 630 and Field 650: Oracle 

(Computer file), Database security, Java (Computer program language), Data 

encryption (Computer science), and Data protection. These subject representations 

enable users to conduct subject searches to discover Coffin. 

57. The MARC record for Coffin at the Kent State University Libraries (Ex. 

1005H) made this book publicly discoverable at the library’s online catalog no later 

than November 28, 2014. By that date, interested users would be able to discover 

Coffin by ISBNs, author, and title. They would also be able to search for this book 

by the LCC number and the subject headings assigned to this book.  

58. As evidence that the Kent State University Libraries had an online 

catalog in operation when Coffin became discoverable at this library, I obtained a 

profile of this library system at https://librarytechnology.org/library/358 from 

libraries.org, a directory of libraries throughout the world. The profile is presented as 

Ex. 1005I in this declaration. 

59. The Technology Profile on page 2 shows the Kent State University 

https://www.loc.gov/aba/publications/FreeLCC/LCC_Q2020TEXT.pdf
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Libraries began using Millennium as their online catalog in 2003, and migrated to 

Sierra in 2017, and to Alma in 2023. These dates mean that in November 2014 

interested users would be able to use Millennium as the online catalog to discover 

Coffin and access the book at the Kent State University Libraries.  

F. Internet Archive Records Of Springer Webpages For Coffin 

60. Coffin was published by Apress in September 2011 and distributed by 

Springer. In November 2025 I was able to use the distributor’s webpage for this book 

at https://link.springer.com/book/10.1007/978-1-4302-3832-4 to obtain an eBook of 

Coffin. To determine when the distributor’s webpage became available on the 

Internet, I searched Internet Archive for records. Ex. 1005J is a true and correct copy 

of the distributor’s webpage for Coffin and a webpage for the eBook of Coffin. I 

personally located, identified, and obtained these records from Internet Archive. They 

are the type of records experts in my field would reasonably rely upon when forming 

their opinions. 

61. Page 1 of Ex. 1005J is a screen capture of a Wayback Machine calendar 

that shows Springer’s webpage for Coffin was archived five times between October 

29, 2014 and September 1, 2020, and this particular copy was archived on “OCT 29 

2014” and available at 

https://web.archive.org/web/20141029150953/https://link.springer.com/book/10.10

07/978-1-4302-3832-4. Pages 2 to 5 are the PDF of the archived webpage that shows 

https://link.springer.com/book/10.1007/978-1-4302-3832-4
https://web.archive.org/web/20141029150953/https:/link.springer.com/book/10.1007/978-1-4302-3832-4
https://web.archive.org/web/20141029150953/https:/link.springer.com/book/10.1007/978-1-4302-3832-4
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the title, subtitle, author, ISBNs for the print book and the eBook, and Table of 

contents. The “About this Book” link in the Additional Links area leads to another 

webpage for the eBook version of Coffin, archived by Internet Archive on “OCT 29 

2014” and available at 

https://web.archive.org/web/20141029152226/http://www.springer.com/computer/s

we/book/978-1-4302-3831-7 (see pages 6 to 9 of Ex. 1005J for the Wayback 

machine calendar and the PDF of the archived webpage). Page 7 shows that, by at 

least October 29, 2014, the eBook was available for online purchase for $45.49.   

62. Taken together, the two archived records for Springer’s webpages for 

Coffin inform my opinion that Coffin became available on Springer’s website for 

online purchase no later than October 29, 2014. 

G. Internet Archive Affidavit By Ms. Mina Ching 

63. Ex. 1006 is a true and correct copy of an Internet Archive Affidavit 

prepared by Ms. Mina Ching that I received from counsel. Ms. Ching states in 

Paragraph 2 that the Internet Archive “is a website that provides access to a digital 

library of Internet sites and other cultural artifacts in digital form” and “researchers, 

historians, scholars, and the general public” have free access to this digital library. 

She further states in Paragraph 3 that the Wayback Machine is a service of the Internet 

Archive that enables users “to browse more than 450 billion pages stored in the 

Internet Archive’s web archive.” In Paragraph 4 she explains that archived data on 

https://web.archive.org/web/20141029152226/http:/www.springer.com/computer/swe/book/978-1-4302-3831-7
https://web.archive.org/web/20141029152226/http:/www.springer.com/computer/swe/book/978-1-4302-3831-7
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Internet Archive “is obtained by use of web archiving software that automatically 

stores copies of files available via the Internet, each file preserved as it existed at a 

particular point in time.” In Paragraph 5 she explains the structure of the extended 

URL the Internet Archive assigns to an archived file, and indicates the date in an 

extended URL represents “a preserved instance of a file for a given URL.”  

64. In Paragraph 6 Ms. Ching states that files in Exhibit A “are true and 

accurate copies of browser screenshots of the Internet Archive’s records of the 

archived files for the URLs and the dates specified in the attached coversheet of each 

screen shot.” I have closely compared the two files in Ms. Ching’s Exhibit A with the 

archived records in Ex. 1005J and found them to be the same, meaning these two 

archived records “are true and accurate copies of browser screenshots of the Internet 

Archive’s records of the archived files for the URLs and the dates specified in the 

attached coversheet of each screen shot,” as stated by Ms. Ching.  

H. Usage Record 

65. Actual usage of a publication is reflected by other publications that 

make reference to it. I have identified a 2013 review of Coffin. Ex. 1005K is a true 

and correct copy of this review that I personally located, identified, and obtained from 

Amazon.com. This is the type of material experts in my field would reasonably rely 

upon when forming their opinions. 

66. Pages 1 to 4 of Ex. 1005K are the Amazon record for Coffin. The 
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author, title, publisher, 13-digit ISBN, and the publication date of September 2011 

match the information presented in EX1005, the eBook from Springer (Ex. 1005A) 

and the publisher webpage for this book (Ex. 1005B). Page 6 shows a review 

identified by Amazon.com as “Verified Purchase” and marked as “Reviewed in 

Germany on November 8, 2013.” This 2013 review indicates that by November 2013, 

Coffin had been reviewed.  

I. Summary Of My Opinion On Coffin 

67.  EX1005 is authentic because it is in a condition that raises no suspicion 

about the authenticity of this document. Specifically, this copy is not missing any 

intermediate pages, and there are no visible alterations to the document. Furthermore, 

EX1005 and the Springer eBook (Ex. 1005A) are the same, and the chapter headings 

and page numbers in EX1005 match the information presented on the Springer 

webpage for Coffin (Ex. 1005B).  

68. The Springer webpage for Coffin (Ex. 1005B) indicates this book was 

published by Apress as a print book on September 27, 2011, and as an eBook on 

December 14, 2011. Archived webpages from Apress (Ex. 1005C) show that Coffin 

was a featured title on the publisher’s website by September 27, 2011,  and available 

for online purchase no later than May 10, 2012. The bibliographic and MARC records 

of the Academia Sinica Library (Ex. 1005D) show the library completed their copy 

cataloging record no later than January 17, 2012, making this book discoverable in 
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their online catalog no later than that date. The bibliographic and MARC records for 

the print book of Coffin at the Auburn University Libraries (Ex. 1005F) show the 

library completed their copy cataloging record as early as August 2, 2012, and no 

later than November 24, 2014, making this book publicly discoverable in their online 

catalog no later than November 24, 2014. The bibliographic and MARC records for 

the print book of Coffin at the Kent State University Libraries (Ex. 1005H) show the 

library completed their copy cataloging record no later than November 28, 2014, 

making this book publicly discoverable in their online catalog no later than November 

28, 2014. Archived records of Springer’s webpages for Coffin (Ex. 1005J) show the 

print book and the eBook of Coffin were available for online purchase by October 29, 

2014. A review of Coffin was completed on November 8, 2013 (Ex. 1005K) and 

posted on Amazon.com, indicating this book was available for user review no later 

than that date.  

69. Based on the records and documents I have reviewed, it is my opinion 

that Coffin was publicly available as a print book and as an eBook for online purchase 

at the publisher’s website as early as September 27, 2011, and no later than May 10, 

2012. In fact, the ebook became publicly accessible at the Academia Sinica Library 

by January 17, 2012. The print book was publicly discoverable at the Auburn 

University Libraries by November 24, 2014, and publicly discoverable at the Kent 

State University Libraries by November 28, 2014. The eBook of Coffin was available 



for online purchase from Springer's website by October 29, 2014. A review on 

Amazon.com shows a user was able to access and review this book by November 

2013. 

IV. CONCLUSION

70. In signing this Declaration, I recognize that the Declaration will be filed

as evidence in a matter before the United States Patent and Trademark Office. I also 

recognize that I may be subject to cross-examination in this proceeding. If required, 

I will appear for cross-examination at the appropriate time. 

71. I hereby declare that all statements made herein of my own knowledge

are true and that all statements made on information and belief are believed to be true, 

and further that these statements were made with the knowledge that willful false 

statements and the like so made are punishable by fine or imprisonment, or both, 

under 18 U.S.C. § 1001. 

Dated: / o? -/6_-c:)Ods

-30-

Respectfully submitted, 

Ingrid Hsieh-Yee / 
Annapolis, Maryl�nd 
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Washington, D.C., February 14, 2020.  

 
Hsieh-Yee, I. and Fragan-Fly, J. (May 2018) Trends, Design & Strategies for Digital Scholarship 

Services. Presented at the 2018 Maryland/Delaware Library Association Conference, 
Cambridge, MD. 

 
Hsieh-Yee, I. (February, 2018) Research Data Management: What It Takes to Succeed. 

Presented at the 10th Bridging the Spectrum Symposium, Washington, D.C. 
 
Hsieh-Yee, I. (February, 2017) Research Data Management: New Competencies and 

Opportunities for Information Professionals. Presented at the 9th Bridging the Spectrum 
Symposium, Washington, D.C.  

 
Hsieh-Yee, I. and Lawton, P. (February, 2017) Enhancing Catholic Portal Searches with User 

Terms and LCSH. Presented at the 9th Bridging the Spectrum Symposium, Washington, 
D.C.  
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Hsieh-Yee, I. (2016, October) Visualizing Data for Information. Presented at the 2016 Virginia 

Library Association Conference, Hot Springs, VA.  
 
Hsieh-Yee, I. (2016, August) Religious Materials Toolbox for Archivists: Solutions to Problems 

Facing the Profession. Presented at Archives * Records 2016, Atlanta, GA. 
 
Hsieh-Yee, I. and Lawton, P. (2016, March) Enhancing Retrieval of Catholic Materials with 

LCSH Knowledge Structure. Presented at the 2016 Catholic Library Association 
Conference, San Diego, CA. 

 
Fagan-Fry, J. and Hsieh-Yee, I. (2016, February) Approaches to Digital Scholarship at Top 

Universities around the World: Scholarly Publishing in the Digital Age. Presented at the 
8th Bridging the Spectrum Symposium, Washington, D.C. 

 
Hsieh-Yee and Fagan-Fry, J. (2016, January) Innovative Services for Digital Scholarship at Top 

100 Research Libraries of the World. Poster presented at the 2016 Annual Conference of 
the Association for Library and Information Science Education, Boston, Mass.  

  
Hsieh-Yee, I. and Lawton, P. (2015, June). Crowdsourcing terms for CRRA portal themes. Poster 

presented at the third CRRA symposium and annual meeting, Bringing the created 
toward the Creator: Liturgical art and design since Vatican II. Catholic Theological 
Union, Chicago, Illinois.   

 
Hsieh-Yee, I. and Lawton, P. (2015, February). Crowdsourcing terms for thematic exploration in 

the Catholic Portal. Poster presented at the 7th Annual Bridging the Spectrum 
Symposium, Washington, D.C.  

 
Hsieh-Yee, I., James, R., and Fagan-Fry, J. (2015, February). Support for digital scholarship at 

top university libraries of the world.  Poster presented at the 7th Annual Bridging the 
Spectrum Symposium, Washington, D.C.   

 
Hsieh-Yee, I., Zhang, S., Lin, K., and Cherry, S. (2015, February). Thus said the end users: 

Summon experience and support for research workflows. Poster presented at the 7th 
Annual Bridging the Spectrum Symposium, Washington, D.C.   

 
Yontz, E., Hsieh-Yee, I., & Houston, S. (2015, February). Healthy Heroes Summer Reading 

Club: Developing healthy youth at public libraries. 11th Annual Jean Mills Health 
Symposium, Greenville, North Carolina. 

 
Yontz, E., Hsieh-Yee, I., and Houston, S. (2015, January). Healthy youth and libraries: A pilot 

study.   Association for Library & Information Science Education (ALISE) Annual 
Conference, Chicago, Illinois.  
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Hsieh-Yee, I. (2014, May). Linking CRRA resources to portal themes via authority files. 

Presented at the Catholic Research Resources Alliance 2014 Membership Meeting, 
Marquette, WI.  

 
Hsieh-Yee, I. (2014, April). Enhancing subject access to CRRA resources. Presented at the 2014 

Catholic Library Association Conference, Pittsburgh, PA.  
 
Hsieh-Yee, I. (2014, January). Health Information Technology Program: Educational 

entrepreneurship in action. Presented at the 2014 annual Conference of the Association 
for Library and Information Science Education, Philadelphia, PA  

 
Hsieh-Yee, I., Zhang, S., Lin, K., and Cherry, S. (2014, January). Discovering information 

through Summon: An analysis of user search strategies and search success. Paper 
presented at the 6th Bridging the Spectrum Symposium, Washington, D.C. 

 
Hsieh-Yee, I. (2012, December).  National Digital Stewardship Alliance and SLIS at CUA:  

An Educational Partnership.  Paper presented at Best Practices Exchange: Acquiring, 
Preserving, and Providing Access to Government Information in the Digital Era, 
Annapolis, MD  
 

Choi, Y. and Hsieh-Yee, I. (2010, January).  Finding Images in an OPAC: Analysis of User 
Queries, Subject Headings, and Description Notes. Paper presented at 2nd Annual 
Bridging the Spectrum Symposium, Catholic University of America, Washington, D.C. 

 
Hsieh-Yee, I. and Coogan, J. (2010, January). Google Scholar vs. Academic Search Premier: 

What Libraries and Searchers Need to Know. Paper presented at 2nd Annual Bridging the 
Spectrum Symposium, Catholic University of America, Washington, D.C. 

 
Hsieh-Yee, I. (2009, November).  Information Science Education: An LIS School’s Perspective. 

Paper presented at Annual Meeting of the American Society for Information Science and 
Technology, Vancouver, British Columbia, Canada. 

 
Hsieh-Yee, I., Menard, E., Ya-Ning Chen, A., Shu-Jiun Chen, S., Kalfatovic, M. R., Wisser. K. 

M. (2009, November). Information Organization in Libraries, Archives and Museums: 
Converging Practices and Collaboration Opportunities. Presented at Annual Meeting of 
the American Society for Information Science and Technology, Vancouver, British 
Columbia, Canada. (Organizer and moderator of this panel.) 

 
Hsieh-Yee, I. and Coogan, J. (2009, July). Catching up to Google Scholar: The Retrieval Power 

of Academic Search Premier and Google Scholar. Poster presented at American Library 
Association Conference, Chicago, Illinois. 

 
Hsieh-Yee, I., with the CUA Scholarly Communications Project Team. (2009, January). Digital 

Scholarship@CUA: Developing an Institutional Repository for CUA.  Poster presented at 
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1st Annual Bridging the Spectrum Symposium, Catholic University of America, 
Washington, D.C. 

 
Wise, M., Cylke, K., and Hsieh-Yee, I. (2009, January). Digital Talking Books: Meeting the 

Needs of the Blind and the Handicapped.  Paper presented at the Bridging the Spectrum 
Symposium, Catholic University of America, Washington, D.C. 

 
Hsieh-Yee, I. (2009, January).  User Expectations of MERIC. Presented at the Information 

Organization Competencies for the 21st Century Discussion Session of the 2009 
Conference of the Association for Library and Information Science Education, Denver, 
Colorado.  

 
Choi, Y., and Hsieh-Yee, I. (2008,November).  Subject Access for Images in an OPAC.  Annual 

Meeting of the American Society for Information Science and Technology, Columbus, 
Ohio. (Also co-organized a panel on Retrieving and Using Visual Resources: Challenges 
and Opportunities for Research and Education.) 

  
Hsieh-Yee, I. (2008, June).  Educating Cataloging Professionals in a Changing Information 

Environment. National Taiwan University, Taipei, Taiwan. 
 
Vellucci, S. L., Moen, W.E.,  Hsieh-Yee, I., Marson, B., and Wisser, K. (2008, January)  

Building a Metadata Education and Research Community through MERIC (Metadata 
Education and Research Information Commons): Demo and Stakeholder Input.  A panel 
presented at the 2008 Conference of the Association for Library and Information Science 
Education, Philadelphia, Pennsylvania. 

 
Hsieh-Yee, I., Choi,Y. and Kules, B. (2007, October).  Searching for Books and Images in 

OPAC: Effects of LCSH, TOC and Subject Domains.  A poster presented at the American 
Society for Information Science and Technology Annual Meeting, Milwaukee, 
Wisconsin. 

 
Hsieh-Yee, I. and Coogan, J. (2007, August)  Google Scholar vs. Academic Search Premier: A 

Comparative Analysis.  Presented to the Faculty and Staff of the University of the District 
of Columbia. 

 
Hsieh-Yee, I. and Coogan, J. (2007, June).  Google Scholar vs. Academic Search Premier: A 

Comparative Analysis.  Presented to the Washington Research Library Consortium 
Community, Catholic University of America, Washington, D.C. 

 
Hsieh-Yee, I., Choi, Y., and Kules, B.. (2007, June).  What Users Need for Subject Access: Table 

of Contents or Subject Headings?  A poster presented at the 2007 American Library 
Association Annual Conference, Washington, D.C., June 2007. 

 
Choi, Y., Hsieh-Yee, I., and Kules, B. (2007, June).  Retrieval Effectiveness of TOC and LCSH.  

A paper presented at the Joint Conference on Digital Libraries 2007, Vancouver, Canada.  
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Vellucci, S. L., Hsieh-Yee, I., and Moen, W.E. (2007, May). If We Build It, Will They Come? 

Building a Community of Practice for Metadata Stakeholders.   A poster presented at the 
Rutgers University Research Day, Bridgeton, New Jersey. 

 
Hsieh-Yee, I. (2007, May).  Federated Searching: User Experience & Perceptions.  International 

Conference on Information Organization & Retrieval, National Taiwan University, 
Taipei, Taiwan. 

 
Hsieh-Yee, I. (2007, May).  Search Performance of Google Scholar and Academic Search 

Premier.  International Conference on Information Organization & Retrieval, National 
Taiwan University, Taipei, Taiwan. 

 
Hsieh-Yee, I. (2007, May)  MERIC: Building a Digital Commons for Metadata Education & 

Research. International Conference on Information Organization & Retrieval, National 
Taiwan University, Taipei, Taiwan. 

 
Hsieh-Yee, I., and Coogan, J. (2007, March/April).  A Comparative Analysis of Google Scholar 

and Academic Search Premier.  Poster presented at the Association of College & 
Research Libraries 13th National Conference, Baltimore, Maryland. 

 
Vellucci, S. L. and Hsieh-Yee, I.  (2007, March/April) They Didn’t Teach Me That in Library 

School! Building a Digital Teaching Commons to Enhance Metadata Teaching, Learning 
and Research.  On-site presentation and Webcast by Elluminate. A contributed paper 
presented at the Association of College & Research Libraries 13th National Conference, 
Baltimore, Maryland. The acceptance rate for contributed paper was 20%. This paper was 
one of 10 conference papers chosen for live webcast during the conference. 

 
Moen, W., Hsieh-Yee, I. and Vellucci, S.L. (2007, January) A DSpace Foundation for a 

Teaching & Research Commons: The Metadata Education and Research Information 
Commons.  A poster session presented at the Open Repositories Conference 2007, San 
Antonio, Texas. 

 
Tang, R., Hsieh-Yee, I., and Zhang, S. (2006, November) User Perception of MetaLib Combined 

Search.  Paper presented at the Annual Meeting of the American Society for Information 
Science and Technology, Austin, Texas, Nov. 2006. 

 
Hsieh-Yee, I. (2006, November).  Federated Searching: User Perceptions, System Design, and 

Library Instructions.  Paper presented at the Annual Meeting of the American Society for 
Information Science and Technology, Austin, Texas. (Panel organizer, moderator, 
presenter). 

 
Hsieh-Yee, I. (2006, November).  Building a Digital Teaching Commons to Enhance Teaching 

and Learning: The MERIC Experience and Challenges.  Paper presented at the Annual 
Meeting of the American Society for Information Science and Technology, Austin, 
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Texas. (Panel organizer, moderator, presenter) 

 
Hsieh-Yee, I. (2006, September). Search Performance of Google Scholar and Academic Search 

Premier.  Paper presented at the ERIC Publishers Meeting, Washington, D.C. 
 
Hsieh-Yee, I., Zhang, S., and Rong Tang, R. (2006, June). User Perceptions of a Federated 

Search System.  Poster presented at Joint Conference on Digital Libraries, Chapel Hill, 
North Carolina. 

 
Hsieh-Yee, I. and  Zhang, S. (2006, June). Preparing Users for Federated Search: Implications 

of a MetaLib User Perceptions Study.  Paper presented at the 2006 Ex Libris User Groups 
of North America Conference, Knoxville, Tennessee. 

 
Hsieh-Yee, I. (2006, January).  MERIC Organizations and Navigation.  Paper presented at the 

2006 ALISE Annual Conference, San Antonio, Texas. 
 
Hsieh-Yee, I. (2006, January). Metadata and Cataloging Education: Recommended 

Competencies. Paper presented at the 2006 ALISE Annual Conference, San Antonio, 
Texas.  

 
Hsieh-Yee, I. (2005, November).  Digital Library Evaluation: Progress & Next Steps.  

Presentation at the Annual Meeting of the American Society for Information Science & 
Technology, Charlotte, North Carolina. 

 
Hsieh-Yee, I. (2005, August). Providing Access to Digital Content: Issues for DL Managers. 

Presentation at MDK12 Digital Library Steering Committee Meeting, Columbia, 
Maryland. 

 
Hsieh-Yee, I. (2005, April).  Enhancing Teaching and Learning: The Role of School Library 

Media Specialists.  Presentation at Meeting of the Baltimore County Public School 
System School Media Specialists, Baltimore, Maryland. 

 
Hsieh-Yee, I. (2005, January). Subject Access and Users: Insights & Inspirations from Marcia J. 

Bates.  Paper presented at the Historical Perspectives SIG, 2005 Conference of the 
Association for Library and Information Science Education, Boston, Massachusetts.    

 
Hsieh-Yee, I. (2005, January). Electronic Resource Management: Practice, Employer 

Expectations, & CE Interests. Paper presented at Technical Services Education SIG, 2005 
Conference of the Association for Library and Information Science Education, Boston, 
Massachusetts.   

 
Hsieh-Yee, I. (2004, October). Library Professionals for the Digital Age: Competencies & 

Preparation.  Paper presented at Bibliographic Access Management Team meeting, 
Library of Congress, Washington, D.C.     
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Hsieh-Yee, I. (2004, January). Cataloging and metadata expertise for the digital era.  

Presented at Preparing 21st Century Cataloging and Metadata Professionals: A Workshop 
for Educators and Trainers, San Diego and sponsored by ALCTS, ALISE, LC, and 
OCLC. 

 
Hsieh-Yee, I. (2004, January). Educating catalogers for the digital era.  Paper presented at the 

Technical Services SIG, 2004 Conference of the Association for Library and Information 
Science Education, San Diego.   

 
Hsieh-Yee, I. (2003, July). Cataloging Education for the 21st Century.  A presentation at the 

Library of Congress, Washington, D.C. 
 
Hsieh-Yee, I. (2002, January) Metadata Education and Research Priorities: A Delphi Study of 

Metadata Experts.  Presentation at the 2002 Conference of the Association for Library 
and Information Science Education, New Orleans.  

 
Hsieh-Yee, I. (2001, November). A Delphi Study of Metadata: Preliminary Findings.  Poster 

session at the 2001 Annual Meeting of the American Society for Information Science & 
Technology, Washington, D.C. 

 
Hsieh-Yee, I. (2001, June). Resources on Asian American Children: Analysis of Retrieval by 

Search Engines and WorldCat.  Presentation at the National Conference on Asian Pacific 
American Librarians, San Francisco.  

 
Hsieh-Yee, I. (2001, January). Delphi Study on Metadata: Project Design. Presentation at 

Research Awards Session, Association for Library & Information Science Education, 
Washington, D.C. 

 
Hsieh-Yee, I. (2000, May). Web Search Behavior Research: Progress and Implications.  

Presentation at the Symposium on Evaluating Library and Information Science Research, 
University of Wisconsin-Madison, Madison, Wisconsin. 

 
Hsieh-Yee, I. (2000, March). ERIC User Services: Evaluation in a Decentralized Environment.  

Presentation at the National ERIC Joint Directors/Technical Meeting, Arlington, 
Virginia.   

 
Hsieh-Yee, I. (2000, January). Enhancing Learning with Web Technology.  Presentation at 

Faculty Conversations, Catholic University of America, Washington, D.C. 
 
Hsieh-Yee, I. (2000, January). From Surrogates to Objects: CUA’s Approaches to Organizing 

Electronic Resources.  Paper presentation at the Annual Conference of the Association 
for Library and Information Science Education, San Antonio, Texas. 

 
Yee, P., and Hsieh-Yee, I. (1997, November). Individual Differences in Search Behavior on the 

WWW.  A poster session presented at the 38th Annual Meeting of the Psychonomic 
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Society, Philadelphia, Pennsylvania. 

 
Hsieh-Yee, I. (1997, April). Research + Marketing + Preparation = Job!  Presented at the 

"Workshop on Resume and Interview Techniques," Special Libraries Association, 
Student Chapter, Catholic University of America, Washington, D.C.    

 
Hsieh-Yee, I. (1997, February). Creating CyberCatalogers:  Education and Training.  

Presentation at ALA's Midwinter Meeting, Washington, D.C. 
 
Hsieh-Yee, I. (1997, February). Search Tactics of Web Users in Searching for Texts, Graphics, 

Known Items and Subjects:  A Search Simulation Study.  Presented at the Conference of 
the Association for Library and Information Science Education, Washington, D.C. 

 
Hsieh-Yee, Ingrid. "Beginning Your Special Library/Information Center Career."  Presented at 

SLA's "Career Day," Jan. 11, 1997, Catholic University of America. 
 
Hsieh-Yee, I. (1996, September). The Roles of Library and Information Scientists in Managing 

Electronic Information.  Presentation at Hamilton College, Clinton, New York. 
 
Hsieh-Yee, I. (1996, May). The Future of Cataloging as a Profession.  Presented at "The 

Cataloging Forum, Library of Congress, Washington, D.C.    
 
Hsieh-Yee, I. (1994, October). The Impact of the Internet on OPACs.  Presented at the Third 

Workshop on User Interfaces for OPACs, Library of Congress, Washington, D.C.     
 
 
Reports 
 
Hsieh-Yee, I., with Knowledge Management Competencies and Performance Action Group of 

the Federal Knowledge Management Initiative. “From Knowledge Management 
Competencies to Improved Organizational Performance.” April 9, 2009. 

 
Hsieh-Yee, I., with Knowledge Practices Action Group of the Federal Knowledge Management 

Initiative. “KM Practice in Government Agencies: Findings and Recommendations.” 
April 9, 2009.  

 
Hsieh-Yee, I. “Delphi Study on Metadata.” 2001. Three quarterly reports submitted to the 

Association for Library and Information Science Education.  
 
Hsieh-Yee, I. “College Students' Information Channels:  Patterns of Use and Possible Factors in 

Channel Selection.” 1995. Submitted to the Catholic University of America.  
 
Hsieh-Yee, I. “The Information-Seeking Patterns of Scholars and Their Use of an Online 

Information System.” 1994. Submitted to the Council on Library Resources.  
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Book Reviews 
 
Review of The Measurement and Evaluation of Library Services, by Sharon L. Baker and F. 

Wilfrid Lancaster.  Information Processing and Management 30 (1994): 450-52. 
Review of Subject Access to Films and Videos, by Sheila S. Intner and William E. Studwell; and 

Cataloging Unpublished Nonprint Materials, by Verna Urbanski with Bao Chu Chang 
and Bernard L. Karon.  Information Processing and Management 30 (1994): 449-50. 

Review of Automated Information Retrieval in Libraries:  A Management Handbook, by Vicki 
Anders.  Journal of Library and Information Science 19 (1993): 98-100. 

Review of Full Text Databases, by Carol Tenopir and Jung Soon Ro.  Information Processing 
and Management 28 (1992): 667-68.   

Review of Descriptive Cataloging for the AACR2R And USMARC: A How-to-Do It Workbook, 
by Larry Millsap and Terry Ellen Ferl.  Information Processing and Management 28 
(1992): 809-11. 

 
Review of MARC Manual: Understanding and Using MARC Records, by Deborah J. Byrne.  

Information Processing and Management 28 (1992): 537-38. 
 
 
Service 
 
Professional Associations and Societies 
 

• Library of Congress. RDA Training Program for the Profession. Co-authored with Tim 
Carlton. 2013-2014. 

• 2014	Digital	Preservation	Outreach	&	Education	Survey.	Contributed	to	the	design	
of	the	survey,	2014.	

• National Digital Stewardship Alliance. Outreach Committee. 2011-2014. 
• National Digital Stewardship Residency Program. Advisory Group, 2012-2013. 
• FEDLINK Health Information Technology Advisory Council, 2011-2015. 
• 2012 Joint Conference on Digital Libraries. Program Planning Committee, Pre-

Conference Proposals Review Committee, 2012 
• Catholic Research Resources Alliance. Five-Year Strategic Plan Task Force, 2011-2012 
• Institute of Museum and Library Services. Grant reviewer. 2004, 2005, 2010. 

 
• Association for Library and Information Science Education.  

* ALISE Bodan Wynar Research Paper Award Committee, 2015, 2016, 2017 
* ALISE Eugene Garfield Dissertation Award Competition, Jury, 2013, 2014 
* ALISE Research Grant Competition Committee. Chair, 2012 
* Pratt-Severn Faculty Innovation Award. Chair, 2009, 2010 
* ALISE Doctoral Poster Jury, 2012 
* “Information Organization Competencies for the 21st Century” Discussion session 
leader. 2009 Conference of the Association for Library and Information Science 
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Education.  
* Assisted Technical Services SIG Convener in organizing a program, ““Building a 
Metadata Education and Research Community through MERIC (Metadata Education and 
Research Information Commons): Demo and Stakeholder Input” for the 2008 ALISE 
conference.  
* Association for Library Collections and Technical Services/Association for Library and 
Information Science Education (ALCTS/ALISE) Metadata Education and Research 
Information Center (MERIC) Advisory Board, Co-Chair (with Sherry Vellucci), 2005-
2007. Chair, 2008-2009  (leading the effort to build MERIC, a repository and 
collaborative space for metadata educators, practitioners, and researchers) 
* Technical Services SIG, Convener, 2004-2005. Organized a program on “Electronic 
Resources Management: Current Practices, Employer Expectations, and Teaching 
Strategies” for the 2005 conference in Boston, Massachusetts. 
* Technical Services SIG, Convener, 2003-2004. Organized a program on “Organizing 
Information with Metadata: Desired Competencies and Teaching Innovations” for the 
2004 conference.  
* Technical Services SIG, Convener, 1999-2000. Organized a program on "Teaching the 
Organization of Electronic Resources" for the 2000 conference. 
* Curriculum SIG, Co-convener (with Sibyl Moses), 1996-97. Organized a program on 
“Government Information Policy” for the 1997 conference. 
 

• American Society for Information Science & Technology.  
* Reviewer, Conference program panel submissions and poster submissions, 2005, 2006, 
2007, 2009, 2011, 2012, 2013, 2014, 2015, 2016, 2017 
* Nomination Committee, 2009-2011 
* Information Science Education Special Interest Group. American Society for 
Information Science and Technology. Chair-Elect, 2007-2008. Chair 2008-2009. 
* Committee on Information Science Education. 1999-2006. 
* Committee on Information Science Education. Organizing Committee for an 
orientation program for students at ASIS annual meetings, 1999-2001 
* Committee on Information Science Education. Sub-committee on Student Welfare 
(focusing on issues related to master's education), 1998-2001  
* SIG ED. Organizing Committee for the "Seminar on Research and Career 
Development" for junior researchers. 1995-96 (chair), 1997-2001 
* ISI Doctoral Dissertation Proposal Scholarship Jury, 1997; 2001, 2002 
* Pratt-Severn Best Student Research Paper Award Jury.  Chair. 1997 
* 1998 Midyear Meeting (referee of contributed papers), 1997 
* Organizer and moderator of the ASIS Doctoral Forum and the Doctoral Research 
Seminar 1994-1995 

 * SIG Human Computer Interaction. Chair-Elect, Chair, 1993-1995 
* Doctoral Forum Award Jury, 1995 

 * Best Student Paper Award Jury, 1995    
 

• American Library Association.   
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* Committee on Accreditation, External Review Panelist, 2009- (site visiting team 
2013-2014; site visiting team 2016-2017) 
* Association for Library Collections and Technical Services Task Force on 
Competencies and Education for a Career in Cataloging, member, 2008-2009 
* Facilitator for “What They Don't Teach in Library School: Competencies, Education 
and Employer Expectations for a Career in Cataloging,” an Association for Library 
Collections and Technical Services Preconference, June 22, 2007 in Washington, D.C. 
Also a local liaison for bringing this program to the Catholic University of America. 
* Facilitator for a discussion on "Effect of Electronic Resources on Technical Services" at 
ALA's Midwinter Meeting held in Feb. 1997 in Washington, D.C. 
* International Relations Committee, Subcommittee Task Force for IFLA and China, 
1994-1997  

 
• Virginia Association of School Librarians. Scholarships and Awards Committee. 2010-

2012 
 

• Federal Knowledge Management Initiative, Knowledge Management Practices Action 
Group. Member. 2009 (leading the effort to build a knowledge management repository) 

• Federal Knowledge Management Initiative, Knowledge Management Competencies & 
Learning Action Group. Member. 2009 (developing an action plan for helping 
government knowledge workers and government agencies to develop knowledge 
management competencies) 

• National Center for Education Statistics. Technical Review Panel. 2008. 
• External evaluator for a case of promotion to full professorship. University of Tennessee. 

2008. 
• National Information Standards Organization (NISO). Advisory Board, Revision of 

“IMLS Framework of Guidance for Building Good Digital Collections,” 2004, 2007. 
• Library of Congress, Bibliographic Control of Web Resources: A Library of Congress 

Action Plan. Principal Investigator of Action Item 5.1, focusing on cataloging and 
metadata education for students and new librarians, 2002-2003. (worked with the 
Association for Library Collections and Technical Services, Education Task Force) 

 
 

• Chinese American Librarians Association 
* Chinese American Librarians Association Outstanding Library Leadership Award in    
Memory of Dr. Margaret Chang Fung, Award Committee, 2016-2017 
* Achievement Award Jury, 2000-2001 
* CALA Goal 2000 Task Force, 1997 

 * Scholarship Committee, 1995, 1996-1997 (chair)  
 * Board of Directors, 1994-1997 
 * Publication Committee, 1993-1995 

* International Relations Committee, 1993-1996 
 

• SailorSM Assessment Advisory Group (An impact study of Sailor, Maryland's Public 
Information Network), 1995 
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• Editorial boards 
Journal of Library & Information Science. Editorial Board, 2012- 
Chinese American Librarians Association, Occasional Papers Series. Editorial 
Board, 2009-2016. 
Library Quarterly. Editorial Board, 2003-2008 
Bulletin of the Medical Library Association, 1994-97 
Newsletter editor for the Chinese American Librarians Association, 1989-92 

 
• Referee for the following journals 

Information Processing and Management 
Journal of Digital Information 
Journal of Education for Library and Information Science 
Journal of Information Science 
Journal of Library & Information Science 
Journal of Library Metadata 
Journal of the American Society for Information Science & Technology 
Library and Information Science Research 
Library Quarterly 

 
• Expert reviewer, “Digital Library” course, Evaluation module, University of North 

Carolina, Chapel Hill, 2007-2008. 
• Expert reviewer, “Information Organization” course, University of Michigan, Ann Arbor. 

2007. 
 
 
 
Catholic University of America 
 

• Academic Senate Committee on Appointments and Promotions, 2005-2008 
• Academic Senate Committee on Committees and Rules, 2009-2012, 2019-2022 
• Academic Senate representative (for School of Arts & Sciences), 2017-2020 
• Academic Senate representative (for School of Library & Information Science) 2003-

2012 
• Academic Senate Library Committee, Interim Chair (2007), Member, 2008-2012 
• Academic Senate Committee on Computing, 1995-2003  
 
• President’s Administrative Council, 2010-2012 
• Deans’ Council, 2010-2012 
• Academic Leadership Group, 2010-2012 
• Graduate Board, 2010-2012 

 
• School of Arts & Sciences, Committee on Appointments and Promotions, 2015-2019 
• School of Arts & Sciences, Academic Council, 2015-2016. 
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• School of Arts & Sciences, Ordinary Professor Group, 2013- 
• Doctoral Dissertation Defense Committee, Chair, Dept. of Psychology, 2016, 2017, 2018, 

2019, 2020, 2021, 2022 
• Doctoral Dissertation Defense Committee, Chair, Dept. of Education, 2014, 2015, 2017, 

2018, 2019  
• Doctoral Dissertation Defense Committee, Chair, National Catholic School of Social 

Services, 2019, 2020, 2021 
• Doctoral Dissertation Defense Committee, Chair, School of Nursing, 2006, 2008   
• CUA Scholarly Communication Project Team, Member (2007), Chair, 2008-2009 
• Dean Search Committee, 1992-1994, 1998-1999, 2002-2003, 2006-2007 
• Fulbright Review Panel, 2006  
• CUA Service Learning Advisory Board, 2001-2002 
• CUA Faculty Conversations on Enhancing Teaching and Learning through 

 Technology, Planning Group, 1999-2001 
• CUA Initiative on Technology and Teaching, 1998-2001  

 
 
Dept. of Library and Information Science 
 

• Admissions Committee, 2007-2009, Chair 2010-2012, Member 2013-2015, Member 
2018-2022 

• Appointments and Promotions Committee, 1991-2022 
• Student advisement, 1990-2022 
• 4+1 Bachelor to Master program, Program Advisor, 2014-2022 
• LIS Minor, Advisor, 2017-2022 
• Curriculum Committee, 2020-21 (Member), 2021-2022 (Chair) 
• Scholarship & Awards Committee, 2016-2018, 2020-21 
• Comprehensive examination editor, 2020-21 
• Symposium, Colloquium, Lecture Series Committee, May 2018-May 2020 (Chair) 
• Symposium and Colloquium Committee, fall 2016-May 2018 
• Bridging the Spectrum Symposium session moderator, 2018, 2019, 2020, 2021 
• Organization of Information Core Course Outcomes Assessment, 2019, 2020 
• The Information Professions in Society Core Course Outcomes Assessment, 2019, 2020 
• Community Services Librarianship, Course of Study Review and Revision, 2020 
• Organization of Information, Course of Study Review and Revision, 2019 
• Organization of Information, Competency and Course Offerings Review, 2018-2019 
• Accreditation presentation, Chair, June 2015-August 2016 
• Interim Co-Chair, June 2015-August 2016. 
• Blended/OWL Learning Committee, spring 2016-2018 
• Technology Committee, fall 2016-2017 
• Comprehensive examination editor, 2016-2017, reader (every year since 1990) 
• LIS Advisory Board, 2015-2016 (chair); fall 2016- May 2018 (member) 
• Committee on Planning and Assessment, 2015-2016 (chair) 
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• Senior Faculty Committee, 2014-2016. 
• Accreditation Steering Committee, 2014-2016 (Chair, 2015-2016) 
• Accreditation Students Standard Committee, co-chair, 2014-2016 
• Accreditation Mission, Goals, and Objectives Standard Committee, co-chair, 2014-2016 
• Accreditation Curriculum Standard, member 2014-2-16 
• Accreditation Administration and Finance Standard, member 2014-2016 
• Cultural Heritage Information Management Project (IMLS-funded), Co-PI, 2012-2015 
• Cultural Heritage Information Management Forum (scheduled for June 2015), Co-

Organizer, 2013-2015 
• Health Information Technology Interim Review Committee, 2015 (chair) 
• Health Sciences Librarianship Advisory Group, 2015- (chair) 
• Comprehensive examination editors, 2013-2014, 2016-2017 
• National Digital Stewardship Alliance liaison, 2011-2014 
• Advisory Board, Chair 2010-2012 
• Academic Honesty Committee, Chair, 2008-2012 
• Blended Learning Committee, 2010-2012 
• Colloquium Committee, 2010-2012 
• Comprehensive Examination Administration, 2010-2012 
• Cultural Heritage Information Management Advisory Committee, 2010-2012 (chair), 

2013-  
• Curriculum Committee, 1991-2003, 2007-2009, Chair 2010-2012, member 2013- 
• Curriculum Subcommittee on Comprehensive Examination, Chair 2009-2012  
• Health Information Technology Advisory Board, Chair 2010-2012. Member 2013-  
• Health Sciences Advisory Committee, 2009, Chair 2010-2012. Member 2013- 
• HIT Expert Forum, Chair 2012. Member 2013-2015 
• Health Information Technology Student Group Advisor, 2011-2012 
• State Council for Higher Education of Virginia, SLIS Representative, 2010-2012 
• Symposium Planning Committee, 2010-2012 
• Website Management Team, Chair, 2010-2012 
• Urban School Librarianship Project (IMLS-Funded), PI, 2007-2011 (chair, 2010-11)  
• Failing Grades Committee, 1995-1997 (chair), 2000-2001 (chair), 2004-2005 (chair), 

2007 (chair)-2011 
• Faculty Search Committee, 1994-1998, 2002-2004, 2006 (chair), Fall 2007-2009, Chair 

fall 2009-2012  
• Recruitment Committee, Chair 2010-2012 
• Strategic Planning Committee, Chair 2010-2012 
• Technology Committee, 2010-2012 
• Accreditation Advisory Committee, 2007-2009 
• Accreditation Coordinating Committee, 2007-2009 
• Accreditation Steering Committee, 2007-2009 
• SLIS Advisory Group, 2007-2009 
• Accreditation Curriculum Standard Committee, Co-chair, 2007-2009 
• Accreditation Faculty Standard Committee, Co-chair, 2007-2009 
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• LSC 551 Information Organization Review Team, Co-chair, 2008-2009, 2015-2016. 
• Curriculum Subcommittee on Portfolios, 2009 
• LSC 555 Information Systems in Libraries and Information Centers Review Team, 

contributor, 2008-2009 
• Redesign of LSC 730 Use and Users of Libraries and Information. 2009- 
• Development of a metadata institute that was taught as LSC 715 Organization of Internet 

Resources in 2008. The institute is being revised and will be offered in 2010 under a new 
course title. 

• Development of lesson plans, assignments, and evaluation rubrics for LSC 606, 
Cataloging and Classification, for the School’s NCATE accreditation. 2008 

• Howard and Mathilde Rovelstad Scholarship Committee, Chair, 2004-2007 
• Assistant Dean Search Committee, Chair, Fall 2007 
• Liaison to the Association for Library Collections and Technical Services to bring its 

preconference program, Cataloging Education and Employer Expectations, to CUA 
during the 2007 American Library Association Annual Meeting in Washington, D.C.  

• Organizer of the colloquium presentation and reception for Tamar Sadeh of Ex Libris on 
PRIMO June 2007 

• Practicum review and design (work with potential supervisors, such as the American 
Indian Museum internship description revision) 2006- 

• Comprehensive examinations (edits, proctoring, and grading), 1990- 
• SLIS Web site redesign: Comments and suggestions. Fall 2007 
• Conducted surveys of current students and alumni in preparation for the 2005 re-

accreditation, 2004-2005 
• Technology Committee, 1992-1999 (chair, 1996-1998), 2002-2003 (member) 
• Colloquia Committee 1997-1999, 2002-2003.  
• Advisor of the CUA Student Chapter of the American Society for Information Science 

and Technology, 2002-2003 
• Visiting Professor Search Committee, 1999, 2000, 2001 
• Leader, Participation in the CORC experiment, 1999-2000 
• Advisor of the Special Libraries Association Student Chapter, 1993-1999; the group was 

recognized for outstanding leadership by SLA in 1999. 
• COA planning Committee, Task Force on Electronic Presentation of SLIS Reports (team 

leader) 1997-1998 
• COA Planning Committee, Subcommittee on Technology 1996-1998 
• NLM practicum coordinator, 1997-1998 
• Computer Literacy Workshops: Assisted with the development and evaluation of the 

workshops, 1996-1998 
• Leader, Participation in the InterCat project, 1995-1997 
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MARC 21 Reference Materials
Part VII: A Summary of Commonly Used MARC 21 Fields
Part VIII: A List of Other Fields Often Seen in MARC Records
Part IX: The Leader
Part X: Field 008 for Books

Part VII:

A Summary of
Commonly Used MARC 21 Fields

This is a summary of the MARC 21 tags used most frequently by libraries in entering
their own bibliographic records. For full listings of all MARC 21 tags, indicators, and
subfield codes, see MARC 21 Format for Bibliographic Data.

In the explanations on these pages:

Tags -- The tags (3-digit numbers) are followed by the names of the fields they represent.
In this summary, and in the MARC 21 Format for Bibliographic Data, if a tag can appear
more than once in one bibliographic record, it is labeled repeatable (R). If it can only be
used once, it is labeled non-repeatable (NR). For example, a catalog record can have
several subjects, so the tags for subject added entries (6XX) are labeled repeatable (R).

Indicators -- The use of indicators is explained in fields where they are used. Indicators
are one-digit numbers. Beginning with the 010 field, in every field -- following the tag --
are two character positions, one for Indicator 1 and one for Indicator 2. The indicators are
not actually defined in all fields, however. And it is possible that a 2nd indicator will be
used, while the 1st indicator remains undefined (or vice versa). When an indicator is
undefined, the character position will be represented by the character # (for blank space).

Subfield codes -- All the data in each field (beginning with the 010 field) is divided into
subfields, each of which is preceded by a delimiter-subfield code combination. The most
common subfield codes used with each tag are shown. Each subfield code is preceded by
the character $, signifying a delimiter. The name of the subfield follows the code.

In general, every field MUST have a subfield 'a' ($a). One exception that is often seen is in
Field 020 (ISBN), when the ISBN information (subfield $a) is unavailable but the price
(subfield $c) is known. Some subfields are repeatable. In this summary, repeatability is
noted for only the more common repeatable subfields.

Examples: Examples follow the explanation for each field. For clarity, one space has been
placed between the tag and the first indicator, one space has been placed between the
second indicator and the first delimiter- subfield code, and one space has been inserted
between the delimiter-subfield code and the subfield data.
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010 Library of Congress Control Number -- (LCCN)
(NR, or Not Repeatable

Indicators undefined.
Subfield used most often:

$a -- Library of Congress control number

Example:    010 ##  $a ###86000988#

020 International Standard Book Number -- (ISBN)
(R, or Repeatable)

Indicators undefined.
Subfields used most often:

$a -- International Standard Book Number
$c -- Terms of availability (often a price)
$z -- Cancelled/invalid ISBN (R)

     Example:    020 ##  $a 0877547637

040 Cataloging source -- (NR)
Indicators undefined.
Subfields used most often:

$a -- Original cataloging agency
$c -- Transcribing agency
$d -- Modifying agency (R)

     Example:    040 ## $a DLC
                        $c DLC
                        $d gwhs 

100 Main entry -- Personal name -- (primary author)
(NR; there can be only one main entry)

Indicator 1: Type of personal name entry element
0 -- Forename
1 -- Surname (this is the most common form)
3 -- Family name

Indicator 2 undefined.
Indicator 2 became obsolete in 1990. Older records may display 0 or 1

Subfields used most often:
$a -- Personal name
$b -- Numeration
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$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)

     Example:    100 1# $a Gregory, Ruth W.
                        $q (Ruth Wilhelme),
                        $d 1910-

130 Main entry -- Uniform title -- (NR)
Indicator 1: Nonfiling characters

0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)

Indicator 2 undefined.
Indicator 2 became obsolete in 1990. (See 100 above.)

Subfields used most often:
$a -- Uniform title
$p -- Name of part/section of a work (R)
$l -- Language of a work
$s -- Version
$f -- Date of a work

     Example:    130 0# $a Bible. 
                        $p O.T.
                        $p Psalms.

240 Uniform title (NR)
Indicator 1: Uniform title printed or displayed

0 -- Not printed or displayed
1 -- Printed or displayed (most common)

Indicator 2: Nonfiling characters
0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)

Subfields used most often:
$a -- Uniform title
$l -- Language of a work
$f -- Date of a work

Example:    240 10 $a Ile mystérieuse.
                        $l English. 
                        $f 1978
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245 Title Statement (NR)
Indicator 1: Title added entry

(Should the title be indexed as a title added entry?)
0 -- No title added entry

(indicates a title main entry; i.e. no author is given)
1 -- Title added entry

(the proper indicator when an author given in 1XX; the most common
situation)

Indicator 2: Nonfiling characters
0-9 -- Number of nonfiling characters present, including spaces; usually set at

zero, except when the title begins with an article; e.g., for The robe, the
second indicator would be set to 4. The letters T, h, e, and the space
following them are then ignored in alphabetizing titles. The record will
be automatically filed under "r" -- for Robe.

Subfields used most often:
$a -- Title proper
$h -- Medium (often used for non-book media)
$p -- Name of part/section of a work (R)
$b -- Reminder of title (subtitles, etc.)
$c -- Remainder of title page transcription/Statement of responsibility

Example:    245 14 $a The DNA story :
                        $b a documentary history of gene 
                           cloning /
                        $c James D. Watson, John Tooze.

246 Varying form of title (R)
Indicator 1: Note/title added entry controller

1 -- Note, title added entry
3 -- No note, title added entry

Indicator 2: Type of title
# -- No information provided
0 -- Portion of title
1 -- Parallel title
4 -- Cover title
8 -- Spine title

Subfield used most often:
$a -- Title proper

Example:    246 3# $a Four corners power review

250 Edition statement (NR)
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Indicators undefined.
Subfield used most often:

$a -- Edition statement

     Example:    250 ## $a 6th ed.

260 Publication, distribution, etc. (Imprint) (R)
Indicator 1: Sequence of publishing statements

# -- No information provided
Indicator 2: Undefined
Subfields used most often:

$a -- Place of publication, distribution, etc. (R)
$b -- Name of publisher, distributor, etc. (R)
$c -- Date of publication, distribution, etc. (R)

     Example:    260 ## $a New York :
                        $b Chelsea House,
                        $c 1986.

300 Physical description (R)
Indicators undefined.
Subfields used most often:

$a -- Extent (number of pages) (R)
$b -- Other physical details (usually illustration information)
$c -- Dimensions (cm.) (R)
$e -- Accompanying material (for example, "teacher's guide" or "manual")

     Example:    300 ## $a 139 p. :
                        $b ill. ;      
                        $c 24 cm.

440 Series statement / Added entry--Title
This field was made obsolete in 2008 to simplify the series statement. See 490 and
830.

490 Series statement (No added entry is traced from field) (R)
Indicator 1: Specifies whether series is traced (whether an 8XX tag is also present)

0 -- Series not traced
1 -- Series traced (8XX is in record)

Indicator 2 undefined.
Subfield used most often:
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$a -- Series statement (R)
$v -- Volume number (R)

     Example:    490 1# $a Colonial American craftsmen

500 General note (R)
Indicators undefined.
Subfield used most often:

$a -- General note (Used when no specialized note field has been defined for
the information. Examples: Notes regarding the index; the source of the title;
variations in title; descriptions of the nature, form, or scope of the item.)

     Example:    500 ##  $a Includes index.

504 Bibliography, etc. note (R)
Indicators undefined.
Subfield used most often:

$a -- Bibliography, etc. note

     Example:    504 ## $a Includes bibliographical 
                           references.

505 Formatted contents note (R)
Indicator 1: Type of contents note

0 -- Complete contents
1 -- Incomplete contents (used with multivolume set when some volumes are
not yet published)
2 -- Partial contents

Indicator 2: Level of content designation
# -- Basic

Subfield used most often:
$a -- Formatted contents note

     Example:    505 0# $a Pride and prejudice -- Emma
                           -- Northanger Abbey.

520 Summary, etc. note (R)
Indicator 1: Display constant controller

# -- Summary
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1 -- Review
2 -- Scope and content
3 -- Abstract

Indicator 2 undefined
Subfields used most often

$a -- Summary, abstract, or annotation
$b -- Expansion of summary note

     Example:    520 ## $a This basic guide to parliamentary
                           procedure tells how to conduct 
                           and participate in a meeting 
                           properly.

600 Subject added entry -- Personal name (R)
Indicator 1: Type of personal name entry element

0 -- Forename
1 -- Surname (this is the most common form)
3 -- Family name

Indicator 2: Subject heading system/thesaurus (identifies the specific list or file
which was used)

0 -- Library of Congress Subject Headings
1 -- LC subject headings for children's literature
2 -- Medical Subject Headings
3 -- National Agricultural Library subject authority file
4 -- Source not specified
5 -- Canadian Subject Headings
6 -- Répertoire de vedettes-matière
7 -- Source specified in subfield $2

(Note regarding Sears subject headings: The MARC 21 format does not provide an
assigned indicator for Sears subject headings. Therefore, an indicator of 7 is used, and the
MARC defined code "sears" is placed in subfield $2.)

Subfields used most often:
$a -- Personal name (surname and forename)
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)
$t -- Title of a work
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)
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     Example:    600 10 $a Shakespeare, William, 
                        $d 1564-1616 
                        $x Comedies    
                        $x Stage history.

     Example:    600 10 $a Shakespeare, William, 
                        $d 1564-1616 
                        $x Knowledge 
                        $z Rome 
                        $v Congresses.

Notice that subfields $v, $x, and $z in the 600 field are repeatable. Subfields $v, $x, $y,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

610 Subject added entry -- Corporate name (R)
Indicator 1:Type of corporate name entry element

0 -- Inverted name (not used with AACR2)
1 -- Jurisdiction name
2 -- Name in direct order

Indicator 2: Subject heading system/thesaurus.
See indicator 2 under 600

Subfields used most often:
$a -- Corporate name or jurisdiction name as entry element
$b -- Subordinate unit (R)
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)

     Example:    610 10 $a United States. 
                        $b Army Air Forces
                        $v Biography.

650 Subject added entry -- Topical term (Most subject headings fit here.) (R)
Indicator 1: Level of subject

# -- No information provided
Indicator 2: Subject heading system/thesaurus
(identifies the specific list or file which was used)

0 -- Library of Congress Subject Headings
1 -- LC subject headings for children's literature
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2 -- Medical Subject Headings
3 -- National Agricultural Library subject authority file
4 -- Source not specified
5 -- Canadian Subject Headings
6 -- Répertoire de vedettes-matière
7 -- Source specified in subfield $2

Note regarding Sears subject headings: The MARC 21 format does not provide an
assigned indicator for Sears subject headings. Therefore, an indicator of 7 is used, and the
MARC defined code "sears" is placed in subfield $2.)

Subfields used most often:
$a -- Topical term
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term used with 2nd indicator of 7)

     Example:    650 #0 $a Theater 
                        $z United States 
                        $v Biography 
                        $v Dictionaries.

Notice that subfields $v, $x, and $z in the 650 field are repeatable. Subfields $v, $x, $y,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

651 Subject added entry -- Geographic name (R)
Indicator 1: undefined.
Indicator 2: Subject heading system/thesaurus.

See indicator 2 under 600
Subfields used most often:

$a -- Geographic name
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)

     Example:    651 #0 $a United States 
                        $x History 
                        $v Chronology.
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Notice that subfields $v, $x, and $z in the 651 field are repeatable. Subfields $v, $x, $y,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

700 Added entry -- Personal name (R)
Indicator 1: Type of personal name entry element

0 -- Forename
1 -- Surname (this is the most common form)
3 -- Family name

Indicator 2: Type of added entry
# -- No information provided (most common; co-authors, editors, etc.)
2 -- Analytical entry (The values for Indicator 2 changed in 1994 with Format
Integration, and older records may display additional values. An analytical
entry involves an author/title of an item contained in a work.)

Subfields used most often:
$a -- Personal name
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)
$e -- Relator term (such as ill.) (R)
$4 -- Relator code (R)

     Example:    700 1# $a Baldridge, Letitia. 

710 Added entry -- Corporate name (R)
Indicator 1: Type of corporate name entry element

0 -- Inverted name (not used with AACR2)
1 -- Jurisdiction name
2 -- Name in direct order

Indicator 2: Type of added entry.
See Indicator 2 under 700
# -- No information provided
2 -- Analytical entry

Subfields used most often:
$a -- Corporate name or jurisdiction name as entry element
$b -- Subordinate unit (R)

     Example:    710 2# $a Sunburst Communications (Firm)

740 Added entry -- Uncontrolled related/analytical title (R)
Indicator 1: Nonfiling characters

0-9 -- Number of nonfiling characters present (for initial articles, including
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spaces)
Indicator 2:Type of added entry. See Indicator 2 under 700

# -- No information provided
2 -- Analytical entry
(This field was redefined in 1994 with Format Integration. Prior to 1994, the
field was also used for variant titles, such as a different wording on a spine
title. In records created since Format Integration, those variant tiles appear in a
246 field.)

Subfield used most often:
$a -- Title

     Example:    740 02 $a Uncle Vanya.

800 Series added entry -- Personal name (R)
Indicator 1: Type of personal name entry element

0 -- Forename
1 -- Surname
3 -- Family name

Indicator 2 undefined.
Subfields used most often:

$a -- Personal name
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)
$t -- Title of a work (the series)
$v -- Volume number

     Example:    800 1# $a Fisher, Leonard Everett.
                        $t Colonial American craftsmen.

830 Series added entry -- Uniform title (R)
Indicator 1 undefined.
Indicator 2: Nonfiling characters

0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)

Subfield used most often:
$a -- Uniform title
$v -- Volume number

     Example:    830 #0 $a Railroads of America (Macmillan)
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Part VIII:

A List of Other Fields
Often Seen in MARC Records

001 Control number
003 Control number identifier
005 Date and time of latest transaction
006 Fixed-length data elements -- additional material characteristics
007 Physical description fixed field
008 Fixed length data elements (See Part X)
022 International Standard Serial Number (ISSN)
037 Source of acquisition
041 Language code
043 Geographic area code
050 Library of Congress call number
060 National Library of Medicine call number
082 Dewey Decimal classification number (the one recommended

by the Library of Congress; locally-assigned call numbers may
appear elsewhere)

110 Main entry -- Corporate name (less frequent under AACR2
rules)

256 Computer file characteristics
263 Projected publication date

(indicates a CIP -- Cataloging in Publication -- record)
306 Playing time
508 Creation/production credits note
510 Citation/references note (review sources)
511 Participant or performer note
521 Target audience note (first indicator: 0 = reading grade level, 1

= interest age level, 2 = interest grade level, 3 = special
audience characteristics, 4 = motivation interest level)

530 Additional physical form available note
538 System details note
586 Awards note
656 Index term -- Occupation
730 Added entry -- Uniform title
852 Location
856 Electronic location and access
9XX Reserved for local use. (They are used by vendors, systems, or

individual libraries to exchange additional data)

[ Back to Top of Page ]
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Part IX:

The Leader

There are 24 positions in the Leader, numbered from 00 to 23. For fuller explanation, see
the MARC 21 Format for Bibliographic Data.

00-04 Record length (calculated by the computer for each record)
05 Record status

a = increase in encoding level
c = corrected or revised
d = deleted
n = new
p = increase in encoding from prepublication (previous CIP)

06 Type of record
a = language material
c = printed music
d = manuscript music
e = cartographic material
f = manuscript cartographic material
g = projected medium
i = nonmusical sound recording
j = musical sound recording
k = 2-dimensional nonprojectable graphic
m = computer file
o = kit
p = mixed materials
r = 3-dimensional artifact or naturally occurring object
t = manuscript language material

07 Bibliographic level
a = monographic component part
b = serial component part
c = collection
d = subunit
i = integrating resource
m = monograph/item
s = serial

08 Type of control
# = no specified type
a = archival

09 Character coding scheme
# = MARC-8
a = UCS/Unicode

10 Indicator count (always "2")
11 Subfield code count (always "2")
12-16 Base address of data (calculated by the computer for each record)
17 Encoding level

# = full level
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1 = full level, material not examined
2 = less-than-full level, material not examined
3 = abbreviated level
4 = core level
5 = partial (preliminary) level
7 = minimal level
8 = prepublication level (CIP)
u = unknown
z = not applicable

18 Descriptive cataloging form
# = non-ISBD
a = AACR2
i = ISBD
u = unknown

19 Multipart resource record level
# = Not specified or not applicable
a = Set
b = Part with independent title
c = Part with dependent title

20 Length of the length-of-field portion (always "4")
21 Length of the starting-character-position portion (always "5")
22 Length of the implementation-defined portion (always "0")
23 Undefined (always "0")

[ Back to Top of Page ]

Part X:

Field 008 for Books

Field 008 is used for Fixed Length Data Elements ("Fixed Field Codes"). There are 40
character positions in field 008, numbered from 00-39. Undefined positions must contain
either a blank (#) or a fill character ( | ). Positions 00-17 and 35-39 are defined the same
way for all media.

The information shown here for positions 18-34 applies only to books. For explanation of
all the positions below and for positions 18-34 for other media, see the MARC 21 Format
for Bibliographic Data.

Note that field 008 has no indicators or subfield codes.

00-05 Date entered on file (YYMMDD),
where Y=year, M=month, and D=day

06 Type of date/publication status:
b = no dates given; B.C. date involved
e = detailed date
s = single known date/probable date
m = multiple dates
r = reprint/reissue date (Date 1) and original date (Date 2)
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n = dates unknown
q = questionable date
t = publication date and copyright date
| = no attempt to code

07-10 Date 1/beginning date of publication
11-14 Date 2/ending date of publication

Date fields contain the year(s) of publication. The type of date(s) in these elements are
specified in fixed field element 06: Type of date/publication status. (For further details, see
the field 008 description in the MARC 21 Format for Bibliographic Data.)

15-17 Place of publication, production, or execution
For example:
pk# = Pakistan
cau = California (US)

(For a full list of codes used in these positions, see the MARC Code List for Countries.)

18-21 Illustrations (up to 4 codes):
# = no illustrations
a = illustrations
b = maps
c = portraits
d = charts
e = plans
f = plates
g = music
h = facsimiles
i = coats of arms
j = genealogical tables
k = forms
l = samples
m = phonodisc, phonowire, etc.
o = photographs
p = illuminations
| = no attempt to code

22 Target audience:
# = unknown or not specified
a = preschool
b = primary
c = pre-adolescent
d = adolescent
e = adult
f = specialized
g = general
j = juvenile
| = no attempt to code

23 Form of item:
# = none of the following
a = microfilm
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b = microfiche
c = microopaque
d = large print
f = braille
r = regular print reproduction
s = electronic
| = no attempt to code

24-27 Nature of contents (up to 4):
# = no specified nature of contents
a = abstracts/summaries
b = bibliographies (is one or contains one)
c = catalogs
d = dictionaries
e = encyclopedias
f = handbooks
g = legal articles
i = indexes
j = patent document
k = discographies
l = legislation
m = theses
n = surveys of literature
o = reviews
p = programmed texts
q = filmographies
r = directories
s = statistics
t = technical reports
u = standards/specifications
v = legal cases and notes
w = law reports and digests
z = treaties
| = no attempt to code

28 Government publication:
# = not a government publication
i = international intergovernmental
f = federal/national
a = autonomous or semi-autonomous component
s = state, provincial, territorial, dependent, etc.
m = multistate
c = multilocal
l = local
z = other type of government publication
o = government publication -- level undetermined
u = unknown if item is government publication
| = no attempt to code

29 Conference publication:
0 = not a conference publication
1 = conference publication
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| = no attempt to code
30 Festschrift:

0 = not a festschrift
1 = festschrift
| = no attempt to code

31 Index:
0 = no index
1 = index present
| = no attempt to code

32 Undefined (since 1990) (Earlier records may contain the values 0 or 1)
# = Undefined
| = no attempt to code

33 Literary form:
0 = not fiction (not further specified)
1 = fiction (not further specified)
c = comic strips
d = dramas
e = essays
f = novels
h = humor, satires, etc.
i = letters
j = short stories
m = mixed forms
p = poetry
s = speeches
u = unknown
| = no attempt to code

34 Biography:
# = no biographical material
a = autobiography
b = individual biography
c = collective biography
d = contains biographical information
| = no attempt to code

35-37 Language:
A three-letter code. For example: eng fre ger spa rus ita

(For a full list of codes used in these positions, see the MARC Code List for Languages.)

38 Modified record:
# = not modified
x = missing characters (because of characters unavailable in MARC character

set)
s = shortened
d = "dashed-on" information omitted
r = completely romanized/printed cards in script
o = completely romanized/printed cards romanized
| = no attempt to code

39 Cataloging source:
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# = national bibliographic agency
c = cooperative cataloging program
d = other sources
u = unknown
| = no attempt to code

[ Back to Top of Page ]

[ Back to Table of Contents ] -- [ Continue to Part 11 ]

Library of Congress
Library of Congress Help Desk ( 10/27/2009 )
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Introduction 

Every day I read e-mails and articles dealing with computer security attacks and breaches, and the 
repercussions that follow. I have been getting onboard with computer security for decades, and there is 
no end in sight for this effort. Each and every professional in information technology has a commitment 
to keep with regard to computer security. We have, most of us, signed computing codes of conduct, and 
further we have aligned ourselves with those who protect the computing resources of our respective 
companies. 

Of course, computer security professionals are on the front lines, and they draw the ranks of 
system and network engineers and administrators along into the fray. Hopefully these soldiers are joined 
by the software system administrators—database administrators and web services administrators. How 
often is that the limit of personnel dedicated to securing corporate resources on a daily basis? 

Application programmers need to join this battle. Programmers cannot depend blindly on the 
work of those front-line combatants to protect their work and their careers. In the ranks of IT 
professionals, there are no civilians—we are all in the fight. 

I speak like this is a war. Do I think we are dealing with so-called cyber warfare? No, not really. 
People are not dying. But the battle has become economic, and has threatened the wealth and economic 
security of each of us. This is more like theft, and we are more like guards and policemen. 

You are a guard for the computer resources and data of your company, and you need to fulfill 
that responsibility. It is my intention to provide you tools and knowledge that you can put to immediate 
use. But even more than that, I want to get you thinking about how you can write bulletproof 
applications of your own. Your requirements will differ from those presented in this book, so you will be 
coming up with defenses of your own. It’s my hope that, after working through this book and honing 
your skills, your arsenal will be greatly strengthened. 

In Part 1, Chapters 2 through 4, we will build a foundation for secure programming in Java and 
Oracle, and their common ground, Java Stored Procedures (JSP). This is not an encyclopedic coverage of 
these expansive domains. Rather, I focus on the specific topics that touch on that special discipline of 
“secure” programming. 

In Part II, Chapters 5 through 7, we explore a couple varieties of encryption, using only a couple 
sets of protocols. Once again, this is not encyclopedic. But after reading these chapters, you will be 
prepared to encrypt data in your applications, and over the network in a client-server application. You 
will find that, with Java running in the Oracle database as well as on the client computer, our tightly 
coupled client-server application can transmit sensitive data with bulletproof, session-specific 
encryption. 

In Part III, Chapters 8 through 10, we will expand our toolset to include single sign-on, two-
factor authentication and application verification. These are practices that will keep intruders from 
getting access to our applications, and will keep unauthorized applications and users from getting 
access to our Oracle credentials and data. Single sign-on has the added benefit of reducing the number 
of times a user needs to type his user ID and password. Two-factor authentication, on the other hand, 
requires that the user have a specific mobile phone or registered device to receive a code that authorizes 
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her access to the application. Application verification helps assure that an application is authorized 
access, and allows us to assign applications to users. 

In Part VI, Chapters 11 and 12, we enhance the security we have been building and then build 
an administrative interface to get it running and keep it running. The security enhancements we will add 
include application-specific encryption on disk and use of a hardened Oracle database instance for 
application verification. In the administrative interface, we will discuss how the security data is 
maintained, and we will also look at some good practices for GUI application development in Java. 

At several points in the book, we will prepare a template that we can provide to other 
application programmers so that they can implement the same security structures. The simplest and 
most complete template for implementing this security in a GUI application is presented in Chapter 
12—the Login class. When you get to the end of that chapter, you will be the expert. You can do your part 
for computer security, and you can assist your associates in doing theirs. Thank you! 
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Introduction 

This book is a walk through Oracle and Java technology. I will weave the story of Oracle Database and 
Java security on the loom of these pages. The particular thread we will weave is code. This is a story for 
programmers. 

This story will take you through several large tasks to help you start securing your Oracle 
applications. We will not be building any specific application, but will focus on the security aspects in 
building an application. In order to make this learning effort feel like a practical application, we will 
apply our efforts to the HR sample schema that is available with the Oracle Database 11g installation. 

I hope to maintain a conversational tone, because I want to teach the concepts of secure 
programming. We are going to have “the talk” about secure programming. When you have read this 
book, you will be well equipped for the most difficult application programmer assignment of our day:  
defending our applications and computers. 

Requirements 
In order to work through the examples in this book, you will need an installation of Oracle Database 11g, 
Enterprise Edition, Release 11.2 or later. You will also need to have the Java Development Kit, 1.5 or later, 
installed on your workstation. That is it. 

I will refer to some other products as we go along, but the intent of this book is to cover topics and 
approaches that will be useful to Oracle and Java programmers, rather than committing to any 
additional products. However, you should note that much of what we will do here can be acquired 
through commercial products from Oracle corporation and elsewhere. 

Notably, two of the features we will be building in this book—data encryption over the network and 
data encryption on disk—are available in a product from Oracle called Oracle Advanced Security. That 
product is relatively easy to configure and use, although it is expensive. But adding encryption onto a 
badly secured database or application will just hide the things you, as a programmer, should be 
addressing. So even if you use Oracle Advanced Security, you would still do well to learn about 
programming secure Oracle Database applications with Java. 

For Windows and UNIX/Linux Users 
It is not a requirement that you be a Windows user to accomplish the tasks in this book. All of the code is 
in PL/SQL and Java, and will run cross-platform. However, I’ve had to be a bit focused in the 
development of this material. All of the descriptions of filesystem directories, command prompt, 
environment settings, services, scripts, and processes are written using Microsoft Windows as the 
model. 

To avoid the appearance of a strong Windows bias, let me remind you that we are talking about Java 
and Oracle here. I’ve been using UNIX for longer than Windows has been around. I didn’t start using 
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Windows until Windows 3.1, when the trumpet winsock tcp/ip stack became available. I started out in 
UNIX with SunOS 4.1 as a system administrator, along with Netware servers. Then for a few years I was a 
business UNIX system administrator. I ran dozens of machines and over a half-dozen flavors of UNIX. 
These I managed centrally with a lot of willpower and a thorough the application of scripting and Perl 
over NFS with scheduled cron updates, and by knowing the unique attributes of BSD, System 5, and AIX 
flavors. I combined that with standardization—for example, the Korn shell (or mksh) and lprNG. 

So why not write this book for UNIX/Linux users? In the first place, you guys likely already know 
how to do what I’m saying in Windows-speak on your Linux systems. Secondly, I can talk about 
Windows and only rarely have to mention the differences between Windows 7 and Windows XP. There is 
no way I could talk about UNIX and Linux with that much clarity. UNIX is not an operating system; it is a 
foundation for many operating systems. That is also true of OSX. 

Additionally, there is not just one command prompt, but many shells in UNIX. There is not just one 
UNIX batch/command language, but innumerable scripting options. 

Background 
So, why write or study code that can be purchased off the shelf? As a programmer, I believe in the 
importance of knowing how programs on my computers and servers work, even if I didn’t write the 
programs. I think all programmers by nature enjoy seeing new functions in code; it is educational and 
empowering. My goal with this book is reader understanding, perhaps with a measure of career 
development built in. 

And if it is your goal to achieve application security using the basic Oracle Database and Java 
services, without going out to spend your tens of thousands of dollars, this book will give you a 
foundation for doing just that. You can write secure Oracle applications with Java! 

I will keep things clear and concise, so I don’t clutter the message. This book is also intended as a 
primer (I like that word, no matter which way you pronounce it) for both Oracle Database and Java 
security. I am not going to assume too much foreknowledge, but if some terms are unfamiliar, I suggest a 
quick Internet search for clarification. Also, I am deeply indebted to the Oracle Documentation Library, 
and to Sun’s (Oracle’s) Java Documentation, and I recommend you keep links to those resources close 
for frequent reference. They can be found at: 

http://www.oracle.com/technetwork/indexes/documentation/index.html 
http://download.oracle.com/javase/6/docs/ 

How to Use This Book 
You will need to refer to the source code. You can read this book from cover to cover and understand 
everything and become the expert you are meant to be. But you have other responsibilities and 
distractions. So you will need to leave and come back and get re-oriented from time to time. This book 
will proceed with the assumption that you are reading from cover to cover and have complete retention, 
but I’ve never really met anyone who does. 

I much prefer assuming you are mortal, like me. You’ll be asking yourself the questions, “Now, 
where was I, and what are we doing?” Also, even if you are willing to take it on faith that we are 
proceeding in a logical order and are actually making forward progress, reading on even though you 
might be a bit disoriented, you will still have the question, “What does this have to do with anything?” 

These questions can be answered pretty easily with a quick reference to the code. You will want to 
be able to search the code for the keywords that you are reading about, find the code in question, and 
find references to it. You’ll want to see the code in context, and you’ll want to see how the code starts 
and runs.  Now, I’ve incorporated large and small chunks of code throughout this text, and I don’t talk 
about code without showing it to you, but you will want to see it in context. 
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I organized the text and code to easily walk hand in hand together. For the most part, you will only 
need to have one source code file open at a time as you read through the text. In Chapter 2, which is 
coming right up, you will complete Oracle Database security tasks as several different users—for each 
user, there is a corresponding source code file. The chapter is organized around those files. In fact, it 
would be best if you also open a SQL client and execute each portion of the code as it is discussed. 

Organization of This Book 
There are four main sections in this book. In Part I (Chapters 2–4), you will learn the technical ins and 
outs of secure programming in Oracle Database, secure programming in Java, and Java Stored 
Procedures (Java running in the Oracle Database engine). From novice Oracle PL/SQL programmers and 
novice Java programmers to experienced Oracle application programmers using Java, these chapters will 
fill in the missing concepts that you need to master for security’ sake. 

In Part II (Chapters 5–7), we build on the Java and Oracle Database secure programming 
foundation. We develop a strong layer of encryption—specifically, encryption in transit. You will build 
this for yourself using Java Cryptography Extension (JCE), rather than a purchased package or SSL 
service. Because encryption plays such a key (pun intended) role in secure programming today, you 
need to have a solid grasp of these data encryption concepts, and you also need something more: you 
need to know when to apply encryption and how to evaluate your encryption strategy to determine if 
you have successfully protected your data. We will cover all of that. 

In Part III (Chapters 8–10), we get into some fun topics that will permit you to provide the solutions 
your company is seeking: single sign-on, two-factor authentication, and something you may not have 
realized you need: application identification and authorization. In application authorization, we will be 
providing a secure data store for our application passwords—one that not only avoids embedded 
passwords, but also provides enhanced security along with ease of management and central 
distribution. 

In the last section, Part IV (Chapters 11–12), we will harden the security with additional data 
encryption in the Oracle Database store, with a further hardened Oracle Database and with some 
additional programming efforts, such as obfuscation. We also establish a simple user interface for 
administering the tables and data we’ve built to accomplish security, and do that securely.  

Java Objects and Oracle Database Structures 
In this book, I will be using certain terms non-interchangeably that are used interchangeably elsewhere. 
Often schemas, tables, indexes, and other items in Oracle Database are referred to as both objects and 
structures. Because object is a technical term in Java and not just another word for thing, I will reserve the 
word for our discussion of Java objects. In Oracle Database, I’m calling things by their primary type 
name and collectively or generically as structures, so tables will be called both tables and structures. I will 
also have a need to refer to collections of Oracle tables and views and indexes and things, which I will 
call collectively structures. We will define all these terms later, so don’t be alarmed if they are new to you. 

Chapter Review 
It is my sincere hope that you will enjoy working through this book. I believe the best way to learn and 
use this material is to take your time with each chapter, executing the code as you come to it. You will be 
building a secure Oracle application environment with Java. Definitely test all the places I’ve provided 
you with test cases, scenarios, and test code. If you find other situations, test those too, and please send 
me your comments and results when I need to address an issue—my aim is to serve you. 
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Oracle Database Security 

As you might imagine, the subject of this chapter could fill a whole book, or even several, if I tried to 
cover the entire scope of Oracle security. Instead, I will cover the essentials, and also some particular 
aspects of Oracle security to which a programmer can relate. An example of essential Oracle security is 
using roles and granting privileges to those roles. An example of a programmer’s extension of Oracle 
security is secure application roles. 

The basic goals of this chapter are as follows: 

• Create two users: a security administrator user and an application security user. 
These users will be granted privileges and delegated responsibilities for achieving 
application security. 

• Use Oracle roles to control access and enhance application security, and learn 
about secure application roles identified by Oracle stored procedures. 

• Distinguish between sensitive and non-sensitive data in the EMPLOYEES table. 

Prepare to delve into many aspects of database administration and design. This chapter will get you 
started with Oracle security, and we will build on the concepts covered here throughout the remainder 
of the book. Some aspects, such as proxy connections, will only be really clear when presented in 
context. I want to be sure you really understand what is covered in the book, rather than just be exposed 
to it.  

Finding a Test Oracle Database 
We are going to hit the ground running. I hope you already have access to the SYS account on your 
database. If not, I hope you are good friends with the database administrator (DBA) for the server, and 
that you are recognized as a database security administrator. If so, you can ask your DBA friend to do the 
small portion of this work that must be done by SYS or a DBA. 

If you’d like to learn the concepts in this chapter, but you don’t want to use a managed server—and 
if you have sufficient computer power in your personal workstation—then you can download and install 
the Oracle Database 11g Enterprise Edition server and do the tasks that I describe in this chapter locally. 
I highly recommend that approach in any case, because you should definitely demonstrate and test the 
security measures that I describe in this chapter for your own peace of mind, before you place any of 
them in production. 
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Working from an Existing Oracle Database 
If you are working from an existing database installation, you may have some issues to address. If you 
have a default Oracle Database 11.2 installation, then you need only consider the steps you have taken 
since installation to see if you have undone any built-in/default security. At minimum, you need to 
assure password complexity and secrecy. However, if you have a database that has been around for a 
while and has been upgraded from previous releases of Oracle, then you may have to spend some time 
and effort correcting the security issues.  

I recommend you adopt a resource that Arup Nanda of the Oracle Technology Network has 
produced, called Project Lockdown. Project Lockdown is a series of checklists, tasks, and projects that 
will effectively enable and enforce Oracle database security. You can find this resource on the Oracle 
Technology Network web site at www.oracle.com/technetwork/articles/project-lockdown-133916.pdf.  

Project Lockdown may take as much as several months to accomplish, depending on how lax your 
current security stance is. However, the first couple phases, which are the most critical, may be 
accomplished in a week. 

Oracle Users and Schemas 
Once Oracle Database 11g is up and running, you will want to consider users and user security, even 
before you think about the data, because users create data. Even application databases that don’t belong 
to any particular person are associated with a user in an Oracle database. Each user on a local database 
has an associated schema, which is basically an organized storage allocation for Oracle structures (or 
objects) such as tables and indexes that belong to the user. See Table 2-1 for a list of users we will 
discuss. 

Table 2-1. Oracle Users We Will Use or Create 

Username Description 

SYS Default Oracle system administrator. 

HR Human resources user/schema; installs with sample Oracle 
structures. 

secadm Our security administrator; we will create this account and give it 
privileges to implement all the security measures we need. 

appsec Our application security user; we will create this user and load code 
and other structures into her schema that we can use for app security. 

appusr Our first application user account; this account will only have the 
privileges needed to use the client application. 

osuser This is a pseudonym for any operating system username on your 
system; e.g., the username you use to log into Windows. 

appver User for application verification, covered in Chapter 10. 
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osadmin This is another pseudonym for any operating system username on 
your system, in particular one who will be responsible for managing 
Oracle connection strings for applications. 

 

SQL*Plus, SQL Developer, JDeveloper, or TOAD 
I am going to assume that, if you are reading this, you are already doing some work as an Oracle 
developer. I’m going to further assume that you have some tool for submitting commands on an Oracle 
database, such as the prompt in SQL*Plus or the editor in TOAD, SQL Developer, or JDeveloper. 
SQL*Plus comes with Oracle, so if you don’t have one of the other tools, you still have SQL*Plus. That is 
all you need to do the tasks outlined in this book. 

! Note Some of these tools are more sensitive than others to multi-line commands. They may require a slash 
character (/) on the line following a multi-line command. 

Many of the SQL script files included in the source code for this book will need specific values 
edited, to be unique to your computer and corporate or home environment. Those values are listed at 
the top of the SQL files. After editing as appropriate, most of the SQL files can be executed as scripts; just 
be sure you are connected as the appropriate Oracle user. 

Organization of the Next Few Sections 
I want to make the process of working through this material as easy as possible for you. Toward that end, 
I have separated into sections the tasks and concerns of each of three users: SYS (the database 
administrator), the security administrator that we will be creating here, and the HR (human resource) 
schema owner. 

For the most part, SYS as the database administrator could do all these tasks, but it is my intent to 
demonstrate security with delegation. We will have each of these users accomplish the tasks that are 
specific to their delegated responsibility. The commands to be executed by each of these users are 
consolidated into a single script file per user, and it is possible for us to focus on tasks and concerns of 
each of those users in turn, one at a time. 

Each of these users must address a number of diverse topics, all related to security. These concerns 
are addressed in the order in which they are needed as we work toward the goals of this text. We will 
continue to build on all the topics I introduce here throughout this book. 

You should have access to the code as we progress through this material. If you are reading this 
away from your computer, I hope to have provided enough of the code right in the text for you to 
completely understand the discussion. However, it is also my intention that you implement this code, 
and that this text will guide your understanding of what is occurring at each juncture. 

When you work through the code, you will find that the best way to execute the commands in the 
various script files is to copy the file contents to a SQL command editor like TOAD or JDeveloper, and to 
execute one command at a time. That is preferred over executing the entire code as a script, because you 
will see each command as it gets executed. Remember, the goal is to understand secure programming, 
not just to implement security software. 
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Working as the SYS User 
SYS has a schema (by the same name) and has lots of structures belonging to his account. You can 
connect (log in) to a database as SYS, but a unique requirement of that user is that you have to specify 
that you are using the SYSDBA privilege. (Note that in the text I will be using all uppercase for reserved 
words in Oracle commands and for default Oracle users, schemas, and structures.) 

CONNECT sys AS sysdba; 

At that point, you will have to enter the password associated with the SYS user. 

! Note You can find a script of the following commands in the file named Chapter2/Sys.sql. 

System Privileges 
SYSDBA is a unique system privilege; let’s call it a “super” system privilege. It provides practically 
unlimited administrative ability. It can be granted to any user, but is best left granted only to SYS. As SYS 
you can check who has SYSDBA: 

SELECT * FROM sys.v$pwfile_users; 

With this query, you request to SELECT (see) all the columns of data (*) from the V$PWFILE_USERS 
view. The sys. prefix on that view name indicates the schema (user) that owns the view. You will see a 
couple of other super system privileges listed in this query: SYSOPER and SYSASM. These should also only 
be granted to SYS. 

Besides the super system privileges, there are several dozen other system privileges that can be 
granted to provide such administrative abilities as creating other users and granting them privileges. We 
will be granting privileges as we explore Oracle security. 

In addition to system privileges, there are schema object privileges. These allow, for example, 
another user to read your data. We will grant these privileges also. They have a much more tailored 
impact on Oracle application security. 

Roles 
Roles are collections of granted privileges that are much more granular and diverse and limited than the 
super system privileges. Instead of granting SYSDBA, the preferred method for giving users access to the 
various privileges is to grant the privileges to a role, then grant the role to the user. If you do this, you can 
always substitute a different user in a job, or replicate the privileges required for a job to another user by 
simply granting the existing role to the new user. (Privileges can be granted directly to users, but we will 
mostly avoid that.) 

For example, I can create a role named appaccess and grant the ability to read the application tables 
to that role. Then I can grant that role to a user. When I have another user who needs access to the same 
application, I can permit that by granting the appaccess role to the new user as well. And when I delete 
the first user, the permissions required for other users to access the application do not disappear in the 
process. 

I need to grant access to the application data as described previously, because the data tables will be 
in a schema belonging to the application, and each user will have her own schema. Users cannot read 
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data in other schemas unless that access is specifically granted to them or to a special user named 
PUBLIC. Anything granted to PUBLIC is granted to all users. See Table 2-2 for a list of Oracle roles we will 
discuss. 

Table 2-2. Oracle Roles We Will Use or Create 

Role Name Description 

DBA This predefined role comes with Oracle upon installation and 
provides system administrative privileges for the database; we 
will not grant this role to any user. 

CONNECT This predefined role allows users to connect to Oracle; we are 
encouraged not to use predefined roles, so we won’t. 

create_session_role Our role to allow users to connect to Oracle. 

secadm_role Our security administrator role; we will grant the privileges 
required to perform security administration to this role, and we 
will grant this role to the SECADM user. 

hrview_role Our secure application role for granting access to data in the 
human resources (HR) sample schema. 

appsec_role A non-default role used by APPSEC when configuring application 
security. 

appver_role Secure application role for running application verification, 
which I cover in Chapter 10. 

 

The DBA Role 
The DBA role is named for the job it enables: database administrator. It is similar to the SYSDBA super 
system privilege. Traditionally, the DBA role was granted to those users who needed to manage the 
database. The DBA role is almost as powerful as the SYSDBA privilege, but it can be modified to have some 
of its privileges removed. 

In recent releases of Oracle, database administrators have been discouraged from using the DBA 
role. Rather, they are encouraged to create their own roles and to grant just those administrative 
privileges that are required. Therefore, we will not grant DBA role to any user. 

We will be creating a security administrator role, secadm_role. We will use this role for most of our 
administrative actions. It will have a variety of privileges, but only those required for the scope of this 
book. This approach adheres to the concept of “least privilege,” which means providing only the 
privileges required for the task at hand. 

Oracle Database Vault is a product that allows you to use DBA and other privileged roles while 
restricting their access. This is geared toward Department of Defense and national security users, where 
a database administrator does not necessarily have access to the data. 
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The Create-Session Role 
We will also create a simple role, create_session_role, which will only have one privilege: CREATE 
SESSION. The CREATE SESSION privilege is required for a user to connect to an Oracle database. 
Traditionally, this has been accomplished through a predefined role (it exists when you install Oracle) 
named CONNECT. In current releases of Oracle database, CONNECT only has the one privilege. But in this 
case, as with the DBA role, Oracle recommends that administrators create their own roles and not rely on 
the predefined roles (like CONNECT). Do this as SYS: 

CREATE ROLE create_session_role NOT IDENTIFIED; 
GRANT CREATE SESSION TO create_session_role; 

We will be granting this role to all users in the database. It would take the exact amount of effort to 
grant the CREATE SESSION privilege to each user as it takes to grant create_session_role. However, there 
is a benefit to roles as a centralization of privileges. For example, if we wanted to quickly give another 
privilege to all users, we could grant it to the create_session_role; although, I don’t recommend that. 
More likely there might be a time when you need to keep the database running, but want to keep all 
users from connecting to it. That can be done by a single command, revoking CREATE_SESSION from 
create_session_role. 

NOT IDENTIFIED 

I hope the CREATE ROLE syntax is fairly obvious. The only odd feature is the NOT IDENTIFIED keyword. 
That merely indicates that when a user is acquiring this role, we do not have any password or encoded 
process to verify his access to it. A role of this type has to be granted to a user (or to another role) by an 
administrative command. Generally, roles that are designated as NOT IDENTIFIED are also default roles, 
which a user acquires automatically when he connects to the Oracle database. This is the most usual 
configuration of a role. 

Using Roles 
Most roles get created as default roles. When a user connects to an Oracle database, he acquires all his 
default roles, and all the privileges associated with those roles. Any regular NOT IDENTIFIED role can be 
set to be default or non-default. 

! Note In Oracle Database 11g, default roles that are identified by a password are no longer acquired when a 
user first connects—the user must enter the password. More on that later. 

At any time, the Oracle user can acquire a role that has been granted by executing a SET ROLE 
command. This is true for both default and non-default roles. 

When we SET ROLE to a new role, it becomes the only role in use, even if other roles were in use 
before. Fortunately, the session has already been created (we are already connected when the new role is 
set), so we can stand to lose the create_session_role (which will happen). I can imagine a scenario 
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wherein we would require every role to be granted CREATE SESSION privilege so that when you SET ROLE, 
you still have CREATE SESSION in the new role. 

There is a way to add to existing roles, keeping those that exist. By issuing the command:  

SET ROLE ALL; 

This command cannot be used to set a role that is IDENTIFIED by a password or a procedure. 
However, after you acquire a password-protected role or secure application role (we will discuss those in 
a minute), you can SET ROLE ALL and restore your default roles as well. 

I should mention that roles can be granted to roles, which we will do. Setting your role replaces 
whatever you had before, but will include not only the role you set, but all the roles granted to that role, 
and so on, recursively. There is a constraint to these cascading grants so that no endless loops can be 
formed. 

Password-Protected Roles 
Let me preface this discussion with a note regarding Oracle 11g: starting with this version of Oracle, in 
order to set password-protected roles from an active connection, you have to supply the password, even 
if it’s a default role. This may catch you off guard. Previously, if a role was protected by a password but it 
was a default role, the user got that role by default when she connected. 

I agree with this change to Oracle; and for the same reasons, we will not have any password-
protected roles in this book. The only reason to have a password-protected role is in a case where the 
role is granted to a user, but you don’t want the user to use the role. You protect the role by setting a 
password, and don’t let the user know. But, we have to ask, “Why did we grant him the role in the first 
place?” 

A better approach is to only grant the role to the users who need it. Perhaps this is a bit muddied by 
the possibility for many people to connect as a specific Oracle user, where some of those people need 
access to the role and some don’t. In that case, I recommend you either make the people who need the 
role enter the role password, or, better yet, revisit your users and roles and sort them out. 

One possibility is to have a secure application role, validated by a procedure. That role can be 
granted based on user id or some group membership. Then no role password is needed. You just need to 
maintain a list of acceptable users or a group membership list. 

I have observed a corporate policy of securing every application role with a password. The idea is 
that people sitting at a general SQL client, like SQL*Plus, will not have access to the role, because they 
don’t know the password. But from the application where we want them to have the role, a procedure is 
called to set the role by looking up the role password in a database table. It may be that this 
configuration provides a small impediment to casual Oracle users getting the application roles; however, 
the bare facts to observe here are that the person who has been granted the role will have access to the 
role either by that same procedure that the application calls, or by the same code that’s in that 
procedure. From SQL*Plus, the user may simply call the procedure, get the password, and set the role. 

Perhaps the role could be protected from bald access by assuring that only a certain client 
application is being used; again, this is a job for a secure application role. But the real problem here is 
that a role has been granted to an Oracle user, and the administrator does not want the user to access 
the role. Password-protected roles provide only the illusion of enhanced security, unless you make 
specific users memorize and manually enter the password to set the role. That is the thinking behind the 
new policy in Oracle 11g. 
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Security Administrator User 
Let’s go ahead and start defining our security administrator. The security administrator is going to be a 
separate non-person user; that is, an account and password that can be delegated to various people who 
rotate into and out of the job responsibility. The security administrator will be doing tasks that would 
typically be done by a DBA or even by SYS, but we are going to limit the privileges we give to the security 
administrator to just those aspects related to application security. 

First, as SYS we will create the user secadm and grant him the create_session_role, in one step. 
Substitute a real password for “password” in this command: 

GRANT create_session_role TO secadm IDENTIFIED BY password; 

! Caution Be sure to give a very complex password to this user; it will be powerful enough to be dangerous in 
the wrong hands. This warning goes for the SYS and SYSTEM accounts as well. 

Security Administrator Role 
Next, we will create the security administrator role, secadm_role. It will be the role that is granted all the 
privileges needed to do security administration. We can then grant this role to any user, but we will limit 
it to just one user, secadm. 

At the outset, I want to set some requirements regarding how and when this role can be used, so I 
will not use the NOT IDENTIFIED keywords that we saw with create_session_role. Rather, I will have it be 
identified (verified) by a procedure. You can see the name of the verification procedure, 
sys.p_check_secadm_access in this command: 

CREATE ROLE secadm_role IDENTIFIED USING sys.p_check_secadm_access; 

A role that is identified by a procedure is called a secure application role. 

Security Administration Role Verification  
As I mentioned, all the privileges that the security administrator needs will be granted to secadm_role, so 
we are going out of our way to protect it. The keywords IDENTIFIED USING sys.p_check_secadm_access 
indicate that when a user attempts to acquire secadm_role, he will have to get it from the procedure 
named p_check_secadm_access, which exists in the SYS schema.  

A stored procedure (procedure) is a named block of Procedural Language/Structured Query 
Language (PL/SQL) code that is stored and run (executed) on the Oracle database. Generally, a 
procedure takes parameters and does work. It can also return information through its parameters. In 
Oracle there are also stored functions (functions), which are very similar to procedures except that they 
usually take values; do research or calculations; and then return a single value as the result. We will be 
using both procedures and functions. 

The specific procedure used for verifying secadm_role, p_check_secadm_access does not take any 
parameters (arguments or values passed to the procedure for evaluation), and does not return any 
results. Most procedures do take parameters, but they don’t have to. 

In the Listing 2-1, we are creating the procedure to be used for acquiring the security administrator 
role. Note that the simple goal I have for this procedure is to require that the security administrator be 
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running on the same computer as the Oracle database server (the IP address 127.0.0.1 is also known as 
the localhost or the loopback address). This requirement may not be appropriate for your system; if not, 
you can still create the procedure, but comment out the three lines that start with IF, THEN, and END IF by 
placing two dashes (minus signs) in front of it. You can execute this command as SYS, and the procedure 
will be created. 

Listing 2-1. p_check_secadm_access Procedure for Secure App Role 

CREATE OR REPLACE PROCEDURE sys.p_check_secadm_access 
AUTHID CURRENT_USER 
AS 
BEGIN 
    -- This is a comment 
    IF( SYS_CONTEXT( 'USERENV', 'IP_ADDRESS' ) = '127.0.0.1' ) 
    THEN 
        EXECUTE IMMEDIATE 'SET ROLE secadm_role'; 
    END IF; 
END; 
/ 

We will want to come back and visit (replace) this procedure later, adding whatever additional 
security constraints we deem appropriate. For now, our Security Administrator must be connected 
directly to the Oracle Database (running SQL*Plus on the server.) 

As a programmer, you will already understand the IF/THEN/END IF syntax and realize there are other 
PL/SQL grammar requirements like the BEGIN/END and the semicolons. 

Look at the code between the BEGIN flag and the last END flag. Between there it says, in English, “if the 
user’s environment has an Internet Protocol (IP) address of the local host, then immediately set his role 
to secadm_role.” We are using the SYS_CONTEXT context to get the IP address from the user environment, 
and we are determining if the address is equal to 127.0.0.1 (localhost). If that test is true, then we 
immediately set the role for the current session to secadm_role. 

INVOKER’S RIGHTS VERSUS DEFINER’S RIGHTS 

In the procedure we defined above, we say AUTHID CURRENT_USER so that this procedure is executed as 
the current user, not as SYS (the one who defined the procedure.) So when executed, this procedure will 
use what is called “Invoker’s Rights” (CURRENT_USER) as opposed to “Definer’s Rights” (the default or 
owner, which in this case is SYS). If we didn’t do this, the environment and identity would appear to be SYS 
when we execute the procedure, but we want to be able to determine the acceptability of (authorize) the 
specific, current user. Another reason we need to execute with invoker’s rights is that otherwise we are 
not allowed to set a role from a procedure–we can only set the role for the authenticated (current) user. 

Security Administrator Role Acquisition 
We are not nearly done defining our Security Administrator yet. We need to permit the Security 
Administrator to execute the procedure we created. We do that by issuing the following command: 

GRANT EXECUTE ON sys.p_check_secadm_access TO secadm; 



CHAPTER 2 ! ORACLE DATABASE SECURITY 

14 

Notice that we don’t need to grant secadm_role to secadm; rather, if the user meets all the 
requirements of the procedure (p_check_secadm_access), then that IDENTIFIED USING procedure will set 
his role to secadm_role. There is an analogous restriction here: either you grant a role or you grant the 
ability to execute a procedure, which will set the role. In both cases you are limiting access to the role by 
requiring a specific grant. However, by using the procedure to set the role, you can place further 
restrictions on access. 

Notice that in this case, we are granting a privilege (to execute the procedure) to a user directly, 
instead of, as we recommended previously, granting permissions to a role and granting the role to a user. 
Every rule has exceptions! The reason for this specific exception is that we are protecting a role with a 
procedure. We do not need to further protect the procedure with a role. 

The Security Administrator, secadm user can acquire secadm_role by executing the procedure as 
shown below. In fact, every time secadm connects to Oracle Database, he will need to call that 
procedure to get the secadm_role role. 

EXEC sys.p_check_secadm_access; 

System Privileges Granted to the Security Administrator Role 
The bulk of privileges that we want our Security Administrator to have will be granted by SYS: 

GRANT 
    CREATE USER 
    ,ALTER USER 
    ,CREATE ROLE 
    ,GRANT ANY OBJECT PRIVILEGE 
    ,GRANT ANY PRIVILEGE 
    ,GRANT ANY ROLE 
    ,CREATE ANY PROCEDURE 
    ,CREATE ANY TRIGGER 
    ,CREATE ANY CONTEXT 
    ,CREATE PROFILE 
    ,AUDIT SYSTEM 
    ,AUDIT ANY 
TO secadm_role; 

Most of these system privileges that we are granting to secadm_role permit us to do some of what we 
have been doing already as SYS. We will allow our security administrator to create and modify users and 
to create roles and grant them to users. secadm will grant privileges for roles to work with Oracle objects 
(structures) in other schemas. He will grant certain system privileges to roles. He will also create 
procedures and triggers, which are like procedures, but execute when certain events occur (we’ll discuss 
this more in a bit.) We will also create an application context when we get to Chapter 10. And the security 
administrator will create profiles, which we will see when we get to Chapter 8. For now, we rely on the 
default profile. 

We will also be setting up some auditing as security administrator. We will audit a variety of system 
events, and we are going to audit access to tables and other structures in the HR schema—hence the 
AUDIT ANY privilege. Any time you see ANY in an object privilege grant, you can read that as “in any 
schema.” Generally, a user already has those privileges in his own schema. 

These are not all the system and schema object privileges that our security administrator will need 
to do his job, but they will get us started. We will come back as SYS and give the security administrator a 
bit more privileges later. 
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The Audit Trail 
Finally, as SYS, we are going to set up some initial auditing on the auditing trail itself. This will deter a 
rogue database administrator from doing something wrong and then erasing their tracks by deleting 
their audit records: 

AUDIT SELECT, UPDATE, DELETE 
    ON sys.aud$ 
    BY ACCESS; 

When we designate BY ACCESS for auditing, we are saying that we want detailed information. The 
other (possibly default) option is BY SESSION. This gives less detail, but still audits each occurrence, 
rather than only providing a single audit record per session, as in earlier releases of Oracle. 

The Data Dictionary 
We want our security administrator to be able to view all data in the Data Dictionary, which is a 
collection of views in the SYS schema that list structures and system data in Oracle. (A view is a defined 
way to look at a table of data.) For example, we may want to list details about all the database users: 

SELECT * FROM sys.dba_users; 

There are many columns in the DBA_USERS view that are not available in the PUBLIC data dictionary 
views: ALL_USERS (fewer details) and USER_USERS (a bit more detail, but only for the current user). 

Much of the data dictionary has been granted to PUBLIC by default, and can be selected by every 
user. For the most part, this is needed. But we will deal with this a bit more stringently in Chapter 11, 
Enhancing Our Security. However, selecting some parts of the Data Dictionary requires the 
SELECT_CATALOG_ROLE. Grant that role to the secadm_role: 

GRANT select_catalog_role TO secadm_role; 

Note that this is a role granted to a role. From now on, when we set the role to secadm_role, we will 
also have the SELECT_CATALOG_ROLE. 

Working as the Security Administrator 
Now that our security administrator has been defined with the privileges he needs to do his job, we are 
going to put him to work. Go ahead and connect: 

CONNECT secadm; 

! Note You can find a script of the following commands in the file named Chapter2/SecAdm.sql. 

As you will recall from our creation of the security administrator role, secadm_role, we required that 
it be validated by a procedure. We have only permitted one account, secadm to execute the procedure. 
Execute it now to acquire secadm_role: 

EXEC sys.p_check_secadm_access; 
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Note that when secadm connects to Oracle, he does not automatically acquire secadm_role. Because 
it is a secure application (verified) role, and not directly granted to secadm, it cannot be a default role. 
Every time the secadm user connects, he will have to execute the procedure to gain his Security 
Administrator role and privileges. 

This is in contrast to roles that are granted directly to a user, which are default roles initially. That 
status of default role can be unset. 

Acquire secadm_role from a SQL*Plus Local Connection 
There are always gotcha’s, and here’s one that will probably get you a few times if you use SQL*Plus as 
your primary client: when you are sitting at a command prompt on the Oracle database, you can 
connect locally to the default instance. Do that by executing SQL*Plus without any arguments, like this: 

sqlplus 

You can connect then as secadm user by entering the username and the password. If you then 
attempt to execute the procedure, sys.p_check_secadm_access that sets secadm_role, it will not succeed. 
Why does it not succeed? Our address should be that of localhost, which should be okay. Well, when 
connecting locally, SQL*Plus doesn’t use the network at all—it just talks directly to the database. You can 
see the lack of IP address information by executing this command: 

SELECT SYS_CONTEXT( 'USERENV', 'IP_ADDRESS' ) FROM DUAL; 

This has some implications for security. When connected locally like this, the commands you enter 
do not traverse the network adapter and have no possibility of leaking out on the network to snooping 
devices. 

So how, you might ask, are we supposed to connect as secadm and run sys.p_check_secadm_access 
from SQL*Plus on the Oracle Database? There is a way, and it only requires that you act like you’re not 
connecting locally by adding the arguments for user and instance name (orcl in this example) on the 
command line. Actually orcl in this context is a TNS alias with the same name as the instance. We will 
discuss TNS aliases in Chapter 11. 

sqlplus secadm@orcl 

At that point, you have an IP address in the session context, and you can successfully set role 
through the procedure: 

SELECT SYS_CONTEXT( 'USERENV', 'IP_ADDRESS' ) FROM DUAL; 
EXEC sys.p_check_secadm_access; 

Toggle Between Roles 
You can see the effects of running SET ROLE by observing your current session roles as you toggle back 
and forth between create_session_role and secadm_role. As secadm user, do this and observe the list of 
roles when you do each SELECT query: 

SELECT * FROM sys.session_roles; 
SET ROLE create_session_role; 
SELECT * FROM sys.session_roles; 
EXECUTE sys.p_check_secadm_access; 
SELECT * FROM sys.session_roles; 

You will see three roles when you execute the procedure and then select from SESSION_ROLES. The 
procedure itself sets your role to secadm_role. To that role, we granted SELECT_CATALOG_ROLE. And the 
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SELECT _CATALOG_ROLE has been granted HS_ADMIN_SELECT_ROLE. All of those will be listed as current roles 
of the session. If you have additional packages or different versions installed on your Oracle Database, 
you may see additional roles related to those packages. 

Create an Application Security User 
We will need a couple more users to develop and demonstrate our security. The first user is our 
Application Security user, appsec. She will own all the structures that make our application security 
work. 

Please take note of the differentiation I am making between Oracle security, which we’ve delegated 
to security administrator, and application security. The security administrator has been granted a 
number of system privileges so that he can create users and do other tasks in Oracle. The application 
security user, on the other hand, will own a number of procedures and structures that are used for 
application security processes. The application security user will not connect as part of any particular 
application; rather, she will grant access to her logic and data to application users. 

GRANT create_session_role TO appsec IDENTIFIED BY password; 

! Caution Be sure to give a very complex password to this user; she does not have significant privileges in the 
database, but she owns some logic and data that we do not want to expose to corruption. 

Application Security Role 
Our application security user needs to create procedures, functions, Java stored procedures, tables, and 
views. When creating those items, appsec requires the CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW 
system privileges. We will grant those privileges to a role named appsec_role, and grant that role to the 
appsec user: 

CREATE ROLE appsec_role NOT IDENTIFIED; 
GRANT CREATE PROCEDURE TO appsec_role; 
GRANT CREATE TABLE TO appsec_role; 
GRANT CREATE VIEW TO appsec_role; 
GRANT appsec_role TO appsec; 

Non-Default Role 
Our application Security user only requires these privileges (for example, CREATE PROCEDURE) on 
occasion. Our preference would be for her to set her role to appsec_role as needed, but currently it is a 
default role. In order to change the behavior for roles created as NOT IDENTIFIED from being default roles 
to be non-default, we need to issue the ALTER USER command. In the following command, we ask Oracle 
to make all the roles granted to appsec user to be DEFAULT except this one we want to exclude: 

ALTER USER appsec DEFAULT ROLE ALL EXCEPT appsec_role; 

Hereafter, when appsec connects in order to create new structures, she will have to issue one of the 
SET ROLE commands. (Do not execute these commands as secadm user—at this point, they are for 
explanation only.) 
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SET ROLE appsec_role; 
SET ROLE ALL; 

The second command listed above will set the current session for appsec to enable ALL the roles that 
have been granted to her, both default and non-default. 

Create an Application User 
As an example user for connecting to Oracle to run an application, we will create an application user, 
appusr. For our purposes, appusr is not tied to a single person, but is what Oracle refers to as a “one big 
application user” model user. In this model, numerous people will use an application, and the 
application will connect all of them to Oracle as our one big application user. They do not need 
individual person accounts and passwords for this access. 

GRANT create_session_role TO appusr IDENTIFIED BY password; 

! Caution Be sure to give a very complex password to this user—they can potentially select data and do updates 
to application data. We only want that activity to take place from within the application. I hope you are getting used 
to this warning about passwords and can even anticipate it. 

INDIVIDUAL PERSON ACCOUNTS 

We will have an opportunity to create Oracle user accounts that are specific to individual people; however, 
the administrative requirement for maintaining those users (and granting, validating, and revoking the 
required privileges) is a huge responsibility. I think there are better, less tedious and more secure ways to 
recognize and authorize individual people in the database, and we will look at that in Chapter 8. 

Create the HR View Role 
We are going to begin securing access to the data in the Human Resources (HR) Sample Schema. We will 
create a role named hrview_role. Through that role we will grant access to the data needed by a variety 
of applications that we plan to build. At the outset, we only want folks who are on our internal network 
to access this data, and only during our normal office hours of 7 AM to 7 PM. 

To accomplish these constraints, we will create the role and require that it be verified by a 
procedure. Oracle calls this a secure application role because that is its function – it is a role that gives 
access to application data, but it is secured by some encoded constraints. This is the same thing we did 
to secure secadm_role. 

CREATE ROLE hrview_role IDENTIFIED USING appsec.p_check_hrview_access; 
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Verify HR View Role by a Procedure 
Just as we did previously for the secadm_role, we will create a procedure to protect access to the 
hrview_role. At the end of the procedure, if the CURRENT_USER meets the requirements encoded in this 
procedure, we will SET ROLE to the hrview_role. 

Create the procedure by executing the code in Listing 2-2 as secadm. Here, we are creating a 
procedure in another schema. Notice the schema name, appsec. prepended on the procedure name. To 
do this requires secadm to have the CREATE ANY PROCEDURE system privilege. 

Listing 2-2. p_check_hrview_access Procedure for Secure App Role 

CREATE OR REPLACE PROCEDURE appsec.p_check_hrview_access 
AUTHID CURRENT_USER 
AS 
BEGIN 
    IF( ( SYS_CONTEXT( 'USERENV', 'IP_ADDRESS' ) LIKE '192.168.%' OR 
        SYS_CONTEXT( 'USERENV', 'IP_ADDRESS' ) = '127.0.0.1' ) 
    AND 
        TO_CHAR( SYSDATE, 'HH24' ) BETWEEN 7 AND 18 
    ) 
    THEN 
        EXECUTE IMMEDIATE 'SET ROLE hrview_role'; 
    END IF; 
END; 
/ 

Notice that, here again, we have the statement AUTHID CURRENT_USER. We are going to execute with 
invoker’s rights (IR) instead of the default definer’s rights (DR). In this procedure we have encoded two 
tests in the IF statement. And for those sessions that pass both tests, we set the role to hrview_role. 

Test for Subnet 
The first test in p_check_hrview_access, shown in Listing 2-2, gets the IP Address of the client from the 
user environment and tests that it begins with the string “192.168.” The LIKE syntax indicates that the 
address should consist of the specified characters followed by zero or more characters (the “%” symbol 
is a wildcard). The test assures that the client exists on our internal corporate subnet. (“192.168” is a 
non-routed subnet, and can be used behind firewalls or on test subnets. It is typically the subnet used 
for a home network that attaches to the Internet through a DSL or cable modem.) Your corporate subnet 
is most likely different from this subnet, so modify the code for the procedure before you create it. At the 
command prompt, you can find the IP address and other networking information of your Windows 
workstation by issuing a command: 

C:\>ipconfig /all 

Probably the first two octets (sets of three or fewer digits separated by dots, or sets of eight bits in 
binary) of your workstation’s IP address are representative of your corporate subnet. Contact your 
networking support personnel to determine exactly what to use. 

This procedure also allows you to connect to Oracle from the Oracle database server itself. If the IP 
address is 127.0.0.1, the localhost address (that is, the Oracle database server itself), then the procedure 
also succeeds. 
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Test for Normal Business Hours 
The second test in p_check_hrview_access, shown in Listing 2-2, contains the statement TO_CHAR 
(SYSDATE, 'HH24') BETWEEN 7 AND 18. Let’s take a minute to break this down. SYSDATE is the name for 
the current time and date on the Oracle database. You can SELECT (request) SYSDATE from the server, and 
you can set date values to be equal to SYSDATE when you update data in Oracle. In this case, we are 
requesting SYSDATE and using the TO_CHAR function to format just the hour (HH24) portion the date into a 
character string using the 24-hour format. In this format, when it is 7AM, the TO_CHAR function will return 
7; and when it is 7PM, 19. So we check that the hour is BETWEEN 7 and 18 (at 6:59PM, this test will still be 
true; but at 7PM, false.) We have determined that our normal business hours are between 7AM and 7PM, 
so these tests are valid. 

! Caution There is no code here to disconnect the user from Oracle when 7PM arrives. This code only prevents 
further connections from being established after 7PM. 

Permit Application User to Acquire HR View Role 
Every user that needs to get access to the HR data will have to execute the p_check_hrview_access 
procedure to have the hrview_role set. It is only the hrview_role that has access to the data, and the only 
way to set that role is by executing the procedure. We will grant the EXECUTE privilege for this procedure 
to our application user, appusr. As secadm, execute this: 

GRANT EXECUTE ON appsec.p_check_hrview_access TO appusr; 

We will have to grant EXECUTE on this procedure to all users who need access to the data. 
Alternatively, we could grant the EXECUTE privilege to PUBLIC, but we would only want to do that if every 
user of the database required access to the HR data. Do not grant privileges to PUBLIC without considering 
the implications. 

Audit Changes to Security Administrator Procedures 
We will close out this part of the chapter by establishing some additional auditing. Because we are 
working as SECADM, the default structures for which we define auditing are in the SECADM schema. We will 
audit any change to procedures in our schema, because they are security related. We need to assure that 
any changes have been vetted. 

AUDIT ALTER ANY PROCEDURE BY ACCESS; 

This is actually one of the privileges that is audited by default when the secconf.sql script is run as 
part of the database creation. 

Audit Failed Attempts to Access HR Data 
Our first audit on access to the HR data is really an audit on attempted execution of the 
p_check_hrview_access procedure, which sets the hrview_role. We don’t want to know when this 
procedure succeeds, but we would like to know when invalid access is attempted, so we use the 
keywords WHENEVER NOT SUCCESSFUL. 
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AUDIT EXECUTE ON appsec.p_check_hrview_access 
    BY ACCESS 
    WHENEVER NOT SUCCESSFUL; 

Working as the HR Schema User 
For several aspects of the endeavors put forth in this book, we are going to use the HR sample schema 
that can be installed with Oracle 11g. If you haven’t got that schema installed, you will have had 
difficulties in the preceding step that configured auditing on HR schema structures. Please browse to the 
Oracle web site for instructions on how to install the sample schemas after the fact. 

Now, at the installation of Oracle, you also had the opportunity to configure a password for the HR 
user. If the sample schemas exist but the HR user is not configured (or simply to reconfigure the user), 
you can issue the ALTER USER command (as SYS or secadm): 

ALTER USER hr ACCOUNT UNLOCK IDENTIFIED BY password; 

! Caution Be sure to give a very complex password to this user; HR owns the data that we are going to attempt 
to protect. 

Connect to Oracle as the HR user: 

CONNECT hr; 

HR has no system privileges outside his own schema, but has been granted the privileges required to 
connect to the database and create a number of structures in his own schema: tables, views, indexes, 
and the like. 

! Note You can find a script of the following commands in the file named Chapter2/HR.sql. 

Sensitive Data in the HR Sample Schema 
In the HR sample schema, which can be installed with Oracle 11g, there is a table named EMPLOYEES. That 
table has a couple columns that we should call “sensitive”: SALARY and COMMISSION_PCT. We are going to 
make it our goal to grant access to that table without compromising the sensitive data. 

View the contents of the EMPLOYEES table with this command, as HR: 

SELECT * FROM hr.employees; 

Let’s pretend that it is our company’s goal to publish an online personnel directory (phone book), 
and that this table is the primary source data. We could export just the non-sensitive portions of the data 
for use in the phone book, but it would be much better to grant secure access directly to the primary 
data in this table, rather than replicating the data (assuming our database server will support the 
additional load). 
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Public View of Employees 
The most basic method for granting limited access to a data table is to create a view. A view is like a filter 
that we put on the data table that can show only certain data, reorganize the data, format the data and 
provide data from multiple tables or other views. We will create a view named v_employees_public that 
only includes the non-sensitive columns of data: 

CREATE OR REPLACE VIEW hr.v_employees_public 
AS SELECT 
    employee_id, 
    first_name, 
    last_name, 
    email, 
    phone_number, 
    hire_date, 
    job_id, 
    manager_id, 
    department_id 
FROM hr.employees; 

Test the new view to assure it returns just the data we’ve requested. We should notice that the 
SALARY and COMMISSION_PCT columns are missing: 

SELECT * FROM hr.v_employees_public; 

Because we have omitted the sensitive columns (SALARY and COMMISSION_PCT) from this view, we can 
grant access to this view to the entire company without exposing sensitive data. We could grant it to 
PUBLIC; however, we still feel a bit protective of our data, and we want to be sure access is controlled, so 
we grant access to the view to our secure application role, hrview_role rather than to PUBLIC. HR user has 
the privilege to grant access to structures in his own schema: 

GRANT SELECT ON hr.v_employees_public TO hrview_role; 

With this grant we are permitting hrview_role to SELECT data from the view. Other common 
privileges one might grant to a view are INSERT, UPDATE and DELETE. We are not granting any of those 
privileges at this time. The hrview_role can see but not modify the non-sensitive data through the 
v_employees_public view. 

Sensitive View of EMPLOYEES 
Now that we have our non-sensitive view configured, it should be obvious how to create a sensitive view 
of all columns of the EMPLOYEES table. As HR, we create a view: 

CREATE OR REPLACE VIEW hr.v_employees_sensitive 
    AS SELECT * 
    FROM hr.employees; 

The asterisk (*) represents all columns, and this view selects all the data from all the columns. Test 
that this view returns all the data from the EMPLOYEES table: 

SELECT * FROM hr.v_employees_sensitive; 

This view might be useful at some point in the application—for instance, when we want to let 
certain financial analysts count how many people earn a certain salary in preparation for annual raises. 
We might also want to use this view for a financial application that we want to grant UPDATE access for 
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giving out those raises. It would also be useful to have this view to allow Human Resources to INSERT and 
DELETE folks from the database as they are hired and terminated. 

However, given the sensitivity of the data (how much money you and I or our managers earn), we 
are not going to grant access to this view at all. Later, we are going to provide access to this data through 
much more heavily guarded and encrypted channels. 

Our first audit statement on HR data was given previously in the section “Audit Failed Attempts to 
Access HR Data.” Our second audit statement for HR data follows. With it, we intend to audit any direct 
access to the sensitive view of the EMPLOYEES table. Later, we will look at auditing the selection of just 
those fields that we consider to be sensitive, no matter what view or table they are selected from. 

AUDIT SELECT ON hr.v_employees_sensitive BY ACCESS; 

Test Application User Access 
To test our security, we need to try things that we believe should not work (because of our security 
measures) as well as the things that we permitted to succeed. To do this, you will need to connect to 
Oracle as appusr user: 

CONNECT appusr; 

! Note You can find a script of the following commands in the file named Chapter2/AppUsr.sql. 

The next three commands, we believe, will fail because the appusr user has not been directly granted 
access to anything in the HR schema. He only has his default roles, which also do not have access. We 
should see an error message that those tables or views don’t exist. 

SELECT * FROM hr.employees; 
SELECT * FROM hr.v_employees_sensitive; 
SELECT * FROM hr.v_employees_public; 

Now we will execute the procedure that will check our validity, and then set role to hrview_role. 
This should succeed if we are on our corporate subnet (or on the Oracle Database server, itself) and it is 
between 7AM and 7PM: 

EXEC appsec.p_check_hrview_access; 

Then we will test our access to the EMPLOYEES structures in the HR schema. We do not expect the first 
two commands to work; again we should see an error message that those structures don’t exist. The 
hrview_role does not give access to the sensitive data: 

SELECT * FROM hr.employees; 
SELECT * FROM hr.v_employees_sensitive; 

On this last command, we should see the data from the EMPLOYEES table; however, we note that there 
are two columns missing from the data: SALARY and COMMISSION_PCT. 

SELECT * FROM hr.v_employees_public; 
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Audit Trail Logs for the Sensitive View 
Let’s find the audit log entries for this access. HR user does not have access to read the audit logs (if he 
tries, he will be audited), but if you will connect as secadm and execute the following commands, you will 
see the audit logs that were generated by HR querying v_employees_public: 

EXEC sys.p_check_secadm_access; 
 
SELECT OBJECT_NAME, STATEMENT_TYPE, RETURNCODE FROM DBA_COMMON_AUDIT_TRAIL 

WHERE DB_USER='HR' 
ORDER BY EXTENDED_TIMESTAMP DESC; 

While we are still here as secadm, we should try to access the sensitive view and see the audit log 
entries for this failed attempt (secadm cannot read the sensitive view). You will also see logs of the audit 
trail SELECT statements executed by secadm. 

SELECT OBJECT_NAME, STATEMENT_TYPE, RETURNCODE FROM DBA_COMMON_AUDIT_TRAIL 
WHERE DB_USER='SECADM' 
ORDER BY EXTENDED_TIMESTAMP DESC; 

A RETURNCODE of 0 is a success, while a non-zero RETURNCODE indicates a failure. 

Regarding Synonyms 
Synonyms are like extra names for structures in Oracle, primarily for tables and views. The most 
persuasive argument for synonyms is the use of public synonyms. If we create a public synonym for a 
view, then anyone selecting from that view need not prefix the schema name on the view name. HR user 
can do the following to create a public synonym. (Do not do this—this example is for discussion only.) 

CREATE PUBLIC SYNONYM v_employees_public FOR hr.v_employees_public; 

This does not change the security or accessibility of the view or data. However, it permits the role 
hrview_role to select the data without the hr. schema name prefix, as in: 

SELECT * FROM v_employees_public; 

It is also possible to give a name to the synonym that is different from the name of the structure it 
represents, like the following: 

CREATE PUBLIC SYNONYM employees FOR hr.v_employees_public; 

Perhaps this can simplify the name—and if we expected our users to type all their queries at the 
command prompt, this might be helpful. (Do not do this—this example is for discussion only.) You can 
imagine there might also be some confusion for the successor database administrator coming along 
behind the DBA who set this up. An employee might complain that they cannot select from EMPLOYEES, 
and the successor administrator might reply that no one can, not knowing that the employee was talking 
about the synonym, not the table or view. Also, if ever the view hr.v_employees_public is dropped 
(deleted), the synonym will be broken. 

An individual user might create a private synonym for her own use (use by only that specific 
user/schema). She might do this so she can call HR.EMPLOYEES by her favorite term, “PEERS.” However, 
when she tries to share any database queries or code with her associates, they will be frustrated by her 
private synonyms. Queries using her private synonyms won’t work for others. 

I have also observed attempts to incorporate synonyms into a security strategy, hiding the original 
table with a public or private synonym by the same name. It would be foolish to trust in such a ruse. 
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Probably the best reason for synonyms is to make it slightly easier for programmers to write code, by 
not having to remember to prefix the table and view names with those pesky schema names. However, I 
have observed application failures when a table or view is migrated from a development environment 
(Oracle instance) to production, but the public synonym is left behind. I know this should never happen, 
but it does. Then the data is there in production, but the application fails, because it is missing the 
synonym or merely missing the schema name in the code. That can be very difficult to troubleshoot. 

I recommend that you rarely if ever use synonyms, and that you just make the developers address 
the tables and views where they reside, with the schema name prefix. I don’t really expect everyone to 
follow my advice, but please at least consider it. 

One further argument for synonyms is to be a reference to a structure on another database instance. 
In this case, the synonym can also include a database link. I can’t really argue against that use of 
synonyms, because it is certainly easier to specify and update if the database link name changes. I do 
caution that you need to protect data wherever it appears, even across database links. There should also 
be restrictions on the visibility and use of production data in non-production environments; and even 
more so, vice-versa. 

Chapter Review 
Now you have a security administrator user who is not a DBA, but who can handle most of the Oracle 
security tasks required. Also, you have an application security user who will be handling the transactions 
we require for Oracle application security. 

You have locked down our Oracle database and added some basic auditing, and learned about the 
data dictionary views. We discussed roles: predefined roles, default roles, non-default roles, and secure 
application roles. In our first foray into application security, we built a couple of secure application roles 
and the procedures that protect them. 

In the application data schema, HR, we distinguished between sensitive and non-sensitive data and 
created a public view of only the non-sensitive data. We also created a view of both the sensitive and 
non-sensitive data, but we haven’t permitted anyone to see that yet. Then we viewed the audit trail logs 
for entries related to our sensitive view of EMPLOYEES. 
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Secure Java Development Concepts 

This chapter goes beyond what would traditionally be covered in a chapter on Java security, and it does 
not cover strictly Java security topics in depth. Rather, it addresses fundamental Java development 
concepts. We should make sure that we are on a solid foundation in Java development. You can develop 
very secure code in Java, but if you do not realize what you are doing, your code can be unwittingly 
insecure. 

This chapter will also help Java Integrated Development Environment (IDE) programmers better 
understand the development process outside of the tools (such as JDeveloper, NetBeans, or Eclipse). 
IDEs do a pretty good job, but do not blindly trust one to understand and enforce secure development 
practices for you. If you have a strong background in Java, this chapter may be unnecessary—in that 
case, just skim it to see if there are any areas you need to review. 

Java Development Kit 
The Java Standard Edition (SE) Java Development Kit (JDK) is available both stand-alone and bundled 
with Sun’s (Oracle’s) IDE, NetBeans. You can download either one from Oracle’s web site at 
java.sun.com (www.oracle.com/technetwork/java). You will need JDK 1.5 or later, and you will find that 
earlier versions, such as 1.5, may only be available on the Previous Releases web page. 

We need JDK 1.5 or later because that is the version of the JDK that has been included in the Oracle 
database: the Oracle Java Virtual Machine. We will discuss virtual machines shortly. We want to have at 
least that same revision level of Java on our workstation as on the Oracle database. 

You can also download the Java Runtime Environment (JRE.) Because you are downloading the JDK, 
you do not need to also download the JRE. A JRE is that portion of the JDK required to run Java 
applications, but it does not have the tools required to compile Java. 

If you have a Java IDE installed, then you also have the JDK included with your IDE. If that is version 
1.5 or later, you can simply use the JDK that came with your IDE. 

Oracle Java Database Connectivity 
Download a copy of the Oracle Java Database Connectivity (JDBC) code library from Oracle’s web site at 
www.oracle.com/technetwork/indexes/downloads. Scroll down to [Drivers]. The file you download can be 
for the latest release of Oracle database (11g) and must be suitable for JDK 1.5 or later. Note, however, 
that you should not use JDBC drivers that are later than the JDK you are using (e.g., do not use ojdbc6.jar 
with JDK 1.5). So you will download ojdbc5.jar, or ojdbc6.jar if you are using JDK 1.6 or later. 
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JAR File Directory Separator 
A Java Archive (JAR) file (like the ojdbc6.jar file that we downloaded previously) is a compressed 
directory tree with compiled Java files and other files for use as a set. You can, and later we will, create a 
JAR file with the JAR utility in the JDK. You can look at the contents of a JAR file with any ZIP utility. 

In a JAR file, you would find a directory tree. For example, inside the ojdbc6.jar file you would see 
these directories (and many others): 

/oracle 
/oracle/sql 

In the /oracle/sql directory, you would see files like ARRAY.class. The ARRAY.class file is a compiled 
Java file. 

Do not be disturbed by my use of the / (slash) for a directory separator character. This is the 
standard separator character for UNIX, and it is the default for Java. Java will understand slash, but the 
standard Microsoft backslash must be escaped (explained) to Java, in most situations. The backslash 
serves another purpose in Java as the escape character itself, so an escaped backslash looks like this \\. 
The following two filenames are equivalent in Java on a Windows box, but I will always use the first style. 

"C:/Program Files/Internet Explorer/SIGNUP/install.ins" 
"C:\\Program Files\\Internet Explorer\\SIGNUP\\install.ins” 

Java Packages 
We don’t have the Java code of the Oracle JDBC drivers, but we can deduce that the code of the ARRAY 
class (mentioned previously) was in a file named ARRAY.java. And in that file was a package statement: 

package oracle.sql; 

Notice how the package name correlates with the directory tree, using a dot (.) separator character 
for the package, instead of a slash for the directory. At Oracle, the corporate developers keep the file 
ARRAY.java in a directory named sql, which is in a directory named oracle. They compile the class in a 
matching directory tree. And they create the JAR file by collecting all the compiled content, starting with 
the oracle directory. 

You need to keep this fundamental concept in mind: packages equal directory paths. Packages also 
provide security and affect how we reference Java code and how we compile and run it, as we shall see. 

Development at Command Prompt 
I have coached many developers, new and experienced, who have primarily accomplished their Java 
development efforts or education with an IDE. When I ask them to do any troubleshooting or test their 
application from the command prompt, often they don’t know where to begin. I believe you need to be 
prepared to execute (run) Java from the command prompt, and we will be doing some of that here. 

Environment 
When you get to the command prompt and you want to compile or run your code, you will need a 
couple of operating system environment settings: your PATH to find the JDK executables, and your 
CLASSPATH to find your code and the Oracle JDBC code. From wherever the recent JDK executables exist, 
they are able to find their own libraries of code (Java can find Java libraries, although it hasn’t always 
been that way), so you don’t have to specify them in the CLASSPATH. 
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Let’s imagine that you have installed the JDK in this directory: 

C:\Program Files\java\jdk1.6 

Imagine you also placed the Oracle JDBC file at this location: 

C:\Program Files\java\ojdbc6.jar 

You do not need to set the environment variables, but the difference in Java command line syntax is 
significant. Following are two examples of running the Java Oracle application MyApp from the command 
prompt. In the first command, we have set and rely on our environment settings. The second would be 
required if we do not have our environment set. 

java MyApp 
C:/Program Files/java/jdk1.6/bin/java –cp “.;C:\Program Files\java\ojdbc6.jar” MyApp 

You can readily see how much easier it is to run from the command line if your environment is 
properly configured. If you’re running Windows XP or later, then right click on My Computer on the 
desktop and choose Properties, or right-click on Computer in your Start menu and choose Properties. 
Select the Advanced tab or button and click on Environment Variables. At the top, create two (new) user 
variables (or modify existing) with the settings listed in Table 3-1. 

Table 3-1. Environment Variables 

Variable Name Variable Value 

PATH C:\Program Files\java\jdk1.6\bin; 

CLASSPATH .;C:\Program Files\java\ojdbc6.jar;%CLASSPATH% 

 
The PATH user environment variable will be automatically appended to the System PATH, and will 

tell Windows how to find the Java compiler (javac.exe) and Java runtime (java.exe) executables. 
Beware that even after setting your path, there might be other java.exe executables earlier in the 

PATH. Assure that the versions of javac.exe and java.exe are both 1.5 or later. Open the command 
prompt from your Start menu and check the results of these commands: 

javac –version 
java –version 

In the CLASSPATH user environment variable, we are saying several things. First of all the dot (.) tells 
Java to find classes in the current directory. Trust me, you do not want to be caught asking Java, “Why 
can’t you find the file—it’s right here?” The second thing we point to is the Oracle code in the ojdbc6.jar 
file—we want Java to automatically find that code. And the third thing we are saying is that we want 
whatever system environment CLASSPATH already exists (%CLASSPATH%) appended to our CLASSPATH. 

Just to elaborate a bit, the CLASSPATH is a list of places that we want Java to look for compiled classes. 
These places are really just starting points, and can include directories (like our “dot” current directory) 
and archive files (JAR files or ZIP files). When we compile or run our own code and need to use existing 
code, we can find it along the CLASSPATH. Java opens archive files and looks at the included directories 
and files to see if what we need is there. If I refer to oracle.sql.ARRAY in my code, Java will eventually 
open the ojdbc6.jar file from the CLASSPATH and find the oracle directory. It will then continue to find the 
sql directory, and from there, the ARRAY.class file. 
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Beginning Java Syntax 
Let’s put a couple Java code files on display here so that we can talk about some specific programming 
concerns with concrete references. For discussion only, we will have two .java files exist in a directory 
named mypkg, and mypkg is in a directory named javadev. The directory structure and filenames look like 
this: 

javadev/ 
         mypkg/ 
                MyApp.java 
                MyRef.java 

! Note You will find the files in the javadev/mypkg directory. 

Consider the following code listings for our two Java files, shown in Listings 3-1 and 3-2. Note that 
these files don’t do anything, but they are valid Java code. 

Listing 3-1. MyApp.java 

package mypkg; 
import oracle.sql.ARRAY; 
public class MyApp { 
    ARRAY myArray; 
    MyRef myRef; 
} 

Listing 3-2. MyRef.java 

package mypkg; 
public class MyRef { 
} 

We will cover several aspects of the syntax of Java code here, but we will be introducing the bulk of 
the syntax a bit later. Notice that both of the Java code files begin with the declaration of their package. 
Looking at MyRef.java, we see the simple declaration of the class with the modifier public. The code for a 
class is enclosed in a pair of curly brackets ({}). Each .java file must have only one top-level class 
declaration, and the top-level class must be named identical to the file (in this case, MyRef). 

! Note Often these top-level classes are declared public, but they don’t have to be. They cannot be private or 
protected, but they can be default, or package accessible with no modifier.  

Another observation at this point is in the MyApp.java file. First, we have an import statement, import 
oracle.sql.ARRAY. A statement like this is required every time you use a class from a different package. If 
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we were using lots of classes from the oracle.sql package, we could import them all with the shorthand 
statement import oracle.sql.*. Because MyRef is in the same package as MyApp, we do not need to 
import MyRef, even though we do refer to it in MyApp. 

Also notice that, inside the class definition (between the curly brackets) of MyApp, we have declared 
two member classes: one instance (copy) of ARRAY that we will refer to as myArray, and one instance of 
MyRef, which we will refer to as myRef. Notice that Java is case sensitive: compare myRef with MyRef. 

I will be using the terms member and instance frequently. Briefly, in object-oriented parlance, an 
object that is created in computer memory is an instance of whatever kind of class it is; we call the 
creation of objects instantiation. The object that is created by another object and referenced therein is 
called a member of the object that created it. 

Byte Code Compilation and the Java Virtual Machine 
I have already used the word compile, and you will see it a lot in this book. In Java, you will write human-
readable code and place your code in files with a .java extension on the filename. In order to run the 
code, it first needs to be compiled. The compile step creates a file that humans cannot read with a .class 
extension. This .class file cannot be executed by the computer operating system; it is in byte-code 
format. Class files are run by the Java Runtime Environment (JRE) executable, java.exe. 

The Java runtime creates a Java Virtual Machine (JVM) in computer memory that can interpret and 
run the byte code. The value of having a JVM read and run the byte code is that, in most cases, the byte 
code can be written once, run anywhere–a fundamental goal of the Java language. You write it and 
compile it wherever it is convenient for you, the developer, and then place it on any computer with a 
compatible JVM to be run: in a workstation, server, browser, cell phone, or web server. The JVM handles 
all the specifics of talking to the operating system and to the hardware. 

We will see the power of this concept in our code, which we will write, compile, and run on our 
workstation. We will then load it onto an Oracle database (actually, we will store it in the database), and 
have the Oracle JVM run it also in Oracle. 

Using the Java Compiler 
The JDK has a number of command-line utilities in the bin subdirectory. One of these is the primary Java 
compiler, javac.exe. Another is the primary Java executable for running applications, java.exe. 

To compile Java code, you execute javac.exe, passing the name of the Java code file as a parameter, 
like this (assuming your command prompt is in the directory javadev/mypkg): 

javac MyApp.java 

You must include the .java extension on the code file name. This command will find the file 
MyApp.java in the current directory and, if successful, it will place a compiled Java file named 
MyApp.class in the current directory. This is true whether or not MyApp is in a package. If MyApp.java 
refers to other compiled classes that are not in the current directory, then they must be found along the 
CLASSPATH (for example, the compiler can find oracle.sql.ARRAY when ojdbc6.jar is listed in the 
CLASSPATH). 

If there are other Java code files referred to by MyApp that can be found along the CLASSPATH, and the 
code has not been compiled or has been updated since the last compilation, then javac.exe will compile 
those classes also. The referenced code will be compiled and the compiled class file will be placed in the 
same directory with the referenced Java code file. For example, MyRef.class will be placed in the same 
directory as MyRef.java. 

Additionally, you can compile multiple Java classes or all in a specific directory by specifying a 
wildcard, like this: 
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javac *.java 
javac mypkg/*.java 

Finding Referenced Code/Classes 
There is a “gotcha” with compiling Java that you need to understand and anticipate, or at least quickly 
recognize. When your code refers to other Java code that is not on your CLASSPATH, the Java compiler will 
not find the code, even if the referenced code is in the current directory. Let’s imagine your code is in 
package (directory) named mypkg and that your MyApp.java refers to MyRef.java in the same package. If 
your CLASSPATH does not refer to the parent directory of the mypkg subdirectory, then javac.exe will not 
find the MyRef.java file. Having dot (.) in your CLASSPATH will not fix this gotcha, because the mypkg 
directory is not in the current directory, rather we are in mypkg. Remember, CLASSPATH (even dot) is 
merely a list of starting places for packages. Looking in the current directory, we cannot find the package 
(subdirectory) named mypkg nor the code or class file named mypkg/MyRef.class. 

One way to correct that gotcha is to change directories to the parent of mypkg. Once there, you can 
compile your code, and the dot (.) in your CLASSPATH will find the referenced code in the mypkg directory. 
In this case, however, you need to tell javac.exe that your MyApp.java code is in a subdirectory (both the 
forward and back slashes are acceptable as directory separator characters in this context), like this: 

javac mypkg/MyApp.java 

That is a valid approach, but probably the best way to address this issue is to have a development 
directory (like javadev) and to place all your package directories underneath that directory. Then add 
your development directory to your CLASSPATH. 

set CLASSPATH = C:\javadev;%CLASSPATH% 

Often, especially if you manage your development using an IDE, you will not be able to put your 
packages in a single development directory. Each project will store files in a separate directory. 

Perhaps now you are thinking, “Man, I’m just going to let the IDE handle all this for me!” I don’t 
want to disparage IDEs, but being satisfied to take that approach is like voluntarily going to jail because 
work is hard. Don’t quit working hard! Often you don’t need an IDE to write, compile, and run your 
code, so take those opportunities to work at the command prompt. Once you set your environment 
variables, it is just a matter of knowing about packages and CLASSPATH and recognizing problems. 

Running Compiled Code  
Once your code is compiled, running (executing) it can be easy: 

java mypkg.MyApp 

Please observe that to run a Java class, you need to specify the package it is in. There is no shortcut 
around this. 

The same requirements for finding all classes needed for your application along the CLASSPATH apply 
for execution as they do for compiling. In order to run your Java code as just shown, java.exe needs to 
be able to find the mypkg package in one of the starting points listed in CLASSPATH. In our example, if you 
are in the javadev directory and you have the “dot” in your CLASSPATH, then java.exe can find mypkg, and 
can run your code in mypkg/MyApp.class. This must be true for all classes that your code refers to, like 
oracle.sql.ARRAY. For that reference, java.exe needs to find ojdbc6.jar listed in CLASSPATH. 

There is an alternative to having CLASSPATH defined in your Operating System environment. You can 
pass CLASSPATH to java.exe, or javac.exe for that matter, using the -cp parameter. 
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java -cp “.;C:\Program Files\java\ojdbc6.jar” mypkg.MyApp 

In this example, we alert java.exe that the CLASSPATH parameter (-cp) is provided. The quotation 
marks are required, because there is a space in the directory name Program Files. Note that forward 
slashes would also work in this context. 

Java Code and Syntax Concepts 
I’m going to give a brief example of Java code. It is 20 lines long and not too complex, but it will 
introduce you to many Java syntax concepts. You do not need to memorize the details of these 
concepts—they will present themselves in every program you write in Java. 

Throughout the following discussion, we are going to consider some aspects of the code in Listing 3-
3. Keep a bookmark at this page for reference as you read the next few sections. 

Listing 3-3. MyApp2.java 

package pkg2; 
import oracle.sql.ARRAY; 
import mypkg.MyRef; 
public class MyApp2 { 
    private ARRAY myArray = null; 
    static MyRef myRef; 
    public static void main( String[] args ) { 
        MyApp2 m = new MyApp2(); 
        MyRef useRef = new MyRef(); 
        m.setRef( useRef ); 
        ARRAY mA = m.getArray(); 
        myRef = new MyRef(); 
    } 
    public ARRAY getArray() { 
        return myArray; 
    } 
    void setRef( MyRef useRef ) { 
        myRef = useRef; 
    } 
} 

! Note Find this code in the file named javadev/pkg2/MyApp2.java 

Continuing our previous discussions about Java syntax, we see that this new code, MyApp2.java, is 
in a new package (directory), pkg2. For that reason, we have to import (refer to) the MyRef code in our 
original package. Recall that both of those packages need to be found from some starting point in your 
CLASSPATH in order to compile and run this code. 
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Methods 
In the code for MyApp2 (MyApp2.java) you will see three blocks of code named main(), getArray(), and 
setRef(). Find them by looking for open and close curly brackets within the curly brackets that define 
the body of the class MyApp2. These three blocks of code are called methods (programmers may think of 
them like subroutines or functions). 

Each standard method requires two things: a set of parentheses where parameters (input values or 
objects) may be passed to the method, and a declaration of the return type (being handed back to 
whatever code called the method). When I mention methods in this text, I will append the open and 
close parentheses. Later, I will discuss in more detail the public and private modifiers. For now, know 
that they are not return types. 

Look at the middle method first. getArray() has an empty set of parentheses that indicates it 
doesn’t take any input parameters. Before the name of the method, it has the word ARRAY, which shows 
that it returns an object of type ARRAY. 

Notice that both the main() and setRef() methods have a return type of void, which is a way to say 
that those methods do not return anything. 

The main() method takes a single parameter named args, and the type of that parameter is an array 
of Strings. String is the term for a series of characters, like the word “tremendous,” or the sentence, 
“This is good!” An array of any type is indicated by open and close square brackets ([ ]). Any single 
element in the array can be referenced by placing an integer in the square brackets to indicate its place, 
its index. For example, args[0] is the first element of the array of Strings passed to the main() method. 
When defining an array, you can put the square brackets on either the type or the name; the following 
are identical: 

String[] sAr; 
String sAr[]; 

There is another kind of method that is different from the standard methods—it is called a 
constructor. Constructors are called when an instance of a class is created in computer memory. 
Constructors do not have a return type, and the name of the constructor method is the same as the 
name of the class. For example, a constructor for MyApp2 might look like this: 

public MyApp2() { 
} 

Notice that there is no return type indicated. If you do not define a constructor in your code, your 
class will use the default constructor, which would look very much like this example constructor. Also 
compare this default constructor with the MyApp2 class definition; they are very different things, but bear 
some resemblance: public MyApp2() { compared with public class MyApp2 {. 

Values 
In our example code for MyApp2, shown in Listing 3-3, we have statements where we set a member 
variable equal to a value. For example, we said the following: 

ARRAY mA = m.getArray(); 

In describing this statement, I am as likely to say, “set mA equal to m.getArray()” as I am to say, “get 
m.getArray() into mA.” But what I should be saying, and what you need to understand, is that the 
member variable mA is a pointer to an object of type ARRAY. What I am doing in this statement is setting 
the value of the pointer to the address in memory of the object that is returned by m.getArray(). Even 
this is not precise. It is more precise to say that m.getArray() is returning a pointer to the location of an 
ARRAY, and I am setting the pointer mA to that same location. 
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This matters, because you need to remember that you are never replicating an object when you pass 
it around and set member variables equal to it, you are merely setting more pointers to the same 
location. The only time an object is created is when you instantiate it by a call to new or some method 
that generates a new object and returns it. We will also look at the clone method, which can be used to 
return the address of a new copy of an object instead of returning the address of the original object. 

The following examples might help. In the first, we just point another member at the existing object; 
and in the second, a new object is created and we point the new member variable at it. When we set the 
name member in the first example, we set the value in the originally existing object; and any other code 
that points at the original object will see the changed name. In the second example, the change, so far, is 
only seen locally. 

ExampleObject newMember = existingObject; 
newMember.name = “New Name”; 
 
ExampleObject newMember = new ExampleObject(); 
newMember.name = “Another Name”; 

Something different happens with primitive values. They are not Java objects and their value, rather 
than their address, is passed in all references. 

Members 
Objects have both methods and members. Members in object-oriented programming are variables. By 
variable, I mean a pointer. This variable might point to a primitive—like an int (integer)—or a Java 
object (like a Date class). In Java, Strings are objects, not primitives. Plain old arrays are also objects 
(with no methods). 

Often, both methods and variables are referred to as “members” of a class, but I prefer to say 
“methods and member variables. In this discussion, methods are not called members. And also, member 
variables are correctly referred to as fields. I can’t help throwing that in once in a while. If I used the 
terms fields and methods I wouldn’t need to say members; but I like the word members and am in the 
habit of saying it, so I will say members and methods. 

In our sample code, MyApp2 has several members. The first two we see are named myArray and 
myRef. Those are both class member variables, because they exist in the class, outside of any methods, 
which you can see from the code (repeated in the following). Methods know about the class member 
variables as you can see in the getArray() method, which returns the class member myArray. You can 
also see that the setRef() method sets the value of the myRef class member to be equal to the parameter 
that is passed to the method, useRef. 

    private ARRAY myArray = null; 
    static MyRef myRef; 
    public ARRAY getArray() { 
        return myArray; 
    } 
    void setRef( MyRef useRef ) { 
        myRef = useRef; 
    } 

If you look for a minute at the main() method (repeated in the following), you will see that there are 
three members declared: m, useRef and mA. These are method members, because they exist solely in the 
method. Note that they can be handed around to be used elsewhere. For instance, the main() method 
hands useRef to the method m.setRef(), which then sets the myRef class member (remember, we are 
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handing and setting memory pointers or references). The main() method is unique, and I will discuss it 
more when I cover the static modifier, a little later. 

    public static void main( String[] args ) { 
        MyApp2 m = new MyApp2(); 
        MyRef useRef = new MyRef(); 
        m.setRef( useRef ); 
        ARRAY mA = m.getArray(); 
        myRef = new MyRef(); 
    } 

Objects 
The words object, class, and instance are practically interchangeable. You have classes (theoretically) 
before you create any instances. An instance only exists when you instantiate a new one in memory. You 
have objects that you can move around and store even if you don’t know what type they are. Objects can 
be placed on disk or sent across the network, even when they don’t exist as instances in memory. 

So, you create an instance in memory of a class type, which is an object that can be moved out of 
memory (stored on disk), at which point it is not an instance, but can still exist as an object. 

Classes and Null 
I have already used the term instance in our discussion. In Listing 3-3, there are three instances of classes 
being created. To pick out the instances, look for the word new. Whenever you see the statement new, an 
object is being instantiated. 

Sometimes you will call other classes in order to get an instance of some type; however, even though 
you don’t use the word new in your code, that word was used somewhere down the line to get the 
instance. In the example code for MyApp2, we see the main() method setting the member mA equal to an 
ARRAY that is returned from the method getArray(). You may notice that the getArray() method in 
MyApp2 does not use the new statement, and when we define myArray at the class level (top), we do not say 
new. Instead, we used the word null in the definition. When the method getArray() returns myArray, it is 
returning a null instead of an instance of ARRAY. And when the main() method set mA equal to what’s 
returned from getArray(), it is setting mA equal to null. This is not very productive, but it is valid Java 
code. 

To explain null, we will consider what the following statements mean: 

MyRef useRef = new MyRef(); 
new MyRef(); 
ARRAY myArray; 
ARRAY myArray = null; 

The first line instantiates a new instance of MyRef class and assigns a member reference (name) to it. 
The name we will use is useRef. 

We can instantiate a new instance without assigning it to a name as in the second line. This is often 
done in graphical user interface (GUI) apps when they get started. The initial Frame is instantiated and 
displays itself on screen—no name is required. 

We can also create a new name for a certain type of class and not assign it to any instance, as in the 
third line. The fourth line is identical in effect to the third line except that in the fourth line we are 
specifically telling Java that we are assigning the member name myArray to a non-existent instance, 
hence null. In effect, myArray points at no memory location. 
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We say that member variable names point to instances. At any time, we can point a member 
variable name at another instance. In hardware, this actually works out to pointing the member at an 
address in memory. When we point the member at null, we are saying that it doesn’t point to any 
address in memory. 

Garbage Collection 
A Java application in computer memory can be pictured as a basket full of Java objects, all referencing 
one another, calling each other’s methods and returning data, and getting and setting one-another’s 
members. In Java, we do not have to manually keep track of what objects are in use and release the 
memory of unused objects, the Java runtime does that through a process called garbage collection. 
When an object is no longer referenced by any other object in the basket, it falls out of the basket. It 
doesn’t disappear until the periodic garbage collection process walks through memory and sweeps the 
fallen objects away. 

Primitives 
In addition to objects (described previously), we have Java primitives. Some of the primitive types are 
int (integer), byte, and char (character). Member variables can be of types from both the Java classes 
(objects) and the primitives (values). 

Primitives do not have any methods and do not have any members. You can have arrays of 
primitives, just like arrays of Java objects. 

There are also Java classes that encapsulate the primitives, letting us hold primitives in an object 
instance and retrieve primitives from an instance. For example, Integer, is a class that can encapsulate 
an int. From Integer, we can get the int value of a String by calling Integer.parseInt( String s ). 

Some Java constructs can only handle objects, not primitives; for example, a Vector (a dynamic 
array object), so we will need to encapsulate our primitive values if we intend to store them in a Vector. 

Strings 
A String is an immutable Java object, meaning you can’t change it; however, you can replace it with 
(point your member variable at) a new String. String has methods that look like you are changing the 
object, but that is not the case. For example, you might call the String.toUpperCase() method: 

myString.toUpperCase(); 

This invocation of toUpperCase() does not change the value of myString at all, but it has a return 
type of String, and what gets returned is the value of myString in uppercase. The only way to set 
myString to uppercase is to set it equal to the return value. In effect, you are setting myString to point at a 
new uppercase String that is created by the toUpperCase() method: 

myString = myString.toUpperCase(); 

A very common error when handling Strings is to try to compare them like you can do with the 
primitive types, using equal signs for instance: 

if( stringOne == stringTwo ) 

This is frighteningly valid code, but does not accomplish the test you intend. It is as bad as 
accidentally using one equals sign in a test like this: 

if( int1 = int2 ) 
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I imagine this intended to compare int1 with int2, but it ended up setting the value of int1 equal to 
the value of int2. Bad, very bad—too bad. 

Because String is an object, you need to treat it like an object and call its methods for comparisons. 
We call String.equals() method to compare Strings. 

if( stringOne.equals( stringTwo ) ) 

This requirement for using methods of objects to do comparisons applies to all object types. 
However, it is most common to run into coding errors in this regard when dealing with Strings: they 
probably appear to programmers to be more like the primitives. 

Static Modifier and the main() Method 
You have seen the modifier static already. It was in our code example in the definition of the main() 
method, and in the definition of the myRef member. Both members and methods can be static. To 
describe what static means, let me step back for a second. 

Imagine you executed java.exe and are running some Java code. Picture the JVM holding a bunch of 
objects (instances). If our code created 100 instances of the MyApp class, each one would have certain 
aspects of our MyApp.java code; however, some aspects would only exist one time in the JVM. Those 
things that only exist one time per JVM are labeled static. Items that are static exist outside any 
instance of MyApp and are shared by all. An interesting phenomenon that results from existence outside 
an instance of a class is that those aspects of the class that are static are available even when you 
haven’t created an instance. 

For example, the first line in my code could be this: 

if( MyApp2.myRef == null ) { 

In that line, I do not have an instance of MyApp2 that I’m referring to by name; rather, I am referring 
to the class itself and testing the value of the static class member variable, myRef. 

Now, this is precisely what we need to start running some Java code. By default, if I execute java.exe 
and give it a class name to run, it will run the main() method. If I provide any arguments on the 
command line when I execute java.exe, these arguments will be passed to the main() method as 
parameters: an array of Strings. For instance, if I give this command: 

java MyApp2 this is a test 

Then there are four arguments passed to the main() method of MyApp2: this, is, a, and test. 
Here is the definition of main() from our code: 

public static void main( String[] args ) { 

After I describe the modifier public in the next section, you will know the meaning of that entire 
definition. This specific syntax for the main() method is identical for any class that you want to run from 
the command prompt (except that you can call the array of Strings, the arguments, anything you want, 
not just args). 

We need to have a static method to start running Java code, because at that point we have not 
instantiated any classes. Look again at the main() method in Listing 3-3 (repeated in the following). We 
do something there that is quit typical. In the main() method, we instantiate an instance of the class 
itself—we create a new MyApp2 instance, named m. To use the non-static methods of MyApp2, we need to 
call them within our instance of MyApp2, so we call m.setRef() and m.getArray(). The m. prefix indicates 
that we are calling the methods of our instance of MyApp2 named m. 

    public static void main( String[] args ) { 



CHAPTER 3 " SECURE JAVA DEVELOPMENT CONCEPTS 

39 

        MyApp2 m = new MyApp2(); 

        MyRef useRef = new MyRef(); 
        m.setRef( useRef ); 
        ARRAY mA = m.getArray(); 
        myRef = new MyRef(); 
    } 

Notice one last thing in the main() method definition. It sets the value of the static myRef member to 
an instance of MyRef. From a static method, only static members of the class can be referenced. If we 
tried to set the value of myArray from within main(), we would get an error at compile time, because until 
we create an instance of MyApp2, there is no myArray member—it is not static. 

Public and Private Modifiers 
public and private modifiers can exist on both methods and member variables. These help delineate 
the items in a class that the user of a class has direct access to, from those items that the user of a class 
cannot see (directly). These are scope modifiers. That is the important thing about public and private: it 
is important because it has some implications for security that we will discuss later. 

In Listing 3-3, the myArray member is private, so someone using this class cannot get or modify 
myArray directly. However, we have provided the method getArray() which is public and can return 
myArray to anyone. 

    private ARRAY myArray = null; 
    static MyRef myRef; 
    public ARRAY getArray() { 
        return myArray; 
    } 
    void setRef( MyRef useRef ) { 
        myRef = useRef; 
    } 

By default, methods and members, like the myRef member and the setRef() method, which are not 
declared as private or public, are generally only accessible to other classes that come from the same 
package. One additional scope modifier is protected. Protected scope is like the default, except it allows 
you to permit subclasses of your class that are defined outside your package to see your members and 
methods. 

One design pattern (approach) declares all the class member variables are private, then sets about 
establishing getters and setters (public methods that provide a way for other objects to get or set the 
private members) to read from and write to the members. This is a feature of JavaBeans, and often of 
Enterprise Java Beans, and lends to their usefulness as components in an IDE. They can be distributed 
and incorporated into an IDE or application server without prior knowledge or definition by virtue of 
their getters and setters—by reflection (or XML definition), the IDE can list the public getter and setter 
methods of a bean and provide access to the private members. 

We have provided a getter method in our example code for the myArray member: getArray(). We 
have also provided a setter method for the myRef member: setRef(); although, our method names don’t 
conform to JavaBeans standards, because we are not writing JavaBeans, and we needn’t implement all 
that boilerplate code. 
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Exceptions 
Good and secure code must have a plan in place for handling errors. Java has included a framework on 
which we can build error (exception) handling. You have several choices when dealing with exceptions, 
and Java helps you accomplish any of the following that you choose: 

• Do nothing with the exception, but throw it to the code that called the code with 
the exception. Throwing exceptions generates a stack trace, which lists the place 
(line number and code) where the exception occurred and the place that called 
this block of code (method) and the place that called that method, and so on. You 
can print the stack trace and see where you were and what happened. Often, the 
exception itself will tell you why the exception happened; no further 
troubleshooting required. 

• Catch the exception and deal with it locally, and then either continue running or 
break out of the code, or even throw the exception after catching it. 

• Catch the exception and throw a different exception. 

Exception Handling Syntax 
Let’s explore some of the syntax and functionality of exception handling. Listing 3-4, 
ExceptionDemoA.java, shows two blocks inside the main() method: try and catch, each surrounded by 
curly brackets. They go together, so I have concatenated the catch block to the close curly bracket of the 
try block. In the second block, the catch, we catch the general Exception. 

! Note You can find this Java file and the next file in the folder named Chapter3. 

Listing 3-4. ExceptionDemoA.java  

import java.io.FileInputStream; 
public class ExceptionDemoA { 
    public static void main( String[] args ) { 
        try { 
            ExceptionDemoA m = new ExceptionDemoA(); 
            String mS = m.doWork(); 
            System.out.println( mS ); 
        } catch( Exception x ) { 
            System.out.println( x.toString() ); 
        } 
        System.exit(0); 
    } 
    String doWork() throws Exception { 
        FileInputStream tempFileIS = new FileInputStream( "C:/Windows/win.ini" ); 
        tempFileIS.open(); 
        //… 
        if( tempFileIS != null ) tempFileIS.close(); 
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        return "success"; 
    } 
} 

Notice that the doWork() method is declared with throws Exception. The Exception class is the 
mother of all exceptions and represents any of them. Some of her children exceptions are IOException 
when dealing with files or the network, SQLException when dealing with databases and 
NullPointerException when your Java code tries to call a method of a nonexistent object. We can have a 
separate catch block for each kind of exception that we are anticipating. A method can throw multiple 
types of exceptions that may occur. 

Catching the general Exception would be appropriate whenever we are calling an external block of 
code (in this case, our call to the m.doWork() method) that may throw any number of exceptions. It 
would also be appropriate if, no matter what exception we catch, we handle it identically, as in this case. 

Print the Exception Message to System Output Stream 
Whatever the exception is that we catch, we will print the identity in the catch block using this 
command: 

System.out.println( x.toString() ); 

Every object in Java has a toString() method, including exception objects and the objects that you 
will create. The toString() method is inherited from the Object object – more on that later. The 
toString() method returns a String type, which can be used to provide the identity or some details 
about the object—in the case of exceptions, it provides the exception name.  

System.out.println() sends text to the command prompt window, ending with a line ending 
character. Line ending characters differ from one kind of computer to another, for instance, from 
Windows to UNIX. Lines end with a carriage return character or line feed character or both.   

These terms come from the days of typewriters where the paper rolled around a platen in a carriage 
and the carriage moved from right to left as you typed. At the end of each line, the typist would swing a 
lever that rolled the platen to feed a line, and push the lever to the left, which would return the carriage 
to the start. 

Appending a line ending character to a string means the next character will appear underneath the 
first character on the current line, i.e., on the next line. 

STACKED CALLS 

Note that we call x.toString() in the catch block and pass the returned String immediately as a 
parameter to System.out.println(). We don’t create a String member variable to hold the value before 
printing it. For lack of a better name, I’m going to call this a stacked call. See if you can find two very 
similar examples of such a call in the code in the next section, Listing 3-5, ExceptionDemoB.java. We will 
begin to use stacked calls frequently in Chapter 6. 

Clean Up as part of Exception Handling 
There is a problem with the code of ExceptionDemoA.java in Listing 3-4. (The code is repeated in the 
following). There are things that get done in the doWork() method that need to get undone there as well. 
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Primarily, we open a FileInputStream (probably to read the contents of a file). From there, anything 
could happen—specifically, an exception could occur. 

    String doWork() throws Exception { 
        FileInputStream tempFileIS = new FileInputStream( "C:/Windows/win.ini" ); 
        tempFileIS.open(); 
        //… 
        if( tempFileIS != null ) tempFileIS.close(); 
        return "success"; 
    } 

If an exception were thrown before we close the FileInputStream, then the doWork() method would 
throw the exception to whoever called it (see the throws modifier on the line that defines doWork()). The 
line that closes the FileInputStream (close() method) would never be reached, and in some instances 
the file would remain open. This could have dire consequences for applications running on the 
computer. In many cases, a file that is currently open in one application cannot be read by another, so a 
file that is not closed after an exception might not get backed up, and it might lock up other computer 
operations. 

Clean Up in a finally Block 
With exception handling, there is a third block called finally that can be used, as in Listing 3-5. With 
each try block, there must also be a catch block, a finally block or both. We will rarely have a try 
without a catch block (see the sidebar called “try/finally Tack-on Debugging and Synchronization” 
later in this chapter). The idea is that whether you complete the try block successfully or generate and 
catch an exception before finishing the try, you can do things to clean up in the finally. The finally 
block runs, even if your catch block throws an exception. Look at the syntax of the doWork() method in 
Listing 3-5. 

Listing 3-5. ExceptionDemoB.java 

import java.io.FileInputStream; 
public class ExceptionDemoB { 
    public static void main( String[] args ) { 
        ExceptionDemoB m = new ExceptionDemoB(); 
        System.out.println( m.doWork() ); 
        System.exit(0); 
    } 
    String doWork() { 
        String returnString = "attempt"; 
        FileInputStream tempFileIS = null; 

        try { 

            tempFileIS = new FileInputStream( "C:/Windows/win.ini" ); 
            tempFileIS.open(); 
            //… 
            returnString = "success"; 

        } catch( Exception x ) { 

            System.out.println( x.toString() ); 
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        } finally { 

            try { 
                if( tempFileIS != null ) tempFileIS.close(); 
            } catch( Exception y ){} 

        } 

        return returnString; 
    } 
} 

In doWork() we have a try block around the open() of the FileInputStream. If anything should 
happen to cause an exception to be thrown, we will catch it in the next block. Then whether we have 
caught an exception or not, we will enter the finally block and execute the FileInputStream.close() 
method. 

You might have a couple questions. The first might be, “Why can’t we close the FiIeInputStream in 
both the try and in the catch blocks?” The answer is you can do that. However, repeating code is bad 
practice, and you may have a problem with the close() in the catch block that will cause another 
exception to be handled, thus compounding the troubleshooting effort. 
A second question you may have is. “Why don’t we just put the FileInputStream.close() outside both 
the try and the catch, and skip the finally block?” That is a bad idea because sometimes you will both 
catch an exception and throw it or another exception, like this: 

} catch( IOException x ) { 
    throw new AppException( x.toString() ); 
} 
FileInputStream.close(); 

If this were your code, and you caught an IOException, you would never reach the 
FileInputStream.close() line. The throw statement inside your catch, since it is not caught here, would 
exit the current method, throwing an AppException to whatever code called this method. 

Looking back up at our example, you will see this set of blocks within the finally block: 

        } finally { 

            try { 

                if( tempFileIS != null ) tempFileIS.close(); 
            } catch( Exception y ){} 
        } 

Closing the FileInputStream can throw an IOException, and we need to deal with it (catch it or 
throw it). I choose to catch it and do nothing, at this point. I use this as my standard syntax for a finally 
block. Generally, we are just doing cleanup, and whatever work I might have been doing should have 
been completed, or would have thrown an exception, which I’ve already handled. 

If I can’t clean this up (e.g., close the FileInputStream), then it is true I may need to fix something, 
but if I’ve gotten this far, then I’ve already used the resource, in which case I should be able to close it. If 
I failed to use it, then I’ve already handled a related exception, and another exception here would be 
superfluous. So I usually do nothing inside the catch block that I have inside my finally block. 



CHAPTER 3 " SECURE JAVA DEVELOPMENT CONCEPTS 

44 

TRY/FINALLY TACK-ON DEBUGGING AND SYNCHRONIZATION 

There is one case where I have found the need for a set of try and finally blocks, without a catch block. 
If you have written a method and you need to temporarily add debugging to it without over-cluttering your 
existing code, you can use a try and finally block pair to your advantage. Look at the following skeleton 
of a method named methodName(): 

returnType methodName() throws Exception { 
    try { 
        while() { 
            if() { 
            } 
        } 
        for() { 
        } 
    catch( Exception x ) { 
    } finally { 
    } 
} 

To do temporary spot debugging on this method, we could declare a file output before the try block, then 
write debug messages to it throughout the method. For completeness, security and good practice, we 
would then flush() the file and close() it in the existing finally block. The only problem with that is 
that we have cluttered up our code, and making those changes and then cleaning it up later (removing the 
debugging) gives an abundance of opportunity to introduce more errors. In brief, that approach would yield 
code that appears more like permanent debugging code, like this: 

returnType methodName() throws Exception { 
    PrintStream debugOut = null; 

    try { 
        debugOut = new PrintStream ( new FileOutputStream( “debug.txt” ) ); 

        while() { 
            debugOut.println( “message 1” ); 
            if() { 
            } 
        } 
        for() { 
        } 
    catch( Exception x ) { 
    } finally { 
        if( debugOut != null ) { 
            debugOut.flush(); 

            debugOut.close(); 

        } 
    } 
} 
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We can reduce the potential for introducing errors with a simpler try/finally block pair. If we are seeing 
problems that we know are happening in the while block in our example method, then we can surround 
just that block with our troubleshooting. (Be aware that you cannot break existing blocks by putting a new 
code block around just the open or close of an existing block.) Our solution might look like the following 
(the code in bold has been added): 

returnType methodName() throws Exception { 
    try { 
 
        // temp code 
        PrintStream debugOut = null; 

        try { 
        debugOut = new PrintStream ( new FileOutputStream( “debug.txt” ) ); 

        // to here 
 
        while() { 
            debugOut.println( “message 1” ); 
            if() { 
                debugOut.println( “message 2” ); 
            } 
            debugOut.println( “message 3” ); 
        } 
 
        // temp code 
        debugOut.println( “message 4” ); 
        } finally { 
            if( debugOut != null ) { 
                debugOut.flush(); 

                debugOut.close(); 

            } 
        } 
        // to here 
 
        for() { 
        } 
    catch( Exception x ) { 
    } finally { 
    } 
} 

We have successfully added spot debugging, right where needed, and we have used good coding practice 
by closing our file output in a finally block. Note that if our method is not already catching or throwing an 
IOException, we will need a new catch block before our new finally block, and we will need a set of 
try/catch blocks within our added finally block, around the flush() and close(). Cleaning this up 
(removing the debugging) only requires removing the opening and closing sections of code (our new try 
and finally declarations and the surrounding code we added) and removing each of the 
debugOut.println() statements. 
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When tacking code on like this, it is good to remember the context and the synchronization demands. If 
this were a method that is being called by a multithreaded server application, then we would need to 
assure that only one user at a time will be opening, writing and closing the file. One way to accomplish 
that would be to declare the method to be synchronized (add the synchronized keyword to the method 
signature, before the return type declaration). Another way that doesn’t involve changing the existing 
method signature is to synchronize on an object. It can be any type of object, but it should be a static class 
member so that everyone is synchronizing on the same thing. 

Often you will attempt to synchronize the smallest section of code that you can, and in that case you might 
synchronize each debugOut.println() statement. But in that case you might also need to declare your 
debugOut PrintStream as a static class member. However to add synchronization to our spot debugging, 
we will synchronize a larger section and allow each request of the methodName() method to have 
exclusive access to the debug.txt file from open to close. It will look like this: 

static String synchOnThis = “”; 
returnType methodName() throws Exception { 

    try { 
 
        PrintStream debugOut = null; 

        synchronized( synchOnThis ) { 

        try { 
        debugOut = new PrintStream ( new FileOutputStream( “debug.txt” ) ); 

 
        while() { 
            debugOut.println( “message 1” ); 
            if() { 
                debugOut.println( “message 2” ); 
            } 
            debugOut.println( “message 3” ); 
        } 
 
        debugOut.println( “message 4” ); 
        } finally { 
            if( debugOut != null ) { 
                debugOut.flush(); 

                debugOut.close(); 

            } 
        } }  
 
        for() { 
        } 
    catch( Exception x ) { 
    } finally { 
    } 
} 
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Notice that we open a synchronized block before our added try block, and we close the synchronized 
block (with an extra close curly bracket) after our added finally block. Everything within that 
synchronized block will be executed exclusively by one call to the methodName() method (by one user) at 
a time. 

We are synchronizing on a blank String named synchOnThis. It is a static class member. Let me point 
out how we might capitalize on this synchronization arrangement. Let’s say we have an additional method 
in this same class that we need to debug. We can add identical try/finally blocks and debugging in that 
second method, again synchronizing on the synchOnThis member. Not only will each call to those 
methods get exclusive access to write to our file, but also a call to either method will have exclusive 
access—e.g., someone in our first method cannot have access to the file while someone in the second 
method has synchronized on it. If you want to debug a method in a different class to this same file, you 
can synchronize on the same static member, synchOnThis in this class. 

There is one assumption in synchronization that you must understand: synchronization is only effective 
within a single JVM. If you have, for example, two web servers on the same computer, each one will likely 
be running its own JVM. Those two JVMs cannot coordinate synchronized access to a file (for example). So 
if one of the JVMs is writing to the file, the other JVM may try to write to the file at the same time. That will 
likely fail. 

Exception Handling Approaches 
There are a variety of philosophies and practices regarding exception handling. I have not seen any 
proposals that I have entirely agreed with. However, I do have practices that I like, and I do try to be 
consistent. Allow me to propose a few ideas that help define my approach. 

Don’t Code Multiple Exceptions When One Will Do 
I find that it is a very rare circumstance that will provoke me to do one thing for one specific exception 
thrown in a try block, and a different thing for another kind of exception in the same block. So I usually 
only have one catch block per try block. One “exception” to this rule is when I am throwing generic app 
exceptions (more on this is a bit). 

Additionally, I will frequently have try and catch blocks inside other try and finally blocks. You 
have already seen me do that in the finally block listed previously. 

Catch and Handle an Exception Where It Occurs 
Deal with the exception immediately. If you’re not sure what to do in the current method, it will be even 
harder to do something from a more remote method. An “exception” to this is when your design is 
intended to throw exceptions in order to create a complete stack trace. 

I’m thankful that the classes provided by Sun and Oracle corporations are designed to throw their 
exceptions to my code. They are certainly not in a position to handle them like I as the application 
programmer can. But it’s true for you like it’s true for me, what my graduate professor once said: “You’re 
the doctor now.” It’s your job to deal with the exception. 

It almost goes without saying that there are many times when the best way to deal with an exception 
is to ignore it. One way I frequently ignore exceptions is by returning a blank String. Let’s say, for 
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example, you are passing a phone number that you selected from Oracle database to a Java method that 
formats phone numbers with parentheses and dashes (e.g., (800)555-1212). However, the current record 
has a null phone number. You wouldn’t want to throw an exception for that trivial concern. You can do 
one of 2 things (or both):   

1. Test if the incoming phone number is null and immediately return a blank 
String. 

2. Format whatever, and if it throws an exception, return a blank String—but 
don’t throw an exception from your phone number format method. 

Why wouldn’t you just take approach number (1)? Well there might be other problems with 
formatting a phone number besides a null value. What if the phone number is too short or contains 
alphabetic characters? Therefore, to prevent throwing an exception for this simple formatting problem, 
we would prefer approach number (2). Note that this example is for data coming from a database, if you 
were dealing with user input, you would probably want to notify the user of format problems so they 
could fix them. 

Give Feedback from Your Catch Block 
Some exceptions need to be documented and communicated, especially in those cases where a system 
administrator needs to take immediate action to correct an error, or when the application programmer 
needs to fix a processing problem. In those cases, sufficient situational details (like the stack trace and 
the data being processed) need to be transmitted. There are three common ways to transmit the data:   

• Log it in an error log file or database. 

• Send an e-mail or other message to an on-call support address. 

• Print a message to the console or application window. 

In client/server applications, the application user is rarely the person who needs to get the error 
details, so sending that data to the console or application window will not help solve the problem, but 
you do need to inform the user that there is a problem, with a sensible message like, “An error has 
occurred. We have informed the administrator. Please try again later. Thank you.” 

If an error is not likely to be urgent, you might rely on logging the details and hope the administrator 
reviews the logs at some time; otherwise, you may need to send a message directly to the administrator 
by e-mail or some other messaging system. 

Govern the Amount of Exception Reporting in Any Major Outage 
When catching exceptions and logging or sending e-mails or other messages, beware of the potential to 
make the problem worse by excessively reporting the problem. When everyone in your organization 
runs into the same problem at the same time, you don’t want your administrator’s e-mail to fill up 
immediately with 1,000 or 10,000 of the exact same error messages. You need to govern the flow. 

My approach (not detailed here) is to send the first 10 identical messages, then every tenth in the 
first hundred, then every hundredth. In this way, the administrator gets less than 30 messages, even if 
1,000s are generated. 
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Consider Throwing A Generic Exception 
For web applications, I have used the approach of throwing generic exceptions. No matter how deep you 
are in an application’s methods, when you catch an exception, you deal with it, and then throw a generic 
application exception. The exception you throw is nothing special – it is an ordinary exception that 
extends Exception perhaps, but has no other members.  

Why would you create such a façade as a generic exception? We need something simple and unique 
to our application that we can use like a flag. The generic exception is a flag that lets us know that we 
have already dealt with the exception and are just notifying the chain of command. In all application 
methods, no matter how deep, you also catch this generic application exception. Let’s call this façade 
exception GenAppException. Your standard try/catch syntax would look like this: 

try { 
        … 
} catch( GenAppException g ) { 
        throw g; 
} catch( Exception x ) { 
        // Deal with x 
        throw new GenAppException(); 
} finally{ 
        … 
} 

The thing to note here is that no matter what exception we catch here, if we can’t just ignore it, we 
end up throwing a GenAppException. We either throw the GenAppException we caught from some deeper 
level, or we throw a new one.  

You know two things when you catch one of these generic application exceptions:   

• There was an exception that we need to take note of. 

• It was handled earlier in the code, so all we need to do is pass it along (throw it). 

And here is the clincher: when you get to the top level, ready to present something from the web 
application to the user’s browser, you catch any exception and present a sensible error page to the user. 
They don’t want to read your stack trace or exception details, and displaying that data might be a 
security concern. All that information should have been logged or e-mailed to the system administrator 
or application programmer when you initially dealt with the original exception. 

Close Local Resources in a finally Block 
We have already discussed this in our example code. Let me conclude by saying that every time you 
open a database Connection, Statement, or ResultSet, you need to embed the open() and all use of that 
resource in a try block, and close the resource in the associated finally block. This rule applies not only 
to Oracle Connections, but also to Files, Buffers, Streams, and so on. 

Java Virtual Machine Sandbox 
We have already explored the JVM and seen that it is the interface between the compiled Java byte code 
and the particular machine hardware and operating system where it is running. This gives Java byte code 
the ability to “run anywhere”—anywhere there is a JVM, that is. 
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In addition to lending portability, the JVM can enhance security by establishing a runtime security 
sandbox. The sandbox is a set of rules that apply to all Java code running in the JVM. In most cases where 
a security policy is in effect, these rules prevent the Java code from reading from or writing to the hard 
drive, and from opening network connections. When the JVM is running in a browser (like Internet 
Explorer or FireFox), the Java code (usually a Java applet) is not allowed to communicate with any other 
machine on the network except the machine from which it was loaded (the web server that provided the 
web page that included the applet tag). 

At the command prompt and in many Java web servers, there is no sandbox in the JVM. In that case, 
your Java code can open and write files and read from other machines on the network. 

In the Oracle JVM, the sandbox is quite rigid, preventing the Java code from reading from/writing to 
the hard drive; and from communicating on the network at all; however, it provides open access to the 
Oracle database, limited by the Oracle privileges granted to the Oracle user who is executing the Java 
code, and his roles. 

With every sandbox, additional privileges can be granted in a number of ways. With applets, the 
code needs to be signed with a certificate in order to be granted extra privileges. When it runs in a 
browser, the browser presents the certificate to the computer user, who has to accept the certificate and 
privileges before the privileges become functional. Once the certificate is accepted, the applet is 
permitted to perform the privileged actions. 

On the Oracle database, privileges are granted by administrative commands and are stored in the 
database. Privilege grants can be broad or very granular. We will be using extended privileges for Java 
code running in Oracle database in order to communicate to other machines over the Internet. You will 
see some very granular grants for those privileges when we get to Chapter 9. 

Chapter Review 
Although this has been only a brief introduction to the Java language, it has provided you with enough of 
the fundamentals to get you started. You cannot build security on sand; rather, you need a foundation. 
There are many options and styles in Java programming, and we want to intentionally choose our coding 
practices to assure, enhance and maintain security. 

We learned about packages and their relationship to directory paths. We also learned about the 
CLASSPATH environment variable. 

There were a boatload of terms and concepts introduced in this chapter, including class, instance, 
object, method, member, and constructor. Also the modifiers static, public, and private were covered. 
And we discussed the main() method. 

Finally, we covered exception handling and the try/catch/finally syntax. 
We will be using all these Java syntax elements throughout the rest of this book. If they are new to 

you now, don’t worry. They will be like second nature to you before long. 
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Java Stored Procedures 

When I first discovered Java stored procedures, I made a formal presentation of my findings to the IT 
department of the company where I worked, giving several examples, including using Java in an Oracle 
database to send e-mail, to read web pages, and to calculate Unix crypt values for the authentication of 
application users. That was in 2001, and as we shall see as we go through this text, I am still presenting 
the same ideas. However, it is only now that these ideas can be realized, on account of the upgrade to the 
Oracle JVM that happened with Oracle database 11g. With Oracle database 11g, Oracle has upgraded the 
Oracle JVM to run with Java version 1.5, which includes a significant upgrade to the Java cryptography 
extension (JCE) package included with the JVM. 

So, what does Java encryption have to do with Oracle? Well, the standard Oracle database does not 
provide encryption of data for transmission to client applications out of the box. You can buy add-ons, 
such as Oracle Advanced Security, to provide it, but with the Oracle JVM running in the database, we can 
use Java to do data encryption on the Oracle database. The only way to get to that Java functionality in 
Oracle database is through Java stored procedures. Having the power of programs written in Java 
running in the Oracle database will give us encryption and much more. 

There was no impediment to running enhanced encryption in previous versions of the Oracle JVM, 
and I have been doing so ever since my initial presentation in 2001. The only problem was one of effort 
and standardization, and the vetting (acceptance) of the algorithms. Before enhancements to JCE in Java 
1.5, we had to acquire algorithms or write them ourselves and manually install them in Oracle database. 
However, for encryption, we are now able to call on the standard functions and algorithms included in 
JCE. 

In this chapter, we will learn how to connect from SQL queries on the Oracle database to the Oracle 
JVM in order to let Java do our processing and return data to us. We will also cover the basics of 
connecting to Oracle database from Java and running database queries. In fact, we will connect from 
Oracle through Java, using Java to read Oracle. 

Java Stored Procedure Example 
Nothing speaks to a programmer more clearly than code. Let the example that I’m going to present serve 
as a guide to begin understanding how Java stored procedures work. You will see an Oracle header to the 
Java code shown in Listing 4-1 in bold font. And you will also observe the definition of an Oracle 
function, following the Java code, which encapsulates the Java code. You cannot call Java code directly 
from an Oracle query, but you can call the Oracle function or procedure which will then call and run the 
Java. 

Place a bookmark here so you can refer back Listing 4-1 in the discussion that follows. We will load 
this code into the Oracle database shortly. 
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Listing 4-1. MyApp4 and f_get_oracle_time 

SET ROLE appsec_role; 
 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED myapp4 AS 

package pkg4; 
import java.sql.*; 
import oracle.jdbc.driver.OracleDriver; 
public class MyApp4 { 
    public static String getOracleTime() { 
        String timeString = null; 
        Statement stmt = null; 
        try { 
            //Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
            //new oracle.jdbc.OracleDriver(); 
            //Connection conn = new OracleDriver().defaultConnection(); 
            Connection conn = DriverManager.getConnection("jdbc:default:connection"); 
            stmt = conn.createStatement(); 
            ResultSet rs = stmt.executeQuery( "select sysdate from dual" ); 
            if( rs.next() ) { 
                timeString = rs.getString(1); 
            } 
        } catch( Exception x ) { 
            timeString = x.toString(); 
        } finally { 
            try { 
                if( stmt != null ) stmt.close(); 
            } catch( Exception y ) {} 
        } 
        return timeString; 
    } 
} 
/ 
 
CREATE OR REPLACE FUNCTION f_get_oracle_time 
    RETURN VARCHAR2 
    AS LANGUAGE JAVA 
    NAME 'pkg4.MyApp4.getOracleTime() return java.lang.String'; 
/ 

! Note The code in Listing 4-1 can be found in the file named Chapter4/AppSec.sql. 

I want to point out one thing about this example code before we go any further. I know I said that 
packages, like pkg4 in our example class MyApp4, are coordinated with directories, but there is no pkg4 
directory. I also said that there is always one public class defined in each *.java file with the class having 



CHAPTER 4 " JAVA STORED PROCEDURES 

53 

the same name as the file. However in our example, there is no MyApp4.java file, and the file we have is 
not even named “MyApp4” dot anything. 

The reason for this discrepancy is that we are only defining this class on the Oracle database. As it is 
right now, we can’t compile or run it on the client. And when we load it into the Oracle database, the 
things I said about packages and classes suddenly becomes true again. The Oracle database creates a 
virtual package directory that it can search like a CLASSPATH to find the class. Also, it compiles the code 
just like a regular *.java file and creates the class files, that is virtual files, stored in the database. 

Acquiring the Privilege to Load a Java Stored Procedure 
Application security user, appsec, needs the CREATE PROCEDURE privilege to load Java into the database. 
She gets that privilege through the appsec_role. Recall that we set the appsec_role to be a non-default 
role for appsec user. For that reason, when appsec connects to Oracle database, she does not have that 
role at the outset. Rather, she has to enable it by setting appsec_role for her current session. The method 
shown (SET ROLE appsec_role) is sufficient, and as you recall, the new role becomes the only role that 
appsec has in her current session. An alternative approach is to request that all roles granted to appsec 
(both default and non-default) be enabled in the current session with this command: 

SET ROLE ALL; 

Loading Java in the Oracle Database 
There are a couple ways to get Java code into the Oracle database. One way is to use the loadjava.exe 
utility. That utility is available in both the Oracle database and in some versions of the Oracle client 
software. It is in the same bin directory as sqlplus.exe and other Oracle applications. Using loadjava, we 
can submit a java file (or sqlj file, with SQL embedded in Java code), a class file, or even a jar file to the 
Oracle database. The server handles whatever we submit in an appropriate manner. Here is an example 
loadjava command that we might have used to load a Java file named MyApp4.java (refer to Listing 4-1). 

loadjava -force -resolve -user appsec/password@orcl pkg4/MyApp4.java 

That command would attach to Oracle database as appsec user, then read the MyApp4.java file from 
the pkg4 directory and submit it to Oracle database. The new code would overwrite anything that existed 
previously by the same name, and the Oracle database would compile the code and place a virtual 
MyApp4.class file in a virtual pkg4 directory. 

Another approach we can use to load Java code into Oracle database is what we’ve used in our 
example, Listing 4-1. We have the Java code for the MyApp4 class listed after this Oracle statement: 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED myapp4 AS 

We can run this CREATE statement while connected to Oracle database, and it will accomplish the 
same things that we would have accomplished through the loadjava command. 

Handling Exceptions in a Java Stored Procedure 
As you can see in the getOracleTime() method in the MyApp4 class in Listing 4-1, we start out with a 
try/catch/finally block. Whenever you are dealing with databases, you must be prepared to catch or 
throw a SQLException. There are many cases when a SQLException would be thrown; for example, if you 
misspell a table name or a column name or if you don’t have permission to read the data or if the Oracle 
database has a problem responding. IOExceptions can also be generated when doing input/output (IO). 
Communicating with Oracle database is I/O as is reading and writing files, and as is reading from 
network resources, like web servers. 
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Based on the discussions on exception handling in Chapter 3, we select to catch all exceptions and 
deal with them locally, setting the string that we are about to return to be equal to the value returned 
from Exception.toString(). When we get to the end of the try / catch / finally blocks, the last line 
returns timeString, which may be the Oracle database data and time if successful, else it will be the 
Exception.toString() message. (Please note that the toString() method in Exception is not static. You 
will need an instance of Exception, like x, to call x.toString(). I’m just saying Exception.toString() for 
discussion clarity.) 

Here is an example Exception.toString() message:  

java.sql.SQLException: Invalid Oracle URL specified. 

In the finally block, we close the Statement object, stmt. Again, we are dealing with Oracle 
database, so we must be prepared for and catch any SQLExceptions. However, we needn’t do anything 
with exceptions in this case. Notice that we test to see if stmt is null before we try to close it. That test 
will keep us from generating a NullPointerException in case we never instantiated the Statement object. 
(NullPointerException is generated when we attempt to use methods or members of a class that has not 
been instantiated.) Maybe you already surmised correctly that we don’t need to do the test on whether 
stmt is null. Since we are in a try/catch block and doing nothing with exceptions, we could just attempt 
to close the stmt and it will either succeed or we will catch the NullPointerException. That is true, but I 
don’t like generating exceptions needlessly, so we test if stmt is null. 

Another notable item at this point in our exploration of Java is the declaration of timeString and 
stmt. First, notice that we declare (mention) them before the try block. We need to do that so that we 
can return timeString outside the try block, and so that we can close the stmt in the finally block, 
which is outside the try block. Member variables are contextual, and only reside within the scope of 
their declaration. That is to say, a member variable only exists within the block (curly braces) where it is 
declared. For example, the ResultSet member does not exist outside of the try block. 

The second thing to notice about the declaration of timeString and stmt is that they are both 
declared initially to be null. As I mentioned earlier, they would point to no object (null) even if we didn’t 
declare them as null. This is true of all Java objects, not just Strings and Statements. However, the 
compiler looks ahead and sees that we are going to return timeString, and it doesn’t like to return 
unknowns. If you tried to compile a method with these two lines: 

String myString; 
Return myString; 

The compiler will report an error and refuse to compile your code, saying that myString may not 
have been initialized (set to point at an object or at a value). But if you change the declaration of 
myString to be: 

String myString = null; 

then the compiler will accept that (at least) you take responsibility for the null value, and it will 
compile your code. 

You might ask why the compiler doesn’t see that timeString is initialized later on (we say timeString 
= rs.getString(1)) when we are reading through the ResultSet? Javac is a pretty smart compiler. It sees 
the initialization there but notices that the initialization occurs conditionally—meaning, it happens after 
the if statement. 

So, why is stmt declared to be null? It’s for a very similar reason. If you declared stmt like this, 
without initializing it even to null; then, when the compiler looks ahead and sees that you are going to 
test stmt in an if block, it reports an error that stmt might not have been initialized.  

Statement stmt; 
… 
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if( stmt == null ) … 

In this case, the complaint is that we are trying to use something in our logic that may not have been 
initialized. Java wants to make informed decisions and sees this as a potential for confusion, even at 
compile time. 

Calling Oracle Database from Java 
Within the Java method named getOracleTime(), in Listing 4-1, are calls to four classes that are used for 
interfacing with Oracle database: OracleDriver, Connection, Statement, and ResultSet. The following 
sections describe each of those four classes and what they do. 

OracleDriver 
The first call is to load the OracleDriver in the Java database connectivity (JDBC) drivers registry (list). 
(You can use multiple drivers; e.g. Oracle database, SQL Server, and MySQL. Each would need to be 
registered.) I show several options for registering the OracleDriver. They are all commented for reasons 
I’ll explain in a second. 

    //Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
    //new oracle.jdbc.OracleDriver(); 
    //Connection conn = new OracleDriver().defaultConnection(); 

The first option uses a call to instantiate an OracleDriver class, sight unseen, by using the 
Class.forName() call. The Class.forName() method is a way to instantiate an object by simply stating its 
fully qualified name. By instantiating the OracleDriver this way, it is automatically loaded into the 
drivers registry. This is the standard practice for loading the OracleDriver, and you will see it frequently. 

The second option is to instantiate a new OracleDriver(), which automatically gets loaded in the 
drivers registry. Lastly, we have an option to create a new instance of OracleDriver (again automatically 
loaded in the drivers registry) and in the same line of code, use the OracleDriver to get a Connection 
object. 

Now, let me tell you why all of these invocations are commented. There are two reasons. The first 
has to do with the fact that we are running this code as a Java stored procedure on the Oracle database. 
As part of the Oracle session, the Oracle JVM automatically loads and registers the OracleDriver.  

The second reason, but one that is less dependable, is that from Java version 1.6 on, the 
OracleDriver is loaded automatically, as needed (with ojdbc6.jar in the CLASSPATH and a hint from the 
connection string, e.g. “jdbc:oracle:thin”). This is less dependable, because you as the developer have 
the option of compiling and running this code with whatever version of Java you have available. You are 
only required to have JDK 1.5 or later to follow this book, so we will continue to load the OracleDriver in 
any code that will run on your client workstation. 

Connection and Statement 
Next in Listing 4-1, we establish a connection to Oracle database (repeated in the following). We define 
the connection based on the default, "jdbc:default:connection." We will place this Java code into the 
Oracle database, so we do not need to specify an Oracle server or Oracle listener port number, nor do we 
need to identify an Oracle user or password. By default, the Java stored in the database runs as the user 
associated with the schema where the Java is loaded. Because we are creating this Java structure using 
the appsec user, it will run with the default roles and privileges of appsec. 
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Connection conn = DriverManager.getConnection("jdbc:default:connection"); 
stmt = conn.createStatement(); 

We use our instance of Connection to create a Statement by calling conn.createStatement(). Note 
that these are the standard Java classes used in Java to talk to any vendor’s SQL database, including SQL 
Server and DB2. Yet, because we requested (or received by default) the OracleDriver to give us the 
Connection, we have a Connection that is specific to Oracle database. 

Each database vendor must implement these standard interfaces (Connection and Statement) to 
enable our Java code to talk with their databases using vendor-specific drivers. The Oracle-specific 
drivers and classes are what we get by including ojdbc6.jar in our CLASSPATH. There are several additional 
types of Statements and Connections that we will use—the variations being specific to Oracle database. 

ResultSet 
Once you have your Statement object, you can execute Oracle commands, like the one that we execute in 
the example, Listing 4-1 and repeated in the following. When we execute a query by calling 
stmt.executeQuery(), we expect to get data back. Data from a query is returned in a ResultSet object (rs 
in our example). By calling the next() method of the ResultSet, we bring the values from the next (first) 
row into the ResultSet object so we can request each value (each column in the row specified in the 
query) with a “getter” method, like the call to rs.getString() in our example code. 

ResultSet rs = stmt.executeQuery( "select sysdate from dual" ); 
if( rs.next() ) { 

timeString = rs.getString(1); 
} 

An interesting thing about the ResultSet “getter” methods is that, for some types that are returned, 
a translation can be done automatically. For example, in our code, we are requesting a Date type (value), 
because in our query we SELECTed (asked for) the value of SYSDATE which is the time and date of the 
Oracle database. Yet in our call to the ResultSet we asked to getString(), so the ResultSet does a 
translation from Date type to String type. 

Picture the data being returned in the ResultSet as a spreadsheet with rows of data entries, and for 
each row there are multiple columns of associated values. When you call ResultSet.next(), you are 
getting the equivalent of the next row into the current ResultSet values space. Once there, you can get 
the value from each column using the column number. In our example, we get the value from the first 
column with the statement: 

rs.getString(1); 

Uniquely, the index for a ResultSet is 1-based; that is, the first column value is at index 1. This is 
different from everything else in Java (that I can think of). Java arrays and Collections are typically 0-
based, and the first element is at index 0. Also, character places in a String start with 0. 

We will almost always want to see if there is any data being returned in the ResultSet before we try 
to use it. For that reason, we put a ResultSet.getString() call in the if condition statement that tests 
whether there is a next row. Alternatively, we could just say: 

rs.next(); 
rs.getString(1); 

However, if we did this and there were no “next,” then the ResultSet values space would be null, 
and when we call rs.getString(1), we’d generate an Exception. 
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Also, we will almost always be expecting one or more rows to be returned in a ResultSet, and calling 
if( rs.next() ) would only ever test whether a single row is returned. When we expect to be getting 
several rows, we will use a while block to process the ResultSet, for example: 

while( rs.next() ) { 
… 
} 

Method Syntax in Java Stored Procedures 
I described the function of the modifier static in the main() method in Chapter 3. In Java stored 
procedures, we will see that Oracle database only calls static methods from Java stored procedures. 
This is for a similar reason to what we saw for the main() method: Oracle is calling these methods 
without instantiating an object of that class beforehand. We do not create an instance of MyApp4 (listing 
4-1) before we call the getOracleTime() method. However, just as the main() method can instantiate 
itself or any other object, these static methods (like getOracleTime()) called as Java stored procedures 
can instantiate themselves or other objects as needed (not everything used in a static method is static). 

Calling Java from Oracle Database 
The second part of our example code for a Java stored procedure (function) in Listing 4-1 is an Oracle 
statement to create a function, f_get_oracle_time. The syntax (repeated in the following) should be 
familiar—most of the Oracle keywords are identical to what we saw in Chapter 2 when we created 
procedures. With Java stored procedures (and functions), we modify the procedure definition with an 
indication that the code performing the processing is in a different language—in our case, Java. We 
indicate what Java code is going to be called by providing the full Java method specification: 

CREATE OR REPLACE FUNCTION f_get_oracle_time 

    RETURN VARCHAR2 

    AS LANGUAGE JAVA 
    NAME 'pkg4.MyApp4.getOracleTime() return java.lang.String'; 

/ 
Notice that our specification of the Java method includes the package name (pkg4), the class name 

(MyApp4) and the method name getOracleTime(). In this example, we also see that the return type being 
sent back from Java is specified as java.lang.String. If you look at the definition of the return type from 
the Oracle function, it says: 

RETURN VARCHAR2 

The Oracle VARCHAR2 type corresponds to the Java String type. In case you hadn’t already guessed, 
java.lang is the package where Sun (Oracle) keeps the String class. Specifying a fully qualified package 
as part of the parameter and return value types is required in Java stored procedure definitions. 

We do need to coordinate the consistency of Java return types with the return types available in 
Oracle database. Oracle includes Java classes that encapsulate their return types in the oracle.sql 
package, and for many Oracle types, there are corresponding generic Java classes in the java.sql package. 
We will see some of these as we proceed. For more information on the Oracle database types and 
associated Java types, refer to the Oracle Documentation and to Appendix A of the document called 
Oracle® Database JDBC Developer’s Guide. 

Although this technology is called Java stored procedures, you'll see that for the most part we will be 
calling Java methods from Oracle functions. Java methods can only return one value. While that value 



CHAPTER 4 " JAVA STORED PROCEDURES 

58 

can be a complex array of objects or an object with many members, it is still a single return value—a 
model that is analogous to Oracle functions. Oracle defines a stored procedure as code that performs a 
process, and a stored function as code that returns a value. Of course, an Oracle procedure can return 
multiple values through OUT parameters, and it would be handy if we could map that to a Java stored 
procedure that returns multiple values, but we cannot easily do that. And of course, an Oracle function 
can perform a process before returning a value. Oracle functions can also return multiple values through 
OUT parameters, but that is discouraged. 

VARCHAR OR VARCHAR2 

When creating database tables and writing PL/SQL, it is customary to define string columns and variables 
as type VARCHAR2. For historical reasons, there is no VARCHAR1. Oracle database does currently 
recognize VARCHAR as a synonym (a subtype in PL/SQL) for VARCHAR2, but Oracle warns against the use 
of VARCHAR in their official documentation. You can read that warning at the following link: 

http://download.oracle.com/docs/cd/E11882_01/server.112/e17118/sql_elements001.htm#sthre
f117 

There is no reason to go against Oracle’s advice, and I recommend VARCHAR2 when creating tables and 
writing PL/SQL. There is an exception to using VARCHAR2 as the string type, and that exception occurs 
when writing Java code to interface with the database. Later on when we define the parameters that we 
intend to pass from Java to Oracle in an Insert or Update statement, we will call them 
OracleTypes.VARCHAR. There is no OracleTypes.VARCHAR2 defined. OracleTypes is a class provided by 
Oracle, so VARCHAR2 as a type is conspicuous in its absence.  

The important thing to remember here, is that one uses VARCHAR2 when creating a database column, or 
when defining a PL/SQL variable, and one uses OracleTypes.VARCHAR when defining a Java variable or 
parameter to be compatible with VARCHAR2 values from Oracle database.  

Installing and Testing the Example Code 
Run the code from Listing 4-1. You can run it using any of SQL*Plus, SQL Developer, JDeveloper, TOAD or 
any other database code editor that enables execution of code. The first portion is one line to set your 
role to appsec_role. The second portion of Listing 4-1 creates the Java Source named MyApp4. And the 
third portion creates the f_get_oracle_time function. 

After running the code, you can test the Java stored procedure by calling the Oracle function 
f_get_oracle_time. The function will return the current date and time from the Oracle database. 

SELECT f_get_oracle_time FROM DUAL; 

A note here about the FROM DUAL clause. In order to select data, the SELECT query must have a source. 
The source will typically be an Oracle table or view. In this case, however, we are selecting the return 
value from a function. By saying FROM DUAL we are fulfilling the requirement for a source in the SELECT 
query syntax, but essentially saying “from the database.” DUAL is actually a dummy table with one 
column named DUMMY and one row with DUMMY = ‘X’. You can see this from the following query: 

SELECT * FROM DUAL; 
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If you have by now surmised that we could have selected SYSDATE from any table or view, you would 
be correct! However, we would get a result for each and every row in the view or table we specified. Try 
this query and you will see results like those shown: 

SELECT USERNAME, SYSDATE FROM SYS.ALL_USERS ORDER BY USERNAME; 
 
ANONYMOUS           09-JUN-11 
APEX_030200         09-JUN-11 
APEX_PUBLIC_USER    09-JUN-11 
APPQOSSYS           09-JUN-11 
APPSEC              09-JUN-11 
APPUSR              09-JUN-11 
APPVER              09-JUN-11 

A row for each user is returned, but the only values we return are username and SYSDATE for each 
row. This is a feature of the SELECT statement that we can use to our advantage. For example, if we select 
all the managers from a list of personnel, we might insert the words “Pointy-Haired” between the first 
and last names, like this: 

SELECT FIRST_NAME || ' Pointy-Haired ' || LAST_NAME 
    FROM HR.EMPLOYEES  
    WHERE EMPLOYEE_ID IN ( 

SELECT DISTINCT MANAGER_ID FROM EMPLOYEES 
); 

The double pipes “||” is a way to concatenate strings in Oracle database. We have a sub-query in the 
parentheses that selects all the distinct (unique) EMPLOYEE_IDs that are listed in the MANAGER_ID column 
of EMPLOYEES. For all employees that have one of those MANAGER_IDs as their EMPLOYEE_ID, we concatenate 
their FIRST_NAME, the words “Pointy-Haired” and their LAST_NAME, just for fun mind you. 

We can select whatever we want for each row that is returned from a query. We can SELECT SYSDATE 
for each row, or we can SELECT “First Pointy-Haired Boss” for each row. 

Review The Roster of Participants 
The following is a quick rundown of the participants in our test of the example code:  

�� Your client (Oracle command line) calling.  

�� The function on the Oracle database that encapsulates.  

�� The Java source named MyApp4 (Listing 4-1) that queries. 

�� The Oracle database to select SYSDATE. 

When we created the MyApp4 Java source, the Oracle database compiled the code and created the 
package pkg4 and the class MyApp4. Our Oracle function calls the static method getOracleTime() in the 
MyApp4 class. In the getOracleTime() method, we open a connection to the Oracle database and request 
the system time, SYSDATE which we then return as a String. Our function receives the time string and 
returns it to our client as a VARCHAR2, and the client displays the date and time string. 

You can see how these participants relate to one another in Figure 4-1. 



CHAPTER 4 " JAVA STORED PROCEDURES 

60 

 

Figure 4-1. Flow of a Java stored procedure 

There are two things that stand out in Figure 4-1 that I want to emphasize. First is that the Java 
stored procedure, function f_get_oracle_time, and the associated Java method, getOracleTime() are so 
closely related that I show them in a single box. You might say they are “joined at the hip.” All that the 
function f_get_oracle_time does is pass its parameters to the Java method and return the value that is 
returned from the method. 

The second thing I’d like to emphasize is that as the return value is passed along its return path, it is 
consecutively seen as a DATE type, then a String type, then a VARCHAR2 type. 

Cleaning Up 
What we have just seen is merely an example of how Java stored procedures operate. You wouldn’t 
normally invoke a Java stored procedure just to get the time from a SELECT statement. It would be much 
simpler to just invoke the built-in SYSDATE function. For example:  

SELECT SYSDATE FROM DUAL; 

The real usefulness of Java stored procedures is to do something hard or impossible to do in 
PL/SQL. 

So let’s remove this example from the database with these commands: 

DROP FUNCTION f_get_oracle_time; 
DROP JAVA SOURCE myapp4; 

The Oracle Java Virtual Machine 
When Oracle corporation first included a JVM in its database, it called it Aurora. You will still find some 
references to Aurora in the directories and files included with Oracle Database 11g. 

The Oracle JVM in Oracle Database 11g is heavily customized, and cannot be upgraded or replaced 
with a standard JVM downloaded from Sun (Oracle corporation). The Oracle JVM has a comprehensive 
security structure and sandbox that is tied in with the Oracle database. That sandbox is part of what 
makes the Oracle JVM impossible to replace with a standard JVM. Sandbox security settings can be 
queried from the database and set with Oracle commands (we will see that in Chapter 9 when we discuss 
two-factor authentication). 

Oracle JVM Based on Java SE 1.5 
Probably because of the amount of tailoring that Oracle corporation needed to do to build the Oracle 
JVM, it is a release behind the current standard JVM. The Oracle JVM is based on Java Standard Edition 
(SE) version 1.5, while 1.6 is currently supported. 1.7 was released in July 2011. Talking about versions 
can really make a text like this look dated, and this paragraph may fall behind quickly; but in a few years 
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when you have Java 1.7 or 1.8 on your workstation and you are using Oracle Database 12, you may still 
be using an Oracle JVM based on Java 1.5 – the Oracle JVM gets that far behind. 

In any case, Java 1.5 is what we needed in Oracle database to support our use of JCE. So we won’t 
criticize or lament. 

A Separate JVM for Each Oracle Session 
When you connect to Oracle database and use Java, you start a separate JVM for use only by your 
session. You cannot share any Java objects or data with other running JVMs (Oracle sessions), unless you 
store them in the database for others to query or hand the objects around through network port services 
(e-mail, ftp, web, etc.)  

When you disconnect from Oracle database, your Oracle session closes and the JVM is terminated. If 
you immediately make a new connection to Oracle, you get a brand new JVM and nothing in your 
previous JVM is retained or carried over to the new JVM. 

This has repercussions for us. Primarily, since we are going to be generating cryptographic keys (you 
might have already guessed that), we want to use them for a time to send encrypted data back and forth 
before we close the connection to Oracle database and the keys are discarded. We could save the keys in 
the database, or in what Oracle calls a wallet, which is basically a secure file on the hard drive of the 
server and/or the client. But if they are stored anywhere, then we don’t know who might get access to 
them. No, what we will do is generate the keys on the fly and use them for a time, keeping our 
connection open during the key exchange and multiple queries, and only close the connection when we 
are done. 

Oracle JVM Sandbox 
We briefly discussed the Oracle JVM sandbox at the end of the last chapter. To recap that discussion, this 
particular sandbox prevents the Java code in Oracle database from reading from/writing to the hard 
drive; and from communicating on the network at all; however, it provides open access to the Oracle 
database, limited by the Oracle privileges granted to the Oracle user who is executing the Java code, and 
his roles. For example, if the HR user owns and is executing the Java stored procedure, it will have access 
to all of the HR schema data. 

Extended security privileges can be granted to Java code in Oracle database to perform functions 
normally denied by the sandbox. These privileges are granted by administrative commands and are 
stored in the database. Privilege grants can be broad or very granular. We will be using extended 
privileges for Java code running in Oracle database in order to communicate to other machines over the 
internet. You will see some very granular grants for those privileges when we get to Chapter 9. 

Auto-Commit Disabled in the Oracle JVM 
In SQL databases, COMMIT means to incorporate changes into the existing database. Until COMMIT is 
executed, data updates are held in a cache. The session that made the updates can see the changes, but 
everyone else sees the data as it existed before the updates. When the session executes COMMIT, everyone 
can see the changes that were made. This is a powerful concept for transactions that have multiple steps. 
In a single session, each step can be performed, and each successive step can base its actions on updates 
already made in the session. When all the steps are completed, the session can issue a COMMIT, and all the 
updates will be made to the existing database. However, if there is a problem in any later step, all the 
completed steps can be rolled back (reversed) and not written to the existing database. You can see how 
this might be handy if a bank is transferring money from you to me—they will take it from your account 
and put it in my account. But if they have problems giving me your money, you want them to also 
reverse the step where they took it from you. 
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Generally, in Oracle database, a COMMIT must be issued as needed, which is sometime after every 
data update (INSERT, UPDATE or DELETE). Oracle procedures that update data should not issue a COMMIT – 
they assume that they are just part of a transaction and that whatever code called them will issue a 
COMMIT when all the parts are successful. Tom Kyte, author of Expert Oracle Database Architecture: Oracle 
Database 9i, 10g, and 11g Programming Techniques and Solutions (Apress, 2010) explains on his blog 
(asktom.oracle.com) that procedures do atomic units of work, and all transactions must be controlled 
(and COMMIT executed) by the invoker (the one who called the procedure). 

Auto-commit is a mode of operation that you can employ where every update is immediately 
committed to the database. You can turn this feature on by executing: 

SET AUTOCOMIT ON; 

You might think that this would defeat the ability to do multiple-step transactional updates, and you 
would be right. However, this is the default mode for JDBC. So from a Java client, when you update the 
database, that update is immediately committed, and you cannot roll it back. One benefit is that you 
don’t have to execute another Oracle statement using JDBC to COMMIT the update. 

Actually you can turn off the auto-commit mode in JDBC by calling the setAutoCommit() method of 
your Connection, like this: 

conn.setAutoCommit(false); 

Then when appropriate, you can commit or rollback your transaction manually with one of these 
commands: 

conn.commit(); 
conn.rollback(); 

Auto-commit is one area where pure Java is not “run anywhere.” For Java code running in the 
Oracle database (Java stored procedures), the default mode is for auto-commit to be turned off. This 
adheres to the proposition that procedures are atomic and that transactions are committed by the 
invoker, but it is the opposite of what you’d expect from JDBC. 

This is something to keep in mind as we develop Java stored procedures. If we update data, we need 
to issue a COMMIT. 

Chapter Review 
This has been a rather brief chapter in which we’ve been able to focus on running Java in the Oracle 
database, or Java stored procedures. We saw a couple techniques of loading Java into Oracle. 

It may be off that subject, but we also discussed in some detail the reverse process of calling Oracle 
database from Java using the Connection and Statement classes. We also diverged into a discussion of 
FROM DUAL and the SELECT query. 

As we must do as we proceed, we stepped back to talk about general programming issues. In this 
chapter, we covered some additional aspects of exception handling, and we covered declaring and 
initializing members. 

Most important, we discussed the Oracle JVM and its transient nature and association with a 
specific Oracle session. Also, we talked about the Oracle JVM sandbox. 
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Public Key Encryption 

I’m sure you’ve heard of public key encryption (PKE). You probably use it every day—if not in your code 
or on your servers, then on the Internet. When you use secure socket layers (SSL) in your browser or 
when you see the lock or key symbol and see https:\\ (with the s) as the protocol in the address bar, you 
are using PKE and other encryption. SSL is used to send private data such as your credit card number in 
encrypted form to online merchants. 

The basic concept of PKE is that two entities share a set of two keys (one public and one private) and 
use them to encrypt data for and decrypt data from each other. The keys are tied to one another so that 
anything encrypted with one of the pair (e.g., the private key) can only be decrypted with the other (e.g., 
the public key). This encryption/decryption works in both directions. 

The most important aspect of PKE is that one of the keys is private. The private key is never 
disclosed to anyone; however, the public key can be given to any and all requestors. How does this help 
privacy? 

The one requesting the public key can be sure that if that key successfully decrypts data, then it 
came from the entity with the private key. Only the private key can encrypt data that can be decrypted 
with the public key. 

The converse is also true: only the public key can encrypt data that can be decrypted by the private 
key, so the one using the public key can be sure that only the entity with the private key can decrypt data 
that they encrypted. 

Because the public key is, well, public, anyone can decrypt data sent from the originator. Also 
anyone can encrypt data and send it to the originator for decryption. This is not a flaw, but it is an aspect 
of PKE that we need to be aware of and account for. 

Generate Keys on the Client 
We will have the client computer generate a set of keys. That computer will send artifacts (components) 
of the public key to the Oracle database so that Oracle can build a copy of the public key. Then the 
Oracle database can encrypt data using the public key that only the originating client can decrypt. 

This approach may sound like a complete solution, but there are a couple concerns that we will not 
address until we get to the next chapter’s discussion on secret password encryption. First, anyone can 
read the public key artifacts as they traverse the network (that is, anyone with software to read all 
packets going across the network, like a sniffer.) That means that we have to assume that everyone has 
the public key and that everyone sees and can decrypt data (if any) that the client encrypts with the 
private key and sends to the server. 

The second concern is that PKE, at least the version we are using, does not lend itself to encrypting 
large amounts data. It is a block cipher with a limited block size. For example, if the block size for our 
PKE keys is limited to 128 bytes, we would have to break the data into portions of that size and encrypt 
each portion individually. On the other side of this transaction, the recipient would have to decrypt each 
portion and reassemble the original data. 
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To handle larger amounts of data, there are a couple of methods: cipher block chaining (CBC) and 
stream encryption. With CBC, large data is broken up into appropriate block sizes for encryption and 
then decrypted and reassembled automatically for the user. (Whew, that takes a lot of burden off our 
shoulders.) With stream encryption, each bit, byte, or block of bytes would be encrypted/decrypted as it 
passed through the stream. A stream is simply a channel for data en route. You put bytes of data into a 
stream, and take bytes of data out in the same order: first in first out (fifo). A stream can exist when 
reading/writing data to storage, or across the network, or simply from one place (structure) in memory 
to another. 

RSA Public Key Cryptography 
We will be using RSA public key cryptography for our PKE encryption algorithm. RSA stands for the last 
names of the creators of the algorithm: Rivest, Shamir, and Adleman. 

Because RSA uses a different key for encryption (e.g., private) from what is required for decryption 
(e.g., public), it is called an asymmetric algorithm. All PKE is asymmetric encryption. With a long key 
length, RSA is a very trustworthy encryption algorithm. 

Java Code to Generate and Use RSA Keys 
All our code for accomplishing Oracle database and Java security will reside in a single Java class (there 
are some small exceptions; we will have some separate Java classes for testing our processes). As we walk 
through the remaining chapters of this book, we are going to develop security code in phases, adding 
layers and concepts as we progress. Our single Java class will grow over time. 

Our class will be called OracleJavaSecure, and we will define it in a package called orajavsec. 
Because we do not have a single version of this file, we are going to have multiple directories (one per 
chapter) where different versions of this Java code reside. This will make compiling and running a bit 
more difficult, but I will provide instructions as needed to reference these files. 

! Note You can find the following code in the file Chapter5/orajavsec/OracleJavaSecure.java. I recommend that 
you open that file and refer to it as we proceed through this chapter. 

Creating a Set of Keys 
Listing 5-1 shows the code that is used for creating a set of PKE keys. This code, along with other Java 
code in this chapter, comes from the OracleJavaSecure class. 

Listing 5-1. Create PKE Keys, makeLocRSAKeys() 

    private static SecureRandom random; 
    private static int keyLengthRSA = 1024; 
    private static Key locRSAPrivKey; 
    private static RSAPublicKey locRSAPubKey; 
    private static void makeLocRSAKeys() throws Exception { 
        random = new SecureRandom(); 
        KeyPairGenerator generator = KeyPairGenerator.getInstance( "RSA" ); 
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        generator.initialize( keyLengthRSA, random ); 
        KeyPair pair = generator.generateKeyPair(); 
        locRSAPrivKey = pair.getPrivate(); 
        locRSAPubKey = ( RSAPublicKey )pair.getPublic(); 
    } 

We use the JCE class named KeyPairGenerator to generate our private and public keys. First, we 
instantiate a KeyPairGenerator named generator. We specify that generator will create keys conforming 
to the RSA algorithm. (Notice we call the static method KeyPairGenerator.getInstance() and ask it to 
get an instance of itself.) We initialize generator with both the key length (1024 bits) and with an 
instance of the SecureRandom class named random. SecureRandom is a trustworthy random number 
generator. We will use random to even greater purposes in the next chapter. 

! Note Someday, a 1024 bit RSA key may be insufficient, but at this time, it is still considered relatively 
unbreakable. 

KeyPairGenerator generates a single object: a KeyPair that we call pair. We get our separate public 
and private keys (locRSAPubKey and locRSAPrivKey) by calling methods in KeyPair. Notice also that we 
cast the public key that we get from KeyPair as an RSAPublicKey type in this statement: 

locRSAPubKey = ( RSAPublicKey )pair.getPublic(); 

Casting can add functionality to an object as long as the object you cast to implements (is a superset 
of) the object in hand. In this case RSAPublicKey is a superset of the PublicKey class. When RSAPublicKey 
was defined, the definition looked like this: 

public class RSAPublicKey implements PublicKey … 

We cast the PublicKey to an RSAPublicKey so that we can use some methods that only exist for the 
RSAPublicKey class. We will see those in the next section. 

When we run Listing 5-1, we end up with the keys. The locRSAPrivKey is our private key. We will not 
share our private key with anyone. We will do our encryption and decryption using the private key—so 
an entity with our public key can then decrypt data from us and encrypt data to us. The locRSAPubKey is 
the public key of our key pair. We intend to give that key to all requestors. 

Hand the Public Key Across the Network 
We intend to give locRSAPubKey to all requestors (actually we just hand it directly to the Oracle database); 
however, we don’t know (for arguments’ sake) which platform they will be running on, so we can’t just 
give them our Java cryptographic extensions (JCE) version of the key. Instead, we will give them two 
artifacts, which together can be used to build our public key on whatever system. 

We can only build another key of the same type with our two artifacts. Our artifacts are locRSAPubMod 
and locRSAPubExp. These are the RSA public key modulus and exponent, two numbers that we can use to 
calculate the public key. Listing 5-2 shows how we generate those artifacts. 

Listing 5-2. Generating Public Key Artifacts 

    private static BigInteger locRSAPubMod = null; 
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    private static BigInteger locRSAPubExp; 
    … 
    locRSAPubMod = locRSAPubKey.getModulus(); 
    locRSAPubExp = locRSAPubKey.getPublicExponent(); 

The methods getModulus() and getPublicExponent() are available in the RSAPublicKey class, but not 
in the PublicKey class. We cast the PublicKey as an RSAPublicKey in order to use these methods (see 
previous section). In essence, we ask the RSA public key to give us the value of its modulus and 
exponent. 

These numeric values are too large to handle without wrapping them in Java objects. We get them as 
BigInteger objects. They can be very large numbers (especially the modulus) that don’t fit well into 
standard primitive types like integers or longs, and for that reason, we often handle and transmit these 
numbers as if they were Strings. 

You might have noticed that we declared locRSAPubMod to be null. You will recall our reasons for this 
from the section called “Declaring and Initializing Members” in Chapter 4. In this case, we plan to test 
whether locRSAPubMod is null to see if we need to generate the keys or if they already exist. 

Serialize Objects 
We are not limited to transmitting only simple type values to and from Oracle database. In Oracle, we 
can define new types that hold arrays or data structures, and we can transmit objects in RAW format (an 
ordered sequence of bytes). If we want to transmit very large objects, we can transmit and store them as 
binary large objects (BLOBs) in Oracle. 

There is one requirement for transmitting a Java object across the network, and for storing a Java 
object, for that matter; that is, the Java object must implement the Serializable interface. Normally, an 
interface is a set of members and methods that must be implemented (set in code) by any class that 
implements the interface. (We will create our own interface in Chapter 10.) However, with the 
Serializable interface, there are no members or methods to be implemented; rather, implementing the 
interface just indicates that you intend to package an instance of your class for transmission or storage. 
You can send an object that is Serializable across an ObjectStream or write it to a File with an 
ObjectWriter class. 

Some objects cannot be serialized (cannot implement Serializable). If something about the state of 
an object exists by association rather than as a value, then the object cannot be serialized. For example, 
if our object has an Oracle Connection member, then the connection cannot be serialized (you can’t save 
a connection for use later), and our object cannot be serialized. 

Building the Public Key from Artifacts 
On the other side of the encryption/decryption process, we want to get the necessary artifacts 
(components) of the public key, and we want to rebuild the key. We are going to look at how we transmit 
the components from the client to the server in just a minute, but for this discussion and for testing, we 
can simply get them locally and build the key (we will use the same code on the server side). Listing 5-3 
shows the code to build the public key from components of the key. 
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Listing 5-3. Building Public Key from Artifacts, makeExtRSAPubKey() 

    private static RSAPublicKey extRSAPubKey = null; 
    private static void makeExtRSAPubKey( BigInteger extRSAPubModulus, 
        BigInteger extRSAPubExponent ) throws Exception  
    { 
        RSAPublicKeySpec keySpec = 
            new RSAPublicKeySpec( extRSAPubModulus, extRSAPubExponent ); 
        KeyFactory kFactory = KeyFactory.getInstance( "RSA" ); 
        extRSAPubKey = ( RSAPublicKey )kFactory.generatePublic( keySpec ); 
    } 

We hand both the RSA Modulus and the RSA Exponent to this method, makeExtRSAPubKey(). Then 
we instantiate a new instance of the RSAPublicKeySpec named keySpec, which is a specification object for 
a key. We also get an instance of a KeyFactory named kFactory, based on the RSA algorithm. We pass the 
keySpec to the kFactory to generate the public RSA key. This key is equivalent to the public key that was 
originally generated, so we can use it to decode data that is encoded with the original private key. 

What does all this mean? How will we use this so-called equivalent key? We generate the key pair on 
the client. Then we pass the public key modulus and exponent to Oracle database. We assemble an 
identical public key on the Oracle database. At that point, our plan is to encrypt data with the public key 
on Oracle and transmit the encrypted data to the client. The client alone will be able to decrypt the data 
using the private key. 

Generating the RSA Cipher 
A cryptographic key is really nothing more than a mathematical construct; it does not inherently have 
the functionality we need to put it to use. Instead, we need to have a Cipher class that can use the key to 
do our work. We generate the Cipher, cipherRSA with the code shown in Listing 5-4. 

Listing 5-4. Generate RSA Cipher, makeCryptUtilities() 

    private static Cipher cipherRSA; 
    private static void makeCryptUtilities() throws Exception { 
        cipherRSA = Cipher.getInstance( "RSA" ); 
    } 

Our makeCryptUtilities() method will be called from the client when we call makeLocRSAKeys(), 
and from the Oracle database when we call makeExtRSAPubKey(). 

The Cipher class can generate a cipher of various types. We are specifically creating a new instance 
of Cipher that uses the RSA algorithm. 

Note that we don’t say new Cipher(), but we call the static Cipher.getInstance() method to get a 
specific instance of itself. If you review the code we’ve seen so far in this chapter, you will see that quite 
frequently we are not instantiating an object in our code with the new statement; rather, we are getting 
new instances from some provider method, some factory or some other provider. It is important to 
understand that somewhere in that process, some method or other got a new instance to deliver to us. 
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Using the RSA Cipher 
We will use cipherRSA to do encryption and decryption. To use it, we will have to provide it with the key 
and tell it what mode to use (encryption or decryption), then we will ask it to perform that task on some 
data. The cipherRSA method calls in Listing 5-5 will be used for that process. 

Listing 5-5. Initialize the Cipher to Do Encryption 

cipherRSA.init( Cipher.ENCRYPT_MODE, extRSAPubKey, random ); 
byte[] encodedBytes = cipherRSA.doFinal( clearBytes ); 

The first method called here is used for initializing the Cipher to a specific mode: encrypt or decrypt. 
In this case, we have asked it to be ready to encrypt data (Cipher.ENCRYPT_MODE). To decrypt, we would 
initialize the Cipher to Cipher.DECRYPT_MODE. 

The second method of cipherRSA that we call is doFinal(). This method does the encryption or 
decryption that we initialized on the data we provide in the parameter (e.g., encrypt clearBytes). Note 
that the doFinal() method of Cipher takes a byte array as its parameter and returns a byte array. For that 
reason, we will be converting Strings and other objects to and from byte arrays as we perform 
encryption. Note also that a byte is simply eight bits and a bit is just one memory position being turned 
Off or On (value of 0 or 1). A byte array is simply a series of bytes assembled in and handled as a single 
list. If some of these concepts are unfamiliar, you can explore computer architecture at 
www.wikipedia.org. 

JAVA CONSTANTS 

Notice how we specify ENCRYPT_MODE in the Cipher initialization call in Listing 5-5. This is a member 
variable (notice it is not a method call—no parentheses or parameters.) Notice also that it must be static; 
we do not refer to a specific instance of Cipher to get ENCRYPT_MODE, but to the static class definition. 
Lastly, notice that the member name is in all uppercase. The uppercasing of this member variable and 
underscore characters between words indicates, by Java naming conventions, that this is a 
constant. In Cipher, it would have been declared like this: 

public static final int ENCRYPT_MODE = <some int>; 

The modifier final helps identify this member as a constant, but final may not mean what you might 
think at first. It does not mean that the value cannot change, but that the address pointed to in memory 
cannot be changed to a new address. For primitive and simple types, like the int ENCRYPT_MODE, this 
amounts to the same thing. That includes Strings, because they are immutable (refer to Chapter 3). 

However, if you had a constant Date member, defined like the following 

public static final Date BERLIN_WALL_FELL = new Date( 89, 10, 9 ); 

you could not prevent someone from coming along later and setting: 

BERLIN_WALL_FELL.setYear( 80 ); 

Even though this Date is declared static final. Wouldn’t it be nice to improve history! 
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This method for defining a Date with three integers representing year, month, and day is deprecated, 
which means it is still available but no longer approved for use in code. Potentially, deprecated features 
will be removed in future versions of the JDK. I use it here only for illustration purposes. Perhaps the 
reason that this Date constructor is deprecated is the inconsistency in specifying the integers. This 
constructor adds 1900 to the year specification and adds 1 to the month. The month specification is 0-
based (0-11), but the day is 1-based (1-31). 

Note that the BERLIN_WALL_FELL Date member still points at the same instance of Date (we did not 
instantiate a new Date), but we changed the value. In fact, that member variable meets all the 
requirements for a Java constant, but it turned out to be changeable (rather than constant)! So, my advice 
is to choose some other, simpler, primitive or immutable type to be a constant, like this String: 

public static final String BERLIN_WALL_FELL = “November 9, 1989”; 

If you must use a mutable class instance as a constant, then I suggest you make it private and have a 
getter method that is public. Do not provide a setter method. In addition, recall that when you provide an 
object through a getter method, you are passing the reference to the original object, not sending a copy of 
the original object to the caller. If you just return your private member, and it is mutable, then the caller 
can change it. To avoid this problem, create a new instance of your constant class type by cloning the 
object, and return the clone (actually return a reference to the clone). 

Here is how that all might look: 

private static final Date BERLIN_WALL_FELL = new Date( 89, 10, 9 ); 
public static final Date getBERLIN_WALL_FELL() { 

     return (Date)BERLIN_WALL_FELL.clone(); 

} 

Because our constant is private, no one can modify it, unless we expose it. We allow people to get its value 
through the getter method, getBERLIN_WALL_FELL(). However, we don’t return a reference to our 
constant, but rather we return a reference to a clone of our constant. We can do that because Date 
implements the Cloneable interface. Note that the clone() method returns an Object, which we have to 
cast as a Date to return. 

The one who calls this getter could always change his personal reference to this Date or the value of the 
Date; but even so, each one who calls the original getBERLIN_WALL_FELL() method will get a Date with 
the correct value. 

While we’re on the subject of the final modifier, we should observe that the getBERLIN_WALL_FELL() 
method is declared final in the last section. This has a couple of effects. The first idea that we need to be 
prepared to adhere to is that anything we call final should never change. The primary reason is that any 
code that refers to something we’ve called final will need to be recompiled if we ever modify our code. 
We should consider these final methods to be constant methods. (Perhaps we should agree to indicate 
this fact by giving our methods all upper case names with underscore characters between words. There is 
no convention for that, yet.) The exceptions to this idea of recompiling all referencing code are difficult to 
identify, so this idea is like a rule you should follow. 
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final methods, like final members, can be automatically compiled inline, which means the code or 
value is included in the referrer byte code when compiled. This has some performance benefit, but that is 
usually outweighed by the requirement to recompile if the final code ever changes. 

The second effect of declaring our methods to be final is that they cannot be overridden by some 
other class that implements our class. This is our primary reason for declaring methods in 
OracleJavaSecure.java to be final. We are protecting our logic from being modified or spoofed. We 
must abide the rule that our final methods may never change, or that the final methods are all private 
so that we are the only one that refers to them. Continue with this thought in the following section. 

Getting RSA Public Key Artifacts 
You may have noticed in Listings 5-1 through 5-4 that all our keys and components thereof are declared 
not only static, but also private. We do not give direct access to any of those. If you were very astute, 
you might have also noticed that our methods so far were declared private: that is makeLocRSAKeys(), 
makeCryptUtilities() and makeExtRSAPubKey() are all private. We never expect our client applications, 
nor our Java-stored procedures in Oracle to call these methods directly. We will define some public 
methods that will call these private methods as needed. 

The first two public methods that we will meet now are for getting the public RSA key artifacts. We 
will ask client applications to call these methods shown in Listing 5-6. 

Listing 5-6. Methods to Get Public Key Artifacts, getLocRSAPubMod() and getLocRSAPubExp() 

    private static BigInteger locRSAPubMod = null; 
    private static BigInteger locRSAPubExp; 
    public static final String getLocRSAPubMod() { 
        String rtrnString = "getLocRSAPubMod() failed"; 
        try { 
            if ( null == locRSAPubMod ) makeLocRSAKeys(); 
            rtrnString = locRSAPubMod.toString(); 
        } catch ( Exception x ) { 
            x.printStackTrace(); 
        } 
        return rtrnString; 
    } 
    public static final String getLocRSAPubExp() { 
        String rtrnString = "getLocRSAPubExp() failed"; 
        try { 
            if ( null == locRSAPubMod ) makeLocRSAKeys(); 
            rtrnString = locRSAPubExp.toString(); 
        } catch ( Exception x ) {} 
        return rtrnString; 
    } 

I’d like to point out several things in these public methods. First of all, notice that we test whether 
locRSAPubMod is null. Recall that when we first declared locRSAPubMod (at top of this code) we set it to 
null. (If we had declared it with this statement private static BigInteger locRSAPubMod, it would have 
also been null, but because we put it into an if test, we would get a “might not have been initialized” 
error when we try to compile.) If in the if test, locRSAPubMod is no longer null, then we must have already 
created the RSA key pair. However, if it is still null, then we call the private method makeLocRSAKeys(). 
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Also, note the test syntax, if( null == locRSAPubMod ) which is identical to if( locRSAPubMod == 
null ). There is a benefit in using the first syntax. A common error, using one equals sign instead of two, 
will not be caught by the compiler in the second syntax. But in the first syntax, this would be flagged as 
an error if( null = locRSAPubMod ). 

Each of these members, locRSAPubMod and locRSAPubExp are BigInteger classes – a type that doesn’t 
exist in Oracle. I mentioned earlier that we often handle and transmit these large numbers as Strings, 
and that is the case here. We call the BigInteger.toString() method. When we get to the Oracle JVM, we 
will recreate BigIntegers based on these Strings. 

We are returning a String, rtrnString and if there is a problem (an Exception or other problem 
getting locRSAPubMod or locRSAPubExp), then we can return an error message in our regular return value. 
You can see that we define the error message at the top of each method as rtrnString, in one case 
"getLocRSAPubMod() failed". Then if we are successful, we overwrite rtrnString with the requested key 
artifact. But in the case that there’s a problem, we send back that original message. In a client/server 
application, we need to send meaningful error messages when there’s a problem. 

Because we are running on the client at this point, we can easily include a statement to dump the 
stack trace from the exception, as we do in the catch block of the first method, above. That is generally 
the first method called in our class, so it is a good place to catch an Exception, if there are going to be 
any. Note that in the code I’m providing, the troubleshooting and debugging has been accomplished 
and much of the error reporting has been removed. 

Using Static Methods and Private Constructor 
Recall that we have a new Oracle JVM for each Oracle session that needs Java. As long as we maintain 
that session, our JVM is retained. Also recall that Java stored procedures can only call static methods, 
because no instance is available to call from the stored procedure. We could always instantiate the 
OracleJavaSecure class and then use non-static methods of our instance; however, it will be much 
simpler, if we can get away with it, and we can, to make everything static that we do and touch inside 
our class. You can see that approach in the code examples we’ve seen so far. 

Note that any members declared inside a method are not and cannot be declared as static. The 
static modifier can only be applied to items outside our methods, at the class level (i.e., class 
members).On the flip side, any class members referred to within a static method must be static. That 
is because in a static method, you can only refer to members in the class that also exist with or without 
an instance of the class (i.e., static members). 

One way to assure that our class is ever and always static is to guarantee that it is never 
instantiated. We can guarantee that by making the default and only constructor for the class to be 
private. We have accomplished that with the code in Listing 5-7. 

Listing 5-7. Private Constructor 

    private OracleJavaSecure() { 
    } 

Instantiating a Connection Member from a Static Initializer 
In our code, we will need to have an Oracle Connection member. When we run on the client, we will pass 
a Connection to a setter method to store the Connection for use in our class, but when running in the 
Oracle Database, we don’t have a good method to use to instantiate the Connection. We could instantiate 
the Connection in every public static method where it might be used, but a better approach is to have a 
static initializer. That approach looks like what we have in Listing 5-8. 
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Listing 5-8. Static Initializer for Connection 

    private static Connection conn; 
    static { 
        try { 
            conn = new OracleDriver().defaultConnection(); 
        } catch ( Exception x ) {} 
    } 

The static modifier in front of an independent block of code is a static initializer—this is not a 
method. Notice that we have to prepare to catch any exceptions that might be generated by instantiating 
the Connection. We do not have to do anything with the possible exceptions (if there is an Exception, 
then our problems are more systemic than our code), but we have to establish the try /catch blocks to 
make the code valid for compiling. 

As a static block, it executes one time and exists in the class, outside of and without an instance of 
the class. 

Using One Code for Both Client and Server 
For me, one of the most enjoyable aspects of coding in Java and Java stored procedures is the ability to 
write code that operates on both sides of the client/server communication. This is especially helpful 
when it comes to testing our code—we can, in many cases, test it all on our workstation prior to 
deploying it to the Oracle database. 

Some aspects of our code will only be executed on the client; for example the method to generate 
the RSA key pair. Likewise, some portions of our code will normally only be executed on the Oracle 
database, for example rebuilding our RSA public key from the artifacts. However for testing, we can 
execute the methods destined for Oracle on our workstation. 

! Note Please refer to Appendix A for a list of all the methods of OracleJavaSecure and the indication of their 
primary usage(client or Oracle Database or both). 

In other instances, we will have to provide specific logic to permit our code to run in both 
environments. One case in point is the Connection member. In the last section, I mentioned the static 
initializer that will instantiate a Connection for use on the Oracle database. That code also runs on the 
client, but has no effect—there is no local, default Oracle database for the code to connect to. So we 
provide an additional method called setConnection() that will take a Connection from some client 
application code and set the static Connection member to that Connection, as shown in Listing 5-9. 

Listing 5-9. Setter Method for Client Connection, setConnection() 

    public static final void setConnection( Connection c ) { 
        conn = c; 
    } 

We will have some additional examples of specific logic to run on either the client or the server, 
which I will point out as we go along. 
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In my member naming scheme, I could have chosen about any names with the same effect, but I 
chose to name the keys and artifacts that I generate locally with a loc prefix, like locRSAPrivkey. Artifacts 
passed to me and keys generated from those artifacts I prefix with an ext prefix (for “external”), like 
extRSAPubKey. This will help us keep things straight, especially as we execute both the client and the 
server side code on our workstation. 

Testing on the Client 
Our code in OracleJavaSecure is intended to be run as a client-server application to encrypt data on one 
end (e.g., server) and decrypt it at the other (e.g., client). However, it is nice to be able to test our code 
without introducing some of the complexities of client-server communication. So we will test all of our 
code so far on the client only. On the client we will generate the keys, encrypt data with the private key, 
build an equivalent public key from the public key artifacts, and decrypt data with the equivalent public 
key. 

Writing the main() Method 
In my experience, the best place to put test code is right in the class whose functions you are testing. 
Obviously you have to run your code in order to test it, and if you can run it from the command prompt, 
then you needn’t build or depend on another class to do your testing. Whenever we are talking about 
executing from the command prompt, we are talking about using the main() method. The client-only 
testing portion of the OracleJavaSecure.main() method is shown in Listing 5-10. 

Listing 5-10. Method for Testing on the Client Only, OracleJavaSecure.main(), Part A 

    public static void main( String[] args ) { 
        try { 
            // As a client application 
            String clientPubModulus = getLocRSAPubMod(); 
            String clientPubExponent = getLocRSAPubExp(); 
            // Send modulus and exponent to Oracle Database, then 
            // As if I were the Oracle Database 
            makeExtRSAPubKey( clientPubModulus, clientPubExponent ); 
            cipherRSA.init( Cipher.ENCRYPT_MODE, extRSAPubKey, random ); 
            Date clientDate = new Date(); 
            String sampleData = clientDate.toString(); 
            byte[] clearBytes = sampleData.getBytes(); 
            byte[] cryptBytes = cipherRSA.doFinal( clearBytes ); 
            // Send the cryptBytes back to the client application, then 
            // As a client application 
            cipherRSA.init( Cipher.DECRYPT_MODE, locRSAPrivKey ); 
            byte[] newClearBytes = cipherRSA.doFinal( cryptBytes ); 
            String newSampleData = new String( newClearBytes ); 
            System.out.println( "Client date: " + newSampleData ); 
        } catch ( Exception x ) { 
            x.printStackTrace(); 
        } 
        System.exit( 0 ); 
    } 
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In the main() method, we have two method String members, clientPubModulus and 
clientPubExponent. We set those members by calling our two public methods, getLocRSAPubMod() and 
getLocRSAPubExp(). We are acting as the client application, calling those methods. We continue to act as 
the client application, but only imagine sending those values to the Oracle Database (at this point, we 
are just going to use those values locally.) 

Now, pretending that we are the Oracle Database, we use those values we just “received,” and we 
call the makeExtRSAPubKey() method in order to generate a replica of the public key. (Although, on the 
server that method is private and will not be called directly.) Then the server uses (we use) that public 
key to encrypt some clear sample data. The sample data, sampleData we are using is the date and time 
that we get by instantiating a new Date class. 

We initialize cipherRSA using extRSAPubKey, the public key copy that we built, and we set it to 
ENCRYPT_MODE. Then we call the doFinal() method, encrypting the clearBytes into cryptBytes. Note 
again that the cipherRSA.doFinal() method takes a byte array as its parameter and returns a byte array, 
so we convert the sampleData String to a byte array using String.getBytes(), in order to submit the 
clearBytes to cipherRSA.doFinal(). We end up with cryptBytes, a byte array of encrypted data. 

Then back at the client, we “receive” the cryptBytes encrypted byte array. (The process of calling the 
Oracle Database to return encrypted data is a bit more complex than this first test, and we will see the 
details in the second half of this chapter.) Acting as the client, then, we initialize our own cipherRSA 
using the locRSAPrivKey private key, to DECRYPT_MODE. Then we call the doFinal() method. This should 
return the original clear byte array, from which we create a new String instance named newSampleData, 
and which we print. If all has gone well, what we will see is the newSampleData, the client date and time as 
the output. 

Notice at the end of Listing 5-10 that there is a call to System.exit(0). That call actually terminates 
the running JVM. It is important to include that call at the end of most main() methods, because if your 
application is running other threads of code, the JVM may not terminate when you get to the end of 
main(), even though you are done with it. Be aware that you do not normally call System.exit(0) in 
main() for GUI applications where your main() method displays the GUI interface and then ends. The 
main() ends, but the GUI exists until some control in the GUI (like an Exit button) issues a similar 
System.exit(0) call. By the way, the 0 (zero) means exit with an OK status code. Any other number is 
considered an error code which can be sensed by the operating system, as needed. 

Also take note of the catch block and our call to Exception.printStackTrace(). With that call, any 
exception caught in the main() method will print out a list of each consecutive method call and the line 
number from which each consecutive call is made. The line number in main() where the exception 
occurred will be at the bottom of the list and the method it called and line number where the exception 
occurred will be listed above that, and so on. At the top of the list will be the specific exception that 
occurred and the method and line number where it happened. That list is called a stack trace. 

Running the Code 
If you have set your PATH and CLASSPATH as described in Chapter 3, then your job is easier. First run a 
command prompt (Start Menu # Programs # Accessories # Command Prompt). Then change 
directories to Chapter5. Compile the code with this command: 

javac orajavsec/OracleJavaSecure.java 

Then run the code from that same directory with this command: 

java orajavsec.OracleJavaSecure 

If you have not set your PATH and CLASSPATH, then you need to locate your compiler (javac.exe). And 
you need to go to the same directory as mentioned previously. For example, if javac.exe is in 
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C:\java\jdk1.6\bin and ojdb6.jar is in C:\java, you would execute the following commands (from a 
command prompt in the Chapter5 directory): 

C:\java\jdk1.6\bin\javac.exe –cp .;C:\java\ojdbc6.jar orajavsec/OracleJavaSecure.java 
C:\java\jdk1.6\bin\java.exe –cp .;C:\java\ojdbc6.jar orajavsec.OracleJavaSecure 

As a result, you will see the client date displayed: 

Client date: Sat Dec 04 11:29:39 EST 2010 

This date string was generated, encrypted with the public key and decrypted with the private key all 
on the client. 

Key Exchange 
So far, we have created our RSA private and public keys and demonstrated building a copy of the public 
key with two components: the exponent and the modulus. We have also demonstrated encrypting a Date 
string with our copy of the public key and decrypting it with the private key. These are all the aspects of 
our RSA key pair that we are going to utilize; however, we will be building the copy of the private key on 
the Oracle database, doing our encryption there and decrypting the data with the private key on the 
client. To do that, we are going to need some Oracle structures. 

We will define a function and a procedure in our Application Security, appsec schema. To do this, 
connect to Oracle as the appsec user and set your role to the privileged appsec_role: 

CONNECT appsec; 
SET ROLE appsec_role; 

! Note You can find a script of the following commands in the file named Chapter5/AppSec.sql. 

Creating a Function to Encrypt Data with Public Key 
The Oracle script in Listing 5-11 defines a function that calls the OracleJavaSecure.getRSACryptData() 
method. This will encrypt data using the copy of the RSA public key that we will build on the Oracle 
Database. Execute the command in Listing 5-11 while connected to Oracle Database as the Application 
Security user, appsec. 

Listing 5-11. Oracle Function to RSA Encrypt Data 

CREATE OR REPLACE FUNCTION f_get_rsa_crypt( 
    ext_rsa_mod VARCHAR2, ext_rsa_exp VARCHAR2, cleartext VARCHAR2 ) 
    RETURN RAW 
    AS LANGUAGE JAVA 
    NAME 'orajavsec.OracleJavaSecure.getRSACryptData( java.lang.String, java.lang.String, 
java.lang.String ) return oracle.sql.RAW'; 
/ 

There are three VARCHAR2 (String) parameters that we are going to pass to the function: the public 
key modulus, the public key exponent, and the clear-text string that we want to encrypt. 
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Note that the NAME keyword must point to a single line of text. Here we have word wrap, but the 
definition of the Java method must all appear on a single line. Additionally, both the input and output 
parameters must be fully qualified—they must have the entire path prepended to the Class name. That 
includes classes that are naturally part of the Java language like java.lang.String. 

Recall that Oracle functions can take parameters, do work and return a single value. In this case, we 
are going to encrypt a string and return it as a RAW data type. RAW is an immutable byte array that can be 
transferred between Oracle Database and Java without any interpretation or translation (casting). RAW 
data retains fidelity between Oracle and Java, server and client. The limit of a RAW data element is either 
32767 bytes in PL/SQL code (our case) or 2000 bytes when stored in the database. 

Creating a Procedure to get SYSDATE in Encrypted Form 
We will add a procedure that does not call Java, so it is not a Java stored procedure, but it calls our Java 
stored function, f_get_rsa_crypt. Execute the command in Listing 5-12 as the appsec user. 

Listing 5-12. Oracle Procedure to Encrypt Date and Time String, p_get_rsa_crypt_sysdate 

CREATE OR REPLACE PROCEDURE p_get_rsa_crypt_sysdate( 
    ext_rsa_mod    IN VARCHAR2, 
    ext_rsa_exp    IN VARCHAR2, 
    crypt_sysdate OUT RAW, 
    m_err_no      OUT NUMBER, 
    m_err_txt     OUT VARCHAR2 ) 
IS BEGIN 
    m_err_no := 0; 
    crypt_sysdate := f_get_rsa_crypt( ext_rsa_mod, ext_rsa_exp, 
        TO_CHAR( CURRENT_TIMESTAMP, 'DY MON DD HH24:MI:SS TZD YYYY' ) ); 
EXCEPTION 
    WHEN OTHERS THEN 
        m_err_no := SQLCODE; 
        m_err_txt := SQLERRM; 
END p_get_rsa_crypt_sysdate; 
/ 

This is fairly simple procedure. It gets the CURRENT_TIMESTAMP from the Oracle Database, converts it 
to a string using the TO_CHAR SQL function, uses f_get_rsa_crypt (that we defined previously) to encrypt 
it, and then returns it to the caller. 

So why have I complicated it with what appears to be error handling? Well now is as good a time as 
any to introduce a template for procedures of this type. We don’t want to burden the Oracle database 
with the task of dealing with most of the errors our procedures may generate, and we also want to be 
able to deal with the errors back at our application. We need Oracle database to tell us what the error is, 
and we need to be able to deal with it in a logical fashion. 

For this reason, we have declared several of our parameters as OUT parameters. The first OUT 
parameter is a RAW that contains our encrypted timestamp string. The second OUT parameter is the error 
number that is generated by Oracle Database – every Oracle error type has a distinct error number that is 
indexed in the Oracle documentation. And the third OUT parameter is the error message. 

In our template, when an exception occurs, we don’t throw it back to the calling application; rather, 
we allow the procedure to complete in an orderly way and return the error number (SQLCODE) and 
message (SQLERRM) to the caller in the OUT parameters. Back in the calling code, before we handle any 
other of the returned data, we will check to see if the error number is anything besides 0, and if it is, we 
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report it to the user or handle it in the application. If there is an error, it is usually not beneficial to 
continue processing the data. There will be examples of this template in action later in our code. 

A WORD ABOUT TIME ZONES 

You’ll notice that Listing 5-12 gets the current time of the Oracle Database with this call: 

TO_CHAR( CURRENT_TIMESTAMP, 'DY MON DD HH24:MI:SS TZD YYYY' ) 

The goal is to match the time format with what Java on the local client gives us, just for presentation’s 
sake. The time right now (for me), from Java is: 

Sat Dec 04 11:29:39 EST 2010 

Notice the format string includes the element “TZD” which presents the time zone. My time zone is EST 
(eastern standard time). We use CURRENT_TIMESTAMP instead of SYSDATE in order to get the time zone. 
Oracle timestamp data must be directed to retain time zone if you want that. Generally, Oracle database 
assumes the time zone of the client for data generated during a session; however, often the time zone 
provided by the session is some number of hours offset from Greenwich mean time (GMT). Living in the 
southeast United States with daylight saving time means that our time zone is usually minus 5 hours from 
GMT.  

Note that to get completely identical results, you would have to uppercase the date String returned by 
Java. When we compare the results to what is returned by Oracle database, we’ll see that Oracle gives 
names of the days of the week and names of the months in all uppercase. Looking ahead, we will see 
these date and time representations: 

Client date: Sat Dec 04 14:59:49 EST 2010 
Server date: SAT DEC 04 14:59:50 EST 2010 

You’ll be interested to know (or just consider) that many cities, states, countries and continents share this 
offset (minus 5 GMT). Therefore, knowing the offset doesn’t guarantee that Oracle database can report the 
time zone in TZD format; although, the offset can be reported. 

With some Oracle clients, like TOAD, the client does not inform the server what time zone name to use. 
The server knows the offset, but not the name. Observe the output from these commands to observe the 
phenomenon. 

SELECT TO_CHAR( CURRENT_TIMESTAMP, 'DY MON DD HH24:MI:SS TZD YYYY' ) FROM DUAL; 
SELECT * FROM sys.gv_$timezone_names 
    WHERE tzname LIKE 'America%' --AND tzabbrev = 'EST' 

; 
ALTER SESSION SET TIME_ZONE = 'America/New_York'; 

SELECT TO_CHAR( CURRENT_TIMESTAMP, 'DY MON DD HH24:MI:SS TZD YYYY' ) FROM DUAL; 

After altering our session to specify our time zone name, Oracle database can correctly report EST or 
whatever is your current time zone. Here’s what I see as the results: 

SAT DEC 04 11:57:49  2010 
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SAT DEC 04 11:58:31 EST 2010 

On the other hand, the Java client automatically informs Oracle database of its time zone name, so we do 
not need to manually set it. There is more complexity to time zones that I am not covering here, especially 
as it relates to daylight saving time. 

Loading OracleJavaSecure Java into Oracle Database 
Now that we have our Oracle function and procedure defined, we are ready to put our Java logic (code) 
into the Oracle Database. There are a couple ways to do this. The first would be to use the loadjava 
utility that comes with the Oracle client and server software. We have made that a bit difficult for 
ourselves since the role that is needed to accomplish that command as the application security, appsec 
user is not a default role. Instead of using loadjava, let’s just connect to Oracle Database (or remain 
connected) as appsec. 

The next line is at the top of our Java code in the OracleJavaSecure.java file. Uncomment it and copy 
the entire code into your Oracle client. 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS 
… 

For security, scroll down to the class body and assure you do not have a valid password in the 
connection string. If you do, remove the password from the connection string before executing this 
command in Oracle Database. You do not want to store any passwords in the code on Oracle – they are 
not needed there, and having them there makes them available to hackers. 

    private static String appsecConnString = 
        "jdbc:oracle:thin:AppSec/password@localhost:1521:Orcl"; 

Execute the script in your Oracle client (e.g., SQL*Plus) to load the Java code into the Oracle 
Database, which compiles it. 

Encrypting Data with Public Key 
We saw in our definition of the Oracle function f_get_rsa_crypt, previously, that we intended to call a 
method named getRSACryptData(). We have just loaded that Java method into Oracle Database in the 
last section. The code for getRSACryptData() is shown in Listing 5-13. We will have the Oracle Database 
encrypt data with the public key – later we will decrypt it at the client with the private key. 

Listing 5-13. Encrypt Data with Public Key, getRSACryptData() 

    public static final RAW getRSACryptData( String extRSAPubMod, 
        String extRSAPubExp, String clearText ) 
    { 
        RAW rtrnRaw = 
            new RAW( "getRSACryptData() failed".getBytes() ); 
        try { 
            if ( ( null == extRSAPubKey ) || 
                ( !saveExtRSAPubMod.equals( extRSAPubMod ) ) ) 
                makeExtRSAPubKey( extRSAPubMod, extRSAPubExp ); 
            cipherRSA.init( Cipher.ENCRYPT_MODE, extRSAPubKey, random ); 
            rtrnRaw = new RAW( cipherRSA.doFinal( clearText.getBytes() ) ); 
        } catch ( Exception x ) {} 
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        return rtrnRaw; 
    } 

During development, I had occasions to catch exceptions in getRSACryptData() and similar 
methods, but in the debugged code, I’m depending on another mechanism to report errors. You can see 
that the catch block has a close brace } immediately after the open brace {. That is a way of ignoring the 
exception. This method will successfully return a valid RAW value whether an exception is thrown or not. 
If there is a problem completing the encryption (the last line within the try block), then our original 
“error” message is returned in the RAW. That original message informs the client that the method failed. 
We translate the message into a RAW by getting the bytes of the String from getBytes() and sending them 
to the RAW constructor. If there is no problem when executing the code, then our member rtrnRaw is set 
to the encrypted value, and that is returned; else the error message is returned in RAW form. 

The first test we do in getRSACryptData() is to see whether we have already built a copy of the RSA 
public key. We pass this method the public artifacts each time we call it, but only want to go through 
building the key one time. So, we test if extRSAPubKey is null. We also test to see if the value of the 
modulus artifact has changed (that should never be the case). If either of these is true, we build our copy 
of the RSA public key by calling makeExtRSAPubKey(). 

We initialize the cipherRSA to do encryption, Cipher.ENCRYPT_MODE. Then we encrypt our clear text 
by calling the doFinal() method. 

After this chapter, we will not be calling getRSACryptData() directly from our client code, so we will 
be changing this from a public to a private method. Eventually, the only thing we will be encrypting 
with our RSA public key is a secret passphrase. We will be exploring that in the next chapter. 

Use Stacked Calls 
Let me point out the syntax in one line of code from Listing 5-13: 

rtrnRaw = new RAW( cipherRSA.doFinal( clearText.getBytes() ) ); 

We call the getBytes() method of the clearText String, then instead of pointing a byte array 
member at it, we pass the bytes directly to the cipherRSA.doFinal() method to encrypt (it takes a byte 
array and returns a byte array). Then instead of pointing a local byte array member at the encrypted 
bytes, we pass the array to a new RAW instance constructor. 

I call this syntax stacked calls, and I like it. I prefer densely packed code over spacious code. It’s just 
my opinion that it reads and prints easier. The key to reading stacked calls is to look at the innermost 
pair of parentheses first, and read from the inside out. This is more difficult to read from left to right than 
from right to left. 

Decrypting Data with Private Key 
The next method that we need for the demonstrations in this chapter is a method to decrypt the data on 
the client with our RSA private key. Listing 5-14 defines that method. 

Listing 5-14. Decrypingt Data with Private Key, getRSADecryptData() 

    public static final String getRSADecryptData( RAW cryptData ) { 
        String rtrnString = "getRSADecryptData failed"; 
        try { 
            cipherRSA.init( Cipher.DECRYPT_MODE, locRSAPrivKey ); 
            rtrnString = new String( cipherRSA.doFinal( cryptData.getBytes() ) ); 
        } catch ( Exception x ) { 
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            x.printStackTrace(); 
        } 
        return rtrnString; 
    } 

This method takes a RAW parameter named cryptData. The code gets the byte array from cryptData 
and passes it to the cipherRSA.doFinal() method to decrypt. We instantiate a new String from the 
decrypted byte array, and return that String to the caller. 

You will recognize the similarities in error handling between this and the getRSACryptData() 
method described above. One additional measure we are taking here is to print out the stack trace of any 
Exception that’s thrown. 

This method is not needed in future chapters, because we will not be encrypting just any old data 
with our RSA public key; rather, with the RSA keys we will only be encrypting / decrypting specific 
artifacts of our secret password key that we create in the next chapter. So we will repackage this 
decryption call specifically for that purpose. 

Testing on Client and Server 
Earlier in this chapter, you compiled OracleJavaSecure.java on your workstation. Let’s make a couple 
changes to the code now. First of all, if you saved the version that we installed on the Oracle Database, 
then you may have uncommented the first line. If so, comment it again: 

//CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS 

Down a little ways from the top of the file, in the body of the class code, set the boolean named 
testingOnServer to true. That change will cause the second half of the main() method to execute. 

    private static boolean testingOnServer = true; 
    private static String appsecConnString = 
        "jdbc:oracle:thin:AppSec/password@localhost:1521:Orcl"; 

Additionally, we want to connect from this client code to the Oracle Database, so edit the next line 
down with the correct host, port, instance and password needed to connect as appsec user. Be sure to 
save your changes. 

Inside the main() method, after the code we discussed previously, we have another section for 
testing client/server public key encryption. We check the testingOnServer boolean that we set 
previously, and if true we continue our testing. The first thing we want to do is establish our Oracle 
Connection, conn based on the appsecConnString we edited above. See Listing 5-15. 

Listing 5-15. Testing PKE on Client and Server 

    if( testingOnServer ) { 
        // Since not on the Server, must load Oracle-specific Driver 
        Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
        // This will set the static member "conn" to a new Connection 
        conn = DriverManager.getConnection( appsecConnString ); 

Using IN and OUT Parameters in an OracleCallableStatement 
Also in the main() method, you will see our code to prepare an OracleCallableStatement. We are using a 
Statement class of that type so that we can read the OUT parameters. Notice as we prepare the call, in 
Listing 5-16, that we list the procedure name and have a list of question marks for the parameters we are 



CHAPTER 5 " PUBLIC KEY ENCRYPTION 

81 

going to pass. We also register parameters 3, 4, and 5 as OUT parameters that we will be able to read later. 
If we fail to register the parameters that way, we may be surprised when we go to read them later—they 
won’t be available. 

Listing 5-16. An OracleCallableStatement for Client/Server Encryption 

    OracleCallableStatement stmt = 
        ( OracleCallableStatement )conn.prepareCall( 
        "CALL p_get_rsa_crypt_sysdate(?,?,?,?,?)" ); 
    stmt.registerOutParameter( 3, OracleTypes.RAW ); 
    stmt.registerOutParameter( 4, OracleTypes.NUMBER ); 
    stmt.registerOutParameter( 5, OracleTypes.VARCHAR ); 
    stmt.setString( 1, clientPubModulus ); 
    stmt.setString( 2, clientPubExponent ); 
    stmt.setNull(   3, OracleTypes.RAW ); 
    stmt.setInt(    4, 0 ); 
    stmt.setNull(   5, OracleTypes.VARCHAR ); 
    stmt.executeUpdate(); 

After preparing the Statement, we set the input parameters. The only parameters we have to pass to 
the procedure are our RSA public key modulus and exponent. We call stmt.setString() for each of those 
parameters. 

Notice, however, that we set the remainder of the parameters to null using the stmt.setNull() 
method, or to 0 in the case of the int. There are two things to mention about setting these to null: first, it 
may not be necessary because we don’t read or test the values of those parameters in the Oracle 
procedure, but we do it to satisfy our desire to address all potential concerns. Consider it to be just one 
more part of the secure programming approach—cover all your bases. Second, these are the same 
parameters that we are expecting to read from—OUT parameters. We want to assure that unless the 
Oracle procedure puts a value in those parameters, there will be nothing there to read. 

Oracle procedures can define their parameters as one of three types: IN (the default), OUT, and INOUT. 
On occasion you will want to use a single INOUT parameter to both submit data to an Oracle procedure 
and to read the results coming back. I find it can be more concise to use INOUT parameters, but it can also 
be a bit confusing in the procedure code—deciding what value is currently being handled. So, for a more 
security conscientious approach, we will avoid INOUT parameters. 

Both when we register OUT parameters and when we set those parameters to null, we have to declare 
the data type of the parameter. We refer to the types in the OracleTypes class, as in OracleTypes.RAW and 
OracleTypes.NUMBER. We find OracleTypes in the oracle.jdbc package (from ojdbc6.jar) and import it from 
there. Earlier we mentioned this one inconsistency in the use of VARCHAR instead of VARCHAR2. It is in the 
OracleTypes class, as you can see in Listing 5-16. 

The last line of this section of code executes the Statement. That is, it calls the Oracle stored 
procedure, passing the IN parameters, and retrieving the OUT parameters. 

Handle Errors Reported by Oracle Database 
We will build our Oracle procedures to send the error number and error message back in two of the OUT 
parameters. This will be our standard approach for handling errors in processing—it places the 
responsibility for dealing with errors into the hands of the application developer. This code from the 
main() method, Listing 5-17, follows the execution of the Statement. First we read the errNo parameter. If 
it is not equal to zero, some problem has occurred, and we print out the error message; otherwise, we 
will continue. 
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Listing 5-17. Handling Errors from a Stored Procedure 

    int errNo = stmt.getInt( 4 ); 
    if( errNo != 0 ) { 
        String errMsg = stmt.getString( 5 ); 
        System.out.println( "Oracle error " + errNo + ", " + errMsg ); 
        System.out.println( (stmt.getRAW( 3 )).toString() ); 
    } 

Notice how we also print out the data that is returning to us in the RAW parameter, number 3. 
Normally that would hold the encrypted data (SYSDATE) from the p_get_rsa_crypt_sysdate procedure; 
but when there’s an error, it will hold the name of the Java method, running in the Oracle JVM, where the 
error occurred. This information is difficult to gather unless you go to these efforts, or log the errors in 
the Oracle JVM and read through the logs. We will do both. 

Decrypting at the Client 
Normally, when there is no error, we read our non-error-related OUT parameter, number 3, the RAW 
element that is our encrypted data. Here we read it and assign the value to the cryptData RAW. Then we 
call the getRSADecryptData() method to decrypt it. And finally, we print out the data, which is the server 
timestamp. These actions are shown in Listing 5-18. 

Listing 5-18. Decrypting the Data from the Stored Procedure 

    else { 
        RAW cryptData = stmt.getRAW( 3 ); 
        newSampleData = getRSADecryptData( cryptData ); 
        System.out.println( "Server date: " + newSampleData ); 
    } 

Running Our Code Again 
If you have any troubles completing this, refer to the previous section in this chapter, “Running Our 
Code.” You will have to have loaded the Java code on the Oracle Database as described in the section 
“Load OracleJavaSecure Java into Oracle Database.” 

You will change directories to Chapter5 and compile the code with the following command. As a 
reminder, you will need to have ojdbc.jar in your CLASSPATH. 

javac orajavsec/OracleJavaSecure.java 

Then run the code from that same directory with this command: 

java orajavsec.OracleJavaSecure 

Observing the Results 
With the edits you made in the second half of this chapter to OracleJavaSecure.java, the main() method 
will continue to run the client/server tests. The first line shown below is printed from the 
encryption/decryption methods running on the client only; and the second line comes from the 
client/server encryption/decryption process: 

Client date: Sat Dec 04 14:59:49 EST 2010 
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Server date: SAT DEC 04 14:59:50 EST 2010 

Both of these sets of test used our rebuilt copy of the RSA public key to encrypt the date String, and 
used the RSA private key to decrypt the date String. In the second set of tests, the public key was rebuilt 
on the Oracle Database and the date String was encrypted there. Then the encrypted RAW data was 
returned to the client, where it was decrypted and printed. Ta da! You have accomplished client-server 
encrypted data transmission! This process is depicted in Figure 5-1. 

 

Figure 5-1. Client/server public key encryption  

There is a section of Figure 5-1 that is outlined and labeled as [A]. That section is a depiction of the 
generation of the RSA key pair. Within that outline is an image of a key which represents the RSA key pair 
as it exists on the client. 

The client application makes one call to the Oracle Database, to the procedure named 
p_get_rsa_crypt_sysdate. In that call, the RSA public key modulus and exponent are sent to the 
database. On the database, a java stored procedure, f_get_rsa_crypt is called, which in turn calls Java in 
the Oracle JVM, to a method named getRSACryptData(). That is the starting point for building an 
equivalent RSA public key, depicted by the key image on the right side of Figure 5-1. 

The Oracle JVM uses the equivalent public key to encrypt the CURRENT_TIMESTAMP value from the 
Oracle database, and then returns that encrypted value to the client application. From there, the client 
will decrypt the value using the RSA private key. The private key only exists in this client, so only this 
client can decrypt the data being returned by the Oracle database. 

Removing the Demonstration Oracle Structures 
We are not going to need the Oracle function or procedure that we built in this chapter. They were just 
for our use in demonstrating our client/server RSA public key encryption. We will be building some 
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more-enduring functions and procedures in the next chapter. But because we are done here, let’s clean 
up after ourselves and remove these structures with the following commands as appsec user: 

DROP PROCEDURE p_get_rsa_crypt_sysdate; 
DROP FUNCTION f_get_rsa_crypt; 

Chapter Review 
Perhaps this was a lot of ground to cover in a few short pages, but there wasn’t a lot of code required. I 
think you’ll agree that if this is all that’s required to do Public Key Encryption, we should all be doing it! 

Here is a list of PKE-related steps we took: 

v Created the public and private key set. 

v Got the modulus and exponent of the public key. 

v Re-created the public key from the modulus and exponent. 

v Generated an appropriate Cipher. 

v Initialized the Cipher to do encryption or decryption using either the public or 
private key. 

v Called the Cipher.doFinal() method to do both encryption and decryption. 

In addition to the PKE aspects, we learned about the Serializable interface and about how we can 
serialize objects to pass them around and store them. 

We also established a standard form for calling Oracle procedures from an OracleCallableStatement 
that will allow us to exchange data and provide good error reporting back to the client, in a controlled 
fashion to be handled by the application programmer. 

We discussed final methods, Java constants, static methods, private constructors, and static 
initializers, with an aside on time zones. 

All of this took place within our introductions to the OracleJavaSecure class that we will be building 
and extending during the course of this book. 
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Secret Password Encryption 

What I am calling secret password encryption (password encryption) is also known as shared secret 
passphrase encryption and password-based encryption (PBE). Basically, the idea is that a single 
passphrase (or password—I will be using those words interchangeably) is known by two parties, and 
they each encrypt messages or data to pass to each other using that password. The same password is 
used by the recipient to decrypt the messages and data. No one else can decrypt the data because the 
password is a secret, shared only by the two parties. 

Password encryption is beneficial to us for several reasons, chief of which is that it can be used for 
encryption of larger blocks of data. We will be using the U.S. data encryption standard (DES) with cipher 
block chaining (CBC) to automatically break any size data into appropriate blocks for encryption; then 
upon decryption, assemble the results back into the original data. 

Another benefit of password encryption is that there is no public key—that is, no one else knows the 
key we are using to encrypt the data, assuming we have adequately protected the password. An 
alternative approach is to have public key encryption from both client and the server, each encrypting 
the data with the other’s public key, only to be read by the recipient. And for added assurance, have each 
encrypt their messages first with their own private key, then with the other’s public key. Think that 
through and you’ll see that not only can only the recipient decrypt the message, but also only the 
expected sender could send it. (Add a trusted Certificate Authority (CA) like VeriSign and you have 
identity assurance as well—everyone is who they say they are.) However, we are going to get most of 
those benefits with only our secret password encryption. 

We are going to create a passphrase on the Oracle server and pass it back to the client in secret. We 
will make it secret by encrypting the passphrase with the client’s RSA public key. To do this, the client 
will have already passed the public key artifacts (modulus and exponent) to the Oracle server. Only the 
client can decrypt the secret passphrase using the private key. 

One last benefit of using password encryption in addition to RSA public key encryption is that any 
assailant will have to attack both protocols to intercept our data. 

Approach 
As you read through this chapter, you will want to open the referenced files to follow along in the full 
code listing. First we are going to discuss the Java code that we implement for secret password 
encryption, because it is in Java that we will be building the encryption key and doing the encryption. 
However, we will not compile and run the Java code until the end of the chapter. Then we will run it in 
two phases: the first will be doing both encryption and decryption in Java on the client computer; the 
second phase will accomplish secret password encryption key exchange between the client computer 
and Oracle database and will demonstrate client/server encryption/decryption. 

Before we get to the testing phases at the end of the chapter, we will also discuss the Oracle SQL 
code required for this process. Feel free to execute the SQL code to create the structures we need on 
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Oracle database as we discuss it, or you can execute all the SQL code at the end before we do the phase 
two tests. 

Java Code for Secret Password Encryption 
We are returning to add code to and edit the OracleJavaSecure class that we introduced in the last 
chapter. This class will form the core of all our security processes on both the client and the Oracle 
database. You will benefit by opening OracleJavaSecure.java and referring to the full code listing as we 
progress through this section. We will replace the OracleJavaSecure class in the Oracle database and 
compile and run the updated code on our client computer when we get to the end of the chapter and do 
some testing. 

Sharing the Artifacts of a Secret Password Key 
There are several artifacts of DES password-based encryption that must be shared between the client 
and server in order to have an identical encryption key and Cipher at each end. First, there is a 
passphrase, which is known only to the two parties involved in the encrypted dialog. 

There are two other artifacts that must be shared, but are often treated as constants in a specific 
context. Those are the salt and the iteration count. Fixing those two parameters as constants is a major 
weakness. Vendors will often obfuscate (make hidden) their code in order to hide those values. Any 
hacker who can steal the salt and iteration count has a leg up on decrypting your data. 

Our plan is to generate all three artifacts to be different for each session. We will use the 
SecureRandom instance to generate a random iteration count and a random salt. We will also generate a 
maximum-length passphrase from random acceptable characters. 

Generating the Password and Artifacts 
While we’re on the subject, let’s go ahead and see how we generate these artifacts. We do it in the 
makeSessionSecretDESPassPhrase() method, the code for which is shown in Listing 6-1. 

Listing 6-1. Generating DES Password Artifacts makeSessionSecretDESPassPhrase() 

    private static SecureRandom random = new SecureRandom(); 
 
    private static final int SALT_LENGTH = 8; 
    private static int maxPassPhraseBytes; 
    private static char[] sessionSecretDESPassPhraseChars = null; 
    private static byte[] salt; 
    private static int iterationCount; 
    private static void makeSessionSecretDESPassPhrase() { 
        // Pass Phrase, Buffer size is limited by RSACipher class (on Oracle JVM) 
        // Max size of data to encrypt is equal to the key bytes minus padding 
        // (key.bitlength/8)-PAD_PKCS1_LENGTH (11 Bytes) 
        maxPassPhraseBytes = ( keyLengthRSA/8 ) - 11; 
        sessionSecretDESPassPhraseChars = new char[maxPassPhraseBytes]; 
        for( int i = 0; i < maxPassPhraseBytes; i++ ) { 
            // I want printable ASCII characters for PassPhrase 
            sessionSecretDESPassPhraseChars[i] = 
                    ( char )( random.nextInt( 126 - 32 ) + 32 ); 
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        } 
        // Appreciate the power of random 
        iterationCount = random.nextInt( 10 ) + 15; 
        salt = new byte[SALT_LENGTH]; 
        for( int i = 0; i < SALT_LENGTH; i++ ) { 
            salt[i] = ( byte )random.nextInt( 256 ); 
        } 
    } 

! Note You can find this code in the file Chapter6/orajavsec/OracleJavaSecure.java. 

Calculating the Size of the Password 
The first thing you’ll notice in Listing 6-1 is a definition of the maximum size of the passphrase. It is 
calculated based on the size of the RSA key.  

        maxPassPhraseBytes = ( keyLengthRSA/8 ) - 11; 

The reason we base our password length on the size of the RSA key is that we are going to encrypt 
our passphrase with the public key, and RSA can only encrypt a byte array smaller than its own key, 
minus the padding. 

We could have made maxPassPhraseBytes a constant, but we might have been tempted to try 
something larger (okay, I tried it) had we not known the derivation. Also, we may at some point increase 
the RSA key size, which will automatically translate into a larger passphrase length. 

Respecting the Power of Random 
In our method, shown in Listing 6-1, we instantiate a byte array the size of maxPassPhraseBytes and 
populate it with random characters in the for loop. Notice the parameters for the random character. We 
want our passphrase to be made up of printable characters in the ASCII range of 32 to 126. 

We will set the iteration count to be a random number between 15 and 25.  
And we will populate the salt byte array with random bytes between 0 and 256. Our salt byte array 

size is fixed at eight bytes. We declare SALT_LENGTH as a constant (static final). 
All of these artifacts of our password-based encryption will be generated for each Oracle session and 

passed back to the client. They will be encrypted using the RSA public key prior to transmission. The 
client will decrypt them using the private key. Then with those artifacts in hand, the client will create an 
identical secret password key to use in sending and receiving encrypted data. 

Initializing Static Class Members 
We are going to move the initialization of two static class members from their previous location in a 
method out into the class body. See Listing 6-2. Instead of two separate calls to the 
makeCryptUtilities() method (one on the client and a different one on the server), we unify the process 
of creating these components. We will instantiate the SecureRandom at the point of definition, and we will 
instantiate the cipherRSA in a static initializer block (catching Exceptions, as required). 
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Listing 6-2. Static Class Members 

    private static SecureRandom random = new SecureRandom(); 
    private static Cipher cipherRSA; 
    static { 
        try { 
            cipherRSA = Cipher.getInstance( "RSA" ); 
        } catch( Exception x ) {} 
    } 
 
    private static Cipher cipherDES; 
    private static SecretKey sessionSecretDESKey = null; 
    private static AlgorithmParameterSpec paramSpec; 
 
    private static String sessionSecretDESAlgorithm = "PBEWithSHA1AndDESede"; 

In addition to the artifacts of the DES password-based encryption key described in the previous 
section, we will declare the key itself and the DES Cipher we will be using. We will also build and use an 
AlgorithmParameterSpec member for the DES key. 

Evaluating the Java 1.5 Password-Based Encryption Bug 
We get to select what algorithm we intend to use for our secret password encryption. U.S. (DES) is good, 
but Triple DES (3DES or DESede) is stronger, and AES even more so; and SHA1 is a better cryptographic 
hash than MD5. So we would like to use the password-based encryption algorithm fully indicated by 
PBEWithSHA1AndDESede, and we specify it as shown in Listing 6-2. 

But wait, there is a problem. In the Java Runtime Edition version 1.5, there is a bug. It is reported at 
this link: http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=6332761. 

The Oracle JVM is based on JRE 1.5, so it manifests that bug. When we generate our secret key 
specifying our preferred algorithm, the key generator will return a weaker key of type PBEWithMD5AndDES 
instead. 

Coding an Automatic Upgrade: Negotiated Algorithm 
It is the job of programmers to debug issues like the bug described in the previous section when we run 
across them, and to build bridges over the obstacles. We will have a method that shows us the algorithm 
in actual use; that will display the bug. Additionally, we will not assume that what we specify is what we 
get—we will return the actual algorithm to the client and build the copy of the secret password key using 
the actual algorithm. 

The benefits of this approach are that we will negotiate a common algorithm and continue to 
specify a stronger encryption algorithm. Continuing to specify the stronger algorithm will predispose 
our code to use the stronger algorithm whenever it becomes available in the Oracle JVM. 

So we will specify PBEWithSHA1AndDESede, but at this time we will be using PBEWithMD5AndDES. When 
Oracle next upgrades the Oracle JVM, we are prepared to use the stronger algorithm. Both of these 
algorithms use CBC as their mode, so they will work equally well for what we are doing. 

Generating the Password Key 
Now that we have all the artifacts of our secret password key, let’s build the key. In Listing 6-3, we have a 
method to create the key, makeSessionSecretDESKey(). The first step in this method checks to see if the 
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key has already been generated (is the passphrase char array null), and if it has not been generated, we 
call the method we described previously, makeSessionSecretDESPassPhrase() to build the artifacts. 

Listing 6-3. Generating the Password Key, makeSessionSecretDESKey() 

    private static void makeSessionSecretDESKey() throws Exception { 
        // DES Pass Phrase is generated on server and passed to client 
        if( null == sessionSecretDESPassPhraseChars ) 
            makeSessionSecretDESPassPhrase(); 
        paramSpec = new PBEParameterSpec( salt, iterationCount ); 
        KeySpec keySpec = new PBEKeySpec( sessionSecretDESPassPhraseChars, salt, 
                iterationCount ); 
        // Try with recommended algorithm 
        sessionSecretDESKey = SecretKeyFactory.getInstance( 
            sessionSecretDESAlgorithm ).generateSecret( keySpec ); 
        // See what algorithm used 
        sessionSecretDESAlgorithm = sessionSecretDESKey.getAlgorithm(); 
        cipherDES = Cipher.getInstance( sessionSecretDESKey.getAlgorithm() ); 
    } 

Using our secret passphrase key artifacts, we first instantiate paramSpec, which is a static class 
member. We use that paramSpec member in multiple methods, so we create it as a static class member. It 
will be available in future Java stored procedure calls to static methods, from the same Oracle session. 

We also instantiate a KeySpec class, which is local to the method and is only used here. The keySpec 
member is used by the SecretKeyFactory to generate a key of the algorithm type described in the 
sessionSecretDESAlgorithm member. This algorithm type is subject to the bug, so we will actually get a 
key of the algorithm type supported by the Oracle JVM version. After that, we get the actual algorithm by 
calling sessionSecretDESKey.getAlgorithm(). We also get an instance of our DES Cipher based on that 
algorithm. 

Remember that we have passed our RSA public key from the client to Oracle. Now, on Oracle 
database we are building our secret password key, artifacts of which we will encrypt with the client 
public key and pass back to the client. We will also pass back the actual algorithm to the client, so we 
establish a common algorithm on the client. 

Encrypting with the Public RSA Key 
We have seen this code before, in the last chapter. We encrypt clear data (on Oracle) using our server-
built copy of the RSA public key. However, previously this was a public method that we were calling 
directly to demonstrate RSA public key encryption. Now we are using it as a utility method to encrypt 
artifacts of our secret password key to send to the client, so we’ve made it private. Look at the code in 
Listing 6-4. 

Listing 6-4. Encrypting with the RSA Public Key, getRSACryptData() 

    private static final RAW getRSACryptData( String extRSAPubMod, 
        String extRSAPubExp, String clearText ) throws Exception 
    { 
        byte[] clearBytes = clearText.getBytes(); 
        return getRSACryptData( extRSAPubMod, extRSAPubExp, clearBytes ); 
    } 
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    private static final RAW getRSACryptData( String extRSAPubMod, 
        String extRSAPubExp, byte[] clearBytes ) throws Exception 
    { 
        if( ( null == extRSAPubKey ) || 
            ( !saveExtRSAPubMod.equals( extRSAPubMod ) ) ) 
            makeExtRSAPubKey( extRSAPubMod, extRSAPubExp ); 
        cipherRSA.init( Cipher.ENCRYPT_MODE, extRSAPubKey, random ); 
        return new RAW( cipherRSA.doFinal( clearBytes ) ); 
    } 

Notice also that we have two methods now by the same name: getRSACryptData(). They are 
different, however, by taking different arguments: one takes its clear text in String form; the other, in 
byte array form. These methods are said to have different signatures. We call this method overloading 
when we have multiple methods with the same name but different signatures. 

The first method takes the clear text String and creates a byte array. Then to keep from repeating 
any code, the first method simply calls the second method and returns what the second method returns: 
the RAW encrypted text. We will be calling each of these methods multiple times to encrypt all the artifacts 
of our secret password key. 

Returning Secret Password Key Artifacts to the Client 
You will see so much similarity between the following four methods, that we will only describe each 
aspect once. These four methods return the passphrase, algorithm, salt, and iteration count, which when 
combined can be used to generate the DES secret password key. 

These methods will be called from Java stored procedures, so they are public and static. Notice 
that these methods take the RSA public key artifacts as parameters, which they will use to encrypt the 
secret password key artifacts. The methods return the key artifacts as RAW data types, so we maintain 
fidelity of the data between Oracle database and the client. Let’s look at the first of the bunch in Listing 
6-5. It returns the passphrase. 

Listing 6-5. Encrypt the Passphrase, getCryptSessionSecretDESPassPhrase() 

    public static final RAW getCryptSessionSecretDESPassPhrase( 
        String extRSAPubMod, String extRSAPubExp ) 
    { 
        RAW rtrnRAW = 
            new RAW( "getCryptSessionSecretDESPassPhrase() failed".getBytes() ); 
        try { 
            if( null == sessionSecretDESKey ) makeSessionSecretDESKey(); 
            byte[] sessionSecretDESPassPhraseBytes = 
                charArrayToByteArray( sessionSecretDESPassPhraseChars ); 
            rtrnRAW = getRSACryptData( extRSAPubMod, extRSAPubExp, 
                sessionSecretDESPassPhraseBytes ); 
        } catch( Exception x ) { 

            java.io.CharArrayWriter errorText = 
                new java.io.CharArrayWriter( 32767 ); 
            x.printStackTrace( new java.io.PrintWriter( errorText ) ); 
            rtrnRAW = new RAW( errorText.toString().getBytes() ); 

        } 
        return rtrnRAW; 
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    } 

We’ve discussed a lot of the Exception handling already. This method is generally called first of the 
current foursome, and includes a bit more error reporting. Because we are returning a RAW, we can return 
up to 32,767 bytes of data. In the catch block, we instantiate a CharArrayWriter of size 32,767 characters 
in an array in memory. Then by stacked calls, we instantiate a PrintWriter, which points at the 
CharArrayWriter. Then we print the Exception stack trace to that PrintWriter. As a result, we get the 
stack trace in a char array writer, errorText. We call errorText.toString().getBytes() to get a byte array 
of the stack trace, and then we instantiate a RAW from that, which we can pass back to the client. 

At the client, if we have trouble deciphering the passphrase that we are seeking from the RAW that has 
been returned, we can read the RAW as a String and see the Exception stack trace. This is a handy 
troubleshooting practice in a client/server environment when you’d like to see the error that the server 
sees, not just the error at the client. 

Listing 6-6 shows the second of this bunch of methods. This one returns the name of the actual 
algorithm that’s in use on the Oracle database. In the try block, you’ll see a feature common to all these 
methods. We test to see if the sessionSecretDESKey is null, and if it is, we call 
makeSessionSecretDESKey() (described earlier) to create the secret password key. 

Listing 6-6. Encrypt the Algorithm Name, getCryptSessionSecretDESAlgorithm () 

    public static final RAW getCryptSessionSecretDESAlgorithm( 
        String extRSAPubMod, String extRSAPubExp ) 
    { 
        RAW rtrnRAW = 
            new RAW( "getCryptSessionSecretDESAlgorithm() failed".getBytes() ); 
        try { 
            if( null == sessionSecretDESKey ) makeSessionSecretDESKey(); 
            rtrnRAW = getRSACryptData( extRSAPubMod, extRSAPubExp, 
                sessionSecretDESAlgorithm ); 
        } catch( Exception x ) {} 
        return rtrnRAW; 
    } 

The last common call in the try block is a call to the getRSACryptData() method described 
previously) to encrypt the secret password key artifact; in this case, the algorithm name. That generates a 
RAW data type containing the encrypted artifact, which will be returned to the client. 

Please take note of what is returned if an exception is called. We still return rtrnRAW, but its value is 
the bytes of the string "getCryptSessionSecretDESAlgorithm() failed". Having this reported back to the 
client can be helpful for troubleshooting. Also, note how we get the bytes of that String—we treat the 
value between quotation marks as if it were already a String object, calling the getBytes() method. Is 
that allowed? Yes! 

The last two methods in this group, shown in Listings 6-7 and 6-8, return the salt and iteration count 
as encrypted RAW data types. 

Listing 6-7. Encrypt the Salt, getCryptSessionSecretDESSalt () 

    public static final RAW getCryptSessionSecretDESSalt( String extRSAPubMod, 
        String extRSAPubExp ) 
    { 
        RAW rtrnRAW = new RAW( "getCryptSessionSecretDESSalt() failed".getBytes() ); 
        try { 
            if( null == sessionSecretDESKey ) makeSessionSecretDESKey(); 
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            rtrnRAW = getRSACryptData( extRSAPubMod, extRSAPubExp, salt ); 
        } catch( Exception x ) {} 
        return rtrnRAW; 
    } 

Listing 6-8. Encrypt the Itteration Count, getCryptSessionSecretDESIterationCount () 

    public static final RAW getCryptSessionSecretDESIterationCount( 
        String extRSAPubMod, String extRSAPubExp ) 
    { 
        RAW rtrnRAW = 
            new RAW( "getCryptSessionSecretDESIterationCount() failed".getBytes() ); 
        try { 
            if( null == sessionSecretDESKey ) makeSessionSecretDESKey(); 

            byte[] sessionSecretDESIterationCountBytes = 
                { ( byte )iterationCount }; 

            rtrnRAW = getRSACryptData( extRSAPubMod, extRSAPubExp, 
                sessionSecretDESIterationCountBytes ); 
        } catch( Exception x ) {} 
        return rtrnRAW; 
    } 

This last method for returning the encrypted iteration count creates a byte array of one byte. The 
only byte in the array is the iteration count int, cast as a byte. In that way, we can call the same method 
to encrypt the iteration count as a byte array. We will have to reverse that process when we decrypt it at 
the client. 

Encrypting Data with Our Secret Password 
We will call the same method on both the client and Oracle database to encrypt data using the secret 
password key. The syntax, in Listing 6-9, should be familiar by now. This method takes a String of clear 
text data and returns a RAW of encrypted data. Notice that initializing the Cipher using the 
sessionSecretDESKey is very similar to how we do it with the RSA keys, except that we also provide the 
paramSpec. 

Listing 6-9. Encrypt Data with Secret Password, getCryptData() 

    public static final RAW getCryptData( String clearData ) { 
        if( null == clearData ) return null; 
        RAW rtrnRAW = new RAW( "getCryptData() failed".getBytes() ); 
        try { 
            if( null == sessionSecretDESKey ) makeSessionSecretDESKey(); 
            cipherDES.init( Cipher.ENCRYPT_MODE, sessionSecretDESKey, paramSpec ); 
            rtrnRAW = new RAW( cipherDES.doFinal( clearData.getBytes() ) ); 
        } catch( Exception x ) {} 
        return rtrnRAW; 
    } 

Like the methods we described earlier for encrypting and returning our secret password key 
artifacts, this method tests whether the sessionSecretDESKey has been instantiated, and attempts to 
create it if not. This is good practice on the Oracle database, but is presumptuous on the client (where 
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we do not want to originate the secret password key.) It is mandatory that developers understand that 
the client MUST get the secret password key from the Oracle database first, and only then may use it to 
encrypt data for insert or update to Oracle. No harm will come if developers fail to follow that guideline, 
but their code will not work. 

Oracle Structures for Secret Password Encryption 
In the last chapter, we created an Oracle function and a procedure to demonstrate use of our RSA public 
key encryption in a client/server environment. Now we will create an Oracle package with multiple 
functions and procedures, including Java stored procedures, to handle our secret password encryption. 

The package will be placed in the Application Security, appsec schema. As the appsec user, first set 
your role to the non-default role, appsec_role with this command: 

SET ROLE appsec_role; 

! Note You can find a script of the following commands in the file named Chapter6/AppSec.sql. 

As you read through this section, you can follow along in the referenced code file, and see in context 
the code that’s discussed in this text. Also, you can execute the code to create the Oracle structures as 
you read about them. We will use these structures when we run tests at the end of the chapter. 

Package to Get Secret Password Artifacts and Encrypted Data 
A package in Oracle database is a set of functions and procedures that can be configured as a group. 
Permissions to access the functions and procedures in a package are granted by granting executable 
permission on the package. We will learn one additional benefit of Oracle packages when we get to 
Chapter 7: we can define new data types and use them in Oracle packages. 

An Oracle package has two parts, the specification and the body. The specification provides the 
signature for each procedure or function, but the actual code is only included in the body. This two-part 
identity for packages allows PL/SQL programmers to share the functionality (the specification) without 
sharing the code (the body). You might do this for separation of duty, security through obfuscation, or 
simply to protect your intellectual property. C programmers will recognize this approach as being 
analogous to having a header file for each code file. 

Application Security Package Specification 
An Oracle package specification merely defines the functions and procedures, listing the expected 
parameters and the return type for functions. Listing 6-10 shows the app_sec_pkg package specification. 
Execute this as appsec user. 

Listing 6-10. Package Specification for Secret Password Encryption 

CREATE OR REPLACE PACKAGE appsec.app_sec_pkg IS 
 
    -- For Chapter 6 testing only - move to app in later versions of this package 
    PROCEDURE p_get_shared_passphrase( 
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        ext_modulus               VARCHAR2, 
        ext_exponent              VARCHAR2, 
        secret_pass_salt      OUT RAW, 
        secret_pass_count     OUT RAW, 
        secret_pass_algorithm OUT RAW, 
        secret_pass           OUT RAW, 
        m_err_no              OUT NUMBER, 
        m_err_txt             OUT VARCHAR2 ); 
 
    -- For Chapter 6 testing only - remove in later versions of this package 
    PROCEDURE p_get_des_crypt_test_data( 
        ext_modulus               VARCHAR2, 
        ext_exponent              VARCHAR2, 
        secret_pass_salt      OUT RAW, 
        secret_pass_count     OUT RAW, 
        secret_pass_algorithm OUT RAW, 
        secret_pass           OUT RAW, 
        m_err_no              OUT NUMBER, 
        m_err_txt             OUT VARCHAR2, 
        test_data                 VARCHAR2, 
        crypt_data            OUT RAW ); 
 
    FUNCTION f_get_crypt_secret_pass( ext_modulus VARCHAR2, 
        ext_exponent VARCHAR2 ) RETURN RAW; 
 
    FUNCTION f_get_crypt_secret_algorithm( ext_modulus VARCHAR2, 
        ext_exponent VARCHAR2 ) RETURN RAW; 
 
    FUNCTION f_get_crypt_secret_salt( ext_modulus VARCHAR2, 
        ext_exponent VARCHAR2 ) RETURN RAW; 
 
    FUNCTION f_get_crypt_secret_count( ext_modulus VARCHAR2, 
        ext_exponent VARCHAR2 ) RETURN RAW; 
 
    FUNCTION f_get_crypt_data( clear_text VARCHAR2 ) RETURN RAW; 
 
    FUNCTION f_get_decrypt_data( crypt_data RAW ) RETURN VARCHAR2; 
 
    -- For Chapter 6 testing only - remove in later versions of this package 
    FUNCTION f_show_algorithm RETURN VARCHAR2; 
 
END app_sec_pkg; 
/ 

See the list of functions in the second half of the package specification. We have one function to 
return the encrypted RAW data for each of the secret password key artifacts: f_get_crypt_secret_pass, 
f_get_crypt_secret_ algorithm, f_get_crypt_secret_ salt, and f_get_crypt_secret_ count. We also 
have functions to encrypt clear text and return an encrypted RAW, f_get_crypt_data, and to decrypt a RAW 
and return clear text, f_get_decrypt_data (we have not seen the Java side of that process yet). 

Above our functions, we specify two procedures: p_get_shared_passphrase and 
p_get_des_crypt_test_data. Each of these procedures takes the client RSA public key modulus and 
exponent as input parameters, and returns the secret password key artifacts as OUT parameters. We are 
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handling errors as we described in the previous chapter with OUT parameters for the error number and 
error text. Additionally, the p_get_des_crypt_test_data procedure takes a clear text input parameter and 
returns an encrypted RAW as an additional OUT parameter. 

Both of these procedures are for testing in this chapter only and will be moved or removed from the 
package in future chapters. The last function, f_show_algorithm, is also for testing only in this chapter 
and will be removed later. 

Application Security Package Body: Functions 
The function and procedure definitions in our package specification must be duplicated exactly in our 
package body. The body contains not just the definitions, but also the code of the procedures and 
functions. You can execute this package body at this time; the package will be created in the Oracle 
database. 

Here is one example function from the body listing for our consideration, in Listing 6-11. We pass 
our RSA public key modulus and exponent to the function f_get_crypt_secret_pass. It passes them 
along to the Java method named getCryptSessionSecretDESPassPhrase() (discussed above). That Java 
method returns a RAW, the secret password key passphrase, encrypted with the RSA public key. And the 
function returns the RAW value that the Java method returned to it. 

Listing 6-11. Function to Return the Secret Passphrase 

    FUNCTION f_get_crypt_secret_pass( ext_modulus VARCHAR2, 
                   ext_exponent VARCHAR2 ) 

    RETURN RAW 

    AS LANGUAGE JAVA 
    NAME 'orajavsec.OracleJavaSecure.getCryptSessionSecretDESPassPhrase( java.lang.String, 
java.lang.String ) return oracle.sql.RAW'; 

This same approach is taken to get each artifact of the secret password key, and to get encrypted 
and decrypted data. We also have a function that takes no input parameters and returns the algorithm 
string as an OUT parameter. That function, f_show_algorithm, is just for testing in this chapter. 

Application Security Package Body: Procedures 
The procedures in the package body are the locus of our primary efforts. These procedures are shown in 
Listings 6-12 and 6-13. Note that both of these procedures are for testing only in this chapter and will be 
removed and replaced in future chapters. The first procedure we will look at is p_get_shared_passphrase, 
which returns the artifacts of a secret password key to the client. If the key does not yet exist, it will be 
created when we call f_get_crypt_secret_salt. Remember that our encryption keys are specific to an 
Oracle session, so we need to keep the session open in order to use the secret password key for 
encryption. 

Listing 6-12. Procedure to get the Shared Password Key, p_get_shared_passphrase 

    PROCEDURE p_get_shared_passphrase( 
        ext_modulus               VARCHAR2, 
        ext_exponent              VARCHAR2, 
        secret_pass_salt      OUT RAW, 
        secret_pass_count     OUT RAW, 
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        secret_pass_algorithm OUT RAW, 
        secret_pass           OUT RAW, 
        m_err_no              OUT NUMBER, 
        m_err_txt             OUT VARCHAR2 ) 
    IS BEGIN 
        m_err_no := 0; 
        secret_pass_salt := f_get_crypt_secret_salt( ext_modulus, ext_exponent ); 
        secret_pass_count := f_get_crypt_secret_count( ext_modulus, ext_exponent ); 
        secret_pass := f_get_crypt_secret_pass( ext_modulus, ext_exponent ); 
        secret_pass_algorithm := 
            f_get_crypt_secret_algorithm( ext_modulus, ext_exponent ); 
    EXCEPTION 
        WHEN OTHERS THEN 
            m_err_no := SQLCODE; 
            m_err_txt := SQLERRM; 
    END p_get_shared_passphrase; 

Observe the list of IN and OUT parameters in the Oracle procedure, p_get_shared_passphrase, in 
Listing 6-12. We provide the RSA public key modulus and exponent, then get out the artifacts of the 
secret password key, and the error number and text. Each of the artifacts is acquired by a call to one of 
the Oracle functions, like this: 

secret_pass := f_get_crypt_secret_pass( ext_modulus, ext_exponent ); 

Each of the functions, like f_get_crypt_secret_pass, that are called from p_get_shared_passphrase 
are Java stored procedures. We saw the code for one of those functions in Listing 6-11. All the substantial 
work of the Java stored procedures is done in our Java code, OracleJavaSecure on the Oracle database 

A second procedure that we will look at here is p_get_des_crypt_test_data. It is very similar to 
p_get_shared_passphrase except that p_get_des_crypt_test_data has two additional parameters, one IN 
and one OUT, as shown in Listing 6-13. These parameters will be used to submit clear text to Oracle 
database and to return that text in encrypted form—encrypted with the secret password key. 

Listing 6-13. Procedure to get Encrypted Data, p_get_des_crypt_test_data 

    PROCEDURE p_get_des_crypt_test_data( 
        ext_modulus               VARCHAR2, 
        ext_exponent              VARCHAR2, 
        secret_pass_salt      OUT RAW, 
        secret_pass_count     OUT RAW, 
        secret_pass_algorithm OUT RAW, 
        secret_pass           OUT RAW, 
        m_err_no              OUT NUMBER, 
        m_err_txt             OUT VARCHAR2, 
        test_data                 VARCHAR2, 
        crypt_data            OUT RAW ) 
    IS BEGIN 
        m_err_no := 0; 
        secret_pass_salt := f_get_crypt_secret_salt( ext_modulus, ext_exponent ); 
        secret_pass_count := f_get_crypt_secret_count( ext_modulus, ext_exponent ); 
        secret_pass := f_get_crypt_secret_pass( ext_modulus, ext_exponent ); 
        secret_pass_algorithm := 
            f_get_crypt_secret_algorithm( ext_modulus, ext_exponent ); 
        crypt_data := f_get_crypt_data( test_data ); 
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    EXCEPTION 
        WHEN OTHERS THEN 
            m_err_no := SQLCODE; 
            m_err_txt := SQLERRM; 
    END p_get_des_crypt_test_data; 

We send clear text test_data from the client to Oracle, and this procedure returns crypt_data after 
encryption by a call to the f_get_crypt_data function. That function is also a Java stored procedure. 

Java Methods for Secret Password Decryption 
Once we’ve called the appsec procedures to get the DES secret password key artifacts and encrypted data 
back to the client, we need to 

1. decrypt the artifacts with the RSA private key 

2. generate the DES secret password key 

3. decrypt the data with the secret password key 

As a rule, I try to limit the number of steps that I require of developers to accomplish work. Why 
make a developer call three methods when they can call a single method that accomplishes the other 
calls for them? The application developer’s goal is to decrypt data, so we provide a method for them to 
do just that. 

! Note You can find this code in the file Chapter6/orajavsec/OracleJavaSecure.java. 

Decrypting Data Using the Secret Password Key 
After the client application has called the p_get_des_crypt_test_data procedure, we have them call the 
method getDecryptData() shown in Listing 6-14. 

Listing 6-14. Build Secret Password and Decrypt Data, getDecryptData() 

    public static final String getDecryptData( RAW cryptData, 
        RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm, 
        RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount ) 
    { 
        String rtrnString = "getDecryptData() A failed"; 
        try { 
            if( ( null == sessionSecretDESKey ) || testAsClientAndServer ) { 
                decryptSessionSecretDESPassPhrase( cryptSecretDESPassPhrase, 
                    cryptSecretDESAlgorithm, cryptSecretDESSalt, 
                    cryptSecretDESIterationCount ); 
                makeSessionSecretDESKey(); 
            } 
            rtrnString = getDecryptData( cryptData ); 
        } catch( Exception x ) { 
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            x.printStackTrace(); 
        } 
        return rtrnString; 
    } 

The first thing we do in the try block is to test whether the sessionSecretDESKey has already been 
instantiated. If not, then we call two methods: decryptSessionSecretDESPassPhrase() (discussed in the 
next section) and makeSessionSecretDESKey(). We discussed makeSessionSecretDESKey() earlier in this 
chapter—it is the same method we called to build to the secret password key initially on the Oracle 
database. We are calling it again on the client to build an identical key. 

When we test whether we already have the sessionSecretDESKey, we also test the boolean 
testAsClientAndServer. The testAsClientAndServer boolean is always false, unless we are testing the 
OracleJavaSecure class from its main() method. In the main(), when we set this boolean to true, we can 
replace a locally generated DES secret password key with one coming from Oracle database at different 
stages of testing. We will examine the code of the main() method a bit later in this chapter. 

The getDecryptData() method is overloaded with a version that assumes the secret password key 
has been built and does the decryption. It takes a RAW and returns the clear text as a String. The first 
getDecryptData() method (shown previously) calls this second getDecryptData() method, see Listing 6-
15. 

Listing 6-15. Decrypt Data with Existing Secret Password, getDecryptData() 

    public static final String getDecryptData( RAW cryptData ) { 
        if( null == cryptData ) return null; 
        String rtrnString = "getDecryptData() B failed"; 
        try { 
            cipherDES.init( Cipher.DECRYPT_MODE, sessionSecretDESKey, paramSpec ); 
            rtrnString = new String( cipherDES.doFinal( cryptData.getBytes() ) ); 
        } catch( Exception x ) { 
            //x.printStackTrace(); 
            //rtrnString = x.toString(); 
        } 
        return rtrnString; 
    } 

This same, second getDecryptData() method is also called to decrypt data on the Oracle database 
for encrypted data inserts and updates coming from the client. There on the Oracle database, we 
presumably know that we already have our DES secret password key. 

Decrypting the DES Passphrase using RSA Private Key 
The decryptSessionSecretDESPassPhrase() method uses the client’s RSA private key to decrypt all the 
artifacts of the server DES secret password key. The code is presented in Listing 6-16. 

Listing 6-16. Decrypt Secret Password Key Artifacts, decryptSessionSecretDESPassPhrase() 

    private static void decryptSessionSecretDESPassPhrase( 
        RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm, 
        RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount ) 
        throws Exception 
    { 
        cipherRSA.init( Cipher.DECRYPT_MODE, locRSAPrivKey ); 
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        byte[] cryptBytes; 
        cryptBytes = cryptSecretDESPassPhrase.getBytes(); 
        sessionSecretDESPassPhraseChars = 
            byteArrayToCharArray( cipherRSA.doFinal( cryptBytes ) ); 
        cryptBytes = cryptSecretDESAlgorithm.getBytes(); 
        sessionSecretDESAlgorithm = new String( cipherRSA.doFinal( cryptBytes ) ); 
        cryptBytes = cryptSecretDESSalt.getBytes(); 
        salt = cipherRSA.doFinal( cryptBytes ); 
        cryptBytes = cryptSecretDESIterationCount.getBytes(); 
        iterationCount = cipherRSA.doFinal( cryptBytes )[0]; 
        //System.out.println( "\n" + new String( sessionSecretDESPassPhraseChars ) ); 
        //System.out.println( sessionSecretDESAlgorithm ); 
        //System.out.println( new String( salt ) ); 
        //System.out.println( iterationCount ); 
    } 

For each artifact, we convert the encrypted RAW into a byte array and pass it to the cipherRSA 
member to be decrypted. We use the byte array coming back from the Cipher to populate our static class 
members with an appropriate data type. Keep the value as a byte array for salt, char array for 
sessionSecretDESPassPhraseChars by calling the byteArrayToCharArray() method, String for 
sessionSecretDESAlgorithm by instantiating a new String(), and a single byte, automatically cast as an 
int for iterationCount. 

If you are interested in observing these session-specific, random artifacts and the negotiated 
algorithm as they arrive at the client, you can uncomment the System.out.println() calls at the end of 
the method. However, you should only do this temporarily: the System.out.println() calls have been 
removed from the code in the next chapter. 

Ancillary Methods for Array Conversion 
In two places in the preceding code, we called some ancillary array conversion methods that we have 
defined in the OracleJavaSecure code, shown in Listing 6-17. One takes a byte array and converts it to a 
char array. The other does the opposite. We call byteArrayToCharArray() from 
decryptSessionSecretDESPassPhrase() (see Listing 6-16) when we get 
sessionSecretDESPassPhraseChars, and we call charArrayToByteArray() from 
getCryptSessionSecretDESPassPhrase() (see Listing 6-5) when we are encrypting 
sessionSecretDESPassPhraseChars. 

Listing 6-17. Array Conversion Methods, byteArrayToCharArray() and charArrayToByteArray() 

    static char[] byteArrayToCharArray( byte[] bytes ) { 
        char[] rtrnArray = new char[bytes.length]; 
        for ( int i = 0; i < bytes.length; i++ ) { 
            rtrnArray[i] = ( char )bytes[i]; 
        } 
        return rtrnArray; 
    } 
 
    static byte[] charArrayToByteArray( char[] chars ) { 
        byte[] rtrnArray = new byte[chars.length]; 
        for ( int i = 0; i < chars.length; i++ ) { 
            rtrnArray[i] = ( byte )chars[i]; 
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        } 
        return rtrnArray; 
    } 

We can normally convert these array types back and forth just by casting, as in the following 
example. However, we need to be aware of the implications of narrowing and widening conversions. We 
must restrict the char values in our array to standard ASCII characters, not 16-bit Unicode characters, in 
order to not lose information in the conversions. 

byte[] bAr = new byte[10]; 
char[] cAr = (char[])bAr; 
bAr = (byte[])cAr; 

That kind of array casting is not supported from within the JDeveloper IDE (and possibly 
elsewhere), so we will instead rely on our ancillary methods. JDeveloper is nice because it is free, and it is 
highly tailored for working with Oracle databases; it handles Oracle views better than any other IDE. You 
can find JDeveloper on the Oracle corporate web site at www.oracle.com. 

You may wonder why we maintain the passphrase as a char array. That is the format we need when 
we build the PBEKeySpec. 

Method Used to Show Actual Algorithm 
Listing 6-18 presents the showAlgorithm() method. This is actually duplicative functionality. Take a look 
at the code for the decryptSessionSecretDESPassPhrase() method (shown previously) and you will see 
that we get sessionSecretDESAlgorithm from Oracle database to a String on the client that we could 
simply print out. 

The only additional assurance in selecting this directly from the Oracle database (via the function 
f_show_algorithm) is that there is no mix up during transfer. We have already built the function in 
app_sec_pkg that will call this method to return the algorithm name. We can also call this method from 
the client (before calling the server) and compare the algorithms used. 

Listing 6-18. Display the Secret Password Algorithm Name in Use, showAlgorithm() 

    public static final String showAlgorithm() { 
        String rtrnString = "showAlgorithm failed"; 
        try { 
            rtrnString = sessionSecretDESKey.getAlgorithm(); 
        } catch( Exception x ) { 
            rtrnString = x.toString(); 
        } finally { 
            return rtrnString; 
        } 
    } 

This is a temporary method for testing only in the chapter, and we will remove it, and the Oracle 
function that calls it, from the code in future chapters. 

Testing DES Encryption on the Client Only 
Once again, we are going to do our client-side-only testing by calling our methods from the main() 
method of OracleJavaSecure. The code for the first part of main() is shown in Listing 6-19. Start out by 
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getting our client public key modulus and exponent, which in the process generates the RSA 
Public/private key pair, if not existing. 

Listing 6-19. Code for Client-Only Testing, from main() 

    String clientPubModulus = getLocRSAPubMod(); 
    String clientPubExponent = getLocRSAPubExp(); 
 
    // Emulates server actions 
    RAW mCryptSessionSecretDESPassPhrase = 
        getCryptSessionSecretDESPassPhrase( clientPubModulus, 
        clientPubExponent ); 
    RAW mCryptSessionSecretDESSalt = 
        getCryptSessionSecretDESSalt( clientPubModulus, 
        clientPubExponent ); 
    RAW mCryptSessionSecretDESAlgorithm = 
        getCryptSessionSecretDESAlgorithm( clientPubModulus, 
        clientPubExponent ); 
    RAW mCryptSessionSecretDESIterationCount = 
        getCryptSessionSecretDESIterationCount( clientPubModulus, 
        clientPubExponent ); 
    RAW cryptData = getCryptData( "Monday" ); 
 
    testAsClientAndServer = true; 
 
    // As client 
    System.out.println( getDecryptData( cryptData, 
        mCryptSessionSecretDESPassPhrase, mCryptSessionSecretDESAlgorithm, 
        mCryptSessionSecretDESSalt, mCryptSessionSecretDESIterationCount ) ); 
    System.out.println( showAlgorithm() ); 

Next, we emulate the server, having received the modulus and exponent, getting the DES secret 
password key artifacts from getCryptSessionSecretDESPassPhrase() and other methods. In the process, 
a copy of the public key is built from the artifacts, the DES secret password key is generated and each of 
the secret password key artifacts is encrypted using the RSA public key. 

We also emulate the server, encrypting some data with the secret password key: 

RAW cryptData = getCryptData( "Monday" ); 

Our next step in testing assumes we are back on the client, and having received all the encrypted 
secret password key artifacts, we generate a copy of the secret password key from those artifacts. To do 
that, we set testAsClientAndServer to be true in order to overwrite the secret password key that we just 
created while emulating the server (even though the key will be identical): 

testAsClientAndServer = true; 

Now again as the client, we call getDecryptData() with all the DES secret password key artifacts, and 
the encrypted data. This will create a new DES secret key based on the artifacts, then decrypt the data 
using that key. We will print out the decrypted data, which should be the same as what we encrypted 
earlier. Also, we will print out the DES algorithm name that we used for secret password encryption. 



CHAPTER 6 ! SECRET PASSWORD ENCRYPTION 

102 

Running the Code 
We assume you followed the procedure to run the code in the previous chapter. This chapter will use an 
identical procedure. In a command prompt, change directories to Chapter6. Compile the code with this 
command: 

javac orajavsec/OracleJavaSecure.java 

If you have any problems, refer to Chapter 3 for directions on compiling at the command prompt 
and setting your environment CLASSPATH to include ojdbc6.jar. Then run the code from that same 
directory with this command: 

java orajavsec.OracleJavaSecure.OracleJavaSecure 

Observing the Results 
The following two lines will be printed as a result of the commands issued in the preceding section: 

Monday 
PBEWithSHA1AndDESede 

We encrypted the string “Monday” using the DES secret password key when we emulated the server, 
and we passed the encrypted data back to the client, along with the secret password key artifacts, 
encrypted with the client RSA public key. Back at the client, we built a duplicate DES key using the 
artifacts, and decrypted the encrypted data. We printed out the decrypted data and saw “Monday” at the 
command prompt. Then we printed the negotiated algorithm. If you are using JDK 1.6 or later on your 
workstation, you will see PBEWithSHA1AndDESede; however, if you are using JDK 1.5, you will see 
PBEWithMD5AndDES. 

Coding to Test Client/Server Secret Password Encryption 
The next line is at the top of our Java code in OracleJavaSecure.java. Uncomment it and copy the entire 
code into your Oracle client. 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS 

For security, scroll down to the class body and assure you do not have a valid password in the 
connection string. If you do, remove the password from the connection string before executing this 
command in Oracle. 

    private static String appsecConnString = 
        "jdbc:oracle:thin:AppSec/password@localhost:1521:Orcl"; 

Execute the script in your Oracle client (e.g., SQL*Plus) to load the Java code into the Oracle 
database. This command, as we have seen, loads the Java code into the Oracle database and compiles it. 

Setting the Code to Test Server as well as Client 
To compile and execute OracleJavaSecure on your client, that first line that we uncommented to run on 
the Oracle database, needs to be commented: 

//CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS 
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Scroll down to the class body and set the password in the connection string. Also correct any of the 
other addresses and names for your connection string. 

    private static String appsecConnString = 
        "jdbc:oracle:thin:AppSec/password@localhost:1521:Orcl"; 

Also set the testingOnServer boolean to true: 

    private static boolean testingOnServer = true; 

Save the file. 
You may have already executed the app_sec_pkg package specification and body on Oracle, from 

earlier in this chapter. If you haven’t done so, do that now. This will create the Oracle structures we need 
to do secret password encryption. 

Consider the Server Portion of the main() Method 
This time when we run through the main() method of OracleJavaSecure, we will pass the 
testingOnServer test, so we will execute the remainder of main(), as shown in Listing 6-20. We declare a 
couple member variables to hold the error number and error message coming back from Oracle, errNo 
and errMsg. 

Because we are running from the client (not on Oracle database), we need to load the Oracle-
specific driver (assuming we might not be using JDK 1.6 or later). And we will set up the Oracle 
connection for use: note that we will be connecting as appsec user. 

We will be using an Oracle-specific OracleCallableStatement, which allows us to retrieve OUT 
parameters back from Oracle, and to transfer Oracle-specific data types. 

Listing 6-20. Code for Client/Server Testing, from main() 

    if( testingOnServer ) { 
        int errNo; 
        String errMsg; 
        // Since not on the Server, must load Oracle-specific Driver 
        Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
        // This will set the static member "conn" to a new Connection 
        conn = DriverManager.getConnection( appsecConnString ); 
        OracleCallableStatement stmt; 

Getting the DES Secret Password from Oracle 
Our first procedure call, in Listing 6-21, is to p_get_shared_passphrase. This will simply test the exchange 
of RSA and DES keys between our client and Oracle. We hand the procedure our RSA public key modulus 
and exponent, and in return get the DES secret password key artifacts, encrypted by the Oracle database 
using the public key. Notice that we register the OUT parameters and either set or setNull all our 
parameters. 

Listing 6-21. Get Shared Passphrase, from main() 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL app_sec_pkg.p_get_shared_passphrase(?,?,?,?,?,?,?,?)" ); 
    stmt.registerOutParameter( 3, OracleTypes.RAW ); 
    stmt.registerOutParameter( 4, OracleTypes.RAW ); 
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    stmt.registerOutParameter( 5, OracleTypes.RAW ); 
    stmt.registerOutParameter( 6, OracleTypes.RAW ); 
    stmt.registerOutParameter( 7, OracleTypes.NUMBER ); 
    stmt.registerOutParameter( 8, OracleTypes.VARCHAR ); 
    stmt.setString( 1, clientPubModulus ); 
    stmt.setString( 2, clientPubExponent ); 
    stmt.setNull(   3, OracleTypes.RAW ); 
    stmt.setNull(   4, OracleTypes.RAW ); 
    stmt.setNull(   5, OracleTypes.RAW ); 
    stmt.setNull(   6, OracleTypes.RAW ); 
    stmt.setInt(    7, 0 ); 
    stmt.setNull(   8, OracleTypes.VARCHAR ); 
    stmt.executeUpdate(); 
 
    errNo = stmt.getInt( 7 ); 
    if( errNo != 0 ) { 
        errMsg = stmt.getString( 8 ); 
        System.out.println( "Oracle error " + errNo + 
            ", " + errMsg ); 
        System.out.println( (stmt.getRAW( 3 )).toString() ); 
    } else { 
        mCryptSessionSecretDESSalt = stmt.getRAW( 3 ); 
        mCryptSessionSecretDESIterationCount = stmt.getRAW( 4 ); 
        mCryptSessionSecretDESAlgorithm = stmt.getRAW( 5 ); 
        mCryptSessionSecretDESPassPhrase = stmt.getRAW( 6 ); 
    } 
    if( null != stmt ) stmt.close(); 

After executing the statement, we get the error number, errNo coming back from Oracle database 
and assure it’s 0. If not, we report the error. 

If there was no error, then we, as the client application, set a method member equal to each of the 
encrypted artifacts, like the mCryptSessionSecretDESSalt. Now we have everything we need to build an 
exact copy of the secret password key that was generated on the Oracle database. At this point, we have 
fully exchanged keys; however, we have not yet built a copy of the DES secret password key on the client. 
Later in this code, we will decrypt each artifact using our private key, then build the secret password key 
and use it to exchange encrypted data with Oracle. 

Because we are done with this statement, we close it. It is a matter of consistency and diligence that 
before we close the statement we assure that it is not null. In reality, if stmt were null, we would have 
thrown an exception in the earlier code with the first registerOutParameter() call. 

Seeing the Negotiated Algorithm for Password-Based Encryption 
We call the function, f_show_algorithm in order to display the algorithm name that the Oracle database 
selected (see Listing 6-22). Because the Oracle 11g JVM is based on the standard JVM version 1.5, we will 
see that Oracle database manifests the aforementioned bug in this regard and selects PBEWithMD5AndDES 
as the protocol, instead of what we requested, PBEWithSHA1AndDESede. This will serve as the common 
algorithm negotiated with the client. 

Listing 6-22. Show Algorithm, from main() 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
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        "{? = call app_sec_pkg.f_show_algorithm}" ); 
    stmt.registerOutParameter( 1, OracleTypes.VARCHAR ); 
    stmt.executeUpdate(); 
    System.out.println( stmt.getString(1) ); 
    if( null != stmt ) stmt.close(); 

Of note here is the syntax for calling an Oracle function, rather than a procedure. The function 
always returns a value. The leading “? =” represents the return value, and our statement parameter (1) is 
that value. Each question mark in a prepared callable statement is a parameter, whether it comes before 
or after the procedure or function name. The parameters are always numbered from left to right with 1 
(one) being the first. 

The format used in this function call, with the open and close curly brackets, is referred to as SQL92 
syntax. That is a reference to the international standard for SQL that was adopted in 1992. Another form 
of syntax that can be used for calling stored procedures and functions is the PL/SQL Block syntax (with 
begin and end statements). I have found that with much older versions (e.g., jdbc14.jar) of the Oracle 
drivers (although not as old as SQL92) the PL/SQL Block syntax will work when the SQL92 syntax will 
not. Here is the same prepareCall() method call from Listing 6-22 in PL/SQL Block syntax: 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "begin ? = call app_sec_pkg.f_show_algorithm; end;" ); 

Calling Oracle Database to get Encrypted Data 
Next we want to demonstrate getting encrypted data back from Oracle database and decrypting it on the 
client with a local copy of the DES secret password key. In Listing 6-23, you can see we call the 
procedure, p_get_des_crypt_test_data. Again, we pass our public key artifacts and retrieve the 
encrypted secret password key artifacts. Because this process is something we will see repeated 
throughout the remainder of this book, I will just call this “key exchange”. We just returned from another 
procedure that retrieved the secret password key artifacts, so we don’t bother to set our method 
members again—those lines are commented. Note that all these calls are occurring in the same Oracle 
session, so existing keys are used—there is no additional key generation. 

Listing 6-23. Get DES Crypt Test Data, from main() 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL app_sec_pkg.p_get_des_crypt_test_data(?,?,?,?,?,?,?,?,?,?)" ); 
    stmt.registerOutParameter( 3, OracleTypes.RAW ); 
    stmt.registerOutParameter( 4, OracleTypes.RAW ); 
    stmt.registerOutParameter( 5, OracleTypes.RAW ); 
    stmt.registerOutParameter( 6, OracleTypes.RAW ); 
    stmt.registerOutParameter( 7, OracleTypes.NUMBER ); 
    stmt.registerOutParameter( 8, OracleTypes.VARCHAR ); 
    stmt.registerOutParameter( 10, OracleTypes.RAW ); 
    stmt.setString( 1, clientPubModulus ); 
    stmt.setString( 2, clientPubExponent ); 
    stmt.setString( 9, "Tuesday" ); 
    stmt.setNull(   3, OracleTypes.RAW ); 
    stmt.setNull(   4, OracleTypes.RAW ); 
    stmt.setNull(   5, OracleTypes.RAW ); 
    stmt.setNull(   6, OracleTypes.RAW ); 
    stmt.setInt(    7, 0 ); 
    stmt.setNull(   8, OracleTypes.VARCHAR ); 
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    stmt.setNull(  10, OracleTypes.RAW ); 
    stmt.executeUpdate(); 
    errNo = stmt.getInt( 7 ); 
    if( errNo != 0 ) { 
        errMsg = stmt.getString( 8 ); 
        System.out.println( "Oracle error " + errNo + 
            ", " + errMsg ); 
        System.out.println( (stmt.getRAW( 10 )).toString() ); 
    } else { 
        //mCryptSessionSecretDESSalt = stmt.getRAW( 3 ); 
        //mCryptSessionSecretDESIterationCount = stmt.getRAW( 4 ); 
        //mCryptSessionSecretDESAlgorithm = stmt.getRAW( 5 ); 
        //mCryptSessionSecretDESPassPhrase = stmt.getRAW( 6 ); 
        cryptData = stmt.getRAW( 10 ); 

        System.out.println( getDecryptData( cryptData, 

            mCryptSessionSecretDESPassPhrase, 
            mCryptSessionSecretDESAlgorithm, mCryptSessionSecretDESSalt, 
            mCryptSessionSecretDESIterationCount ) ); 
    } 
    if( null != stmt ) stmt.close(); 

Along with key exchange, we send the string “Tuesday” to the p_get_des_crypt_test_data 
procedure to be encrypted on Oracle database using the secret password key. So, after executing the 
Statement, we retrieve the encrypted data, and then decrypt the data by calling getDecryptData() locally 
on the client and print out the decrypted String. Notice that the getDecryptData() method takes all the 
encrypted secret password key artifacts.  

If the secret password key has not yet been built, then getDecryptData() calls 
makeSessionSecretDESKey(). When we call getDecryptData() we pass sufficient parameters, the artifacts 
of the secret password key, to build the key; but if it has already been built, we do not repeat that effort. 
We may call getDecryptData() multiple times for multiple pieces of encrypted data, but the effort to 
build the secret password key will only be undertaken once. 

Testing Oracle Database Encrypt and Local Decrypt Data 
The next test in Listing 6-24 is even more concise, if unrealistic. We will call the temporary function, 
f_get_crypt_data to get encrypted data representing a clear text String, “Wednesday”. We will get the 
encrypted data RAW back from the statement and call the getDecryptData() method locally to decrypt it, 
printing the result. 

Listing 6-24. Get Crypt Data, from main() 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "{? = call app_sec_pkg.f_get_crypt_data(?) }" ); 
    stmt.registerOutParameter( 1, OracleTypes.RAW ); 
    stmt.setString( 2, "Wednesday" ); 
    stmt.executeUpdate(); 
    cryptData = stmt.getRAW( 1 ); 

    System.out.println( getDecryptData( cryptData, 

        mCryptSessionSecretDESPassPhrase, 
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        mCryptSessionSecretDESAlgorithm, mCryptSessionSecretDESSalt, 
        mCryptSessionSecretDESIterationCount ) ); 
    if( null != stmt ) stmt.close(); 

Normally we wouldn’t call Oracle database to encrypt clear text data from the client, and then 
decrypt it at the client to obtain the clear text. Nevertheless, that is precisely what we did here. 

Sending Encrypted Data to Oracle 
In our last test in Listing 6-25, we will encrypt clear text data, “Thursday” on the client. We encrypt it 
with the copy of the DES secret password key, based on the artifacts we got from Oracle. Then we submit 
the encrypted data to Oracle database by calling the f_get_decrypt_data function. Oracle database will 
decrypt the data using the original secret password key, and then our client will read the clear text String 
that is returned as parameter 1. We print that result and close the Statement. 

Listing 6-25. Get Decrypt Data, from main() 

    cryptData = getCryptData( "Thursday" ); 
    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "{? = call app_sec_pkg.f_get_decrypt_data(?) }" ); 
    stmt.registerOutParameter( 1, OracleTypes.VARCHAR ); 
    stmt.setRAW( 2, cryptData ); 
    stmt.executeUpdate(); 
    System.out.println( stmt.getString( 1 ) ); 
    if( null != stmt ) stmt.close(); 

This is another unlikely scenario where we are calling an Oracle function to decrypt data for use on 
the client. Don’t worry about exposing unneeded functionality to the client; we will be sorting this out as 
we continue. In fact, we already have! Our client applications will not be connecting as appsec user, and 
only appsec will be able to execute procedures and functions in the app_sec_pkg package. 

Testing Our Secure Client/Server Data Transmission 
In a Command Prompt, Change directories to Chapter6. Compile the code with this command: 

javac orajavsec/OracleJavaSecure.java 

Again, if you have any problems, refer to Chapter 3 for directions on compiling at the command 
prompt and setting your environment CLASSPATH to include ojdbc6.jar. Then run the code from that 
same directory with this command: 

java orajavsec.OracleJavaSecure 

The following six lines will be printed as a result: 

Monday 
PBEWithSHA1AndDESede 
PBEWithMD5AndDES 
Tuesday 
Wednesday 
Thursday 
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The first two lines show the same client-only tests that we performed earlier in this chapter. After 
that, because testingOnServer is true, the main() method continues to get the DES secret password key 
from Oracle. Then we call f_show_algorithm and display the negotiated algorithm at the command 
prompt, which will likely be PBEWithMD5AndDES. 

After that, we send the string “Tuesday” to Oracle database for encryption by 
p_get_des_crypt_test_data procedure. We read the encrypted data, decrypt it with a copy of the secret 
password key, and display it, “Tuesday”. 

We also call the function f_get_crypt_data directly, handing it the clear text string “Wednesday”. 
We read the encrypted data returned by the function, decrypt it again with the copy of the secret 
password key and display it, “Wednesday”. By this time, it is obvious that the session of our Oracle 
connection is retaining and reusing the same RSA and DES keys for multiple queries. 

Finally, we encrypt the string, “Thursday” on the client and submit it to the Oracle function 
f_get_decrypt_data. Oracle database decrypts the data with the original secret password key. We read 
the returned clear text string and print it, “Thursday.” 

Chapter Review 
We find ourselves at the end of another chapter. Looking back, let’s see what ground we’ve covered. 

v We learned about DES secret password encryption. In particular, we learned 
about the various artifacts that make up the secret password key: passphrase, salt, 
iteration count, and the algorithm. We also devised a way to observe and report 
and work around a bug in JCE, even coding to accommodate an eventual JVM 
upgrade that will not have the bug. 

v We found out how to generate the secret password key on Oracle, do key 
exchange, then build an identical key on the client. With identical keys (a shared 
password), we can exchange encrypted data. We also saw how to use the RSA 
public key to encrypt the DES key so that we can exchange it between Oracle 
database and the client, but still keep it secret. 

v We made extensive use of the SecureRandom class in order to generate a random 
passphrase, salt, and iteration count for each session. 

v We explored Oracle packages, something we will depend on for organization and 
security. 

Figures 6-1 and 6-2 illustrate the secret password encryption processes we have covered in this 
chapter. These processes will be used throughout the remainder of this book. In Figure 6-1, at the top, 
you will see that we refer to block [A] of Figure 5-1—that is where we saw the standard process of 
generating an RSA public/private key pair on the client. We pass the public key exponent and modulus 
to Oracle database when we call p_get_shared_pass_phrase. You can see in Figure 6-1, on the far right, 
that an equivalent public key is built on Oracle database, represented by the key image labeled RSA. 
Another key image on the far right, labeled DES depicts the shared password key that we create on the 
Oracle database. 

Each of the artifacts of the shared password key is encrypted on the Oracle database with the public 
key and returned to the client. Each encrypted artifact is placed in one of the OUT parameters of the 
p_get_shared_pass_phrase procedure. We have outlined this whole process and labeled it as block [B] in 
Figure 6-1. This is our standard process for exchanging the shared password key, and we will refer to it in 
future Figures. 
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At the bottom of Figure 6-1, we illustrate how the client calls methods to decrypt the secret 
password key artifacts and to build an equivalent secret password key. The key image at the bottom 
represents the secret password key on the client. 

 

Figure 6-1. Key exchange 

In Figure 6-2 you can see an illustration of the example processes for exchanging encrypted data 
between the client and Oracle database. In the top one third of Figure 6-2, you see the process of doing 
key exchange and encrypting data on the Oracle database. That encrypted data is returned to the client 
in the OUT parameters of the p_get_des_crypt_test_data procedure. Here we refer to block [B] of Figure 
6-1, where we saw the secret password key being built on Oracle database and returned to the client. In 
Figure 6-2, in addition to building the secret password key, we use that key to encrypt data that is 
returned to the client in encrypted form. 

In the middle section of Figure 6-2, by a call to the getDecryptData() method (version A of two 
methods with that name), we see an illustration of how the client decrypts data coming from Oracle 
database. We outline this section of Figure 6-2 and label it as block [C]—it illustrates a standard process 
for decrypting data. You can see that an equivalent secret password key, labeled DES, is built on the 
client (as needed) during the decryption process. 

The last section of Figure 6-2, at the bottom shows the mirror image of this process. In that 
illustration, the client uses the equivalent secret password key that has already been built to encrypt 
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data. The encrypted data is then sent to the Oracle database by a call to the f_get_decrypt_data 
function. The Oracle database then decrypts the data using the original secret password key. In our 
example code, that decrypted, clear-text data is returned to the client for display. 

 

Figure 6-2. Encrypted data exchange example 
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Data Encryption in Transit 

In Chapter 6, we laid the foundation for data encryption between Oracle database and a Java client. We 
proved that we can exchange keys securely and then send encrypted data back and forth, successfully 
decrypting the data at the recipient, and at the Oracle database. 

In this chapter, we will complete the foundation for encryption, which we will continue to build in 
the application security, appsec Oracle schema. Then we will take on the role of an application 
developer, using the appsec structures to secure access to our data. Specifically, we will secure access to 
data in the HR example schema. 

Consider the last chapter and observe that we have been both building and testing our application 
security structures and code as the appsec user. It is not the intent to have every application run as 
appsec. Rather, we will allow each application that needs our security to execute our security functions, 
and we will be demonstrating that in this chapter. 

Also, we need to provide developers access to our Java structures to include with their desktop 
applications. We will discuss that at the end of this chapter. 

Security Administrator Activities 
Our security administrator, secadm, needs to provide a few more permissions. Some of the permissions 
are system privileges, and some are grants to packages in the appsec and HR schemas. 

! Note You can find a script of the following commands in the file named Chapter7/SecAdm.sql. 

Connect to Oracle database as SECADM user, and acquire the secure application role, secadm_role. 

EXECUTE sys.p_check_secadm_access; 

We are going to be creating a table in the appsec schema for logging errors. We are also going to 
create a trigger associated with that table. Our trigger is like a procedure that runs when certain events 
occur—in our case, our trigger will run when a record is inserted into our table. 

We want to have a central table for application errors, because the error messages will be returned 
to, potentially, dozens or hundreds of applications. How will we, as the application security 
administrator, get reports from all these sources? If our application developers are conscientious, they 
will let us know what problems they are seeing, but we are not going to count on that happening. We will 
watch for errors from our remote listening post—the error table. 
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Granting More System Privileges to the Application Security User 
In order to succeed at setting up the error logging table, we need to allow appsec to store data in a 
tablespace. The default tablespace is “USERS,” and that will suffice for us. We need to specify how much 
space appsec may use, a quota. We’ll start out permitting two megabytes of space. Execute the following 
as appsec: 

ALTER USER appsec DEFAULT TABLESPACE USERS QUOTA 2M ON USERS; 

Additionally, for appsec to be able to create a trigger, we need to grant the CREATE TRIGGER system 
privilege. We will grant it to her non-default role (she’ll only need it occasionally): 

GRANT CREATE TRIGGER TO appsec_role; 

Permitting Users to Execute Packages in Other Schemas 
We want HR to execute the appsec security structures. We’d like to create a role to which we might grant 
execute on a package, and then grant that role to whomever needs it. However, let’s examine why this 
approach does not always work. Consider the following statements, which you should not execute: 

--CREATE ROLE appsec_user_role NOT IDENTIFIED; 
--GRANT EXECUTE ON appsec.app_sec_pkg TO appsec_user_role; 
--GRANT appsec_user_role TO hr; 

Specifically, the approach illustrated here does not work when procedures, functions, and packages 
call procedures, functions, and packages in other schemas. To get a bit ahead of ourselves, we will be 
creating procedures in the HR schema that we want to have execute the app_sec_pkg package (you know, 
we want HR to call functions to encrypt data). 

The problem is that the HR procedures, functions, and packages cannot gain privileges from a role. 
This is a restriction (based on the dependency model) designed to keep the HR procedures from getting 
invalidated every time we logout or set role. We remedy the restriction by granting execute on the 
app_sec_pkg package directly to HR user. For example, execute the following code: 

GRANT EXECUTE ON appsec.app_sec_pkg TO hr; 

By way of stark contrast, our application user, appusr, and other application users will be calling the 
procedures, functions, and packages in the HR schema directly, as needed. We do not imagine appusr 
calling our procedures from their own procedures. So we can grant access to our (yet to be configured) 
HR Security Package, hr_sec_pkg, to a role that appusr has, the hrview_role. The following is the GRANT 
statement, which we will execute later after creating the hr.hr_sec_pkg package: 

--GRANT EXECUTE ON hr.hr_sec_pkg TO hrview_role; 

Later we will execute a script named HR.sql. This script creates the hr.hr_sec_pkg package, and also 
executes the preceding GRANT statement. 

Application Security User Activities 
We are going to create an error log table, and an insert trigger, and we will also be adding procedures to 
do logging to app_sec_pkg package.  
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! Note You can find a script of the following commands in the file named Chapter7/AppSec.sql. 

Connect to Oracle database as appsec user, and set your role to the non-default role, appsec_role: 

SET ROLE appsec_role; 

Creating a Table for Error Logging 
Next, create a table for error logging. Probably, you want to pull out your DBA skills or get a DBA to help 
you define this table, setting its performance parameters and estimating initial storage and growth 
plans, none of which is defined here. Execute the code in Listing 7-1 to create the table using the 
defaults. 

Listing 7-1. Create the Application Security Error Log Table, t_appsec_errors 

CREATE TABLE appsec.t_appsec_errors ( 
    err_no     NUMBER, 
    err_txt    VARCHAR2(2000), 
    msg_txt    VARCHAR2(4000) DEFAULT NULL, 
    update_ts  DATE DEFAULT SYSDATE 
); 

We are going to capture the Oracle error number, err_no, and text, err_txt, and provide ourselves 
with another field, msg_txt, for helpful information (e.g., method name or stack trace). We will also 
capture the time of the error, update_ts, which helps in two ways: first, we want to know when things 
happened, or what is happening; second, we want to throw away log records when they are too old to be 
helpful. 

Note that the last two column definitions in the listing specify default values using the keyword 
DEFAULT. To insert a record, you only need to insert the first two fields. The third will default to NULL, and 
the fourth will default to the current date and time on the Oracle database, SYSDATE. In fact, we do not 
want to insert a date in UPDATE_TS. We want to accept the default. Because appsec is the only one who will 
be entering data in this table (this is an error log for application security use, not for general use), we do 
not need to enforce the default UPDATE_TS. 

In order to accomplish our sorting and selection of records by date, we are going to set up an index 
on the UPDATE_TS column. Execute the code in Listing 7-2 to create the index. 

Listing 7-2. Index for the Application Security Error Log Table, t_appsec_errors 

CREATE INDEX i_appsec_errors00 ON appsec.t_appsec_errors ( 
       update_ts 
); 

Indexes, once created, are maintained automatically as you insert or update rows. Also, they are 
automatically used when you select records from the table. Which index is used is a logical choice made 
by Oracle database that can be overridden by a hint, if desired. One thing to be aware of is that a select 
query that does not mention the leading column of an index will not benefit directly from the index. For 
example, if we selected all rows from the t_appsec_errors table where the msg_txt column contains the 
string “Exception,” we would not directly use the index we just created. If we created an index on 
columns ( update_ts, msg_txt ), that index would not benefit our query directly either. To get the direct 
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benefits of an index when we select from msg_txt, we would want to create an index mentioning msg_txt 
as the first column, for example ( msg_txt, update_ts ). 

The Oracle database optimizer may actually use any index to improve the performance of a query by 
doing a skip scan. A skip scan can improve performance in simple queries, potentially reducing the 
reliance on full-table scans (those cause very bad performance). You can also use a skip scan hint to 
explicitly name an index for use. It may take some trial and error and a bit of engineering to get the best 
performance from a skip scan hint. Here is an example, taken from the Oracle documentation. The 
comment section (/* */) with the plus symbol and hint name serve as a hint to the optimizer.  

SELECT /*+ INDEX_SS(e emp_name_ix) */ last_name 
    FROM employees e 
    WHERE first_name = 'Steven'; 

Notice that the skip scan hint, INDEX_SS directs the optimizer to use the index emp_name_ix for our 
query. Even though we’re selecting records where the first_name column is ‘Steven,’ we ask to benefit 
from the index on last_name, first_name. For a better understanding of skip search optimization, I 
recommend doing an Internet search for examples. 

You might want to sort or select from t_appsec_errors table based on different columns, but unless 
there is a frequent query that requires this column to be ordered, you will not need an index. Because 
this table is really only intended for troubleshooting after an error, we don’t expect to have other 
indexes—we will always select the most recent records (based on update_ts). 

We will create a view of the table that we are prepared to grant select on; however, we don’t have 
anyone in mind at present who may need to view it. Perhaps down the road we will have a savvy app 
developer who wants to help debug his application’s use of the appsec packages. We may arrange for her 
to select from our view. Execute the following: 

CREATE OR REPLACE VIEW appsec.v_appsec_errors AS SELECT * FROM appsec.t_appsec_errors; 

Creating a Table for Managing Our Error Log Table 
Remember, we only gave our application security, appsec, user two megabytes of space in the USERS 
tablespace. It would be inconsiderate, if not negligent, to create a table, especially a log table, without 
any provision for regular cleaning and maintenance.  

Now to let you in on a secret: we are building a robot. Not a mechanical contraption to fetch our 
coffee, but a software sentinel to help us manage the error log table, especially when we are not looking. 
We are going to do automatically remove old records from our table with a trigger that runs whenever we 
insert a record into our table. 

The tricky thing is, there is some effort involved in managing our table, so we want to minimize how 
frequently the management tasks occur. In fact, we only want to manage our error log table once a day. 
We also won’t mind knowing when the table was last managed. The best way to accomplish both those 
goals is to create another table to store the date whenever our error log table is managed. Execute the 
code in Listing 7-3 to create the error log maintenance table. 

Listing 7-3. Creating the Application Security Error Log Table and Index, t_appsec_errors_maint 

CREATE TABLE appsec.t_appsec_errors_maint ( 
    update_ts DATE DEFAULT SYSDATE 
); 
CREATE UNIQUE INDEX i_appsec_errors_maint00 ON appsec.t_appsec_errors_maint ( 
       update_ts ); 
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Once again, selecting by date is important for performance, so we will create an index on the 
UPDATE_TS column, the only column. 

This time, we made it a UNIQUE index, meaning that we will only have one entry with a specific 
timestamp. On our error log table, the index was not UNIQUE, because we may have multiple errors and 
entries in the table at the exact same time. 

The t_appsec_errors_maint table is for internal use only, so we won’t create a view and don’t 
anticipate ever granting privileges on the table. 

Creating an Error Log Management Procedure 
Our table management task is instigated by a trigger, but before we can define the trigger, we need to 
define our procedure that accomplishes the management task. Our management procedure will be 
named p_appsec_errors_janitor, and it has no parameters. 

We want it to run independently; therefore, we define it with the modifier PRAGMA 
AUTONOMOUS_TRANSACTION. This allows the procedure  to do inserts and deletes and commit the changes, 
even if the program that called this transaction does not commit. Without this modifier, if we issue a 
commit here, we are asking Oracle database to commit every update, insert, or delete we’ve made in the 
current session. When we’re dealing with an error, we specifically want to avoid committing anything 
except the insert of an error message in our log and cleanup of old entries. Execute the script in Listing 7-
4 to create the procedure. 

Listing 7-4. Procedure to Manage to Error Log Table, p_appsec_errors_janitor 

CREATE OR REPLACE PROCEDURE appsec.p_appsec_errors_janitor 
AS 
    PRAGMA AUTONOMOUS_TRANSACTION; 
    m_err_no NUMBER; 
    m_err_txt VARCHAR2(2000); 
BEGIN 
    INSERT INTO t_appsec_errors_maint ( update_ts ) VALUES ( SYSDATE ); 
    COMMIT; 
    -- Remove error log entries over 45 days old 
    DELETE FROM t_appsec_errors WHERE update_ts < ( SYSDATE - 45 ); 
    COMMIT; 
    INSERT INTO t_appsec_errors 
        ( err_no, err_txt, msg_txt ) VALUES 
        ( 0, 'No Error', 'Success managing log file by Janitor' ); 
    COMMIT; 
EXCEPTION 
    WHEN OTHERS 
    THEN 
        m_err_no := SQLCODE; 
        m_err_txt := SQLERRM; 
        INSERT INTO t_appsec_errors 
            ( err_no, err_txt, msg_txt ) VALUES 
            ( m_err_no, m_err_txt, 'Error managing log file by Janitor' ); 
        COMMIT; 
END; 
/ 
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Our first step (after the BEGIN header) is to insert the current date in our management table. That will 
prevent others from also trying to manage the error log table. We commit it, which is only allowed here 
because we are an autonomous transaction. 

The second step is to delete records in the error log that are over 45 days old. Notice that we do 
some date arithmetic involving SYSDATE, in this case SYSDATE - 45, which is equivalent to 45 days ago. 
We will use similar date arithmetic in our trigger. We also commit this deletion. 

The last thing under the BEGIN header is to insert a “Success” message in the error log, and commit 
it. Why not? That seems like a good place. 

As in our other procedures we’ve seen so far, we are going to catch errors. In this case, we will insert 
the error into our error log table (once again, why not? It’ll be nice to have all our troubleshooting 
messages in one place.) And commit it. 

Creating a Trigger to Maintain the Error Log Table 
The maintenance procedure we defined above will work every time you call it, and however you call it. 
You could hire someone to manually run that procedure once a day. Oracle database has a scheduler 
(the DBMS_SCHEDULER PL/SQL package or the older DBMS_JOB PL/SQL package) that you could alternatively 
use to run it once a day. 

Instead, we are going to make the table self-governing by adding a trigger. A trigger has a lot of 
similarities to a procedure, so it is consistent with the syntax we’ve been discussing. Execute the code in 
Listing 7-5 to create and enable a trigger on the t_appsec_errors table that will run after each row (log 
entry) is inserted in the table. 

Listing 7-5. Insert Trigger on Error Log Table, t_appsec_errors_iar 

CREATE OR REPLACE TRIGGER appsec.t_appsec_errors_iar 
    AFTER INSERT ON t_appsec_errors FOR EACH ROW 
DECLARE 
    m_log_maint_dt DATE; 
BEGIN 
    SELECT MAX( update_ts ) INTO m_log_maint_dt FROM t_appsec_errors_maint; 
    -- Whenever T_APPSEC_ERRORS_MAINT is empty, M_LOG_MAINT_DT is null 
    IF( ( m_log_maint_dt IS NULL ) OR 
        ( m_log_maint_dt < ( SYSDATE - 1 ) ) ) 
    THEN 
        p_appsec_errors_janitor; 
    END IF; 
END; 
/ 
ALTER TRIGGER appsec.t_appsec_errors_iar ENABLE; 

This trigger runs after each insert, AFTER INSERT; however, we only want our procedure to run once a 
day. To accomplish this, we get the MAX( update_ts ) of the last time our procedure was run from the 
t_appsec_errors_maint table, and store that date in m_log_maint_dt. (Note this example of SELECT INTO 
syntax—selecting a value into a variable.) Then we check to see if m_log_maint_dt is NULL (whenever 
t_appsec_errors_maint table is empty) or m_log_maint_dt is earlier than 24 hours ago (< SYSDATE – 1). If 
it is, then we run our procedure, p_appsec_errors_janitor. 
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Testing the Trigger 
While you are connected to Oracle database as appsec user, you can test the trigger. First execute the 
following lines to insert an error log entry and commit it: 

INSERT INTO appsec.v_appsec_errors (err_no, err_txt ) VALUES (1, 'DAVE' ); 
COMMIT; 

Note that our autonomous procedure can only deal with data that exists independently. Our inserts 
and updates do not exist in the database independently until we COMMIT the data. 

Note also that we are depending on the default values for msg_txt and update_ts—those columns 
are not part of our insert statement. 

Query each of our tables, the error logs and the maintenance record, and observe that our previous 
insert succeeded and that the Janitor procedure ran. Here’s an example: 

SELECT * FROM appsec.v_appsec_errors ORDER BY update_ts; 
SELECT * FROM appsec.t_appsec_errors_maint ORDER BY update_ts; 

Now insert an error log entry that pretends to be 60 days old (note the arithmetic with SYSDATE): 

INSERT INTO appsec.v_appsec_errors (err_no, err_txt, msg_txt, update_ts) 
    VALUES (2, 'DAVE', 'NONE', SYSDATE - 60 ); 
COMMIT; 

Again query each of our tables to assure that our insert worked and that our janitor procedure did 
not run again (because it has already run on this day): 

SELECT * FROM appsec.v_appsec_errors ORDER BY update_ts; 
SELECT * FROM appsec.t_appsec_errors_maint ORDER BY update_ts; 

Now change the data of our last janitor maintenance run date to yesterday (actually, 24 hours ago), 
and assure that the change was effective (if you have more than one entry in this table, this UPDATE won’t 
work. The index on UPDATE_TS in this table is a UNIQUE index): 

UPDATE appsec.t_appsec_errors_maint SET update_ts = SYSDATE-1; 
COMMIT; 
SELECT * FROM appsec.t_appsec_errors_maint ORDER BY update_ts; 

And submit another record from today (default, SYSDATE): 

INSERT INTO appsec.v_appsec_errors (err_no, err_txt ) VALUES (3, 'DAVE' ); 
COMMIT; 

For the last time in these tests, query each of our tables to assure that our insert worked and that our 
janitor procedure ran a second time, and that the mock-old record (the one with err_no = 2) was 
deleted: 

SELECT * FROM appsec.v_appsec_errors ORDER BY update_ts; 
SELECT * FROM appsec.t_appsec_errors_maint ORDER BY update_ts; 

Updating the Application Security Package 
In Chapter 6, we had two procedures (p_get_shared_passphrase and p_get_des_crypt_test_data) and 
one function (f_show_algorithm) that we described as being “temporary”. They were used for testing 
only in Chapter 6, and we will remove them from app_sec_pkg in this chapter. The remainder of the 
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functions in app_sec_pkg will remain and have not been changed. Look at the file, Chapter7/AppSec.sql to 
see the full listing. We have one new procedure that we introduce in this chapter: p_log_error. 

Creating an Error Logging Procedure 
The p_log_error procedure takes a NUMBER and one or two VARCHAR2 (text) parameters. The err_txt field 
is limited to 2,000 characters, but a VARCHAR2 column may have up to 4000 characters; so we truncate the 
m_err_txt parameter to 2,000 characters, if needed, to fit our err_txt column.  

Note that this procedure (the package), and the table being updated are in the appsec schema, but 
the one calling this procedure may be an application in another schema (like HR). We have already 
granted execute on app_sec_pkg package to the HR user, and we need to grant execute to any other 
application user who needs our Application Security processes. 

If you will, think back to when we defined the t_appsec_errors table. Recall that we set the msg_txt 
and update_ts columns to be nullable, and to have default values (NULL and SYSDATE). That allowed us to 
do data inserts by just providing data elements for the first two columns. We could insert data without 
even mentioning the last two columns. In fact, we said that we don’t want to insert a value for update_ts; 
but rather, allow the Oracle database to assign the current default value of SYSDATE. 

Well, now we are creating a procedure (shown in Listing 7-6) for various applications to call in order 
to insert error records into our table, and the procedure accounts for those default values. First of all, the 
procedure doesn’t accept a value for update_ts; rather, the default SYSDATE will be used. Second, the 
value for msg_txt has a default value of NULL so that application users can call this procedure with or 
without a value for msg_txt. 

Listing 7-6. Procedure to Insert Log Entries, p_log_error 

    PROCEDURE p_log_error( m_err_no NUMBER, m_err_txt VARCHAR2, 
        m_msg_txt VARCHAR2 DEFAULT NULL ) 
    IS 
        l_err_txt VARCHAR2(2000); 
    BEGIN 
        l_err_txt := RTRIM( SUBSTR( m_err_txt, 1, 2000 ) ); 
        INSERT INTO v_appsec_errors ( err_no, err_txt, msg_txt ) 
            VALUES ( m_err_no, l_err_txt, m_msg_txt ); 
        COMMIT; 
    END p_log_error; 

We use the substring function, SUBSTR, to get only the first 2,000 characters of the error text. Then 
we use the right trim function, RTRIM to remove any spaces at the right end of the remaining text. If 
m_err_txt is NULL, SUBSTR returns a NULL, and RTRIM returns a NULL. 

At the end of the p_log_error procedure, we simply insert the error data into our error log table and 
COMMIT. 

Executing Package Specification and Body 
Execute the two blocks in the file named Chapter7/AppSec.sql to replace the app_sec_pkg package 
specification and body. You can see that both those blocks begin with the command CREATE OR REPLACE. 
Because we already have a package named app_sec_pkg, this command will replace it. The absolute best 
thing about this command is that we can execute it on a running Oracle database, and the applications 
that use the package will not fail. That is, if the package specification does not need to change. Consider 
another option: if we had to DROP and then separately CREATE these structures, we would have to wait 
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until the Oracle database was off-line, or at least until the dependent applications were not running; 
otherwise, applications would fail during the interim between the DROP and the CREATE. 

Methods for Using and Testing Encryption in Transit 
Our working model will not be tested from the main() method of OracleJavaSecure; rather, we are going 
to demonstrate how we come in as a separate application and use the structures of our Application 
Security package, app_sec_pkg. We are going to add two more methods to the OracleJavaSecure class: 
one just for testing, resetKeys(); and another to prepare the client to encrypt data for updates / inserts 
to Oracle database, makeDESKey(). 

We want the ability to do data updates from our client application with a minimum of effort. The 
least effort requires these steps: 

�� Generate RSA keys on client and pass public key to Oracle. 

�� Generate DES secret password key on Oracle database,  
encrypt the artifacts with RSA public key, and pass back to the client. 

�� Build a copy of the DES key on the client. 

�� Encrypt data with DES key and send to Oracle database for decrypt and 
update. 

We have already demonstrated an Oracle procedure, p_get_shared_passphrase, which allowed us to 
combine steps 1 and 2 into a single step. However, step 4 requires a second Oracle statement. Therefore, 
we are going to have to make at least two calls to Oracle database to do the first update. Within the same 
Oracle session, we can do additional updates, each in a single call. We only need to do the combined 
steps 1, 2 and 3 once (key exchange); and then after the keys have been established, we can do as many 
updates and inserts as we’d like using existing keys. 

Method to Build the Secret Password Key 
In Chapter 6, we used the p_get_shared_passphrase Oracle procedure to get all the DES secret password 
key artifacts to the client; however, we didn’t build the secret password key until we received encrypted 
data from Oracle database that we wanted to decrypt on the client. 

In this chapter, we are going to need the DES secret key even without data to decrypt. We are going 
to do data encryption on the client and send it to Oracle database as an independent task. So, we need a 
Java method that independently builds the secret password key. Listing 7-7 shows the code for that 
method. 
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Listing 7-7. Method to Call to Build Secret Password Key, makeDESKey() 

    public static final void makeDESKey( 
        RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm, 
        RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount ) 
    { 
        try { 
            decryptSessionSecretDESPassPhrase( cryptSecretDESPassPhrase, 
                cryptSecretDESAlgorithm, cryptSecretDESSalt, 
                cryptSecretDESIterationCount ); 
            makeSessionSecretDESKey(); 
        } catch( Exception x ) { 
            x.printStackTrace(); 
        } 
    } 

Within the try block is most of the body of our previous getDecryptData() method, sans the call to 
actually decrypt data. This provides us an opportunity to do some refactoring, improving the design of 
our code. Because our new method does most of what we did in getDecryptData(), let’s rewrite 
getDecryptData() to call the new method, as in Listing 7-8. 

Listing 7-8. Decrypt Data with the Secret Password Key, getDecryptData() 

    public static final String getDecryptData( RAW cryptData, 
        RAW cryptSecretDESPassPhrase, RAW cryptSecretDESAlgorithm, 
        RAW cryptSecretDESSalt, RAW cryptSecretDESIterationCount ) 
    { 
        String rtrnString = "getDecryptData() A failed"; 
        try { 
            if( ( null == sessionSecretDESKey ) || testAsClientAndServer ) { 
                makeDESKey( cryptSecretDESPassPhrase, cryptSecretDESAlgorithm, 
                    cryptSecretDESSalt, cryptSecretDESIterationCount ); 
            } 
            rtrnString = getDecryptData( cryptData ); 
        } catch( Exception x ) { 
            x.printStackTrace(); 
        } 
        return rtrnString; 
    } 

The bold text, our call to makeDESKey(), is where we previously had the code that we have moved 
into the body of makeDESKey(). 

Temporary Method to Reset All Keys 
The second method we are adding to OracleJavaSecure is resetKeys(). The resetKeys() method is only 
for testing in this chapter (however, we will resurrect it in Chapter 10). Later we will describe several test 
scenarios, one of which will emulate starting a new connection/session on the client (by running this 
method) and trying to use existing keys on Oracle database. This scenario will fail, but we will do the test 
just to demonstrate that scenario. 
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In resetKeys(), Listing 7-9, we set back to null those static members that we set to null initially. 
Recall that they were null in order to facilitate testing those variables for null and/or for testing 
comparison to other members. We needed to set them to null initially in order to compile past the “may 
not have been initialized” error message. 

We also reset the value of sessionSecretDESAlgorithm to its pre-negotiated value. 

Listing 7-9. Reset all Keys, resetKeys() 

    public static final void resetKeys() { 
        locRSAPubMod = null; 
        saveExtRSAPubMod = null; 
        extRSAPubKey = null; 
        sessionSecretDESPassPhraseChars = null; 
        sessionSecretDESKey = null; 
        sessionSecretDESAlgorithm = "PBEWithSHA1AndDESede"; 
    } 

Loading Updated OracleJavaSecure Class into Oracle 
Connect or remain connected to Oracle database as application security, appsec, user with the non-
default role, appsec_role and copy/paste the code from the file 
Chapter7\orajavsec\OracleJavaSecure.java into your Oracle client. Uncomment the first line then run the 
script to replace our Java class in Oracle database. 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."orajavsec/OracleJavaSecure" AS 

Security Structures for the HR User 
Our working model of application encryption will consist of reading data from the HR schema, with 
sensitive columns being encrypted as they are transmitted across the network. Part of the responsibility 
falls to the application developers who must assure that sensitive data is only available to the client in 
encrypted form. Our application security schema, appsec, can provide the tools, but our application 
developers, like HR, will need to implement them. 

Let’s explore what HR does to encrypt his data first. Then we’ll look at what the Application Security 
manager can provide to all application developers as a template for implementing this. 

Exploring Privileges That Enable HR Tasks 
HR, as provided by Oracle, is a sample schema and already has a variety of system privileges. HR has the 
default role, RESOURCE, and via that role, has this list of privileges: 

CREATE SEQUENCE,  
CREATE TRIGGER,  
CREATE CLUSTER,  
CREATE PROCEDURE, 
CREATE TYPE,  
CREATE OPERATOR,  
CREATE TABLE,  
CREATE INDEXTYPE 
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All application schemas that intend to implement our application security will need the CREATE 
PROCEDURE system privilege. 

Recall that to have access to the application security structures, we also need to grant each 
application schema the object privilege to execute the app_sec_pkg package, like we did (already as 
secadm) for HR: 

GRANT EXECUTE ON appsec.app_sec_pkg TO hr; 

Creating the HR Security Package 
HR will have a package of his own procedures and functions that provide access to HR tables, but return 
any sensitive columns in encrypted form only. Let’s examine the package and then create it at the end. 

! Note You can find a script of the following commands in the file named Chapter7/HR.sql. 

CREATE OR REPLACE PACKAGE hr.hr_sec_pkg IS 
    TYPE RESULTSET_TYPE IS REF CURSOR; 

Within the Specification of our package, we will define a TYPE. We will name it RESULTSET_TYPE, and it 
will represent a CURSOR, also known as a ResultSet in Java. When we call procedures to get our encrypted 
HR data, we are going to hand back from Oracle database, a number of OUT parameters. Many of the OUT 
parameters will be artifacts of our secret password key, as we have seen, and one might also be a 
RESULTSET_TYPE, which will hold multiple rows of encrypted data. 

Selecting Sensitive Data Columns from EMPLOYEES 
The code in Listing 7-10 is the body of an Oracle procedure named p_select_employees_sensitive. You 
should be very familiar with this format. The list of parameters and the code used to set the secret 
password key artifacts look like what we’ve seen before. We do have an OUT parameter named 
resultset_out that will hold a RESULTSET_TYPE (rows of data): 

Listing 7-10. Procedure to Select Sensitive Data from Employees Table, p_select_employees_sensitive 

    PROCEDURE p_select_employees_sensitive( 
        ext_modulus               VARCHAR2, 
        ext_exponent              VARCHAR2, 
        secret_pass_salt      OUT RAW, 
        secret_pass_count     OUT RAW, 
        secret_pass_algorithm OUT RAW, 
        secret_pass           OUT RAW, 
        resultset_out         OUT RESULTSET_TYPE, 
        m_err_no              OUT NUMBER, 
        m_err_txt             OUT VARCHAR2 ) 
    IS BEGIN 
        m_err_no := 0; 
        secret_pass_salt := 
            appsec.app_sec_pkg.f_get_crypt_secret_salt( ext_modulus, ext_exponent ); 
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        secret_pass_count := 
            appsec.app_sec_pkg.f_get_crypt_secret_count( ext_modulus, ext_exponent ); 
        secret_pass := 
            appsec.app_sec_pkg.f_get_crypt_secret_pass( ext_modulus, ext_exponent ); 
        secret_pass_algorithm := 
            appsec.app_sec_pkg.f_get_crypt_secret_algorithm(ext_modulus, ext_exponent); 

        OPEN resultset_out FOR SELECT 

            employee_id, 
            first_name, 
            last_name, 
            email, 
            phone_number, 
            hire_date, 
            job_id, 
            appsec.app_sec_pkg.f_get_crypt_data( TO_CHAR( salary ) ), 
            appsec.app_sec_pkg.f_get_crypt_data( TO_CHAR( commission_pct ) ), 
            manager_id, 
            department_id 
        FROM employees; 
    EXCEPTION 
        WHEN OTHERS THEN 
            m_err_no := SQLCODE; 
            m_err_txt := SQLERRM; 
            appsec.app_sec_pkg.p_log_error( m_err_no, m_err_txt, 
                'HR p_select_employees_sensitive' ); 
    END p_select_employees_sensitive; 

Filling the RESULTSET_TYPE 
In the middle of the p_select_employees_sensitive procedure, we open the RESULTSET_TYPE to gather a 
CURSOR from a query. Note that we don’t actually transmit all the data when we return to the client; 
rather, we provide the client with a handle for the CURSOR so that the client can gather and process rows 
of data, one at a time. 

The query we are using selects all the columns from the EMPLOYEES table. Notice in Listing 7-10 that 
we encrypt the SALARY and COMMISSION_PCT with these calls: 

    appsec.app_sec_pkg.f_get_crypt_data( TO_CHAR( salary ) ), 
    appsec.app_sec_pkg.f_get_crypt_data( TO_CHAR( commission_pct ) ), 

Our encryption methods require that we pass the data in for encryption using a String. Both SALARY 
and COMMISSION_PCT are number columns, so we first convert them to VARCHAR2 and then pass them to 
our Application Security Java Stored Procedure (function), appsec.app_sec_pkg.f_get_crypt_data.  

That function returns a RAW type that holds the encrypted data. The client will decrypt the data back 
to a clear-text String. And we will convert the data back to its original type (Date, number, etc.), as 
needed at the client. 

You’re probably asking, “But can’t we encrypt non-String data?”  The answer is yes. Actually, we 
can encrypt anything that can be represented as a byte array, which is really anything, after some 
conversion. However, if you can see the data on a screen or print it out, then you can also represent the 
data as a String, and it’s often clearer when we convert to / from Strings and often the case that we 
eventually want a String anyway. 
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! Note At the end of this chapter, you will have a solid foundation to extend the encryption we have built here. 
You’ll be able to extend what you’ve learned in order to encrypt objects or BLOBS, or other types of data.  

Logging the Error Message 
At the end of our procedure, we catch any Oracle exceptions and log the error. We call our new 
p_log_error procedure. We will log the error in the appsec schema so our application security manager 
can catch errors in the appsec structures, and can assist in debugging problems in individual 
applications using those structures. We will not strand the application developer but will provide 
assistance in the debugging effort. 

Selecting All Data as a Single Sensitive String 
HR has implemented another method that encrypts all the selected data, not as individual columns, but 
as one long, concatenated VARCHAR2 per row. The only difference between this procedure, 
p_select_employees_secret shown in Listing 7-11, and the last one we looked at is the definition of the 
RESULTSET_OUT. 

Listing 7-11. Portion of Procedure to Encrypt All Data as Single String, p_select_employees_secret 

    OPEN resultset_out FOR SELECT 

        appsec.app_sec_pkg.f_get_crypt_data( 

            TO_CHAR( employee_id ) ||', '|| 
            first_name ||', '|| 
            last_name ||', '|| 
            email ||', '|| 
            phone_number ||', '|| 
            TO_CHAR( hire_date ) ||', '|| 
            job_id ||', '|| 
            TO_CHAR( salary ) ||', '|| 
            TO_CHAR( commission_pct ) ||', '|| 
            TO_CHAR( manager_id ) ||', '|| 
            TO_CHAR( department_id ) 
        ) 
    FROM employees; 

The double-pipe characters “||” are the symbol used in Oracle database to concatenate text. Notice 
that we call the TO_CHAR function for columns that are not already of type VARCHAR2. After we’ve 
concatenated all of these columns together, we pass the resulting VARCHAR2 to the f_get_crypt_data 
function for encryption and we return a single RAW per row in RESULTSET_OUT. 

Note that at the client we may have to parse the data, once we decrypt it, to get the individual 
columns. We have used a comma as a separator between columns, but parsing on commas presumes 
that no commas exist in our data. Each application will have to plan their use of our Application Security 
structures, and the best approach to provide their data in a form appropriate for use by their client. This 
concatenated format would probably be better for a client that doesn’t need individual elements of a 
record. 
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Selecting Sensitive Data for an Employee ID 
We will explore one more example of procedures to select encrypted data from HR. This Oracle 
procedure, p_select_employee_by_id_sens, is almost identical to the previous two procedures, except 
that it also takes a parameter representing a single EMPLOYEE_ID. That is shown in Listing 7-12. 

Listing 7-12. Portion of Procedure to Select Sensitive Data by ID, p_select_employee_by_id_sens 

    m_employee_id    employees.employee_id%TYPE 
    ... 
    OPEN resultset_out FOR SELECT 
        employee_id, 
        ... 
    FROM employees 
    WHERE employee_id = m_employee_id; 

The query for the resultset_out parameter selects data where the EMPLOYEE_ID equals that input 
parameter. 

This procedure should only return one row of data. 

Revising Procedure to Get Shared Passphrase 
We saw the p_get_shared_passphrase procedure in Chapter 6. We are embellishing it a bit in this chapter 
with error logging. Error logging can assist application security in supporting the application developer. 

The biggest change is that we are pulling p_get_shared_passphrase from the app_sec_pkg package 
into our individual application package, hr_sec_pkg. We have it in hr_sec_pkg now so that our client 
application, which may be running with hr_view role, can execute the procedure. We allow HR to execute 
the app_sec_pkg structures, but we don’t allow hr_view to do so. So, hr_view executes HR structures and 
HR structures execute appsec structures. 

We call p_get_shared_passphrase and follow up with a call to our new 
OracleJavaSecure.makeDESKey() method to complete a key exchange and build the shared secret 
password key. We must do this before attempting data updates. 

Updating Sensitive Data Columns in EMPLOYEES 
We are at the point now where we can implement encrypted updates to our data. We will define a 
procedure p_update_employees_sensitive shown in Listing 7-13, in the package hr_sec_pkg to take data 
for all the columns of the EMPLOYEES table. For the sensitive columns, we will be submitting RAW types that 
encapsulate the encrypted data. The only IN parameters are the table column data, and the only OUT 
parameters are the error number and text. Notice what is missing here—there are no parameters 
representing our encryption keys. We have to assume that key exchanges have already taken place. If we 
have not already exchanged keys in the current Oracle session, then the user application is trying to 
submit unencrypted data in the fields that require encryption, or they are encrypting the data with keys 
from a different session; and the Oracle database will not be able to decrypt the data. 

We are defining our parameter types using an anchored datatype form that refers to the definition of 
the original data. We anchor this datatype declaration to a previous definition. For example, in this 
declaration: 

        m_employee_id        employees.employee_id%TYPE, 
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We are saying that the m_employee_id parameter is of the same type as the EMPLOYEE_ID column in 
the EMPLOYEES table. We will use this form of “type specification by reference” whenever appropriate to 
further establish the relation between the data we are receiving and the table it is destined for. This 
practice is helpful for at least two reasons. The first is that our procedure will only accept data that is 
appropriate for the field into which it will be inserted or updated. This is a further protection against a 
SQL injection attack (see a detailed discussion in the next section). The second reason anchoring 
datatypes is good is that we can change the definition of that column in the table without having to also 
change this procedure. 

Listing 7-13. Update Sensitive Data in the Employees Table, p_update_employees_sensitive 

    PROCEDURE p_update_employees_sensitive( 
        m_employee_id        employees.employee_id%TYPE, 
        m_first_name         employees.first_name%TYPE, 
        m_last_name          employees.last_name%TYPE, 
        m_email              employees.email%TYPE, 
        m_phone_number       employees.phone_number%TYPE, 
        m_hire_date          employees.hire_date%TYPE, 
        m_job_id             employees.job_id%TYPE, 
        crypt_salary         RAW, 
        crypt_commission_pct RAW, 
        m_manager_id         employees.manager_id%TYPE, 
        m_department_id      employees.department_id%TYPE, 
        m_err_no         OUT NUMBER, 
       m_err_txt        OUT VARCHAR2 ) 
    IS 
        test_emp_ct      NUMBER(6); 
        v_salary         VARCHAR2(15); -- Plenty of space, eventually a NUMBER 
        v_commission_pct VARCHAR2(15); 
    BEGIN 
        m_err_no := 0; 
        v_salary := appsec.app_sec_pkg.f_get_decrypt_data( crypt_salary ); 
        v_commission_pct := 
            appsec.app_sec_pkg.f_get_decrypt_data( crypt_commission_pct ); 
        SELECT COUNT(*) INTO test_emp_ct FROM employees WHERE 
            employee_id = m_employee_id; 
        IF test_emp_ct = 0 
        THEN 
            INSERT INTO employees 
                (employees_seq.NEXTVAL, first_name, last_name, email, phone_number, 
                hire_date, job_id, salary, commission_pct, manager_id, department_id) 
            VALUES 
                (m_employee_id, m_first_name, m_last_name, m_email, m_phone_number, 
                m_hire_date, m_job_id, v_salary, v_commission_pct, m_manager_id, 
                m_department_id); 
        ELSE 
            -- Comment update of certain values during testing - date constraint 
            UPDATE employees 
            SET first_name = m_first_name, last_name = m_last_name, email = m_email, 
                phone_number = m_phone_number, 
                -- Job History Constraint -- hire_date = m_hire_date, job_id = m_job_id, 
                salary = v_salary, commission_pct = v_commission_pct, 
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                manager_id = m_manager_id 
                -- Job History Constraint -- , department_id = m_department_id 
            WHERE employee_id = m_employee_id; 
        END IF; 
    EXCEPTION 
        WHEN OTHERS THEN 
            m_err_no := SQLCODE; 
            m_err_txt := SQLERRM; 
            appsec.app_sec_pkg.p_log_error( m_err_no, m_err_txt, 
                'HR p_update_employees_sensitive' ); 
    END p_update_employees_sensitive; 
 
END hr_sec_pkg; 
/ 

Procedure Variables and Data Decryption 
We cannot modify the IN parameters like we did with OUT parameters in previous example procedures, 
but we want to capture the output of our decryption, so we establish a couple procedure variables: 
v_salary and v_commission_pct. We also define a numeric procedure variable named test_emp_ct: 

    test_emp_ct      NUMBER(6); 
    v_salary         VARCHAR2(15); -- Plenty of space, eventually a NUMBER 
    v_commission_pct VARCHAR2(15); 

Our procedure body, under the BEGIN header, includes two calls to the f_get_decrypt_data Oracle 
function which will return a VARCHAR2 data type representing the SALARY and the COMMISSION_PCT. Note 
again that use of this procedure assumes that you have already done key exchange: 

    m_err_no := 0; 
    v_salary := appsec.app_sec_pkg.f_get_decrypt_data( crypt_salary ); 
    v_commission_pct := 
        appsec.app_sec_pkg.f_get_decrypt_data( crypt_commission_pct ); 

Inserting or Updating 
I have found that a multifunction procedure is often the best choice for managing data inserts and 
updates. At most, we grant SELECT privilege to a view of the data and EXECUTE privilege to the 
management procedure. We regularly pass a transaction code (usually A, U, or D) that indicates whether 
we are going to be inserting (adding), updating, or deleting a record. For a simple, bi-functional 
procedure (insert or update), we do not need a transaction code, but can examine the data and 1) update 
an existing record or 2) insert a new record if no existing record matches the key columns. 

In our management procedure body, we will populate test_emp_ct by using SELECT INTO syntax with 
a count of the number of employees whose EMPLOYEE_ID matches the m_employee_id that is being passed 
in for update. There should never be more than one, so we expect a value of 0 or 1 from the count. 

    SELECT COUNT(*) INTO test_emp_ct FROM employees WHERE 
        employee_id = m_employee_id; 

We then test to see if test_emp_ct is 0 – if so, we do an INSERT; if not, an UPDATE: 

    IF test_emp_ct = 0 
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    THEN 
        INSERT INTO employees 
            ... 
    ELSE 
        UPDATE employees 
        SET first_name = m_first_name, last_name = m_last_name, email = m_email, 
            phone_number = m_phone_number, hire_date = m_hire_date, 
            -- Job History Constraint -- job_id = m_job_id, 
            salary = v_salary, commission_pct = v_commission_pct, 
            manager_id = m_manager_id 
            -- Job History Constraint -- , department_id = m_department_id 
        WHERE employee_id = m_employee_id; 
    END IF IF; 

Integrity Constraint on Employees Table 
You will see in the previous code that we skip updating two of the columns: JOB_ID and DEPARTMENT_ID. 
The reason is that there is an existing trigger on the EMPLOYEES table that inserts a record in JOB_HISTORY 
when either of those 2 columns in an EMPLOYEES’ record is updated. The trigger code is shown in Listing 
7-14. 

Listing 7-14. An Existing Integrity Constraint on Employees Table, HR.update_job_history 

CREATE OR REPLACE TRIGGER HR.update_job_history 
  AFTER UPDATE OF job_id, department_id ON HR.EMPLOYEES FOR EACH ROW 
BEGIN 
  add_job_history(:old.employee_id, :old.hire_date, sysdate, 
                  :old.job_id, :old.department_id); 
END; 

You can see the trigger in Listing 7-14 calls a procedure, add_job_history. All that procedure does is 
INSERT a record into the JOB_HISTORY table. However, the JOB_HISTORY table includes a UNIQUE index on 
(EMPLOYEE_ID, START_DATE). 

To summarize the problem: if you try to update an EMPLOYEES’ JOB_ID, or DEPARTMENT_ID more than 
once a day, it fails because the trigger cannot insert another record in the JOB_HISTORY table for that 
same user on the same day. This is a business rule that the developers of the HR sample schema are 
enforcing through a UNIQUE index—employees can’t change jobs more than once a day. 

UPDATE TRIGGER SYNTAX 

I’d like to point out one aspect of the trigger syntax. Do you see the :old. prefix in Listing 7-14? That 
prefix indicates that we are using the value that already exists in the table. Because this is an AFTER 
UPDATE trigger, the value that exists in the table is the same value we submitted in the update. This runs 
after the data has been updated. 

Often triggers can be used to test, filter, and manipulate data being submitted to a table before it is stored. 
For example, if I am updating the last name of an employee, I might say:  

update employees set last_name = ‘coffin’ where employee_id = 700; 
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This may be a problem if we require all our last_name entries to be in upper case! We can catch and 
correct this problem with a BEFORE UPDATE OR INSERT trigger. In the middle of our trigger, we might say: 

:new.last_name := upper(:new.last_name); 

This will capitalize the new value we are submitting for last_name. If we want to complain that the user is 
trying to update the last name with the same last name that already exists, we can compare the 
capitalized new value with the old value, like this: 

IF :new.last_name = :old.last_name 
THEN 
 Raise_Application_Error(-20000, 'Same last name as before!'); 

A BEFORE UPDATE trigger has access to both the existing value in the database (:old) and the new value 
being submitted (:new). That ability is often utilized in triggers. 

Avoiding SQL Injection 
If a computer user saves the html source of a web page that submits data and is able to modify the web 
page to send data that is not normally allowed, that would be an example of cross-sight scripting (the 
user’s own web page being one site, submitting data to the web server being another site.) For example, 
you might have a web page that submits a ZIP code for an address and only allows numeric data. I might 
maliciously modify the web page so my copy submits a web link (URL) in the ZIP code field. The only 
real prevention for cross-site scripting is to assume it will always happen and take steps on the server to 
catch and handle it. 

Perhaps your web page submits data to Oracle database, and a malicious user modifies a copy of 
your web page to submit Oracle SQL or PL/SQL commands in the zip code field. That hacker might put 
this code in the field, “11111;delete from employees;--”. If you are building a dynamic query that 
simply embeds the submitted data in a query, then instead of executing: 

UPDATE EMPLOYEES SET ZIP=11111 WHERE EMPLOYEE_ID=300; 

You might execute this set of commands: 

UPDATE EMPLOYEES SET ZIP=11111;delete from employees;-- WHERE EMPLOYEE_ID=300; 

That works out to three lines: an update for all employees, deleting all records from employees, and 
a comment. That is an example of SQL injection. 

A typical SQL injection attack modifies a select statement by tacking on an extra where test that is 
true for all data. For example, if I accept user input of a last name to search employees and the user types 
“King’ or ‘a’=’a”, my dynamic SQL might look like this: 

SELECT * FROM EMPLOYEES WHERE LAST_NAME='King' or 'a'='a'; 

If this were a test for password matching a value stored in Oracle database, then the SQL injection 
might look like this: 

SELECT count(*) FROM EMPLOYEES WHERE LAST_NAME='King' and 
PASSWORD='whatever' or 'a'='a'; 

The select statement will return a number greater than 0 and the user might get access even though 
he doesn’t know the password. 

At the Oracle database, you can prevent SQL injection from happening by several methods. One 
traditional way is to filter the incoming data and/or escape the data (make it a sequence of individual 
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characters rather than text.) However, a better way is to always use parameterized input. We do that with 
our stored procedures that take parameters. We are not building dynamic queries but are pumping 
parameters into PL/SQL that has already been staged in Oracle database. The database binds the 
variables to our query/update framework. 

We can also prevent SQL injection from the client with prepared statements in Java like the 
following. The value of userInputEmpID is bound to the query parameter at the question mark (?). 

String query = "SELECT * FROM EMPLOYEES WHERE EMPLOYEE_ID = ? "; 
PreparedStatement pstmt = connection.prepareStatement( query ); 
pstmt.setString( 1, userInputEmpID ); 

Having a PreparedStatement accept our parameter and populate the query with it, keeps malicious 
code from being tacked onto the query. Once again, the PreparedStatement is staged in Oracle database 
and our parameters are set there, Oracle database binds them to the update/query. 

If you need to place code for an Oracle database query in your application (java or other), use a 
PreparedStatement, as seen previously, rather than concatenating user input into a query string. 

Demonstrating Failure to SQL Inject in Stored Procedure 
I have included two more procedures in the hr_sec_pkg that will demonstrate attempts at SQL injection 
in stored procedures. I don’t hail from Missouri, but I am from the “Show-Me State” of mind: trust, but 
verify. Let’s try SQL injection when doing a select query on LAST_NAME. In the procedure partially shown 
in Listing 7-15, p_select_employee_by_ln_sens, we will pass in a tenth parameter, the LAST_NAME and 
modify our select in the procedure to use it: 

Listing 7-15. Select Employees Data by Last Name and Attempt SQL Injection 

    PROCEDURE p_select_employee_by_ln_sens( 
        ... 
        m_last_name    employees.last_name%TYPE ) 
    IS BEGIN 
        ... 
        OPEN resultset_out FOR SELECT 
            ... 
        FROM employees 
        WHERE last_name = m_last_name; 

Let’s also see if we can sneak some SQL injection in by embodying it in a RAW (like we do with our 
encrypted data updates) and by casting the RAW to a VARCHAR2 in the WHERE clause. We do that in a test 
procedure named p_select_employee_by_raw_sens in Listing 7-16. 

Listing 7-16. Select Employees Data by RAW Value and Attempt SQL Injection 

    PROCEDURE p_select_employee_by_raw_sens( 
        ... 
        m_last_name    RAW ) 
    IS BEGIN 
        ... 
        OPEN resultset_out FOR SELECT 
            ... 
        FROM employees 
        WHERE last_name = UTL_RAW.CAST_TO_VARCHAR2( m_last_name ); 
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You will be happy to note that when we test this, these attempts at subterfuge are not successful. In 
both these cases, as is intended, Oracle database says, “give me something to plug into the test WHERE 
LAST_NAME = ?;”. 

We will be giving Oracle database this string: “King’ or 'a'='a”, which one might imagine being 
wrapped in single quotes to become: 

    WHERE LAST_NAME = 'King' or 'a'='a'; 

However, Oracle database sees our string as a single data element and checks to see if anyone’s 
LAST_NAME is (in escaped form): “King\’ or \'a\'=\'a” or “{King’ or 'a'='a}”. 

Executing the HR Package Specification and Body 
Now that we have described the procedures in the hr_sec_pkg package, we will go ahead and execute the 
CREATE statements for the package specification and the package body. Execute the two blocks in the file 
named Chapter7/HR.sql to create the hr_sec_pkg package specification and body. After you have created 
hr_sec_pkg, you will need to grant execute on the package to the hrview_role role 

GRANT EXECUTE ON hr.hr_sec_pkg TO hrview_role; 

Inserting an EMPLOYEES Record: Update a Sequence 
We need a fixed EMPLOYEE_ID, number 300 for a record in the EMPLOYEES table in order for our example 
code to work. When the sample EMPLOYEES table is initially installed, there are about 100 records, with 
EMPLOYEE_IDs from 100 to about 200. Generally, inserts into the EMPLOYEES table use the next value of the 
sequence, EMPLOYEES_SEQ like this (do not execute this yet—this is for reference only): 

    INSERT INTO employees 
        (employee_id, first_name, last_name, email, phone_number, hire_date, 
        job_id, salary, commission_pct, manager_id, department_id) 
    VALUES 
        (employees_seq.NEXTVAL, 'David', 'Coffin', 'DAVID.COFFIN', 
        '800.555.1212', SYSDATE, 'SA_REP', 5000, 0.20, 147, 80); 

Every time that SEQUENCE.NEXTVAL is called, the value is incremented. To see the current (next) value 
of EMPLOYEES_SEQ, execute this command: 

SELECT last_number FROM user_sequences WHERE sequence_name='EMPLOYEES_SEQ'; 

! Note You can find a script of the commands in this section in the file named Chapter7/HR.sql. 

There is no sanctioned way to manually set the LAST_NUMBER for a sequence. However, we can adjust 
the increment value to get the desired effect. First, assure that the current LAST_NUMBER returned in the 
command above is less than 300 (our example EMPLOYEE_ID.) If it’s not, you may have to substitute a 
number larger than the LAST_NUMBER in our example code or update the data at EMPLOYEE_ID 300. 

To get set up to insert our example EMPLOYEES record at EMPLOYEE_ID = 300, we need to get the 
LAST_NUMBER of EMPLOYEES_SEQ to be equal to 300  We are going to do that with an anonymous (unnamed) 
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PL/SQL block. This doesn’t get saved to a named stored procedure but gets executed once to accomplish 
our plan. 

! Note We use LAST_NUMBER from the user_sequences view instead of the current value, CURRVAL of the 
sequence. We do this because we may not have a CURRVAL in this session. CURRVAL only exists after we have 
executed NEXTVAL on the sequence in this session. Then we can get the current value of the sequence. 

See Listing 7-17. We have a NUMBER, offset into which we select the value (300 – LAST_NUMBER) from 
our sequence. If our LAST_NUMBER is currently 207 for example, the value of offset will be 300 – 207 or 93. 
We concatenate a command string, alter_command to ALTER the sequence to set the INCREMENT BY value to 
that offset. We pass that ALTER command to EXECUTE IMMEDIATE. Then the next time we call 
EMPLOYEES_SEQ.NEXTVAL, we will get the value of 207 + 93 = 300. To finish this plan, we set the INCREMENT 
BY value for the sequence back to 1. 

Execute all of the commands in Listing 7-17 at this time. You will create our test user as employee_id 
= 300. Feel free to insert your own personal data in the INSERT command at the end. 

Listing 7-17. Anonymous PL/SQL Block to Reset Sequence 

DECLARE 

    offset NUMBER; 
    alter_command VARCHAR2(100); 
    new_last_number NUMBER; 
BEGIN 
    SELECT (300 - last_number) INTO offset FROM user_sequences 
        WHERE sequence_name='EMPLOYEES_SEQ'; 
 
    alter_command := 'ALTER SEQUENCE employees_seq INCREMENT BY ' || 
        TO_CHAR(offset) || ' MINVALUE 0'; 
    EXECUTE IMMEDIATE alter_command; 
 
    SELECT employees_seq.NEXTVAL INTO new_last_number FROM DUAL; 
    DBMS_OUTPUT.PUT_LINE( new_last_number ); 
 
    EXECUTE IMMEDIATE 'ALTER SEQUENCE employees_seq INCREMENT BY 1'; 
END; 
/ 
 
SELECT last_number FROM user_sequences WHERE sequence_name='EMPLOYEES_SEQ'; 
 
INSERT INTO employees 
    (employee_id, first_name, last_name, email, phone_number, hire_date, 
    job_id, salary, commission_pct, manager_id, department_id) 
VALUES 
    (employees_seq.NEXTVAL, 'David', 'Coffin', 'DAVID.COFFIN', 
    '800.555.1212', SYSDATE, 'SA_REP', 5000, 0.20, 147, 80); 
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COMMIT; 

A brute-force way to increment a sequence without inserting records is to SELECT SEQUENCE.NEXTVAL 
a sufficient number of times. You can also set the INCREMENT BY value to a negative number to reduce the 
value of LAST_NUMBER in a sequence. 

We can see the new LAST_NUMBER setting in EMPLOYEES_SEQ by selecting it again. Assure that it is 300, 
and then insert our example record for EMPLOYEE_ID = 300. Finally COMMIT the updates. See our new entry 
by selecting: 

SELECT * FROM employees WHERE employee_id=300; 

I should mention that there is an existing INSERT/UPDATE/DELETE trigger on the EMPLOYEES table 
named SECURE_DML. This trigger limits changing the EMPLOYEES data to weekdays from 8 AM to 6 PM. It is 
similar to the restrictions we enforced in Chapter 2. However, by default this trigger is disabled. 

Demonstrations and Tests of Encrypted Data Exchange 
We are going to execute a separate Java class, TestOracleJavaSecure to emulate a client application of 
the HR schema. Our client application will call the stored procedures that we defined within the 
hr_sec_pkg, doing several queries and a few updates. 

We will only explore several small and large snippets of the application code. You should have the 
TestOracleJavaSecure.java file open to refer to while we go through this section. 

! Note You can find this code in the file Chapter7/TestOracleJavaSecure.java. 

Some Preliminary Steps 
Before we get into the big individual demonstrations and tests, we want to get our bearings. The next few 
subsections set  us up for the demonstrations and tests that follow. 

The main() Method and Method Members 
The entire code of the TestOracleJavaSecure class resides within the main() method. So, we simply run 
the code from top to bottom when we call Java with this class from the command line. 

The first thing we do in the main() method is establish an Oracle connection, shown in Listing 7-18. 
Edit the connection string to use the password you assigned to the Application User, appusr, and with 
your specific server name and port. 

Listing 7-18. Beginning of Code to Test Encryption in Transit, TestOracleJavaSecure Class 

public class TestOracleJavaSecure { 
    public static void main( String[] args ) { 
        Connection conn = null; 
        try { 
            private static String appusrConnString = 
                "jdbc:oracle:thin:AppUsr/password@localhost:1521:Orcl"; 
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            Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
            conn = DriverManager.getConnection( appusrConnString ); 

Getting Ready for Encryption 
We do not need the Connection in OracleJavaSecure because we won’t be calling Oracle database 
directly from that class. The only function of OracleJavaSecure on the client (in this chapter) is to build 
keys and encrypt/decrypt data. See Listing 7-19. 

Listing 7-19. Get Ready for Encryption 

    //OracleJavaSecure.setConnection( conn ); 
    String locModulus = OracleJavaSecure.getLocRSAPubMod(); 
    String locExponent = OracleJavaSecure.getLocRSAPubExp(); 

We get our RSA key pair, and get the public key exponent and modulus to pass to Oracle database. 

Setting Non-Default Role 
The appusr user has the privilege to execute the appsec.p_check_hrview_access procedure (refer back to 
Chapter 2), which will set the Secure Application Role, hrview_role. We execute the procedure as shown 
in Listing 7-20. 

Listing 7-20. Set Non-Default Role 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL appsec.p_check_hrview_access()" ); 
    // Comment next line to see Exception when non-default role not set 
    stmt.executeUpdate(); 

We need to execute the statement in order to acquire the role. If you want to assure yourself that 
access without the role will fail, comment the line to executeUpdate() and run TestOracleJavaSecure. Be 
sure to uncomment that line after you run that test, so you can run our primary tests. 

Reusing a Callable Statement 
Inasmuch as an OracleCallableStatement is an interface that implements Statement, we can use it like a 
regular Statement. A regular Statement can be used over and over again to execute queries and updates. 
In my experience, though, if you have OUT parameters from a procedure called from your 
OracleCallableStatement, then you should not reuse it—just get a new OracleCallableStatement. 

That first call to set our role in Listing 7-20, leaves us with an OracleCallableStatement that we can 
reuse for getting a count of the rows in our non-sensitive view of EMPLOYEES. We will count the rows two 
ways, both shown in Listing 7-21: once by iterating through the ResultSet of all the rows, incrementing 
our count, cnt as we go; and once by selecting the count(*) of all rows. Selecting count(*) is a much 
more efficient way: 
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Listing 7-21. Get a Count of Rows in the Public View of Employees 

    rset = stmt.executeQuery( 
        "SELECT * FROM hr.v_employees_public" ); 
    int cnt = 0; 
    while( rset.next() ) cnt++; 
    System.out.println( "Count data in V_EMPLOYEES_PUBLIC: " + cnt ); 
 
    rset = stmt.executeQuery( 
        "SELECT COUNT(*) FROM hr.v_employees_public" ); 
    if( rset.next() ) cnt = rset.getInt(1); 
    System.out.println( "Count data in V_EMPLOYEES_PUBLIC: " + cnt ); 
 
    if( null != stmt ) stmt.close(); 

Selecting Encrypted Data from EMPLOYEES 
Here is our textbook process for selecting encrypted data from Oracle database, Listing 7-22. It 
resembles the test procedures we used in the last chapter. We pass the public key modulus and exponent 
to Oracle database and receive back the encrypted artifacts of our DES secret password key. In addition, 
we have an OUT parameter that is of type OracleTypes.CURSOR. We will draw on the OracleTypes.CURSOR 
(ResultSet in Java) to read our data. 

Listing 7-22. Java Code to Select Sensitive Data from Employees, from p_select_employees_sensitive 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_select_employees_sensitive(?,?,?,?,?,?,?,?,?)" ); 
    stmt.registerOutParameter( 3, OracleTypes.RAW ); 
    stmt.registerOutParameter( 4, OracleTypes.RAW ); 
    stmt.registerOutParameter( 5, OracleTypes.RAW ); 
    stmt.registerOutParameter( 6, OracleTypes.RAW ); 
    stmt.registerOutParameter( 7, OracleTypes.CURSOR ); 
    stmt.registerOutParameter( 8, OracleTypes.NUMBER ); 
    stmt.registerOutParameter( 9, OracleTypes.VARCHAR ); 
    stmt.setString( 1, locModulus ); 
    stmt.setString( 2, locExponent ); 
    stmt.setNull(   3, OracleTypes.RAW ); 
    stmt.setNull(   4, OracleTypes.RAW ); 
    stmt.setNull(   5, OracleTypes.RAW ); 
    stmt.setNull(   6, OracleTypes.RAW ); 
    // This must go without saying - unsupported type for setNull 
    //stmt.setNull( 7, OracleTypes.CURSOR ); 
    stmt.setInt(    8, 0 ); 
    stmt.setNull(   9, OracleTypes.VARCHAR ); 
    stmt.executeUpdate(); 
 
    errNo = stmt.getInt( 8 ); 
    if( errNo != 0 ) { 
        errMsg = stmt.getString( 9 ); 
        System.out.println( "Oracle error 1) " + errNo + 
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            ", " + errMsg ); 
    } else { 
        System.out.println( "Oracle success 1)" ); 
        sessionSecretDESSalt = stmt.getRAW( 3 ); 
        sessionSecretDESIterationCount = stmt.getRAW( 4 ); 
        sessionSecretDESAlgorithm = stmt.getRAW( 5 ); 
        sessionSecretDESPassPhrase = stmt.getRAW( 6 ); 
        rs = ( OracleResultSet )stmt.getCursor( 7 ); 
        //while( rs.next() ) { 
        // Only show first row 
        if( rs.next() ) { 
            System.out.print( rs.getString( 1 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 2 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 3 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 4 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 5 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 6 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 7 ) ); 
            System.out.print( ", " ); 
            System.out.print( OracleJavaSecure.getDecryptData( 
                rs.getRAW( 8 ), sessionSecretDESPassPhrase, 
                sessionSecretDESAlgorithm, sessionSecretDESSalt, 
                sessionSecretDESIterationCount ) ); 
            if ( null != rs.getRAW( 8 ) ) 
                System.out.print( " (" + rs.getRAW( 8 ).stringValue() + 
                        ")" ); 
            System.out.print( ", " ); 
            // Most initial commissions in database are null 
            System.out.print( OracleJavaSecure.getDecryptData( 
                rs.getRAW( 9 ), sessionSecretDESPassPhrase, 
                sessionSecretDESAlgorithm, sessionSecretDESSalt, 
                sessionSecretDESIterationCount ) ); 
            if ( null != rs.getRAW( 9 ) ) 
                System.out.print( " (" + rs.getRAW( 9 ).stringValue() + 
                        ")" ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 10 ) ); 
            System.out.print( ", " ); 
            System.out.print( rs.getString( 11 ) ); 
            System.out.print( "\n" ); 
        } 
    } 
    if( null != rs ) rs.close(); 
    if( null != stmt ) stmt.close(); 
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Our error handling is identical to what we did in the last chapter: we hand back the error number 
and message through two of the OUT parameters. If there is no error, we continue by getting the secret 
password key artifacts into local method members, and we also get the CURSOR into a ResultSet so we can 
walk through the data. Since there are about 100 entries in the EMPLOYEES table, we will only show the 
first one (by reading the ResultSet.next() in an if block rather than in a while block). 

Most of the columns are clear text, so we just print them out. But the SALARY and COMMISSION_PCT 
values are handed to us by Oracle database as RAW encrypted data. (Note that the encrypted SALARY is in 
the 8th position in the ResultSet, and the ResultSet is in the seventh position in the Statement. Those 
element numberings are independent.) We will send those RAW values to the getDecryptData() method, 
along with the secret password key artifacts. If we haven’t yet built our local copy of the secret password 
key, we will build it there; in any case, we will decrypt the data and return it as a String. We will also 
print that out. 

For our demonstration purposes only, we are also going to print out the actual RAW (if not null), 
within parentheses, “()”. If we want to track that across multiple runs through this code, we will see that 
it is different each time—owing to using different secret password keys in different Oracle sessions. 

At the end of each call to our stored procedures for data encryption, we will close the 
OracleCallableStatement. We may also close the ResultSet, even though it is unnecessary—it is 
inherently closed when we close the Statement, because it was acquired through the Statement. 
However, it is good practice to explicitly close each ResultSet, especially because it is common practice 
to reuse a Statement—you may open multiple ResultSets during the life of a single Statement, and to 
assure that you are freeing up Oracle resources, you should close each ResultSet when you are done 
with it. 

Selecting All Columns in Encrypted String 
Our second example procedure for selecting encrypted data from Oracle database, 
p_select_employees_secret does not select and encrypt individual columns, but rather selects all the 
columns and concatenates them into a single, comma-delimited VARCHAR2 to be encrypted. In this case, 
none of the data is sent in clear-text form. At the client, if individual columns of the data are needed, you 
will need to parse the decrypted string to acquire individual data elements. 

Also in this example, we are using a comma as a delimiter between fields. This assumes that there 
are no commas in the data—not often a valid assumption. You can use a different delimiter that is less 
likely to occur in the data, like a caret (^)or tilde (~). This is an example only, and you would need to 
evaluate your specific requirements for the data before building a procedure like this for your 
application. 

We call the procedure, decrypt the data and print the results as in partial Listing 7-23. 

Listing 7-23. Encrypt All Data Selected from Employees, from p_select_employees_secret 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_select_employees_secret(?,?,?,?,?,?,?,?,?)" ); 
        ... 
        if( rs.next() ) { 
            System.out.print( OracleJavaSecure.getDecryptData( rs.getRAW( 1 ), 
                sessionSecretDESPassPhrase, 
                sessionSecretDESAlgorithm, sessionSecretDESSalt, 
                sessionSecretDESIterationCount ) ); 
            if( null != rs.getRAW( 1 ) ) 
                System.out.print( " (" + rs.getRAW( 1 ).stringValue() + 
                    ")" ); 
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            System.out.print( "\n" ); 

Again, we print the String value of the encrypted RAW in parentheses beside the data. In this case 
there is a single RAW that represents the entire row of concatenated data. 

Sending Encrypted Data to Oracle Database for Insert/Update 
I wouldn’t say that this next example procedure bears no resemblance to our previous examples, but you 
will notice there are none of the trappings of key exchange in either direction. This is an update, and in 
order to encrypt the data at the client, we would already have had to exchange keys. Listing 7-24 shows 
the code to call our encrypted data update procedure, p_update_employees_sensitive. 

Listing 7-24. Update Sensitive Data in Employees, call p_update_employees_sensitive 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_update_employees_sensitive(?,?,?,?,?,?,?,?,?,?,?,?,?)" ); 
    stmt.registerOutParameter( 12, OracleTypes.NUMBER ); 
    stmt.registerOutParameter( 13, OracleTypes.VARCHAR ); 
    stmt.setInt(    1, 300 ); 
    stmt.setString( 2, "David" ); 
    stmt.setString( 3, "Coffin" ); 
    stmt.setString( 4, "DAVID.COFFIN" ); 
    stmt.setString( 5, "800.555.1212" ); 
    stmt.setDate(   6, new Date( ( new java.util.Date() ).getTime() ) ); 
    stmt.setString( 7, "SA_REP" ); 
    // Note - may not have locModulus, locExponent,  at this time! 
    stmt.setRAW(    8, OracleJavaSecure.getCryptData( "9000.25" ) ); 
    stmt.setRAW(    9, OracleJavaSecure.getCryptData( "0.15" ) ); 
    stmt.setInt(   10, 147 ); 
    stmt.setInt(   11, 80 ); 
    stmt.setInt(   12, 0 ); 
    stmt.setNull(  13, OracleTypes.VARCHAR ); 
    stmt.executeUpdate(); 
 
    errNo = stmt.getInt( 12 ); 
    if( errNo != 0 ) { 
        errMsg = stmt.getString( 13 ); 
        System.out.println( "Oracle error 3) " + errNo + ", " + errMsg ); 
    } 
    else System.out.println( "Oracle success 3)" ); 
    if( null != stmt ) stmt.close(); 

For our encrypted data, we first call the getCryptData() method. Then we set a RAW parameter in our 
Oracle procedure. When we execute this statement, both the clear-text and encrypted data values get 
sent to Oracle database for Insert or Update, as determined by the procedure. 

A TALE OF TWO DATE CLASSES 

As in our previous examples, here in Listing 7-24 we are setting our parameters, except that this time, we 
are setting data instead of key artifacts. In our sixth parameter, we are instantiating a java.util.Date 
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class. The constructor with no arguments creates a Date with the current date and time. Frequently with 
Oracle database, we will be using instances of java.sql.Date (notice the package java.sql instead of 
java.util), which does not have such a constructor; however, we can construct a java.sql.Date with the 
long (milliseconds) coming from the java.util.Date.getTime() method. We could also use the same 
statement used by java.util.Date() constructor to instantiate a java.sql.Date object, like this: 

java.sql.Date( System.currentTimeMillis() ); 

I have one observation about the syntax we use in our code. The parentheses around our instantiation of a 
( new java.util.Date() ) allow us immediate access to it as an object, to its getTime() method, like 
this: 

    stmt.setDate(   6, new Date( ( new java.util.Date() ).getTime())); 

Okay, so why doesn’t java.sql.Date have a Date() constructor, didn’t it inherit one by extending 
java.util.Date? Oh, excellent question! The short answer is that constructors are not considered 
members of a class, so they are not inherited by the subclass. You can, however, get access to the parent 
constructors by a call to the super() method as the first line in any subclass constructor. There can be 
multiple super() methods with differing signatures, one for each constructor in the parent class. 

We will be coming back to the subject of java.sql and java.util Dates again in Chapter 9. We need a 
standard practice for exchanging dates, and I will propose one there. 

Selecting a Single Row from EMPLOYEES 
Perhaps we don’t want to select the entire table, but only records that meet a certain criteria. We can 
provide criteria to be made part of the WHERE clause in our query. In this procedure, 
p_select_employee_by_id_sens, Listing 7-25, we are providing a tenth parameter, the EMPLOYEE_ID. 

Listing 7-25. Select by ID, Sensitive Data from Employees, from p_select_employee_by_id_sens 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_select_employee_by_id_sens(?,?,?,?,?,?,?,?,?,?)" ); 
    ... 
    stmt.setInt(   10, 300 ); // Employee ID 300 
    stmt.executeUpdate(); 

The remainder of the procedure call is identical to our previous query examples, except that we only 
expect one or zero records to be returned (the EMPLOYEE_ID is a UNIQUE key for this table.) So we can 
handle the ResultSet in an if( rs.next() ) block instead of while( rs.next() ). 

Selecting EMPLOYEES Data by Last Name: Try SQL Injection 
We can also query all records meeting some other criteria that is perhaps not UNIQUE. One example that 
we will show queries EMPLOYEES by LAST_NAME using the p_select_employee_by_ln_sens procedure, in 
partial Listing 7-26. There are two entries with the LAST_NAME “King”. So this would return two rows. 

Listing 7-26. Select by Last Name, Sensitive Data from Employees, from p_select_employee_by_ln_sens 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
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        "CALL hr.hr_sec_pkg.p_select_employee_by_ln_sens(?,?,?,?,?,?,?,?,?,?)" ); 
    ... 
    stmt.setString(   10, "King" ); // Employees Janette and Steven King 
    ... 
    while( rs.next() ) { 

Iterate through the ResultSet using a while block to see all returned rows. 
We can attempt a SQL injection here by replacing our previous parameter 10 setting with the 

following: 

    stmt.setString(   10, "King' or 'a'='a" ); 

What we will see is that no data is returned, because no EMPLOYEES have the LAST_NAME {King' or 
'a'='a}. 

Selecting EMPLOYEES Data by RAW: Try SQL Injection 
Perhaps, one might think, we can break through and accomplish SQL injection if we hand our data back 
as a RAW and only convert it to a VARCHAR2 at the point of making our selection (refer to the Oracle 
procedure, p_select_employee_by_raw_sens which we described earlier and in Listing 7-16.) This 
procedure call, partial Listing 7-27, attempts that strategy. 

Listing 7-27. Select by RAW Value, Sensitive Data from Employees, from p_select_employee_by_raw_sens 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_select_employee_by_raw_sens(?,?,?,?,?,?,?,?,?,?)" ); 
    ... 
    stmt.setRAW(   10, new RAW("King' or 'a'='a".getBytes()) ); 

You will see that once again, our attempt at SQL injection in a stored procedure fails. It seems that 
passing parameters, as opposed to embedding user-provided text in dynamic SQL, is quite resistant to 
SQL injection. 

Also note how we are treating the value between quotation marks as if it were already a String 
object, calling the getBytes() method. We saw that first in Chapter 6. 

Testing Encryption Failure with New Client Keys 
Perhaps you need to see this for yourself, or perhaps not. In any case, you can test calling procedures 
with keys on the client that don’t match what’s on Oracle database: it will fail. Take note that in the Java 
code thus far in the TestOracleJavaSecure.main() method, we have exchanged keys, and those would 
continue to work. We will take a split-second to remove or disable the keys on the client. We do that with 
a call to the resetKeys() method (see Listing 7-28). 

Listing 7-28. Test Encryption with Mixed Keys 

    OracleJavaSecure.resetKeys(); // Method for Chapter 7 testing only 
    locModulus = OracleJavaSecure.getLocRSAPubMod(); 
    locExponent = OracleJavaSecure.getLocRSAPubExp(); 

We also establish new keys on the client by calling the getLocRSAPubMod() method, and we get the 
public modulus and exponent. If we make no effort to pass these public key artifacts to Oracle database 
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and retrieve new secret password key artifacts in return, then an update (which doesn’t exchange keys) 
will fail. This is what we will test. 

Note that it is unlikely that we will accidentally reset our keys, and calling the getLocRSAPubMod() 
method or other methods of OracleJavaSecure multiple times will not create new keys if they already 
exist, but rather will return the existing keys. The keys are static, so they will not disappear on their own 
as long as the Java Virtual Machine continues to run. So, this test is really just for fun: answering a “what 
if” question. 

Testing Failure with New Oracle Connection 
Another test that we can demonstrate is the scenario wherein we close the Connection to Oracle database 
and establish a new one. The server-side keys will disappear—both the client public key and the secret 
password key. We can reset the Connection and prepare to call our encryption procedures by setting our 
Secure Application Role to HRVIEW_ROLE as in Listing 7-29. 

Listing 7-29. Reset Connection and Re-Set Secure Application Role 

    if ( null != conn ) conn.close(); 
    conn = DriverManager.getConnection( appusrConnString ); 
    OracleJavaSecure.setConnection( conn ); 
    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL appsec.p_check_hrview_access()" ); 
    stmt.executeUpdate(); 

Again, in the case of doing an encrypted Oracle update, we will see a failure because Oracle database 
has neither the public key nor the secret password key. This code is initially commented. 

Some Closing Remarks 
I’ve covered all the big demonstrations and tests in the preceding sections. Now, it’s your turn to modify 
the tests and try some of your own. Feel free to comment and uncomment those sections of test code 
that we just described. When you recompile and run those sections of TestOracleJavaSecure you will see 
a message on an attempted data update that indicates we have “Failed where expected—OK.” 

If You Need To Close/Open Your Connection 
Resetting your Oracle connection poses another potential problem when we do a select of encrypted 
data, for certainly we will pass our public key to Oracle database, and the database will build the secret 
password key and hand it back. However, we still retain an old copy of the secret password key on the 
client and will run into problems decrypting the data. We can remedy that after getting and decrypting 
the secret password key artifacts on the client with an immediate call to the 
OracleJavaSecure.makeDESKey() method, before we try to decrypt the data. 

I think the best rule of thumb, and an examination on your code review checklist, is to retain the 
Oracle connection for the duration of your queries and updates. If there are long pauses and you need to 
close the Oracle connection, when you open a new connection, pass your public key artifacts to Oracle 
database via the p_get_shared_passphrase procedure (described in the following) and build a 
replacement secret password key on the client by calling the makeDESKey() method. 



CHAPTER 7 ! DATA ENCRYPTION IN TRANSIT 

142 

Running Basic Key Exchange Without Data Encryption 
For those times when all we want to do is submit encrypted data updates to Oracle database, or we want 
to be prepared to update before doing any selects, we need to assure that we have exchanged keys 
beforehand. We can do that by calling the p_get_shared_passphrase procedure (in our current design, 
this procedure must be included in every individual application package, like hr_sec_pkg). Listing 7-30 
presents the fundamentals of basic key exchange from a Java client. 

Listing 7-30. Basic Key Exchange 

    stmt = ( OracleCallableStatement )conn.prepareCall( 
        "CALL hr.hr_sec_pkg.p_get_shared_passphrase(?,?,?,?,?,?,?,?)" ); 
... 
    OracleJavaSecure.makeDESKey( sessionSecretDESPassPhrase, 
        sessionSecretDESAlgorithm, sessionSecretDESSalt, 
        sessionSecretDESIterationCount ); 

We will get and decrypt each artifact of our secret password key, and pass that to the makeDESKey() 
method. At that point, we have completed our key exchange and are ready to exchange encrypted data 
and do decryption on both the client and Oracle database. 

After we call the p_get_shared_passphrase procedure and call OracleJavaSecure.makeDESKey(), the 
TestOracleJavaSecure class will again try to do an encrypted data update, and will succeed. 

Executing the Demonstrations and Tests 
We are going to run our demonstrations and tests now. To do that, we will again edit our code, as 
needed, and then compile and run it. In a command prompt, change directories to Chapter7. Edit 
TestOracleJavaSecure.java if not already, placing the correct password for appusr and correct host and 
port number in the Oracle connection string, near the top. 

    private static String appusrConnString = 
        "jdbc:oracle:thin:appusr/password@localhost:1521:Orcl"; 

Compile the code with these commands, or just the second which will automatically compile the 
first (be sure the first line of OracleJavaSecure.java is commented, the line to CREATE the Java structures 
in Oracle database). 

javac orajavsec/OracleJavaSecure.java 
javac TestOracleJavaSecure.java 

Then run the code from that same directory with this command: 

java TestOracleJavaSecure 

Observing the Results 
When you execute TestOracleJavaSecure (as distributed), all of the tests listed previously will run 
straight through from top to bottom. The results will look like this: 

Count data in V_EMPLOYEES_PUBLIC: 108 
Count data in V_EMPLOYEES_PUBLIC: 108 
Oracle success 1) 
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198, Donald, OConnell, DOCONNEL, 650.507.9833, 2007-06-21 00:00:00, SH_CLERK, 2600 
(E27811A8C7C9D9F3), null, 124, 50 
Oracle success 2) 
198, Donald, OConnell, DOCONNEL, 650.507.9833, 21-JUN-07, SH_CLERK, 2600, , 124, 50 
(F7EA4E97B2F39E036AF6E880B2E5CA3EB78332BF8CE82B7585A4CBC7B340FEBDE4862830927 
D118D27A1DDE3304478D9A463EBA9BC78E3188217884D5F5EA92F54A6EA2FB62598D1419F003295D 
F1C076E48BC6D07058E3B) 
Oracle success 3) 
Oracle success 4) 
300, David, Coffin, DAVID.COFFIN, 800.555.1212, 2010-08-30 00:00:00, SA_REP, 9000.25, .15, 
147, 80 
Oracle success 5) No data on failed SQL Injection 
Oracle success 6) No data on failed SQL Injection 
Failed where expected - OK. Need key exchange. 
Oracle success 8) 
Oracle success 9) 

Demonstrating Scenarios 
Here is a list in relatively plain English of the scenarios we have demonstrated. There is a lot of code to 
accomplish all these different scenarios. The code for each scenario is very similar to some of the other 
scenarios, with modifications for the specific demonstration. 

v We queried the EMPLOYEES table and got the SALARY and COMMISSION_PCT columns 
back in encrypted form. For both of these, we print out the decrypted String, and 
in parentheses, the stringValue() of the encrypted RAW (unless null). We only 
show the first row of the ResultSet. 

v We queried the table and got all the columns back in one concatenated String, in 
encrypted form. We print the decrypted data, and in parentheses, the 
stringValue() of the encrypted RAW. Again, we only show the first row. 

v We do an insert or update to the EMPLOYEES table, inserting EMPLOYEE_ID = 300. If 
it already exists, we do an update. At that point, the salary is 9000.25 (now I’m 
dreaming). 

v We select a single row from EMPLOYEES, requesting data WHERE EMPLOYEE_ID = 300. 

v We attempt to query EMPLOYEES through our procedures with a sample SQL 
injection string. This fails, and no data is returned. 

v We attempt again to query EMPLOYEES through our procedures with a sample SQL 
injection string, this time transmitted as a RAW and only converted when we do the 
SELECT. This also fails, and no data is returned. 

v We can alternately compile TestOracleJavaSecure to test resetting the client keys 
or resetting the Oracle connection. After that, our attempt to send encrypted data 
to Oracle database for insert/update fails, as expected. 

v We successfully call the p_get_shared_passphrase procedure and run the 
makeDESKey() method to complete key exchange. 
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v Again, we send encrypted data to Oracle database for insert/update, and we 
succeed. Now the salary is 9700.75 (now my wife is dreaming). 

Querying Employees to See Updates 
You can see the status of the record we inserted / updated by connecting to Oracle database as the HR 
user and executing the following command: 

SELECT * FROM employees WHERE employee_id=300; 

Packaging Template to Implement Encryption 
I know that folks find the cost of security, like the cost of quality, to be unpalatable; but the potential cost 
of insecurity is inordinately higher. Our security structures are only valuable if put to use. We will add 
some value in the next few chapters, but as it stands now, getting folks to use our security structures may 
be like pulling teeth. This is not one of those “if you build it, they will come” moments. 

We are going to lower the threshold of entrance into these security structures by providing 
application developers with templates that they can use to quickly implement the back end Oracle 
structures for their application, and the front end Java calls to those structures. 

Template for Oracle Application Security Structures 
The first file that we will give to developers provides the code for an Oracle security package that they 
will need to implement in their application schema. In the file, there are generic names for the 
application schema, the package, procedures, tables/views and columns. Developers should search and 
replace those names with the actual names they will use. 

! Note You can this file at Chapter7/AppPkgTemplate.sql. 

Your security administrator, secadm, will need to grant execute on the appsec.app_sec_pkg to the 
developers’ application schema user so the application can use the app_sec_pkg procedures and 
functions. 

In order to create the application package, the developer will need the CREATE PROCEDURE system 
privilege. Also, in order for the application user(s) to use the application package, all application users 
will need the EXECUTE object privilege on the package granted to them. 

We have four template procedures in the package: 

    p_get_shared_passphrase 
    p_select_APPTABLE_sensitive 
    p_select_APPTABLE_by_COLUMN1_sens 
    p_update_APPTABLE_sensitive 

There is nothing new being introduced to you here—you have seen all these structures used in the 
HR schema. 
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Editorial Reviews

From the Author

I wanted to help you decide whether this is a book you should buy, so I wrote "The Final Solution" in my blog (see author profile).  Here is that
blog entry:

First let me say that there are only two things required to complete the entire system: download of Oracle 11g Enterprise edition and download
of Java Development Kit (JDK) 1.5 or higher. These two downloads are free! All the rest is code that we develop in the book. You will not be
burdened by any other application frameworks or ancillary (additional-purchase) applications.
The Final Solution:Each user has an Oracle account (options are discussed and are possible), identified externally (no password). The user opens a
Java application on their computer. The Java application gets the logged-in user ID from NTSystem or UnixSystem (JAAS). Thus begins Single
Sign-On. The authenticated user establishes a proxy connection through a centralized access user.

The password for the centralized access user is the only password that is exposed in the application. For this user, we define him on a hardened
Oracle database instance (as described in the book). He has very little access - just enough to be an application gatekeeper. His password is
embedded in the application in encoded form. Various password encryption / hiding / access methods are discussed in the book, but we resolve
to an encoded password that is encoded (encrypted) using an obfuscated Java class.

The access user determines if a 2-factor authentication code was provided, and if not, Oracle sends a valid for 10-minute, 2-factor code to mobile
devices (cell phone SMS or pager) and/or e-mail for the authenticated user. Once the code is received, the user submits the code in a second
connection, proxied through the access user. If the application, authenticated user, and 10-minute time to live are all acceptable, a series of
encrypted Oracle passwords (connection strings) are returned for use in the application.

These passwords are encrypted on disk using DBMS_CRYPTO and a calculated password, specific to the client application. They are decrypted,
then reencrypted using session-specific encryption for the current user / application. The session-specific encryption uses random encryption
parameters like this: First a public / private RSA key pair is generated and the artifacts of the public key are submitted to Oracle. The Oracle
instance generates a DES shared password key using random algorithm parameters (respect the power of random) and transmits the parameters
to the client application -- the DES key parameters are encrypted with the RSA public key. Those passwords (connection strings) that Oracle
returns to the client application are encrypted with the DES key for decryption as needed.

So now the application is free to begin using sensitive Oracle data. One of the encrypted connection strings is decrypted just-in-time, and the
authenticated user is validated as a user of that Oracle connection through a secure application procedure. The user must be granted access to
proxy through the Oracle user and must be granted the application role required for the connection. It is all very complex, and this brief summary
is insufficient (so buy the book, please).

When we connected with this new encrypted connection string, and the user was validated for access, a new set of session-specific RSA and DES
keys was generated. All sensitive data transferred for use in the application is transferred in encrypted form. We primarily use stored procedures
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that return result sets (cursors) for queries and stored procedures for data updates.

In the last chapter, I provide a GUI interface for bootstrapping the entire security system and then managing users, access, administration,
applications and connection strings. If you'd rather build it than buy it, you can have Expert Security using this book. Or if you just want to learn
secure programming approaches and the technologies used in commercial products, then this is a good way to get that insight. There is also a
Supplement with the source code that provides some further insights and scenarios.
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Sponsored 

very good entry into Oracle Security and Java in the database
Reviewed in Germany on November 8, 2013
Verified Purchase

Report

Translated from German by Amazon
See original · Report translation

ThomasD

Using the example of an application with critical data, a coherent overall concept for RSA
encryption of data within the database using PL/SQL Java classes and staggered access
rights to the encrypted data is built by dynamically assigning roles. Various variants are
discussed in detail. In addition, a good introduction to the use of Java in the database is
provided. I thought it was very good.
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AFFIDAVIT OF MINA CHING 

1. I am a Records Request Processor at the Internet Archive. I make this declaration 
ofmy own personal knowledge. 

2. The Internet Archive is a website that provides access to a digital library of Internet 
sites and other cultural artifacts in digital form. Like a paper library, we provide 
free access to researchers, historians, scholars, and the general public. The Internet 
Archive has partnered with and receives support from various institutions, 
including the Library of Congress. 

3. The Internet Archive has created a service known as the Wayback Machine. The 
Wayback Machine makes it possible to browse more than 450 billion pages stored 
in the Internet Archive's web archive. Visitors to the Wayback Machine can search 
archives by URL (i.e., a website address). If archived records for a URL are 
available, the visitor will be presented with a display of available dates. The visitor 
may select one of those dates, and begin browsing an archived version of the Web. 
Links on archived files in the Wayback Machine point to other archived files 
( whether HTML pages or other file types), if any are found for the URL indicated 
by a given link. For instance, the Wayback Machine is designed such that when a 
visitor clicks on a hyperlink on an archived page that points to another URL, the 
visitor will be served the archived file found for the hyperlink's URL with the 
closest available date to the initial file containing the hyperlink. 

4. The archived data made viewable and browseable by the Wayback Machine is 
obtained by use of web archiving software that automatically stores copies of files 
available via the Internet, each file preserved as it existed at a particular point in 
time. 

5. The Internet Archive assigns a URL on its site to the archived files in the format 
http://web.archive.org/web/[Year in yyyy][Month in mm][Day in dd][Time code in 
hh:mm:ss]/[Archived URL] aka an "extended URL". Thus, the extended URL 
http:/ /web.archive.org/web/19970126045828/http:/ /www.archive.org/ would be the 
URL for the record of the Internet Archive home page HTML file 
(http://www.archive.org/) archived on January 26, 1997 at 4:58 a.m. and 28 
seconds (1997/01 /26 at 04:58:28). The date indicated by an extended URL applies 
to a preserved instance of a file for a given URL, but not necessarily to any other 
files linked therein. Thus, in the case of a page constituted by a primary HTML file 
and other separate files ( e.g., files with images, audio, multimedia, design elements, 
or other embedded content) linked within that primary HTML file, the primary 
HTML file and the other files will each have their own respective extended URLs 
and may not have been archived on the same dates. 
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6. Attached hereto as Exhibit A are true and accurate copies of browser screenshots of 
the Internet Archive's records of the archived files for the URLs and the dates 
specified in the attached coversheet of each screenshot. 

7. I declare under penalty of perjury under the laws of the United States of America 
that the foregoing is true and correct. 

11/14/2025 

DATE: -----------

Please see attached 
All Purpose 
Juratform 

for additional 
Notary Events 
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to an expert. 

• Helps you protect against data loss, Identity theft, SQL injection, and address spoofing 

• Provides techniques for encryption on netwO!k and disk. code obfusoation and wrap, database 
hardening, single slgn~on and two-factor 

• Provides what database administretors need lo know about secure password distribution, Java secure 
programming, Java stored proosdures. secure application roles in Orscle, logon triggers, database 
design, various connection pooling schemes, and much more 
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2. Oracle Security 

3. Secure Java Development Concepts 

4. Java Stored Procedure& 

5. Adding Public Key Encryption 

6. Adding Secret Password Encryption 

7. A Working Model for Data Encryption In Transit 

8. Implementing Single Sign On 

9. Implementing 1\No-Factor Authentication 

10. Application Identification and Authorization 
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11. Enhancing OUr Security 

12. Administration of This Security System 
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JURAT ATTACHMENT 

A notary public or other officer completing this certificate verifies only the identity of the individual who signed 
the document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that 
document. 

STATEOF Texas -------- } 

COUNTY OF __ H_a_rr_is _____ _,} 

The foregoing instrument was subscribed and sworn before me this date of 
11/14/2025 , by~M=in=a~C~h=in.....,g...,__ ___________ _ 

This notarial act was an online notarization. 

(Notary Seal) 
Document Notarized using a Live Audio-Video Connection 

Notary's Signature ____ ~--~ ~-------------

Registration No.: _1_3_5_5_1_3_4_6_5 ______________ _ 

C . . E . . D April 29, 2029 omm1ss10n xp1ration ate: 
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