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Itis a great idea to enforce some integrity constraints on the data by way of unique indexes. We do
this with the commands shown in Listing 9-8. We only permit one record in this table per employee id.
We also only allow a user id to be associated with one record, and hence with one employee id. Notice
in the table definition that neither employee id noruser id are permitted to be null.

Listing 9-8. Create Indexes for Employee Mobile Phone Numbers Table

CREATE UNIQUE INDEX emp mob nos emp id pk ON hr.emp mobile nos
(employee_id);

CREATE UNIQUE INDEX emp mob nos usr id ui ON hr.emp mobile nos

(user id);

ALTER TABLE hr.emp mobile nos ADD (

CONSTRAINT emp mob nos emp id pk
PRIMARY KEY

(employee id)

USING INDEX emp mob nos emp id pk,
CONSTRAINT emp mob nos usr id ui
UNIQUE (user id)

USING INDEX emp mob nos usr id ui
);

ALTER TABLE hr.emp mobile nos ADD (
CONSTRAINT employee id fk
FOREIGN KEY (employee_id)

REFERENCES employees (employee_id),
CONSTRAINT sms carrier cd fk

FOREIGN KEY (sms carrier cd)

REFERENCES sms carrier host (sms carrier cd));

The unique index on employee id is both our primary key on this table, and is a foreign key. Refer to
the commands in Listing 9-8. By the foreign key relationship, we are establishing the constraint that in
order to create a record in the emp mobile nos table for a certain employee id, there must already exist a
record in the EMPLOYEES table with that EMPLOYEE ID.

Similarly, we have a foreign key constraint, sms carrier cd fk on the table. (Again, see Listing 9-8)
That constraint restricts us to writing (insert or update) sms carrier cds in the emp mobile nos table
only if they already exist in the sms carrier host table.

You need to be aware that foreign keys are binding on both tables. Once we insert a record with a
specific employee idin the emp mobile nos table, we cannot delete the record for that EMPLOYEE ID from
the EMPLOYEES table until we’ve already deleted the associated record from emp mobile nos. We've
encoded the rule that we can’t have a record in emp mobile nos for an employee id unless an associated
record exists in EMPLOYEES; if we deleted the associated record from EMPLOYEES, we would no longer meet
that requirement. Oracle database will not let us do that.
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We always want to have a view of our table that is our primary reference to the table, so we create
one with the code in Listing 9-9. If we are granting and using a view, then we can change the table (or
tables) it refers to while maintaining the view, and keep from breaking any code.

Listing 9-9. Create a View of Employee Mobile Phone Numbers Table
CREATE OR REPLACE VIEW v emp mobile nos AS SELECT * FROM hr.emp mobile nos;

INSERT INTO hr.v emp mobile nos
( employee id, user id, com pager no, sms phone no, sms carrier cd )

VALUES ( 300, 'OSUSER', '12345', '8005551212', 'Verizon' );

COMMIT;

Insert mobile numbers for our example user ID, OSUSR, into the table. Note that employee id 300 is
what we forced when we updated the sequence and inserted our example user in Chapter 7. While we're
here, let’s also insert a record for you. Use an insert statement like that just given, substituting the
user id you use to login (perhaps to Windows) and your pager number, cell phone number, and carrier
code (whatever name you will use for all cell phones from the same provider you use). You will also need
to insert a record in the HR.EMPLOYEES table for you (first name, last name, and e-mail address.) Use the
commands in Listing 9-10 as templates.

Listing 9-10. Template Commands to Create Employees and Add Their Mobile Numbers

INSERT INTO hr.employees
(employee id, first name, last name, email, phone number, hire date,

job id, salary, commission pct, manager id, department id)
VALUES

(hr.employees seq.NEXTVAL, 'First', 'Last', 'EMAddress',

'800.555.1212", SYSDATE, 'SA REP', 5000, 0.20, 147, 80);

INSERT INTO hr.v emp mobile nos
( employee id, user id, com pager no, sms phone no, sms carrier cd )

VALUES ( (
select employee id from hr.employees where

first name = 'First' and last name = 'Last'
), 'UserID', '12345', '8005551212', 'Verizon' );

COMMIT;

Be sure to COMMIT the inserts and updates you’'ve made in order to make them visible to other
sessions and other users.
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Accessing HR Tables from Application Security Procedures

We are going to continue to have our application security user, appsec, run all the security procedures. In
order to accomplish our two-factor authentication, she will need to read the EMPLOYEES table from HR, as
well as the tables that we just created. We grant her access as shown in Listing 9-11.

Listing 9-11. Grant Application Security User Access to See Our Views

GRANT SELECT ON hr.v employees public TO appsec;
GRANT SELECT ON hr.v sms carrier host TO appsec;

GRANT SELECT ON hr.v emp mobile nos TO appsec;

Create the Two-Factor Codes Cache Table

Now that we have defined the tables in HR that hold the addresses and numbers where we are going to
send our two-factor authentication codes, we need to consider how we will abide the interim between
sending the code and having the user enter it in our application. It may require several minutes for the
two-factor authentication code to traverse the Internet and the cell phone system to the user’s phone.
We do not want to keep our connections open to Oracle database for the whole duration of this out-of-
band communication, so we need to think about how to store the two-factor codes for later comparison,
and how to assure that the same user to whom we issued and sent the two-factor code is entering it.

With our SSO process and the mapping between login users (user id) and employee ids (in the
emp mobile nos table), we can save a two-factor authentication code for the specific user who logged in.
At this point, we will allow one two-factor code per user (although we will modify that in the next
Chapter), so we index by employee id.

We create a table to cache (retain) two-factor authentication codes for a time. This is shown in
Listing 9-12. We are creating this in the appsec schema, so connect to Oracle database as appsec, if not
already, and execute SET ROLE appsec role to get the Application Security role in order to accomplish
this step.

Listing 9-12. Create a Table to Cache Two-Factor Authentication Codes

CREATE TABLE appsec.t two fact cd cache

( employee id  NUMBER(6) NOT NULL,
two factor cd VARCHAR2(24 BYTE),
ip address VARCHAR2(45 BYTE) DEFAULT SYS CONTEXT( 'USERENV', 'IP ADDRESS' ),
distrib cd NUMBER(2),
cache ts DATE DEFAULT SYSDATE
);

Now this is pure conjecture and creative imagination, but I believe that codes in the following
format will be sufficiently complex for security and easy to enter. A series of 12 random numeric
characters in groups of 4four separated by dashes, e.g., 1234-5678-9012. Perhaps you disagree and
believe another format is better, and that is okay—you have the PL/SQL code and can change it as
desired. Just note that this table is being created with a maximum two factor cdlength of 24 characters.
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Notice also that we are sizing a column for ip address to be 45 characters. I may have over-specified
it a bit, but while an IPv4 address is limited to 15 characters, an IPv6 address can be up to 39.
Furthermore, an IPv4 address, mapped to IPv6 can be represented by up to 45 characters.

We also have a field in the t two factor cd cache table for the timestamp, cache ts.Itissetto
default to SYSDATE, but that only has effect when we insert. When we update, we will “manually” set it to
SYSDATE. Why do we need a cache timestamp? Here is some more creative imagination: you will find in
the code that we consider a two-factor authentication code to be good for 10 minutes. We will not send
another two-factor authentication code to the same user within that time period, and after 10 minutes,
the code we sent is no longer valid.

The last column that we need to explore in this table, distrib cd, is a numeric value that indicates
how the two-factor code was distributed. Table 9-1 shows the potential values.

Table 9-1. Two-Factor Code Distribution Values

Value Distribution

0 Not Distributed

1 To Pager

2 To Cell Phone

3 To Pager and Cell Phone

4 To E-Mail

5 To Pager and E-Mail

6 To Cell Phone and E-Mail

7 To Pager, Cell Phone and E-Mail

I won'’t show it here, but on this table the employee id is both a unique index and the primary key.
We also create the view, v two fact cd cache. Code for creating the indexes can be found in the file,
Chapter9/AppSec.sql.

Testing Cache Aging
Let’s insert a record and play with the aging algorithm we are going to use.

INSERT INTO appsec.v two fact cd cache
( employee id ,two factor cd )

VALUES
(300, 'FAKE");

Now, select the record to see that the timestamp is set.

SELECT * FROM appsec.v two fact cd cache;
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Execute the following command a couple times. It will show the time elapsed since the timestamp
was set, and it should count up as you run it.

SELECT (SYSDATE-cache ts)*24*60
FROM appsec.v two fact cd cache WHERE employee id=300;

That command uses date arithmetic like what we’ve seen before. We subtract the cache ts from
SYSDATE. Normally what you see when adding and subtracting from SYSDATE is some number of days.
Always behind the scene is more precision, which is expressed in fractions of days. In a 10-minute span,
there is only a small fraction of a day. We multiply it by 24 to get the fraction of an hour. And we multiply
it by 60 to get the number of minutes.

Verifying Current Cached Two-Factor Pass Code

A specific user (determined by SSO) will hand a two-factor authentication code to this procedure. What
questions do we need to ask about the code to determine if it is acceptable? First we ask if there is an
existing code for the user. Second we ask if the existing code was requested from the same address that
the current user is using. And third we ask if the existing code is less than 10 minutes old. We ask all
those questions in the SELECT query that we have in the function f is cur cached cd, shown in Listing 9-
13. If a code that meets those requirements exists, it is returned in the cached two factor cd variable.

Listing 9-13. Test User-Entered Two-Factor Code Against Cached Version, f is cur cached cd

CREATE OR REPLACE FUNCTION appsec.f is cur cached cd( just os user VARCHAR2,
two factor cd t two fact cd cache.two factor cd%TYPE )

RETURN VARCHAR2

AS
cache timeout mins NUMBER := 10;
return_char VARCHAR2(1) := 'N';

cached two factor cd v two fact cd cache.two factor cd%TYPE;

BEGIN
SELECT c.two factor cd INTO cached_two_factor cd

FROM v two fact cd cache c, hr.v emp mobile nos m

WHERE m.employee id = c.employee id

AND m.user id = just os user

AND c.ip_address = SYS CONTEXT( 'USERENV', 'IP ADDRESS' )
AND ( SYSDATE - c.cache ts )*24*60 < cache_timeout_mins;

IF cached_two_factor_cd = two_factor_cd
THEN

return_char := 'Y';
END IF;
RETURN return char;
END f is cur cached cd;

/
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The last thing we do is compare the cached two factor cd we found to the two factor cd that the
user handed us. If they are equal, we return a “Y” (equivalent to a boolean true, but easier.) Otherwise,
we return the default “N”.

Notice that this is one of two places where you need to set a different cache duration, if 10 minutes
is not correct for your application. The other place is in the OracleJavaSecure.distribute2Factor()
method.

As with other procedures and functions defined in this chapter, we are not placing them in an
Oracle package. Because of the different grants (none or PUBLIC) to these structures, we would need
different packages with only one or two procedures or functions each. In the next chapter, we will add
many similar procedures and functions and we will organize them into packages at that time.

Sending Two-Factor Pass Codes

If we have determined that we need to send two-factor codes to a user, we will call the function
f send 2 factor on Oracle database. It is a Java stored procedure that calls Java code on the Oracle
Database to do what we cannot (easily) do in PL/SQL.

In this case, we call the distribute2Factor() method (see Listing 9-14), which generates the two-
factor code, attempts to send it to pagers and cell-phones, and stores the code in the cache table.

Listing 9-14. Send the Two-Factor Code to the User, f_send_2_factor

CREATE OR REPLACE FUNCTION appsec.f send 2 factor( just os user VARCHAR2 )
RETURN VARCHAR2

AS LANGUAGE JAVA

NAME 'orajavsec.OracleJavaSecure.distribute2Factor( java.lang.String ) return
java.lang.String';

/

Updating the Secure Application Role, HRVIEW_ROLE Procedure

Recall our secure application role, hrview role. Without it we cannot read the data that we’ve deemed
sensitive in the HR schema. We originally created the procedure, p check hrview access, in Chapter 2 to
provide access to the secure application role. At that time, we just checked IP Address and time of day.

In the last chapter, we updated the procedure to do SSO. If the user connection passed our SSO
requirements, we set the role; otherwise, not.

Now in this chapter, we are adding another test — has the user passed a valid two-factor
authentication code? See Listing 9-15. In order to accommodate that test, we have to modify the
procedure to take an argument: the two-factor code that the user has entered. We also return error
codes, as we’'ve done in other procedures. In this case, we will return our distribution code (remember 1
if by pager?) in the err txt field if there is no actual error (no err no).

Listing 9-15. Secure Application Role Procedure Header, p_check_hrview_access

CREATE OR REPLACE PROCEDURE appsec.p check hrview access(
two_factor_cd t two fact cd cache.two factor cd%TYPE,

m err no OUT NUMBER,
m err txt OUT VARCHAR2 )
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AUTHID CURRENT USER
AS
just os user VARCHAR2(40);

backslash place NUMBER;
BEGIN

I’'m leaving out the bulk of the body of this procedure here, but I wanted to point out the section
that is specifically used for two-factor authentication, shown in Listing 9-16. If we have passed SSO and
other connection tests, then we enter this code. If the user did not pass us a two-factor authentication
code, then we call the f send 2 factor function. Otherwise, we test the two-factor code to see if it passes
muster by calling the f is cur cached cd function. If the two-factor code is good, we set the secure
application role; however, if not we let them know by raising a NO DATA FOUND exception: they entered
the wrong code, or perhaps just an old (older than 10 minutes) code.

Listing 9-16. Secure Application Role Procedure Body, p_check_hrview_access

THEN
IF( two factor cd IS NULL OR two factor cd = '' )

THEN
m_exr_txt := f_send_2_factor( just os user );

ELSIF( f_is_cur_cached_cd( just os user, two factor cd ) = 'Y' )

THEN
EXECUTE IMMEDIATE 'SET ROLE hrview role';

ELSE
-- Wrong or 0ld 2 factor code. Could return message in M ERR TXT,
-- or this will get their attention.
RAISE NO_DATA_FOUND;

END IF;
END IF;

Notice that when we call f send 2 factor, we setm err txt to the return value. That is so we can
pass the distribution code (summary of what devices the two-factor code is delivered to) coming out of
f send 2 factor back to the client.

Update OracleJavaSecurity.java for Two-Factor Authentication

There are several updates and additions we will make to OracleJavaSecure.java to support two-factor
authentication. The biggest addition will be a new method to distribute the two-factor authentication
codes, distribute2Factor(). We will discuss that method at length.

We see how to set some static member variables to hold the specific addressing data we intend to
use. We also explore the individual methods that send two-factor codes to SMS devices, pagers, and e-
mail.

Setting Some Company-Specific Addresses

Several settings in OracleJavaSecure.java are specific to your corporate implementation of two-factor
authentication: the DNS domain name within your organization, the host name that handles mail
routing for your company, and perhaps a web application URL from which text pager messages can be





