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Abstract—With the current technological expansions
customers wish to use online banking facilities due to its
convenience and worldwide accessibility. The main challenge of
going online for a bank is to provide sufficient security for the
online customers and their accounts. The dramatic growth of the
number of online banking customers has attracted cyber criminals
and identity theft is a severe threat to online banking services.
Phishing is a famous and easiest method to steal user credential of
online customers where the sole intention is to obtain confidential
information for the purpose of monetary gain. In such a situation
the main purpose of this research paper is to analysis the usage of
phishing attacks and the dangers it poses to customers and the
bank, then to find out the available methods to detect and prevent
unauthorized login attempts, the technologies and security
weaknesses of those methods and finally to propose a solution to
detect and prevent unauthorized login attempts using behavioral
based analysis, IP and device identification technologies.

Keywords — Phishing, Online banking systems, Anomaly based
detection, Device ldentification, IP Address Identification

I. INTRODUCTION

Providing security to a customer's financial information is
vital and therefore banks and other financial institutes offer
different security mechanisms to reduce the risk of
unauthorized access to their online customer accounts. Most of
the attacks on online banking systems are based on deceiving
the user to reveal their login details and then the attacker will
use those stolen credentials to gain unauthorized access to the
customer accounts. Phishing attacks and social engineering
methods are mostly used to deceive the online account users.
As most of the phishing attacks are targeting the financial sector,
protecting online banking systems from phishing attacks is a
major concern. Failing to provide a proper security assurance
will reduce the growth and damage the reputation of online
banking services. Even though there are several researches
already being carried out and commercial products are
available to secure online banking systems, they have their own
ups and downs. [7] Therefore proposing a method to prevent
unauthorized login attempts in an online banking systems is a
timely requirement and in this research a solution is proposed
to detect and prevent possible unauthorized login attempts in an
Online Banking System. In this research paper first it describes
the literature review in the domain. Then the methodology,
system implementation and test results will be presented.

II. RELATED WORK

Initially some background survey has been carried out in
order to study about the online banking facilities provided by
banks. Then a study was carried out about different types of
attacks that can be threats to the online banking services and
has identified phishing attacks as the main threat to the online
banking security. Therefore the study was mainly focused on
phishing attacks. After that a study was carried out to find out
different methods and solutions which are currently available
to safeguard online banking customers from the fraudsters.

A. Online Banking Facility

Internet banking provides users the facility to access their
finance information and perform banking transactions
regardless of normal banking hours. In order to access an online
banking facility, usually a customer should first register with
the online banking service provided by the bank and set up
username and a password. Some of the banks use additional
security steps for online banking, such as smart card readers
which can generate codes, free security software and guidance
to increase customer awareness.

B. Phishing attacks on online banking systems

The concept of phishing is related to deceiving the customers
to reveal their login credentials to attackers by masquerading as
a trustworthy entity and the term first used by the hackers to
describe stealing America Online (AOL) accounts by acquiring
usernames and passwords.[9] But today it is becoming a huge
threat to online banking security.

According to the Anti-Phishing Working Group (APWQG),
phishing attacks grew 20% in the third quarter of 2013. 31.45%
of all phishing attacks in 2013 were targeted financial
institutions. 22.2% of all attacks involved fake bank websites;
the share of banking phishing doubled compared with 2012.
59.5% of banking phishing attacks exploited the names of 25
international banks. Estimated hard costs that result from
phishing attacks range from $300 to $1,800 per compromised
account record. There are also soft costs that cannot be easily
quantified; such as the loss of customer trust and the erosion of
brand value [1].

The above surveys clearly indicate that the most popular
target of phishing attacks is happened to be banking industry.
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C. Currently available methods to safeguard online banking

Since it is very important to safeguard the online banking
systems, there are different methods and mechanisms
developed by organizations. The main action a financial
institute is taking to protect their online customers is to educate
the customer on online banking services security. This means
the bank itself provide some advices and awareness to their
online customers to make sure they will not be a victim of an
online banking account compromise. The major advices are
setting up a secured password, not to reveal their confidential
credentials/information to anyone not even from the bank,
information about phishing and scamming emails etc. [8]

Even though the banks try to educate their customers, some
customers are deceived by the fraudsters to make them reveal
their sensitive information. A method that the phishing
attackers try to make it urgent to confirm customer credential
is, send the phishing mails during bank holidays so that the
customer will not have time to call the bank and verify the
authenticity of the mail from the bank. Therefore financial
institutes always attempt to identify the fraudulent activities
before it harms their customers. [11]

Banks sometimes ask the customers to use card readers to
reassure the user identity. This method enables the two factor
authentication where user has to submit a code generated by the
card reader other than the username and the password. In order
to confirm a transaction the user should have the card reader,
his Visa debit/credit card, and his PIN. This is the same PIN the
user would use in an ATM or shop. If the user enters the PIN
incorrectly more than three times in a row the card will be
blocked. But it might be a burden to the customer as the
customer cannot proceed with transactions without using the
card readers. [10]

The banks sometimes use some commercial products like
Guardian Analytics, ThreatMetrix, Actimize, and The Versafe
TotALL to protect their customers from attackers.

D. Anomaly based detection of frauds

Anomaly based detection is the process of detecting an
unusual or suspected behaviour of a user or a system relative to
its expected or normal behaviour [2].

According to an electronic document published by
Aleksandar Lazarevi¢, anomaly detection techniques based on
employed techniques can be classified into the following five
groups. [3]

Statistical Methods - Detects the abnormalities of users or
systems by monitoring the behaviour over a time period by
measuring certain variables (e.g. login and logout time of each
session), Distance based Methods — More advanced than
statistical method and uses algorithms to detect outliers by
computing distances among points, Rule based systems —
Abnormal behaviours are detected based on pre-defined set of
rules, Profiling Methods — A profile is created based on the
normal behaviour and deviations from that profile are
considered as intrusions, Model based approaches —-Models are
defined based on the normal behaviour and anomalies are
detected as deviations from the model that represents the
normal behaviour [3].

Amavised-new is a spam filter which is integrated with
SpamAssassin. SpamAssassin. It provides spam filtering,
including feature recognition, and Bayesian learning
mechanisms. Feature recognizers check for the previously
identified spam patterns or spam symptoms in the headers or
the body of the e-mail. The example spam symptoms can be a
header date contains a twelve hours in the future or the mail
contains an image without text. A mail having more than a
thousand of words is more possible to be a ham. SpamAssassin
also checks the mail server’s or clients IP address against a
number of DNS-based block lists (DNSBLs) to make sure it is
not a known spam source. SpamAssassin also provides a
Bayesian learning mechanism, which is an automated, feature
recognizer. Bayesian approach attempts to pick out email
features automatically, and identify spams based on an analysis
of the spam and ham the user has received previously. [4]

E. Other methods to safeguard online banking systems

Other than the commercially available products the banking
websites and also some commercial websites use different
methods to safeguard their users and confirm the identity of
them.

Facebook performs access control through two security tools,
Login approvals and Login Notifications. If the user tries to
login to the account using a different device, a security code
will be sent to a pre-registered phone number. In order to get
the access user should enter the received security code with the
username and the password. Also that action will be informed
to the user via Login Notifications. In order to identify the
devices Facebook uses Cookies [5].

In some of the online sites the Two-factor authentication is
enabled as a second level of authentication. Twitter, Apple,
Google, Microsoft, Facebook, and Amazon support Two-factor
authentication for a while.

F. Current situation of online banking systems

When it comes to Sri Lanka, the security measures provided
by some of the Sri Lankan banks are listed below.

HSBC — Uses a security device to enable two factor
authentication and one time password of protection.
Commercial Bank — Has enabled 128-bit encryption, two-
factor authentication, password protection and multiple levels
of authorization. National Development Bank (NDB) - Offers
128-bit encryption, and multi-layered security architecture with
firewalls, filtering routers, and digital certification from the
VeriSign Inc.

Although all those encryptions are used for secure
communications but once a user name and password is stolen,
those encryptions will not be helpful. All the online banking
sites provide security messages to advice/inform their
customers about phishing attacks and other security related
matters that the customers should be aware of. A special unit is
also set up in the Criminal Investigation Department as
Counterfeit Currency Bureau (CIB) to look into these financial
frauds and especially to investigate into credit and debit card
frauds [6].

According to the carried out investigations, the Sri Lankan
banks do not have methods to detect the unauthorized login
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attempts. Once a security breach is disclosed most of the time
banks reimburse the loss to the account holder to keep the
customer satisfaction. And some of the banks seek to recover
the damage via insurance companies. But if the contract
between the user and the bank at the account opening does not
mentions that it covers the lost occur due to cyber-attacks, the
bank is not legally obliged to compensate the customers loses.
Especially if a phishing attack is carried out against a bank they
do not have any method to identify that attack until they get a
complaint from their customers.

III. METHODOLOGY

In this study an effort is provided for a reliable and a
trustworthy solution to safeguard the genuine customer
accounts from fraudsters and to mitigate unauthorized login
attempts. In the proposed solution the researcher’s effort is to
implement layered security architecture. From here onwards
the suggested mechanism of the researcher will be discussed.

A. How the system works

The system mainly depends on identifying the abnormalities
of user behaviour.

Step 1

In the proposed solution, at the time a customer sends a login
request, the IP address, device, cookie, time of the day, location,
the operating system and the browser are considered in order to
detect anomalies. Those factors are used to identify the
customers at the initial step. Based on initial identification a
personal profile is created and stored in the database.

Step 2

Based on the mentioned factors the users are compared with
the personal profile which is in the system database, from the
next login attempt onwards. If there are no anomalies detected
and all the factors are compatible with the profile, access will
be allowed. But if there are some anomalies, based on the
weight level security mechanism will be carried out. This
security mechanism includes an automated email notification
system, security question and a security code. Based on the
security mechanism access will be allowed or denied.

Step 3

Even all the security steps are completed the customer
behaviour will be further monitored in order to detect
anomalies.

The available products are mostly based on a single solution
only. But the main strengths of the proposed solution are, it
combines the anomaly based detection, Device identification
and IP address identification methods to differentiate genuine
users from the fraudsters. Through this the unauthorized login
attempts can be identified even though the attacker provide the
correct login credentials.

IV.IMPLEMENTATION

Since anomaly based detection, Device identification and IP
address identification technologies are the most important
concepts that are used to develop the solution, those will be
discussed in detail in the next sections.

A. Anomaly Based Detection

In anomaly based detection the normal behaviour of a
particular customer will be detected and logged for a particular
period of time. When a user initially starts to use the online
banking facility, the person will be asked to provide some
details at the registration process. From the details they have
provided, the user’s temporary profile can be created. But the
most suitable way to identify a particular user is by analysing
his behaviour for a predefined time period. For behavioural
identification several facts will be considered.

The login country, login times, browser used to login, usual
amount of transactions can be identified for each and every user
individually. Then these details will be maintained inside the
local database. Using those details a profile will be generated
for every user. If abnormal action which is different to the
profile behaviour is detected by the bank then it might be a
possible unauthorized login attempt. If a particular user’s login
attempts are recorded from different countries within very short
period of time where the person will not have enough time to
travel can be a possible unauthorized login attempt. Also if the
user needs to use his online banking system abroad he should
inform this to the bank. If not the bank will not allow that user
to login online banking system from different countries.

The password which is selected at the registration process
will be hashed for security purposes before saved in the
database. There is a security question that the user should select
and answer at the registration. This will be stored in the
database and will be used to secure the account. Once the
registration is completed a confirmation email will be sent to
the email address which is given at the registration.

In order to create a behaviour based profile, the normal
behaviour of that particular user will be detected and logged for
a particular period of time. The period depends on the
requirement of the bank, customer’s usage pattern and how
often customer use the system. Then the system can use a data
clustering method to categorize the users based on their
activities. Some data categorization method such as K-means
algorithm can be implemented and used to create the ultimate
more specific user profile.

Once the user profile is generated for a specific user it will
be kept saved in the database as authorized users. Then when a
specific customer is trying to log in to the system the login
details such as login country, times, browser, amount of
transaction will be obtained and the obtained information will
be compared with the user profile which is stored in the
database. At the validation if the system does not detect any
deviations, then the user will be identified as an authorized user.
If an anomaly is detected then the security question will be
asked for the verification and if the customer answer is correct
then login will be allowed. But the login attempt is suspicious,
transactions will be monitored further. Anyway since the
behaviour is detected as abnormal, a notification will be sent to
the authorized user about the login attempt. Also all the
successful and failed login attempts will be logged in the
database for future references.

B. Device Identification

When a customer is registering with the online banking
facility the device he used will be identified and tracked using
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a cookie. That means using the installed cookie the device can
be identified every time the user try to log-in. But if the user
uses a different device which cannot be identified as the
authorized device then a notification will be sent to the genuine
customer. Also at the same time user has to answer the security
question in order to proceed with the login attempt. Then if the
user answers the security question successfully then the access
will be permitted. If the customer wishes to save the new device
as an authorized device he can install the cookie in the new
device and make it as an authorized device as well.

C. IP Address Identification

Once the user tries to login in to his online bank account
users’ IP address will be identified. Then the IP address will be
validated. For an example if a particular user always login to
his account from a local IP Address range and suddenly he tried
to log in from a foreign IP Address that might be a possible
unauthorized login attempt. So the IP Address will be checked
and if it is a suspicious IP, access will be blocked and
transactions will be stopped. There are known malicious IP
Address ranges. These known malicious IPs are predefined in
the system itself. If the system detects a login attempt from such
IP Address then that attempt will be blocked immediately and
the genuine user will be notified via an email.

Once a login attempt is suspicious according to the defined
rules based on the situation the user will be asked to answer the
security question. If the user answers the question successfully
then he will be able to proceed with the login. But if the user is
unable to answer the security question or the attempt is
identified as an unauthorized attempt the login will be blocked
and the genuine user will be notified immediately via an email
or a text message via a pre-defined mobile number and an email
address.

D. System Functionality

e  Verifying Valid and Invalid Login Attempts
At the time a user tries to log in, the username will be
checked with the password. If the username does not match
with the password then the login will not be allowed.
e  Storing User Passwords
Ensuring the secrecy of user passwords is one of the most
critical aspects in online banking; every user password found in
the online Banking system is stored in the system using
encrypted MD5 hash.

[ Resuts ) Messages

Firsthlame ~ LastNeme  Email Userhame  Password Coo
1 i Ruwan frands  mwana@shslk wana  03941b924d12454219648061a b 0251 NU
2 Shama Dilhari shamas@sbslk  shamas  cbfbd70c20a02eile2fatbiXdebbdze  NU

Fig. 1. Hashed passwords stored in backend database

Even if the username matches with the password then as a
background process the login process will be checked for the
anomalies. Firstly the device will be verified. For that the
device identification will be performed using the cookie. If the
device is identified as an authorized device then it will proceed

to the next level. If the system cannot identify the device then
the user will be asked to answer the security question. If he is
able to answer the question then the system will proceed again
to the next level. If the user cannot answer the security question
then a notification will be sent to the authorized user’s
predefined email address or a phone number.

If the device is identified as an authorized device then the
backend user profile will be compared with the current user
credentials. IP address identification and anomaly based
detection is performed in this step. If there is no suspicious
action is detected, user will be allowed to progress with
transactions or if some suspicions rise up then the user will be
blocked and notifications will be sent to predefined email
address or a phone number.

e  Detection of abnormality of a Login in user

After the detection of an abnormality of certain factor of a
login in user, security actions can be performed accordingly.
For each and every factor the weights can be assigned
according to the importance. For the proposed sample system
following actions is taken according to the abnormality of
factors. Here the IP address and the cookie are considered as
major factors.

TABLE 1
SECURITY ACTIONS FOR LOGIN IN USER ANOMALIES

P Device | Cookie | Time | OS | Browser | Action
\ \ \ N \ \ Allow
N N N N X X Security
Question

X N N N N N Security
Question

X X X N N N Security
Question +

Code

X X X X X X Block +
Email
notification

As mentioned in the Table 1 security actions can be taken
according to the deviations of the factors. Here for the cookie
and the IP address more weightage is assigned as those factors
can be considered as more important according to the literature
study.

V. RESULTS
As the test case, sample of 25 users is selected.

A. Registering of a new user

First of all a new user should be registered with the online
banking system. For that purpose user should visit the
registration page and enter the required details. Once the user
click on the submit button, user details will be sent to the
database and user will be saved as an authenticated user. Figure
2 shows the database entry for the registered user. At the same
time an email will be sent to the provided email address in the
registration form confirming the registration.
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For registration users are asked to use their own devices and
secure internet connection. Out of the 25 all the 25 users were
successfully got registered with the system and 25 out of 25
users received the confirmation email. The database entries for
the new users are shown in Figure 2.

Frthlame ~ Lastlame  Emal Contact  UserMame  Password

Nnpama  Banderm  shammishera@qmalcom 0771234367 ninpamab  25c42773ch1ebfefoc 141080
Piakae Perem  wevperem@gralcom (7112256 prienkarap  Tachb3178591Fd5h 24851
femd  Peem  shanmisham@qmalcom  OT1M5673 kamdp 2200 10ele69377c0%
Shanika  Bandar  shammishara@qml com Shanib  2f08c0¥1deBeh8 Tk

071213432

Fig. 2. Database entry of the new user

Once the registration is completed the user can use the
selected username and the password to login into the online
banking system. Once the user tries to login to the system for
the first time the system will ask the security question in order
to identify the user. Figure 3 shows the security question that is
asked by the user at the first login attempt.

Agout Meawa Elancges Careers S\tema.

B SBSL

‘Secuse Bank of SnLanka

Hotline &, +942729729 q

Personal SBSL Premier SBSL Advance Coperate Contact

m Security Check

To comply with SBSL security regulations for a safer banking experience, SBSL need to verify your
identity. Please follow the instructions below.

Please Provide Correct Answer for the Security Question

Security Question What s the color of your eyes?

Your Answer black

Continue >>

Fig. 3. Security question

If the user is able to answer the question he will be allowed
and an entry will be made in the database as a successful
attempt. If he could not provide the details properly he will not
be allowed to login in and an entry will be made in the database
as a failed login attempt.

Out of 25 sample test cases 5 users’ security questions were
answered wrong. Therefore in the database, 5 login attempt
entries were logged as failed attempts and other 20 login
attempt entries were logged as successful attempts.

B. System Logs

When a client PC is connected to the banking website, logs
will be made on the backend web server. The format of a single
log record is as follows.

“Username <tab> Date <tab> Time <tab> IP address <tab>
Operating System”

Figure 4 shows the log results for the selected sample users
which have already in the system, and which will be using to
validate users at the time they try to login in to the system.

[ *D:\BANK\Log\log.txt - Notepad++
File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
PRESN= R =RERIEY =) Diocianlxz BRI ([ECEE

= log bt Cl'
Userh 06/12/2014 12:54:13 PM 192.168.10.11 Windows NT 6.1
UserB 06/12/2014 12:54:40 PM 192.168.10.12 Windows NT 6.1
UserB 06/12/2014 12:54:49 PM 192.168.10.12 Windows NT 6.1
UserhA 06/12/2014 12:54:56 PM 192.168.10.11 Windows NT 6.1
Userd 06/12/2014 12:55:08 PM 192.168.10.11 Windows NT 6.1
UserB 06/12/2014 12:55:32 PM 192.168.10.12 Windows NT 6.1

Fig. 4. Sample log results of users

C. Detection of anomalies

If user tries to log in to online banking web interface with an
IP address which is not listed in current logs or with an
Operating System which is not listed, it can be detected by log
analysis. The researcher has automated this task in backend
logic web server. Once this type of anomaly is detected by the
system will automatically prompt the security question. If the
customer is able to answer the question successfully access will
be allowed. But still logs will be made in the database as with
the login details.

In order to test this function 10 user accounts were used out
of the 25 sample user accounts. The 10 user accounts were
tested with different anomalies. 4 accounts were logged in with
different IP addresses which is not listed in the user’s personal
profile. Another 4 accounts were logged in with different
operating systems which is not listed in the user’s personal
profile. Then the other 2 accounts were logged in with different
browsers which is not listed in the user’s personal profile.

In all the above login attempts the system was able to detect
the anomalies and prompted the security question to the user.
Only if the correct answer is given, the system allowed the login.
As the testing in the above mentioned 10 accounts for 5 test
cases correct answers were given and for the rest of the 5
accounts wrong answers were given. Whenever the correct
answer is given, the system allowed the user login and
whenever the wrong answer is given it denied and block the
login attempt.

D. Device identification

Once the registration is over a cookie will be saved in the
customer’s device at the first login attempt. The saved cookie
will be expired after 10 days because of the security purposes.
If the system can find the cookie in the device, the device can
be identified as an authorized device. If the system could not
find the cookie in the device the user has to answer the security
question and/or has to provide the security code that is sent to
the user’s phone number based on the situation and install the
cookie before proceed.

For testing purposes out of the 25 sample accounts 5 account
were logged in without the cookie and another 5 accounts were
logged in with expired cookies. In all the 10 cases security
codes were sent to pre-define mobile phone numbers and in
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order to proceed the user had to provide the correct security
code to the system.

E. Discussion of Results

When the system detects any abnormal login attempts on a
given user account, the original user got notified via automated
e-mail notification as soon as possible. This e-mail instructs the
original user to change his/her login password as soon as
possible. This situation was tested for the abnormalities in IP
address, operating system, web browser and cookie file. Even
though the provided username and password is matched the
system was able to detect the introduced anomalies. Also in the
cases where user was failed to answer the security question,
login was blocked and a verification code was sent to the
registered phone number. To enter the code user was given only
one attempt. In the cases where the user was able to provide the
code then the system allowed the login attempt. But these
attempts were all notified to the user and the bank via emails.

Figure 5 shows the security code verification process carried
out by the system in order to identify the user.

Personal SBSL Premier SBSL Advance Coperate Contact

m Security Check

To comply with SBSL security regulations for a safer banking experience, SBSL need to verify your
identity. Please follow the instructions below.

Please enter the code you have received through SMS.

Verification Code 17426

Fig 5. Security code verification

securebanksbsl@gmail.com
to me (=

= Jan 7 (2 days ago) -~ -

Dear niluka.p,

wour SBSL online bank account was signed in via a web browser

If the following infarmation above looks familiar, you can disregard this ermail

If you have not signed in to your SESL anline bank account recently and believe
Someane may have accessed your account, you should reset your passward at

Sincerely, SBSL Custarner Security Support

Last Login Attempt Details
Date & Time : 1/7/2015 9:53:18 Ak
IP Address : 192.168.20.45

Operating Systern : Windows MT 6.1; re34.0) Gecko 20100101 FirefoxS4.0

This Ermail was autogenarated at: 1/7/2015 95318 AWM. Please do not reply for
this autogenarated Email

Thank you for Selecting SBSL

- o~ £~ )

Fig 6. E mail notification

Figure 6 shows the email notification which is sent to the
authorized customer informing the suspicious activity.

VI. CONCLUSION

As discussed so far by the final solution the researcher was
able to tackle the research problem properly. The research
question “How to detect and prevent possible unauthorized
login attempts through stolen details from a phishing attack in
an online banking system? “ was finally answered by the
suggested solution using three mechanisms successfully. The

three mechanisms can be classified an anomaly based detection,
IP address identification and device identification.

The overall system will not only detect the unauthorized
login attempts but also prevent it, notified to authorized users
and safeguard online banking customers from fraudsters.

This solution will safeguard online customers as well as
financial institutes. Sometimes if a fraud is carried out against
a bank especially via a phishing attack the customers will be
reimbursed the loss to maintain bank’s reputation which is
again a burden and a loss for the bank. Therefore this solution
can be considered as a great improvement of online banking
security. Also according to the researcher’s findings Sri Lankan
banks do not use any methods to detect and prevent
unauthorized login attempts. If a fraudster finds out a username
and a password he will be able to login to the account posing as
a legitimate customer. By this solution that type of incidents
can be mitigated.
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