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Listing 4-1. MyApp4 and f_get_ oracle_ time 

SET ROLE appsec_role; 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED myapP4 AS 

package pkg4; 
import java.sql.*; 
import oracle.jdbc.driver.OracleDriver; 
public class MyApp4 { 

} 
I 

public static String getOracleTime() { 
String timeString = null; 

} 

Statement stmt = null; 
try { 

//Class.forName( "oracle.jdbc.driver.OracleDriver" ); 
//new oracle.jdbc.OracleDriver(); 
//Connection conn= new OracleDriver().defaultConnection(); 
Connection conn= DriverManager.getConnection{"jdbc:default:connection"); 
stmt = conn.createStatement(); 
ResultSet rs= stmt.executeQuery( "select sysdate from dual"); 
if{ rs.next()) { 

timeString = rs.getString(1); 
} 

} catch{ Exception x) { 
timeString = x.toString(); 

} finally { 

} 

try { 
if{ stmt !=null) stmt.close(); 

} catch{ Exception y) {} 

return timeString; 

CREATE OR REPLACE FUNCTION f_get_oracle_time 
RETURN VARCHAR2 
AS LANGUAGE JAVA 
NAME 'pkg4.MyApp4.getOracleTime() return java.lang.String'; 

I 

Note The code in Listing 4-1 can be found in the file named Chapter4/AppSec.sql. 

I want to point out one thing about this example code before we go any further. I know I said that 
packages, like pkg4 in our example class MyApp4, are coordinated with directories, but there is no pkg4 
directory. I also said that there is always one public class defined in each *.java file with the class having 
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the same name as the file. However in our example, there is no MyApp4.java file, and the file we have is 
not even named "MyApp4" dot anything. 

The reason for this discrepancy is that we are only defining this class on the Oracle database. As it is 
right now, we can't compile or run it on the client. And when we load it into the Oracle database, the 
things I said about packages and classes suddenly becomes true again. The Oracle database creates a 
virtual package directory that it can search like a CLASSPATH to find the class. Also, it compiles the code 
just like a regular *.java file and creates the class files, that is virtual files, stored in the database. 

Acquiring the Privilege to Load a Java Stored Procedure 
Application security user, appsec, needs the CREATE PROCEDURE privilege to load Java into the database. 
She gets that privilege through the appsec_role. Recall that we set the appsec_role to be a non-default 
role for appsec user. For that reason, when appsec connects to Oracle database, she does not have that 
role at the outset. Rather, she has to enable it by setting appsec_role for her current session. The method 
shown (SET ROLE appsec_role) is sufficient, and as you recall, the new role becomes the only role that 
appsec has in her current session. An alternative approach is to request that all roles granted to appsec 
(both default and non-default) be enabled in the current session with this command: 

SET ROLE ALL; 

Loading Java in the Oracle Database 
There are a couple ways to get Java code into the Oracle database. One way is to use the loadjava.exe 
utility. That utility is available in both the Oracle database and in some versions of the Oracle client 
software. It is in the same bin directory as sqlplus.exeand other Oracle applications. Using loadjava, we 
can submit a java file (or sqljfile, with SQL embedded in Java code), a class file, or even a jar file to the 
Oracle database. The server handles whatever we submit in an appropriate manner. Here is an example 
loadjava command that we might have used to load a Java file named MyApp4.java (refer to Listing 4-1). 

loadjava -force -resolve -user appsec/password@orcl pkg4/MyApp4.java 

That command would attach to Oracle database as appsec user, then read the MyApp4.java file from 
the pkg4 directory and submit it to Oracle database. The new code would overwrite anything that existed 
previously by the same name, and the Oracle database would compile the code and place a virtual 
MyApp4.class file in a virtual pkg4 directory. 

Another approach we can use to load Java code into Oracle database is what we've used in our 
example, Listing 4-1. We have the Java code for the MyApp4 class listed after this Oracle statement: 

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED myapp4 AS 

We can run this CREATE statement while connected to Oracle database, and it will accomplish the 
same things that we would have accomplished through the loadjava command. 

Handling Exceptions in a Java Stored Procedure 
As you can see in the getOracleTime() method in the MyApp4 class in Listing 4-1, we start out with a 
try/ catch/ finally block. Whenever you are dealing with databases, you must be prepared to catch or 
throw a SQLException. There are many cases when a SQLException would be thrown; for example, if you 
misspell a table name or a column name or if you don't have permission to read the data or if the Oracle 
database has a problem responding. IOExceptions can also be generated when doing input/output (10). 
Communicating with Oracle database is 1/0 as is reading and writing files, and as is reading from 
network resources, like web servers. 
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Based on the discussions on exception handling in Chapter 3, we select to catch all exceptions and 
deal with them locally, setting the string that we are about to return to be equal to the value returned 
from Exception. toString(). When we get to the end of the try/ catch/ finally blocks, the last line 
returns timeString, which may be the Oracle database data and time if successful, else it will be the 
Exception. toString () message. (Please note that the toString () method in Exception is not static. You 
will need an instance of Exception, like x, to call x. toString(). I'm just saying Exception. toString() for 
discussion clarity.) 

Here is an example Exception. toString() message: 

java.sql.SQLException: Invalid Oracle URL specified. 

In the finally block, we close the Statement object, stmt. Again, we are dealing with Oracle 
database, so we must be prepared for and catch any SQLExceptions. However, we needn't do anything 
with exceptions in this case. Notice that we test to see if stmt is null before we try to close it. That test 
will keep us from generating a NullPointerException in case we never instantiated the Statement object. 
(NullPointerException is generated when we attempt to use methods or members of a class that has not 
been instantiated.) Maybe you already surmised correctly that we don't need to do the test on whether 
stmt is null. Since we are in a try/ catch block and doing nothing with exceptions, we could just attempt 
to close the stmt and it will either succeed or we will catch the NullPointerException. That is true, but I 
don't like generating exceptions needlessly, so we test if stmt is null. 

Another notable item at this point in our exploration of Java is the declaration of timeString and 
stmt. First, notice that we declare (mention) them before the try block. We need to do that so that we 
can return timeString outside the try block, and so that we can close the stmt in the finally block, 
which is outside the try block. Member variables are contextual, and only reside within the scope of 
their declaration. That is to say, a member variable only exists within the block (curly braces) where it is 
declared. For example, the Resul tSet member does not exist outside of the try block. 

The second thing to notice about the declaration of timeString and stmt is that they are both 
declared initially to be null. As I mentioned earlier, they would point to no object (null) even if we didn't 
declare them as null. This is true of all Java objects, not just Strings and Statements. However, the 
compiler looks ahead and sees that we are going to return timeString, and it doesn't like to return 
unknowns. If you tried to compile a method with these two lines: 

String myString; 
Return myString; 

The compiler will report an error and refuse to compile your code, saying that myString may not 
have been initialized (set to point at an object or at a value). But if you change the declaration of 
myString to be: 

String myString = null; 

then the compiler will accept that (at least) you take responsibility for the null value, and it will 
compile your code. 

You might ask why the compiler doesn't see that timeString is initialized later on (we say timeString 
= rs.getString(1)) when we are reading through the ResultSet? Javacis a pretty smart compiler. It sees 
the initialization there but notices that the initialization occurs conditionally-meaning, it happens after 
the if statement. 

So, why is stmt declared to be null? It's for a very similar reason. If you declared stmt like this, 
without initializing it even to null; then, when the compiler looks ahead and sees that you are going to 
test stmt in an if block, it reports an error that stmt might not have been initialized. 

Statement stmt; 
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if { stmt == null ) ... 

In this case, the complaint is that we are trying to use something in our logic that may not have been 
initialized. Java wants to make informed decisions and sees this as a potential for confusion, even at 
compile time. 

Calling Oracle Database from Java 
Within the Java method named get0racleTime() , in Listing 4-1, are calls to four classes that are used for 
interfacing with Oracle database: 0racleDriver, Connection, Statement, and ResultSet. The following 
sections describe each of those four classes and what they do. 

Oracle Driver 
The first call is to load the 0racleDriver in the Java database connectivity UDBC) drivers registry (list). 
(You can use multiple drivers; e.g. Oracle database, SQL Server, and MySQL. Each would need to be 
registered.) I show several options for registering the 0racleDriver. They are all commented for reasons 
I'll explain in a second. 

//Class.forName( "oracle.jdbc.driver.0racleDriver" ); 
//new oracle.jdbc.0racleDriver(); 
//Connection conn= new 0racleDriver().defaultConnection(); 

The first option uses a call to instantiate an 0racleDriver class, sight unseen, by using the 
Class. forName () call. The Class. forName () method is a way to instantiate an object by simply stating its 
fully qualified name. By instantiating the 0racleDriver this way, it is automatically loaded into the 
drivers registry. This is the standard practice for loading the 0racleDriver, and you will see it frequently. 

The second option is to instantiate a new 0racleDriver(), which automatically gets loaded in the 
drivers registry. Lastly, we have an option to create a new instance of 0racleDri ver (again automatically 
loaded in the drivers registry) and in the same line of code, use the 0racleDriver to get a Connection 
object. 

Now, let me tell you why all of these invocations are commented. There are two reasons. The first 
has to do with the fact that we are running this code as a Java stored procedure on the Oracle database. 
As part of the Oracle session, the Oracle NM automatically loads and registers the 0racleDri ver. 

The second reason, but one that is less dependable, is that from Java version 1.6 on, the 
0racleDriver is loaded automatically, as needed (with ojdbc6.jarin the CLASSPATH and a hint from the 
connection string, e.g. "jdbc:oracle:thin"). This is less dependable, because you as the developer have 
the option of compiling and running this code with whatever version of Java you have available. You are 
only required to have JDK 1.5 or later to follow this book, so we will continue to load the 0racleDriver in 
any code that will run on your client workstation. 

Connection and Statement 
Next in Listing 4-1, we establish a connection to Oracle database (repeated in the following). We define 
the connection based on the default, "jdbc:default:connection." We will place this Java code into the 
Oracle database, so we do not need to specify an Oracle server or Oracle listener port number, nor do we 
need to identify an Oracle user or password. By default, the Java stored in the database runs as the user 
associated with the schema where the Java is loaded. Because we are creating this Java structure using 
the appsec user, it will run with the default roles and privileges of appsec. 
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Connection conn= DriverManager.getConnection{"jdbc:default :connection"); 
stmt = conn.createStatement(); 

We use our instance of Connection to create a Statement by calling conn. createStatement () . Note 
that these are the standard Java classes used in Java to talk to any vendor's SQL database, including SQL 
Server and DB2. Yet, because we requested (or received by default) the 0racleDriver to give us the 
Connection, we have a Connection that is specific to Oracle database. 

Each database vendor must implement these standard interfaces (Connection and Statement) to 
enable our Java code to talk with their databases using vendor-specific drivers. The Oracle-specific 
drivers and classes are what we get by including ojdbc6.jar in our CLASSPATH. There are several additional 
types of Statements and Connections that we will use-the variations being specific to Oracle database. 

ResultSet 
Once you have your Statement object, you can execute Oracle commands, like the one that we execute in 
the example, Listing 4-1 and repeated in the following. When we execute a query by calling 
stmt. executeQuery(), we expect to get data back. Data from a query is returned in a Resul tSet object (rs 
in our example) . By calling the next() method of the ResultSet, we bring the values from the next (first) 
row into the ResultSet object so we can request each value (each column in the row specified in the 
query) with a "getter" method, like the call to rs.getString() in our example code. 

ResultSet rs= stmt.executeQuery( "select sysdate from dual"); 
if{ rs.next()) { 

timeString = rs.getString(1); 
} 

An interesting thing about the ResultSet "getter" methods is that, for some types that are returned, 
a translation can be done automatically. For example, in our code, we are requesting a Date type (value), 
because in our query we SELECTed (asked for) the value of SVSDATE which is the time and date of the 
Oracle database. Yet in our call to the ResultSet we asked to getString(), so the ResultSet does a 
translation from Date type to String type. 

Picture the data being returned in the Resul tSet as a spreadsheet with rows of data entries, and for 
each row there are multiple columns of associated values. When you call Resul tSet. next () , you are 
getting the equivalent of the next row into the current Resul tSet values space. Once there, you can get 
the value from each column using the column number. In our example, we get the value from the first 
column with the statement: 

rs.getString(1); 

Uniquely, the index for a ResultSet is I-based; that is, the first column value is at index 1. This is 
different from everything else in Java (that I can think ot) . Java arrays and Collections are typically 0-
based, and the first element is at index 0. Also, character places in a String start with 0. 

We will almost always want to see if there is any data being returned in the ResultSet before we try 
to use it. For that reason, we put a ResultSet.getString() call in the if condition statement that tests 
whether there is a next row. Alternatively, we could just say: 

rs. next(); 
rs.getString(1); 

However, ifwe did this and there were no "next," then the ResultSet values space would be null, 
and when we call rs.getString(1), we'd generate an Exception. 




