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Then compile the class again. From the Chapterll directory, execute: 

javac orajavsec/0racleJavaSecure.java 

Run Main to Test 
Now we will run 0racleJavaSecure at least five more times. You must run this as an OS (Windows) user 
whose matching Oracle user has been granted the appver admin role: your equivalent of 0SADMIN. The 
first time, we will generate a two-factor authentication code. The results will look like this: 

Chapter11>java orajavsec.0racleJavaSecure 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
You may enter APPVER password on command line. 
Domain: 0RGD0MAIN, Name : 0SADMIN 
Please rerun with 2-Factor Auth Code! 

We should either receive that code by two-factor authentication code distribution, or find it by 
querying the appsec. v two fact cd cache view on the apver instance. You will not be able to connect as 
appsec user to see that view, because we expired the appsec password; but you can select from the view 
as SYS user. 

Then we execute the same command with the two-factor authentication code as a parameter on the 
command line: 

Chapter11>java orajavsec.0racleJavaSecure 1234-5678-9012 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
Domain: 0RGD0MAIN, Name : 0SADMIN 
connsHash.size = o 
connsHash.size = o 
Domain: 0RGD0MAIN, Name : 0SADMIN 
2011-06-05 21:00:06 

You can see that when we get the Oracle connections list for this application from the apver 
instance, the list is empty, connsHash. size = o. We are able to insert connection strings into the list and 
use them. Using one of the connection strings, we query the database to get the SYSDATE. 

When we run this command again, we see that for a minute our connsHash. size = 2, and later= 1. 
The first value is the number of connection strings in the list we get for this application from Oracle. The 
second value is the number we have after calling removeAppConnString(). We immediately call 
putAppConnString() twice to add and overwrite the connection strings, and then we call 
putAppConnections () to store the list of two connection strings in Oracle for this application. We again 
use one of them to get SYSDATE from Oracle. 

Chapter11>java orajavsec.0racleJavaSecure 1234-5678-9012 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
Domain: 0RGD0MAIN, Name : 0SADMIN 
connsHash.size = 2 
connsHash.size = 1 
Domain: 0RGD0MAIN, Name : 0SADMIN 
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Run Main to Copy Connection Strings to New Version 
We will edit OracleJavaSecure.java one more time in order to test our ability to copy a list of connection 
strings from an older version of an application to the new version. Open the file and edit the inner class 
InnerRevLvlClass (near the top), incrementing the version number, for example from 20110101a to 
20110101b. See Listing 11-56. 

Listing 11-56. Change Version/Revision of Application Inner Class 

private static class InnerRevLvlClass 
implements Serializable, RevLvlClassintfc 

{ 
private static final long serialVersionUID = 2011010100L; 
private String innerClassRevLvl = "20110101b"; 
public String getRevLvl() { 

return innerClassRevLvl; 
} 

} 

Note We do not have to CREATE a new version of this java code on the Oracle Database, because the 
serialVersionUID has not changed. 

In the main() method, find the commented call to copyAppConnections() and uncomment that call. 
Assure that the old version number String in that call, Listing 11-57, matches the innerClassRevLvl you 
changed from previously. 

Listing 11-57. Copy List of Connection Strings from Previous Version 

copyAppConnections( "20110101a" ); 

Compile OracleJavaSecure and run it. Use the same two-factor authorization code if it has been less 
than ten minutes, else request and use a new one. This will exit after copying the list of connection 
strings from the old version to the new one. 

Chapter11>javac orajavsec/OracleJavaSecure.java 
Chapter11>java orajavsec.OracleJavaSecure 
Chapter11>java orajavsec.OracleJavaSecure 1234-5678-9012 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
Domain: ORGDOMAIN, Name: OSADMIN 

As SYS user on apver, you can see that there is a new version of the application class file and 
associated list of connection strings by querying the appsec. v app conn registry view. 

"CLASS NAME" "CLASS VERSION" "CLASS INSTANCE" "UPDATE DT" 
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"orajavsec.OracleJavaSecure$InnerRevlvlClass" "20110101b" "ACED00057372 ... "11-JUN-11" 
"orajavsec.OracleJavaSecure$InnerRevlvlClass" "20110101a" "ACED00057372 ... "11-JUN-11" 

Once more we editOracleJavaSecure.java and comment two areas of the main() method. First 
comment the line that copies the list of connection strings from an old version to the new version. 

//copyAppConnections( "20110101a" ); 

Then comment the lines that would overwrite and insert new connection strings into the list. 

//putAppConnString( "Orel", "hr", 
II "password", "localhost", String.valueOf( 1521) ); 
//putAppConnString( "Orel", "appusr", 
II "password", "localhost", String.valueOf( 1521) ); 

For the final times, compile OracleJavaSecure and run it. The first time it runs, you will see that 
there were already two connection strings (connsHash. size = 2) in the list that was copied from the 
previous version of the application. In the middle of the run, we call removeAppConnString() and then we 
run putAppConnections () to update Oracle with a list of only one connection string for this application. 
The second time it is run, you will see that, because we didn't update and add connection strings, there 
is only one to start with (connsHash. size = 1). 

Chapter11>javac orajavsec/OracleJavaSecure.java 
Chapter11>java orajavsec.OracleJavaSecure 
Chapter11>java orajavsec.OracleJavaSecure 1234-5678-9012 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
Domain: ORGDOMAIN, Name: OSADMIN 
connsHash.size = 2 
connsHash.size = 1 
Domain: ORGDOMAIN, Name: OSADMIN 
2011-06-11 18:04:15 
Chapter11>java orajavsec.OracleJavaSecure 1234-5678-9012 
Main encodes a new APPVER password if given. 
After encoding, paste encoded string 
in setAppVerConnection method. 
Domain: ORGDOMAIN, Name: OSADMIN 
connsHash.size = 1 
connsHash.size = 1 
Domain: ORGDOMAIN, Name : OSADMIN 
2011-06-11 18:04:26 

We conclude that our copyAppConnections () process works to replicate an existing list of connection 
strings from one version of the application to the next (with an updated innerClassRevlvl in the inner 
class.) This will be a timesaver when we upgrade our application and don't need to change connection 
strings. 

Test from a Different Application, TestOracleJavaSecure 
TestOracleJavaSecure is independent from whatever instance is running application verification. It will 
act as a client application, calling methods in the OracleJavaSecure class in order to use those security 
features. Using OracleJavaSecure, the test application will do the following things: 
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• Accomplish SSO and 2-factor authentication. 

• Register itself (its name and application inner class). 

• Store a list of connection strings for the application. 

• Retrieve the list of connection strings from Oracle. 

• Transfer and store the connection strings in encrypted form. 

• Decrypt and use the connection strings to query application data. 

• Query sensitive data in encrypted form and decrypt it for use 

Edit the file Chapterllltestojs/TestOracle]avaSecure.java. Correct the password for appusr shown in 
Listing 11-58. We will add this user to a list of connection strings for the TestOracleJavaSecure 
application. We are still using HRVIEW as our application ID, which means we will be connecting as appusr 
and using the role hrview role (as registered in appsec. v application registry). 

Listing 11-58. Edit TestOracle]avaSecure to Test 

String applicationID = "HRVIEW"; 
Object appClass = new AnyNameWeWant(); 
OracleJavaSecure.setAppContext( applicationID, appClass, twoFactorAuth ); 

OracleJavaSecure.getAppConnections(); 
if( twoFactorAuth.equals( "")) { 

return; 
} 

// Demonstrate copy connsHash from previous version 
// Only do this once, make sure it worked (see appsec.V APP CONN REGISTRY), 
// then comment this line 
//OracleJavaSecure.copyAppConnections( "2O11O131a" ); 
// Get copied list of connection strings for new version number 
OracleJavaSecure.getAppConnections(); 

OracleJavaSecure.putAppConnString( "Orel", "appusr", 
"passNOrd", "localhost", String.valueOf( 1521) ); 

//Only do this line once -- must be admin account 
OracleJavaSecure.putAppConnections(); 

The last line in Listing 11-58 is a call to putAppConnections (). That method calls the Oracle function 
f set decrypt conns, which we moved to the appsec admin pkg package. Only users with the 
appver admin role can execute structures in the appsec admin pkg. In our example, we granted 
appver admin to osadmin user. So, to test this facet of security, we will run TestOracleJavaSecure as both 
osadmin (an administrative account) and osuser (a non-administrative account). You can test 
copyAppConnections() for TestOracleJavaSecure by modifying the version number of the inner class and 
uncommenting copyAppConnections (), passing the previous version number. 
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Compile and Run as Administrative User, OSADMIN 
In the code of TestOracleJavaSecure . main (), we have three attempts to connect to Oracle database 
before we try to get encrypted data. We attempt to do these things 

• Call getAppConnections () to do key exchange and get the list of connection strings 
for this application. 

• Call putAppConnections () to update the list of connection strings in Oracle. 

• Call getAAConnRole() to decode and use a connection string to get a Connection. 

We are going to compile and run TestOracleJavaSecure as an administrative user (a user with the 
appver admin role, OSADMIN in our example-probably your OS user ID.) We start out running this 
application without a 2-factor authentication code. Here are the commands and results: 

Chapter11>javac testojs/TestOracleJavaSecure.java 
Chapter11>java testojs/TestOracleJavaSecure 
Domain: ORGDOMAIN, Name : OSADMIN 
Please rerun with 2-Factor Auth Code! 
java.lang.NullPointerException 
Please rerun with 2-Factor Auth Code! 

The call to putAppConnections () reports a NullPointerException - we don't trap exceptions from 
that administrative command as closely as we trap exceptions from methods being called by regular 
client applications. The other attempts to connect to Oracle point out the need to return with a 2-factor 
authentication code. 

Let's run the code again with a bogus two-factor authentication code: 

Chapter11>java testojs .TestOracleJavaSecure 123 
Domain: ORGDOMAIN, Name: OSADMIN 
Oracle error 21) 100, ORA-01403: no data found 
java.lang.NullPointerException 
Oracle error 21) 100, ORA-01403: no data found 
Wrong or old 2-Factor code parameter 

The same NullPointerException was reported by putAppConnections (), and the other two attempts 
to connect to Oracle reported "no data found" error, which is what we get from a bad user or two-factor 
authentication code. We also trap a NullPointerException in Listing 11-59 when we attempt to use the 
Connection coming from getAAConnRole() to get an Oracle Statement. Ifwe got this far, it is our 
understanding that we have provided a dubious two-factor authentication code, so we report the 
problem and exit. 

Listing 11-59. Catch Incorrect Two-Factor Authentication Code 

try { 
mStmt = conn.createStatement(); 

} catch( NullPointerException n) { 

} 

System.out.println( "Wrong or old 2-Factor code parameter"); 
return; 
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For this new user, there will be a new entry in the a pp sec. v two fact cd cache view. This new entry 
will be designated for the new employee id, 304 in this example. Here is an example selection from 
appsec.v two fact cd cache. 

SQL> select* from appsec.v two fact cd cache; 

EMPLOYEE ID APPLICATION ID TWO FACTOR CD IP ADDRESS DISTRIB CD CACHE TS 

304 HRVIEW 
300 HRVIEW 

2747-4367-3056 127.0.0.1 
3471-8557-5210 127.0.0.1 

1 12-JUN-11 
3 12-JUN-11 

When we finally return to execute TestOracleJavaSecure with the correct two-factor authentication 
code, we are able to print out many aspects regarding our proxy connection to Oracle for data queries, 
connected through the appusr user, using the hrview role. We also select and decrypt data from our 
familiar p select employees sensitive procedure. 

Chapter11>java testojs.TestOracleJavaSecure 1234-5678-9012 
Domain: ORGDOMAIN, Name: OSADMIN 
Domain: ORGDOMAIN, Name: OSADMIN 
osadmin 

APPUSR 

127.0.0.1 
OSADMIN 
OSADMIN 
HRVIEW ROLE 
Oracle success 2) 
100, Steven, King, SKING, 515.123.4567, 2003-06-17 00:00:00, AD PRES, 24000, null, null, 90 

Run as Non-Administrative User, OSUSER 
We are going to test our limitation of application connection string updates to just users who have been 
granted the appver admin role. To do this, you need to log in as an OS user who corresponds to an Oracle 
user without the appver admin role, your equivalent of OSUSER in our examples. Run 
TestOracleJavaSecure again. You will see that when the application calls the method 
putAppConnections() an exception is thrown with regard to the appsec admin pkg package. This user 
does not have privileges to execute the Oracle function, f set decrypt conns that is called from that 
method. 

Chapter11>java testojs/TestOracleJavaSecure 
Domain: ORGDOMAIN, Name: OSUSER 
Please rerun with 2-Factor Auth Code! 
java.sql.SQLException: ORA-06550: line 1, column 13: 
PLS-00201: identifier 'APPSEC.APPSEC_ADMIN_PKG' must be declared 
ORA-06550: line 1, column 7: 
PL/SQL: Statement ignored 

We want to demonstrate other, non-administrative functions using the non-administrative user. To 
do that, edit TestOracle]avaSecure.java and comment the line calling the putAppConnections () method. 
Then recompile and rerun the application. You will see the following successful results: 

Chapter11>javac testojs/TestOracleJavaSecure.java 
Chapter11>java testojs.TestOracleJavaSecure 
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Chapter11>java testojs.TestOracleJavaSecure 1234-5678-9012 
Domain: ORGDOMAIN, Name : OSUSER 
Domain: ORGDOMAIN, Name: OSUSER 
osuser 
APPUSR 
127.0.0.1 
OSUSER 
OSUSER 
HRVIEW ROLE 
Oracle success 2) 
100, Steven, King, SKING, 515.123.4567, 2003-06-17 00:00:00, AD PRES, 24000, null, null, 90 

Chapter Review 
Our goal in this chapter has been to enhance the security of everything we had built so far. We 
accomplished that goal on the following fronts: 

• We programmed Java to encode the appver user password (connection string). 

• We obfuscated the Java program that does encoding/decoding. 

• We accomplished secured data encryption for data being stored in the database­
specifically our lists of connection strings. 

• We established an administrative role that limits who can update connection 
strings for applications. 

• We moved the application verification processes to a new, hardened Oracle 
database instance, apver. 

In addition to working toward enhancing the security, we also delved into the following timely 
topics: 

• Securing an Oracle user password by various means 

• Using the Oracle client wallet 

• Using Oracle client trace logging 

• Using Oracle thin client UDBC) trace logging 

• Using the Oracle wrap utility to obfuscate Oracle functions 

• Copying application connection strings from a previous version to the current 
application version 

• Adding other authentication credentials, such as FTP passwords, to our 
application connection strings list 

• Reviewing weaknesses in PUBLIC access to the data dictionary views 

• Using database links to read data from another database instance 
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Administration of Security 

Now that we have built Oracle structures and Oracle and Java code, we will need to maintain the data 
that keeps it running. Primarily, this data consists of users, proxy grants, application registrations, and 
application connection strings. It has not been too difficult to execute SQL scripts to insert records for 
one or two users, and one or two applications-especially while we are studying the issues and 
requirements. But in a year or so, the steps to accomplish these tasks will be long forgotten, along with 
the reasons for doing them. 

However, ifwe can encapsulate the business rules, logic, and procedure steps in a user-friendly 
application, we will have a much easier time adding new users and applications. In fact, once we have 
done that, we will have developed a pretty handy interface, part of which we will provide as a template to 
the application developers in our organizations, so that they can implement our security code. 

A Security Administration Interface 
When I talk about user-friendly applications, what I mean is actually well designed, simple GUis. 

The security administration interface we will be exploring in this chapter consists simply of a Login 
screen, a Menu screen, and seven functional screens. The Login screen is where we expect the user to 
enter a two-factor authentication code that we send him. It is this screen that we will provide as a GUI 
template to other application developers so they can implement our security structures. 

Note Files for the security administration interface application can be found in the directory 
Chaptert 2/orajavsec. 

The functional screens will walk the administrator through tasks such as editing employee and user 
data (especially those elements that we use for single sign-on and two-factor authentication). There are 
also functional screens for granting both administrative and application proxy privileges. We need to be 
able to register a new application, and most of that process is done through the GUI. Then we want to 
edit existing connection strings for an application, and occasionally copy connection strings from a 
previous version of an application. All those functions are represented on screens in our GUI. 
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