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EXHIBIT E
U.S. Patent No. 12,301,627

As used herein and with respect to the *627 Patent, the term “Accused *627 MSEM Products” means:

(a) Microsoft products that incorporate, rely upon, interact with, or otherwise utilize Microsoft Security Exposure Management
(“MSEM?”), including at least MSEM itself;

(b) Any other systems, services, or products that utilize the libraries, applications, scripts, packages, or other modules that
implement the functionality described below in a manner not materially different with respect to the claims charted below;

(c) any other products that infringe the asserted claims for analogous reasons to those described below; and,

(d) Microsoft products that practice one of more claims of the *627 Patent.

This claim chart for the *627 Patent covers all Accused *627 MSEM Products. The theory of infringement described below in connection
with the Asserted Claims is analogous to the theory of infringement for all the Accused ’627 MSEM Products.
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l. Claim 1

A computer system
comprising:

a hardware memory, wherein
the computer system is
configured to execute
software instructions stored
on nontransitory machine-
readable storage media
comprising software
instructions that:

The Accused "627 MSEM Products include a computer system comprising a hardware memory, wherein
the computer system is configured to execute software instructions stored on nontransitory machine-
readable storage media comprising software instructions that perform as discussed below.

For example, MSEM is a cloud software platform.! Microsoft’s documentation explains that MSEM
“consolidates security posture information and insights from” multiple Microsoft services and
“connect[s] to external data sources to further enrich and extend your security posture management. . . .
Integration of non-Microsoft security tools will be a consumption-based cost based on number of assets
in the connected security tool.”? One of skill in the art would understand that such ingestion and
processing occurs on computers systems comprising a hardware memory.

store in the hardware memory
a representation of a first
graph, wherein the
representation of the first
graph comprises
representations of a first
plurality of nodes
corresponding to a first
plurality of entities and
further comprises

The software instructions of the Accused ’627 MSEM Products store in the hardware memory a
representation of a first graph, wherein the representation of the first graph comprises representations of
a first plurality of nodes corresponding to a first plurality of entities and further comprises
representations of a first plurality of edges.

For example, MSEM stores graphs, including the “enterprise exposure graph” consisting of nodes and
edges stored in a pair of tables. The graph may be represented in part as ExposureGraphNodes and
ExposureGraphEdges:?

1 Microsoft, What is Microsoft Security Exposure Management, available at https://learn.microsoft.com/en-

us/security-exposure-management/microsoft-security-exposure-management [hereinafter What is MSEM?].

2 Microsoft, Integration and licensing for Microsoft Security Exposure Management, available at
https://learn.microsoft.com/en-us/security-exposure-management/integration-licensing

[hereinafter MSEM Integration].

3 Microsoft, Schemas and operators overview, available at https://learn.microsoft.com/en-us/security-
exposure-management/schemas-operators [hereinafter Schemas and Operators].
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representations of a first
plurality of edges,

Schema tables

The exposure graph relies on the following tables:

* ExposureGraphNodes
® ExposureGraphEdges

Microsoft’s documentation explains that “ExposureGraphNodes contains organizational entities and
their properties. These include entities like devices, identities, user groups, and cloud assets such as
virtual machines (VMs), storage, and containers. Each node corresponds to an individual entity and
encapsulates information about its characteristics, attributes, and security related insights within the
organizational structure.”

Microsoft’s documentation further explains that ExposureGraphEdges “provides visibility into
relationships between entities and assets in the graph.”

4 Schemas and Operators.

°|d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first graph is a
directed graph,

The first graph of the Accused ’627 MSEM Products is a directed graph.
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For example, Microsoft’s documentation explains that the ExposureGraphEdges table schema
includes information about “source nodes” and “target nodes”:®

61d.
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As another example, Microsoft’s documentation shows that MSEM contains an “attack surface map*
which comprises a directed graph:’

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first plurality of | The first plurality of entities of the Accused 627 MSEM Products comprise a plurality of accounts and a
entities comprises a plurality | plurality of resources.

of accounts and a plurality of
resources, and

" Microsoft, Overview of critical asset management, available at https://learn.microsoft.com/en-us/security-
exposure-management/critical-asset-management [hereinafter Critical Asset Management].
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For example, the ExposureGraphNodes schema table, as discussed above, “contains organizational
entities and their properties” including “entities like devices, identities, user groups, and cloud assets
such as virtual machines (VMs), storage, and containers.” Microsoft’s documentation explains that
“[e]ach node corresponds to an individual entity and encapsulates information about its characteristics,
attributes, and security related insights within the organizational structure.”

As another example, MSEM “provides an out-of-the-box catalog of predefined critical asset
classifications for assets that include devices, identities, and cloud resources,” including “assets such as
file servers and domain controllers,” “[d]atabases with sensitive data,
Users,” and “[u]ser roles like Privileged Role Administrator.”®

identity groups such as Power

8 Schemas and Operators.
% Critical Asset Management.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein each edge of the first
plurality of edges corresponds
to a respective relationship
between a respective pair of
entities;

Each edge of the first plurality of edges of the Accused ’627 MSEM Products corresponds to a
respective relationship between a respective pair of entities.

For example, Microsoft’s documentation explains that the ExposureGraphEdges schema table, as
discussed above, “provides visibility into relationships between entities and assets in the graph.”
Microsoft’s documentation explains that these relationships include, for example, EdgeLabel values
such as “affecting,” “routes traffic to,” “is running,” and “contains.” Similarly, EdgeProperties
represent “[o]ptional data relevant for the relationship between the nodes”:°

10 Schemas and Operators.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
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For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

receive streaming data
comprising time-stamped data
about events relating to one or
more entities of the first
plurality of entities,

The software instructions of the Accused ’627 MSEM Products receive streaming data comprising time-
stamped data about events relating to one or more entities of the first plurality of entities.

For example, Microsoft’s documentation explains that MSEM collects data from a large set of sources,
including “Microsoft Defender for Endpoint, Microsoft Defender for Identity, Microsoft Defender for
Cloud, Microsoft Entra ID, and others.”*

1 Microsoft, Overview, available at https://learn.microsoft.com/en-us/security-exposure-
management/overview-data-connectors [hereinafter Overview of Data Connectors].

11513283
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Microsoft’s documentation explains that MSEM collects and processes “different types of telemetry
data, such as user-login events, device domain membership information, and various network signals . . .
to create a comprehensive understanding of the criticality of each domain entity.”!?

As another example, MSEM “continuously discovers assets and workloads, and gathers discovered data
into a unified and up-to-date view of your inventory and attack surfaces.”*?

12 Microsoft, Critical Asset Protection with Microsoft Security Exposure Management, available at
https://techcommunity.microsoft.com/blog/microsoft-security-blog/critical-asset-protection-

with-microsoft-security-exposure-management/4122645 [hereinafter Critical Asset Protection].

13 What is MSEM?

-11 -
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As another example, in the screenshot below from Microsoft’s documentation, the entity “0000aaaa-
11bb-cccc-dd2-eeeeee3333333” has a “[]ast update” date of “Sep 25, 2024, 3:24 AM.”4

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

14 Microsoft, Review attack paths, available at https://learn.microsoft.com/en-us/security-exposure-
management/review-attack-paths [hereinafter Review Attack Paths].

-12-
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based on a first portion of the | Based on a first portion of the streaming data, the software instructions of the Accused 627 MSEM
streaming data, identify a first | Products identify a first entity that does not correspond to any of the first plurality of nodes, wherein the
entity that does not first entity is not of the first plurality of entities.

correspond to any of the first
plurality of nodes, wherein For example, Microsoft’s documentation explains that MSEM *“continuously discovers assets and

the first entity is not of the workloads, and gathers discovered data into a unified and up-to-date view of your inventory and attack
first plurality of entities, surface. . . . The enterprise exposure graph gathers information to provide a comprehensive view of
security posture and exposure across the business”:*

The enterprise exposure graph “includes assets, findings, and entity relationships from” a number of
sources, including Defender for Cloud, Defender for Endpoint, Defender VVulnerability Management,
Defender for Identity, and Entra 1D.%6

15 What is MSEM?

16 Microsoft, Overview of attack surface management, available at https://learn.microsoft.com/en-
us/security-exposure-management/cross-workload-attack-surfaces [hereinafter Overview of Attack Surface

Management].

-13-
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As another example, MSEM’s graph representation is “automatically generate[d] . . . based on the data
collected across assets and workloads,” and “can fluctuate due to the dynamic nature of IT environments.
Our system dynamically generates attack paths based on the real-time conditions of each customer’s
environment. Changes such as the addition or removal of assets, updates to configurations, a user
logging on or off from a machine, a user added or removed to a group, and the implementation of new

network segmentation or security policies can all influence the number and types of attack paths
identified”:’

As another example, MSEM includes a device inventory. “During the onboarding process, the Devices
list is gradually populated with devices as they begin to report sensor data™:*8

17 Microsoft, Overview of attack paths, https://learn._microsoft.com/en-us/security-exposure-
management/work-attack-paths-overview [hereinafter Overview of Attack Paths].

18 Microsoft, Device inventory, available at https://learn.microsoft.com/en-us/defender-
endpoint/machines-view-overview [hereinafter Device Inventory] (emphasis omitted).
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Further, Microsoft’s documentation explains that MSEM performs “device discovery”:°

MSEM’s “Device Inventory” interface includes a summary of devices discovered in the last 7 days:?°

19 Microsoft, Device discovery overview, available at https://learn._.microsoft.com/en-us/defender-
endpoint/device-discovery [hereinafter Device Discovery].

20 Device Discovery.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a second portion of
the streaming data, wherein
the second portion is not
identical to the first portion,
identify a first relationship
between a pair of entities of
the first plurality of entities
that does not correspond to

Based on a second portion of the streaming data, wherein the second portion is not identical to the first
portion, the software instructions of the Accused *627 MSEM Productsidentify a first relationship
between a pair of entities of the first plurality of entities that does not correspond to any of the first
plurality of edges.

For example, as explained above, Microsoft’s documentation explains that MSEM “continuously
discovers assets and workloads, and gathers data into a unified and up-to-date view of your inventory
and attack surface.”?* The graph representation of MSEM s “automatically generate[d] . . . based on the
data collected across assets and workloads[,]” and *“can fluctuate due to the dynamic nature of IT

21 \What is MSEM?

11513283
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any of the first plurality of
edges,

environments.”?> MSEM “dynamically generates attack paths based on the real-time conditions of each
customer’s environment. Changes such as the addition or removal of assets, updates to configurations, a
user logging on or off from a machine, a user added or removed to a group, and the implementation of
new network segmentation or security policies can all influence the number and types of attack paths
identified”:?3

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

modify, in the hardware
memory, the representation of
the first graph to generate a

The software instructions of the Accused ’627 MSEM Products modify, in the hardware memory, the
representation of the first graph to generate a modified representation of the first graph, wherein the
modified representation of the first graph comprises a representation of a first node corresponding to the

22 Qverview of Attack Paths.

2 d.

11513283
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modified representation of the
first graph, wherein the
modified representation of the
first graph comprises a
representation of a first node
corresponding to the first
entity and a representation of
a first edge corresponding to
the first relationship, wherein
the first node is not of the first
plurality of nodes and the first
edge is not of the first
plurality of edges,

first entity and a representation of a first edge corresponding to the first relationship, wherein the first
node is not of the first plurality of nodes and the first edge is not of the first plurality of edges.

For example, as explained above, MSEM’s graph representation is continuously updated “based on the
data collected across assets and workloads,” and “can fluctuate due to the dynamic nature of IT
environments. Our system dynamically generates attack paths based on the real-time conditions of each
customer’s environment. Changes such as the addition or removal of assets, updates to configurations, a
user logging on or off from a machine, a user added or removed to a group, and the implementation of
new network segmentation or security policies can all influence the number and types of attack paths
identified.”?*

An example of MSEM’s “attack surface map” is shown below:?°

24 d.

%5 Microsoft, Getting value from your data connectors, available at https://learn._microsoft.com/en-
us/security-exposure-management/value-data-connectors [hereinafter Value From Your Data Connectors].

11513283

-18 -




Exhibit E (627 Patent)
November 24, 2025

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

identify, based on the
modified representation of the
first graph, an attack path that
could be involved in an attack
involving the first entity,

Based on the modified representation of the first graph, the software instructions of the Accused *627
MSEM Products identify an attack path that could be involved in an attack involving the first entity.

For example, MSEM uses the continuously updated graph representation to identify attack paths, which
are updated along with the graph representation. MSEM “automatically generates attack paths based on

11513283
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wherein identifying the attack
path comprises:

the data collected across assets and workloads. . . . The attack path graph view uses enterprise exposure
graph data to visualize the attack path to understand how potential threats might unfold”:2

As another example, in the screenshot below, MSEM identifies an “attack path that attackers could use
to breach your environment and target a critical asset,” described as “Internet exposed Azure VM with
high severity vulnerabilities allows lateral movement to azure storage account with sensitive data”:?’

26 Qverview of Attack Paths.

27 \alue From Your Data Connectors

11513283
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As another example, the following screenshot from a Microsoft video shows an example attack path
described as “AWS RDS DB with excessive internet exposure and basic authentication (local
user/password) allows lateral movement to aws rds db.”?®

28 Microsoft, Transform your defense: Microsoft Security Exposure Management | Microsoft Secure Tech Accelerator, available
at https://www.youtube.com/watch?v=vY_VmZ9LLgg (at 19:25).
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As another example, MSEM includes “Cloud Attack paths,” which “illustrate routes that adversaries
could exploit to move laterally within your environment, starting from external exposure and progressing
toward meaningful impact within your environment”:?°

29 Qverview of Attack Paths.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

identifying a second entity
that can be reached using the
first entity, wherein the
second entity corresponds to a
second node, and the second
node is related by one or more
edges to the first node
corresponding to the first
entity in the modified

Identifying the attack path comprises identifying a second entity that can be reached using the first
entity, wherein the second entity corresponds toa second node, and the second node is related by one or
more edges to the first node corresponding to the first entity in the modified representation of the first
graph.

11513283
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representation of the first
graph; and,

For example, in the example attack path “Internet exposed Azure VM with high severity vulnerabilities
allows lateral movement to azure storage account with sensitive data,” shown below, the Accused *627
MSEM Products identify a first and second node related by an edge:*°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

identifying a third entity that
can be reached using the
second entity, wherein the

The software instructions of the Accused 627 MSEM Products identify a third entity that can be reached
using the second entity, wherein the third entity corresponds to a third node, and the third node is related
by one or more edges to the second node in the modified representation of the first graph.

30 \Value From Your Data Connectors.

11513283
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third entity corresponds to a For example, in the example attack path “Internet exposed Azure VM with high severity vulnerabilities
third node, and the third node | allows lateral movement to azure storage account with sensitive data,” shown above, MSEM identifies a
is related by one or more third node that is related to a second node by an edge.3!

edges to the second node in
the modified representation of
the first graph; and

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

generate a report comprising | The software instructions of the Accused ’627 MSEM Products generate a report identifying the first
an identification of the first entity and at least one of the second and third entities.
entity and at least one of the

1 d.
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second entity and the third
entity.

For example, Microsoft’s documentation explains that MSEM provides “additional information about
how the attack path is built” and “actionable recommendations to mitigate the identified attack paths”:3?

32 Review Attack Paths.

11513283
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As another example, in the screenshot below from Microsoft’s documentation, “[g]eneral details” are
provided for AAD Service principal entity “0000aaaa-11bb-cccc-dd2-eeeeee3333333.733

3 1d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as charted
above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

11513283
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Il. Claim 5

The computer system of claim 1 | See above for an analysis of Claim 1.

wherein the modified The modified representation of the first graph of Claim 1 comprises a representation of a node
representation of the first graph | corresponding to the first entity, wherein the first entity is identified based on active reconnaissance
comprises a representation of a results.

node corresponding to the first
entity, wherein the first entity is | For example, Microsoft’s documentation explains that MSEM *“perform[s] active reachability scans”
identified based on active to “validate[] whether exposures are accessible from outside the environment”:3*

reconnaissance results.

As another example, MSEM “consolidates security posture data from all your digital assets,”
including “[d]ata from Microsoft Security products like Microsoft Defender for Endpoint, Microsoft

34 Overview of Attack Paths.
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Defender for Identity, Microsoft Defender for Cloud, Microsoft Entra ID, and others.”3> Defender for
Endpoint, for example, includes *“Standard discovery,” a “device discovery capability that helps you
find unmanaged devices connected to your corporate network.” Standard discovery “uses smart,
active probing to discover additional information about observed devices to enrich existing device
information.”3®

For example, Standard discovery “uses various PowerShell scripts to actively probe devices in the
network. Those PowerShell scripts are Microsoft signed and are executed from the following location:
C:\ProgrambData\Microsoft\Windows Defender Advanced Threat
Protection\Downloads\*.ps. For example, C:\ProgramData\Microsoft\Windows
Defender Advanced Threat
Protection\Downloads\UnicastScannerV1l.1.0.ps1.”?¥

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

35 Overview of Data Connectors.
36 Device Discovery.

37 Microsoft, Configure device discovery in Defender for Endpoint, available at https://learn.microsoft.com/en-
us/defender-endpoint/configure-device-discovery.
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1. Claim 6

The computer system of claim 1

See above for an analysis of Claim 1.

wherein the modified
representation of the first graph
comprises a representation of a
node corresponding to the first
entity, wherein the first entity is
identified based on passive
reconnaissance results.

The modified representation of the first graph of Claim 1 comprises a representation a node
corresponding to the first entity, wherein the first entity is identified based on passive reconnaissance
results.

For example, as noted above, MSEM *“consolidates security posture data from all your digital assets,”
including “[d]ata from Microsoft Security products like Microsoft Defender for Endpoint, Microsoft
Defender for Identity, Microsoft Defender for Cloud, Microsoft Entra ID, and others.”3® Defender for
Endpoint includes “Basic discovery,” a “device discovery capability that helps you find unmanaged
devices connected to your corporate network.”® Basic discovery “passively collect[s] events in your
network and extract[s] device information from them,” “us[ing] the SenseNDR . exe binary for
passive network data collection and no network traffic is initiated. Endpoints extract data from all
network traffic seen by an onboarded device.”*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

38 Overview of Data Connectors.

3 Device Discovery.
40 1d.

11513283
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V. Claim 11

The computer system of claim 1,

See above for an analysis of Claim 1.

wherein the computer system is
further configured to execute
software instructions stored on
nontransitory machine-readable
storage media comprising
software instructions that
determine whether an event, of
the events relating to one or
more entities of the first plurality
of entities, is anomalous,
wherein determining whether the
event is anomalous comprises:

determining that the event
relates to the first entity,

The software instructions of the Accused *627 MSEM Products determine whether an event, of the
events relating to one or more entities of the first plurality of entities, is anomalous, wherein
determining whether the event is anomalous comprises determining that the event relates to the first
entity, determining at least one behavior pattern associated with the first entity, and comparing the
event to the at least one behavior pattern.

For example, MSEM “consolidates cloud security posture information and insights from workloads
that include,” among others, “Microsoft Defender for Cloud Apps.”*! Defender for Cloud Apps
“combin[es] multiple detection methods, including anomaly, behavioral analytics (UEBA), and rule-
based activity detections, to provide a broad view of how your users use apps in your environment.”4?

Microsoft’s documentation explains that Defender for Cloud Apps’ detection methods determine
behavioral patterns associated with entities and compare events related to such entities to behavioral
patterns. For example, Defender for Cloud Apps uses “user and entity behavioral analytics (UEBA)
and machine learning (ML) to “target[] numerous behavioral anomalies across your users and the
machines and devices connected to your network.”43

41 MSEM Integration.

42 Microsoft, Tutorial: Detect suspicious user activity with behavioral analytics (UEBA), available at
https://learn_microsoft.com/en-us/defender-cloud-apps/tutorial-suspicious-activity [hereinafter

Detect Suspicious User Activity].

43 Microsoft, Create Defender for Cloud Apps anomaly detection policies, available at
https://learn_microsoft.com/en-us/defender-cloud-apps/anomaly-detection-policy [hereinafter

Anomaly Detection Policies].

11513283
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determining at least one
behavior pattern associated with
the first entity, and

comparing the event to the at
least one behavior pattern.

As another example, Defender for Cloud apps “[d]etects multiple file download activities in a single
session with respect to the baseline learned,” and “[d]etects multiple administrative activities in a
single session with respect to the baseline learned.”**

As another example, the “impossible travel” detection “uses a machine-learning algorithm” that
“learns a new user’s activity pattern” and “identifies unusual and impossible user activity between
two locations.” Similarly, the “infrequent country” detection “stores information about previous
locations used by the user. An alert is triggered when an activity occurs from a location that wasn’t

4 Detect Suspicious User Activity.

11513283
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recently or never visited by the user.”#®

As another example, the “unusual activities (by user)” detection “look for activities within a single
session with respect to the baseline learned, which could indicate on a breach attempt. These
detections leverage a machine-learning algorithm that profiles the users log on pattern and reduces
false positives. These detections are part of the heuristic anomaly detection engine that profiles your
environment and triggers alerts with respect to a baseline that was learned on your organization’s
activity:46

4 Anomaly Detection Policies.
46 1d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as

charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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V. Claim 12

The computer system of claim
11,

See above for an analysis of Claim 11.

wherein comparing the event to
the at least one behavior pattern
comprises using a threshold.

Comparing the event to the at least one behavior pattern of Claim 11 comprises using a threshold.

For example, Defender for Cloud Apps uses tuning and thresholds to determine whether to flag an
event as anomalous. Microsoft Defender for Cloud Apps allows users to set “dynamic thresholds” for
anomaly detection.*’

As another example, the “impossible travel” detection discussed above contains a “sensitivity slider”
to “determine[] the level of suppressions applied to anomalous behavior before triggering an
impossible travel alert[,]” offering “Low,” “Medium,” and “High” sensitivity levels.*®

47 Detect Suspicious User Activity.

8 1d.

11513283

-36 -




Exhibit E (627 Patent)
November 24, 2025

As another example, Defender for Cloud Apps offers the ability to tune “the volume of activity
required before the detection raises an alert.”*°

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be

49 1d.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

11513283

-38 -




Exhibit E (627 Patent)
November 24, 2025

VI. Claim 14

The computer system of claim 1,

See above for an analysis of Claim 1.

wherein the computer system
comprises a plurality of physical
computing machines.

The computer system of Claim 1 comprises a plurality of physical computing machines.

For example, as explained above, MSEM is a cloud software platform that “consolidates security
posture information and insights from workloads that include” a wide variety of Microsoft products
and services and “connect[s] to external data sources to further enrich and extend your security
posture management. . . . Integration of non-Microsoft security tools will be a consumption-based cost
based on number of assets in the connected security tool.”>° One of skill in the art would understand
that such ingestion and processing occurs on a plurality of physical computing machines.

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

50 MSEM Integration.
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VII. Claim 16

The computer system of claim 1,

See above for an analysis of Claim 1.

wherein at least one entity of the
first plurality of entities is at
least one of a user, a place, a
device, a resource, a group, or a
service.

At least one entity of the first plurality of entities of Claim 1 is at least one of a user, a place, a device,
a resource, a group, or a service.

For example, as explained above, MSEM represents graph nodes using the
ExposureGraphNodes table. Microsoft’s documentation explains that
“ExposureGraphNodes contains organizational entities” such as “devices, identities, user groups,
and cloud assets such as virtual machines (VMs), storage, and containers.>!

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

51 Schemas and Operators.
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VIII. Claim 18

A computer system comprising:

a hardware memory, wherein the
computer system is configured
to execute software instructions
stored on nontransitory machine-
readable storage media
comprising software instructions
that:

The Accused 627 MSEM Products include a computer system comprising a hardware memory,
wherein the computer system is configured to execute software instructions stored on nontransitory
machine-readable storage media comprising software instructions that perform as discussed below.

For example, MSEM is a cloud software platform.5? Microsoft’s documentation explains that MSEM
“consolidates cloud security posture information and insights from” multiple Microsoft services and
“connect[s] to external data sources to further enrich and extend your security posture

management. . . . Integration of non-Microsoft security tools will be a consumption-based cost based
on number of assets in the connected security tool.”>® One of skill in the art would understand that
such ingestion and processing occurs on computers systems comprising a hardware memory.

store in the hardware memory a
representation of a first graph,
wherein the representation of the
first graph comprises
representations of a first
plurality of nodes corresponding
to a first plurality of entities and
further comprises
representations of a first
plurality of edges,

The software instructions of the Accused ’627 MSEM Products store in the hardware memory a
representation of a first graph, wherein the representation of the first graph comprises representations
of a first plurality of nodes corresponding to a first plurality of entities and further comprises
representations of a first plurality of edges.

For example, MSEM stores graphs, including the “enterprise exposure graph” consisting of nodes and
edges stored in a pair of tables. The graph may be represented in part as ExposureGraphNodes
and ExposureGraphEdges:®

52 What is MSEM?.
53 MSEM Integration.
54 Schemas and Operators.
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Schema tables

The exposure graph relies on the following tables:

* ExposureGraphNodes
s ExposureGraphEdges

Microsoft’s documentation explains that “ExposureGraphNodes contains organizational entities
and their properties. These include entities like devices, identities, user groups, and cloud assets such
as virtual machines (VMs), storage, and containers. Each node corresponds to an individual entity and
encapsulates information about its characteristics, attributes, and security related insights within the
organizational structure.”>®

Microsoft’s documentation further explains that ExposureGraphEdges “provides visibility into
relationships between entities and assets in the graph.”%®

% |d.
% |d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first graph is a
directed graph,

The first graph of the Accused 627 MSEM Products is a directed graph.

11513283
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For example, Microsoft’s documentation explains that the ExposureGraphEdges table schema
includes information about “source nodes” and “target nodes”:>’

As another example, Microsoft’s documentation shows that MSEM contains an “attack surface map”
which comprises a directed graph.58

5 1d.
%8 Critical Asset Management.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein the first plurality of
entities comprises a plurality of
accounts and a plurality of
resources, and

The first plurality of entities of the Accused ’627 MSEM Products comprise a plurality of accounts
and a plurality of resources.

For example, the ExposureGraphNodes schema table, as discussed above, “contains
organizational entities and their properties” including “entities like devices, identities, user groups,
and cloud assets such as virtual machines (VMs), storage, and containers.” Microsoft’s documentation

11513283
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explains that “[e]ach node corresponds to an individual entity and encapsulates information about its
characteristics, attributes, and security related insights within the organizational structure.”®

As another example, MSEM “provides an out-of-the-box catalog of predefined critical asset
classifications for assets that include devices, identities, and cloud resources,” including “assets such
as file servers and domain controllers,” “[d]atabases with sensitive data,” “[i]dentity groups such as
Power Users,” and “[u]ser roles like Privileged Role Administrator.”®®

%9 Schemas and Operators.
60 Critical Asset Management.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein each edge of the first
plurality of edges corresponds to
a respective relationship
between a respective pair of
entities;

Each edge of the first plurality of edges of the Accused ’627 MSEM Products corresponds to a
respective relationship between a respective pair of entities.

For example, Microsoft’s documentation explains that the ExposureGraphEdges schema table, as
discussed above, “provides visibility into relationships between entities and assets in the graph.”
Microsoft’s documentation explains that these relationships include, for example, EdgeLabel

values such as “affecting,” “routes traffic to,” *“is running,” and “contains.” Similarly,
EdgeProperties represent “[o]ptional data relevant for the relationship between the nodes”:5!

61 Schemas and Operators.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially

the same way to achieve substantially the same result as this claim element.
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identify, based on the Based on the representation of the first graph, the software instructions of MSEM identify a first
representation of the first graph, | plurality of attack paths comprising a first entity of the first plurality of entities, wherein each attack
a first plurality of attack paths path of the first plurality of attack paths targets a second entity of the first plurality of entities.

comprising a first entity of the
first plurality of entities, wherein | For example, MSEM “automatically generates attack paths based on the data collected across assets

each attack path of the first and workloads. . . . The attack path graph view uses enterprise exposure graph data to visualize the
plurality of attack paths targets a | attack path to understand how potential threats might unfold”:%2

second entity of the first
plurality of entities,

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be

62 OQverview of Attack Paths.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

receive streaming data
comprising time-stamped data
about events relating to one or
more entities of the first plurality
of entities,

The software instructions of the Accused ’627 MSEM Products receive streaming data comprising
time-stamped data about events relating to one or more entities of the first plurality of entities.

For example, Microsoft’s documentation explains that MSEM collects data from a large set of
sources, including “Microsoft Defender for Endpoint, Microsoft Defender for Identity, Microsoft
Defender for Cloud, Microsoft Entra ID, and others.”63

63 Overview of Data Connectors.
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Microsoft’s documentation explains that MSEM collects and processes “different types of telemetry
data, such as user-login events, device domain membership information, and various network
signals . . . to create a comprehensive understanding of the criticality of each domain entity.”4

As another example, MSEM “continuously discovers assets and workloads, and gathers discovered
data into a unified and up-to-date view of your inventory and attack surfaces.”®

11513283

64 Critical Asset Protection.
65 What is MSEM?
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As another example, in the screenshot below from Microsoft’s documentation, the entity “0000aaaa-
11bb-cccc-dd2-eeeeee3333333” has a “[l]ast update” date of “Sep 25, 2024, 3:24 AM.”%6

11513283

66 Review Attack Paths.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a first portion of the
streaming data, identify a third
entity that does not correspond
to any of the first plurality of
nodes, wherein the third entity is

Based on a first portion of the streaming data, the software instructions of the Accused *627 MSEM
Products identify a third entity that does not correspond to any of the first plurality of nodes, wherein
the third entity is not of the first plurality of entities.

11513283
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not of the first plurality of
entities,

For example, MSEM “continuously discovers assets and workloads, and gathers discovered data into
a unified and up-to-date view of your inventory and attack surface.”:%’

The enterprise exposure graph “includes assets, findings, and entity relationships from” a number of
sources, including Defender for Cloud, Defender for Endpoint, Defender Vulnerability Management,
Defender for Identity, and Entra 1D.68

As another example, MSEM’s graph representation is “automatically generate[d] . . . based on the
data collected across assets and workloads,” and “can fluctuate due to the dynamic nature of IT
environments.”%° Microsoft’s documentation further explains that the graph representation is updated
to reflect “[c]hanges such as the addition or removal of assets, updates to configurations, a user

67 What is MSEM?

8 Qverview of Attack Surface Management.

69 Overview of Attack Paths.
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logging on or off from a machine, a user added or removed to a group, and the implementation of new
network segmentation or security policies.””

As another example, MSEM’s device inventory “is gradually populated with devices as they begin to
report sensor data™:"*

Microsoft’s documentation further explains that MSEM performs “device discovery”:

11513283

0d.

1 Device Inventory (emphasis omitted).

72 Device Discovery.

-55 -




Exhibit E (627 Patent)
November 24, 2025

MSEM'’s “Device Inventory” interface includes a summary of devices discovered in the last 7 days:"®

11513283

73 Device Discovery.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

based on a second portion of the
streaming data, wherein the
second portion is not identical to
the first portion, identify a first
relationship between a pair of
entities of the first plurality of
entities that does not correspond
to any of the first plurality of
edges,

modify, in the hardware
memory, the representation of
the first graph to generate a
modified representation of the
first graph, wherein the modified
representation of the first graph
comprises a representation of a
node corresponding to the third
entity and an edge corresponding
to the first relationship, wherein
the node is not of the first
plurality of nodes and the edge is

Based on a second portion of the streaming data, wherein the second portion is not identical to the
first portion, the software instructions of the Accused 627 MSEM Products identify a first
relationship between a pair of entities of the first plurality of entities that does not correspond to any
of the first plurality of edges, modify, in the hardware memory, the representation of the first graph to
generate a modified representation of the first graph, wherein the modified representation of the first
graph comprises a representation of a node corresponding to the third entity and an edge
corresponding to the first relationship, wherein the node is not of the first plurality of nodes and the
edge is not of the first plurality of edges, and identify, based on the modified representation of the first
graph, a second plurality of attack paths comprising the first entity, wherein each attack path of the
second plurality of attack paths targets the second entity, and wherein an attack path of the second
plurality of attack paths comprises the third entity.

For example, as explained above, Microsoft’s documentation explains that MSEM “continuously
discovers assets and workloads, and gathers discovered data into a unified and up-to-date view of
your inventory and attack surface.”’”* MSEM’s graph representation is “automatically generate[d] . . .
based on the data collected across assets and workloads[,]”” and *“can fluctuate due to the dynamic
nature of IT environments.”’® Microsoft’s documentation further explains that MSEM “dynamically
generates attack paths based on the real-time conditions of each customer’s environment,” based on
“[c]hanges such as the addition or removal of assets, updates to configurations, a user logging on or

74 \What is MSEM?.
> Qverview of Attack Paths.
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not of the first plurality of edges, | off from a machine, a user added or removed to a group, and the implementation of new network
and segmentation or security policies.”’®

identify, based on the modified
representation of the first graph,
a second plurality of attack paths
comprising the first entity,
wherein each attack path of the
second plurality of attack paths
targets the second entity, and
wherein an attack path of the
second plurality of attack paths
comprises the third entity.

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

®1d.
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IX. Claim 22

The computer system of claim
18,

See above for an analysis of Claim 18.

wherein a portion of the
representation of the first graph
is derived from reconnaissance
data received by the computer
system from a plurality of
computer systems,

A portion of the representation of the first graph of Claim 18 is derived from reconnaissance data
received by the computer system from a plurality of computer systems.

For example, as explained above, Microsoft’s documentation explains that MSEM collects data from
a large set of sources, including, among others, Microsoft Defender for Endpoint.”” Defender for
Endpoint includes a “device discovery capability” that “uses onboarded endpoints, in your network, to
collect, probe, or scan your network to discover unmanaged devices. The device discovery capability
allows you to discover: Enterprise endpoints (workstations, servers, and mobile devices) that aren’t
yet onboarded to Defender for Endpoint[;] Network devices like routers and switches[;] 10T devices
like printers and cameras.”"®

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein a first computer system
of the plurality of computer
systems performs passive
reconnaissance, and

A first computer system of the plurality of computer systems performs passive reconnaissance.

For example, as noted above, MSEM *consolidates security posture data from all your digital assets,”
including “[d]ata from Microsoft Security products like Microsoft Defender for Endpoint, Microsoft
Defender for Identity, Microsoft Defender for Cloud, Microsoft Entra ID, and others.”’”® Defender for

T Qverview of Data Connectors.

8 Device Discovery.

7 Qverview of Data Connectors.
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Endpoint includes “Basic discovery,” a “device discovery capability that helps you find unmanaged
devices connected to your corporate network.”® Defender for Endpoint “passively collect[s] events
in your network and extract[s] device information from them. Basic discovery uses the

SenseNDR . exe binary for passive network data collection and no network traffic is initiated.
Endpoints extract data from all network traffic seen by an onboarded device.”®*

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein a second computer
system of the plurality of
computer systems performs
active reconnaissance.

A second computer system of the plurality of computer systems performs active reconnaissance.

For example, Defender for Endpoint includes a “[n]etwork device discovery” capability in which a
“designated Microsoft Defender for Endpoint device is used on each network segment to perform
periodic authenticated scans of preconfigured network devices. Once discovered, vulnerability
management capabilities in Defender for Endpoint provide integrated workflows to secure discovered
switches, routers, WLAN controllers, firewalls, and VPN gateways. . . . These types of devices
require an agentless approach where a remote scan obtains the necessary information from the
devices. Depending on the network topology and characteristics, a single device or a few devices
onboarded to Microsoft Defender for Endpoint performs authenticated scans of network devices using
SNMP (read-only).”8?

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be

8 Device Discovery.
8 1d.

82 Microsoft, Network device discovery and vulnerability management, available at https://learn.microsoft.com/en-
us/defender-endpoint/network-devices.
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insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

11513283

-61 -




Exhibit E (627 Patent)
November 24, 2025

X. Claim 27

The computer system of claim
18,

See above for an analysis of Claim 18.

wherein the representation of the
first graph comprises an
identification of the third entity
as a sensitive resource, and

The representation of the first graph of Claim 18 comprises an identification of the third entity as a
sensitive resource.

For example, Microsoft’s documentation explains that the attack surface map contains “[i]jcon
indicators” that “show node type and edge type. Visual indicators show information such as the high
criticality crown or a vulnerability bug, providing visual input to where critical organizational data is
at risk.”8

As another example, MSEM “provides an out-of-the-box catalog of predefined critical asset
classifications for assets that include devices, identities, and cloud resources,” including among others
“[c]ritical cyber-security assets such as file servers and domain controllers” and “[d]atabases with
sensitive data.”8

8 Microsoft, Explore with the attack surface map, available at https://learn._.microsoft.com/en-us/security-
exposure-management/enterprise-exposure-map [hereinafter Attack Surface Map].

8 Critical Asset Management.
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In the example from Microsoft’s documentation shown below, multiple nodes are identified as critical
assets:®®

& 1d.
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wherein the computer system is
further configured to execute
software instructions stored on
nontransitory machine-readable
storage media comprising
software instructions that
generate a report that identifies
the third entity as a sensitive
resource.

The computer system of Claim 18 is further configured to execute software instructions stored on
nontransitory machine-readable storage media comprising software instructions that generate a report
that identifies the third entity as a sensitive resource.

For example, Microsoft’s documentation explains that “[a]fter business critical assets are defined and
identified, asset criticality appears with your asset information. Asset criticality is integrated into other
experiences in the Defender portal, such as in advanced hunting, the device inventory, and in attack
paths that involve critical assets. For example, in the Device Inventory, a criticality level is shown.””

Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

8 1d. (emphasis omitted).
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XI. Claim 28

The computer system of claim
18,

See above for an analysis of Claim 18.

wherein the representation of the
first graph comprises an
identification of a security
vulnerability associated with the
third entity, and

The representation of the first graph of Claim 18 comprises an identification of a security
vulnerability associated with the third entity.

For example, as explained above, MSEM graph representation contains “[iJcon indicators” that “show
node type and edge type[,]”” as well as “[v]isual indicators” that “show information such as ... a
vulnerability bug, providing visual input to where critical organizational data is at risk.”8’

In the example from Microsoft’s documentation shown below, a node is identified with a red visual
indicator.8®

87 Attack Surface Map.
8 1d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.

wherein an attack path of the An attack path of the second plurality of attack paths of Claim 18 is based on the security
second plurality of attack paths | vulnerability.

- 66 -
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is based on the security
vulnerability.

For example, Microsoft’s documentation explains that MSEM “automatically generates attack paths
based on the data collected across assets and workloads, including data from external connectors. It
simulates attack scenarios, and identifies vulnerabilities and weaknesses that an attacker could
exploit.”® In the example from Microsoft’s documentation shown below, MSEM identifies an “attack
path that attackers could use to breach your environment and target a critical asset[,] described as
“Internet exposed Azure VM with high severity vulnerabilities allows lateral movement to azure
storage account with sensitive data.”?°

89 Value From Your Data Connectors.

0 d.
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Based on Qomplx’s analysis to date, this element appears to be practiced literally, including as
charted above. Any differences between the charted material and this claim element are expected to be
insubstantial, in which case the element is expected to be practiced under the Doctrine of Equivalents.
For example, the technology described above performs substantially the same function in substantially
the same way to achieve substantially the same result as this claim element.
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