


from thin client connection pool, 166-169
configuring pool/cache, 166-167
reviewing pool properties, 168-169
statement caching, 167
summary, 169
viewing proxy session, 167-168

updating p_check_hrview_access procedure,

161

viewing, 164
proxy, through application verification, 225-226
PROXY_SESSION, 160, 162, 165, 167, 175
PROXYTYPE_USER_NAME, 159, 164, 167, 174
PROXY_USER_NAME, 159-160, 163-164, 167,

174
prvtmail.plb file, 178
p_select_employee_by_id_sens, 125, 139, 348
p_select_employee_by_In_sens, 130, 139-140
p_select_employee_by_raw_sens, 130, 140
p_select_employees_secret, 124, 137
p_select_employees_sensitive, 122-123, 135, 146,

206, 256, 262, 327
p_set_apver_proxy_through, 361, 364
p_set_class_conns, 242-243, 299, 396-398
p_set_proxy_through, 358, 361, 363, 371-372
PUBLIC, 9, 15, 20, 22, 59, 135, 142, 156, 161, 193
public class MyApp2, 33-34
public key encryption. See PKE
public keys

artifacts
building public keys from, 66-67
RSA, 70-71

encrypting with, function for, 75-76

handing across network, 65-66

public modifiers, and private modifiers, 39
public MyApp2() method, 34
public RSA keys, encrypting with, 89-90
PUBLIC view, revoking grant on sensitive data
dictionary views, 316
public views, of EMPLOYEES table, 22
PublicKey class, 65-66
pulllDFromParens() method, 346, 349, 361
p_update_2fact_cache, 217-218
p_update_employees_sensitive, 353
p_update_emp_mobile_nos, 349-351, 353-354
putAppConnections() method, 234-235, 252,
265, 294, 324, 327, 385, 400-401
putAppConnString( ) method, 249, 252, 390, 401
putAppConString( ) method, 399
putConnections() method, 400
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Q

querying employees, 144

R

random characters, 87
RAW parameter, 80, 82, 138, 295
RAW type, 76, 90-91, 123, 125, 140, 227, 237, 240
readObject() method, 238, 240-241, 291, 295,
297-298
records, inserting into EMPLOYEES table, 131-
133
reEnterLabel, 336, 338
referenced classes, and referenced code, 32
referenced code, and classes, 32
reflection
cross-platform-specific coding with, 151-152
Java language, using to call method, 238
Register Application button, 382-385
registerButton_actionPerformed() method, 382,
385
registerOutParameter() method, 104
registration, finding out whether class has been
registered, 239
registries, class, 377-379
registry tables, application connection, 227
RegNewApp, 344, 399-401
Remote Method Invocation (RMI), 268
remove() method, 370
removeAppConnString() method, 293, 322, 324,
399
REPLACE command, 376
REPLACE statement, 290
reporting exceptions, governing amount of, 48
requirements, for Microsoft Windows and
UNIX/Linux users, 1-2
resetKeys() method, 119-121, 140, 248, 263, 343—
344
resetting all keys, temporary method for, 120-
121
RESOURCE, 121
resources, local, 49
results
of data encryption test, 142-143
of testing DES on client, 102
of testing PKE, observing, 82-83
of testing two-factor authentication, 206-
207
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ResultSet class, 56-57, 234, 253, 261, 346, 361,
364, 367, 369, 371
ResultSet.getDate( ) method, 198
ResultSet.getString( ) method, 56
ResultSet.next() method, 56, 137
RESULTSET_OUT, 124
RESULTSET_TYPE, 122-123
RETURNCODE, 24
RevLviClassIntfc interface, 228, 231
REVOKE CONNECT THROUGH, 357-358
revokeUserButton_actionPerformed() method,
364
rewrite and refactor method, to distribute two-
factor code, 216-219
changes to, 218-219
getting employee addresses for delivery, 216—
217
stored procedure to update two-factor code
cache, 217-218
Rivest, Shamir, and Adleman. See RSA
RMI (Remote Method Invocation), 268
RMIClassLoader, 257, 270
ROLE command, 208
roles
administrative, for application verification,
292-293
administrator, application verification, 374
application authentication, 259-260
Application Security users, 17-18
getting application connection with, 261
non-default, setting, 134
secure application
getting connections for application and
associated, 255-256
role procedure, for multiple applications,
210-215
updating, 193-194
security administrator, 12-14
acquisition of, 13-14
verification of, 12-13
SYS users, 8-11
create-session role, 10
DBATole, 9
password-protected roles, 11
toggling between, 16-17
routes
available to user, 199
codes, two-factor delivery, compiling, 195
distributing pass codes to, 200-201
rows, selecting single in EMPLOYEES table,
139

RSA (Rivest, Shamir, and Adleman)
Java code for, 64-73
for both client and server, 72-73
Cipher class, 67-70
instantiating Connection member from
static initializer, 71-72
public key, 65-67
RSA public key artifacts, 70-71
serializing objects, 66
set of PKE keys, 64-65
static methods and private constructor,
71
private keys, decrypting DES passphrases
using, 98-99
public keys, encrypting with, 89-90
RSACipher class, 86
RSAPublicKey class, 64-67
RSAPublicKey type, 65
RSAPublicKeySpec, 67
rs.getString( ) method, 56
rtrnRAW, 90-92
rtrnString, 70-71, 79-80, 97-98, 100, 120, 153
Run command, 311
run( ) method, 337, 347-348, 351-352, 361-362,
369-370
Runtime.exec() command, 387, 399

S

SALARY, 21-23, 123, 127, 137, 143, 146
salaryTextField, 349, 353
SALT_LENGTH, 86-87
sampleData, 73-74
sandboxes, JVM, 49-50, 61, 315
saveButton_actionPerformed() method, 352,
362, 370, 390

sayWaitDialog, 335-337, 347-348, 352, 369, 382
schemas, users and, 6-7, 112
scripts, execution of, 398-399
secadm_role, 9, 12, 15-16, 18-19, 111, 179, 181-

182
SecretKeyFactory, 89
secure application roles

getting connections for application and

associated, 255-256
planning to acquire, 205-206
procedure for multiple applications, 210-215
moving test for SSO to separate function,
212
rebuilding two-factor cache table, 211



updating two-factor code functions to use
application ID, 211
updating, HRVIEW_ROLE procedure, 193—
194
secure client/server data transmission, testing,
107-110
SECURE_DML, 133
SecureRandom class, 64-65, 86-88, 108
security
Add/Modify User functional screen, 341-354
employees, 347-354
initializing data selection components,
345-347
instantiating AddUser screen, 342-345
adding authentication credentials, 301
administration
interface, 329
menu, 339-341
application, adding more space for, 226
Application Assignment screen, 365-371
initializing data selection components,
366-368
proxies, 368-371
selecting user from list, 369
application Login screen, 330-339
application inner class, 331-332
background processing thread, 336-337
center method, 333
closing, 338-339
constructors, 334-335
Continue button, 337-338
wait while processing modal dialog, 335-
336
Application Registration screen, 372-385
App Class button, 375-377
application verification administrator
role, 374
Register Application button, 382-385
security table access analysis, 379-382
tables of application administrators and
application to class registry, 377-379
Application Selection screen, 385-388
initializing list of applications, 386
selecting Manage Selected Application
button, 386-388
bootstrapping OJSAdmin interface, 399-402
of client wallets, administering, 281-282
Connection String Copy screen, 391
Connection String Editor, 388-390
initializing list of connection strings, 389

INDEX

saving list of connection strings to
database, 390
selecting existing connection string, 390
updating connection string in list, 390
connection strings, managing for
applications, 291-299
final updates to OracleJavaSecure class, 399
hiding APPVER connection string, 267-277
generating encoded, 276-277
getting from encoded string, 270
getting from encrypted Java class, 269—
270
getting from encrypted string, 270
getting from JNI, 269
getting from secondary source, 268
obfuscating algorithm/code, 272-275
using encode method, 270-272
limiting administrators to certain
applications, 391-398
adding dynamic where clause, 396-398
VPD, 392-395
Oracle Database, 5-25
authenticating on separate instance of,
302-319
client wallet, 277-282
encrypting data stored on, 285-290
finding test database, 5
logging thin client trace data, 283-285
tracing client code, 282-283
working from existing database, 6
scripts execution and code compilation, 398-
399
single Oracle instance code, 399
testing, 320-324
editing application passwords, 321-322
encoding APPVER user password for
APVER instance, 320-321
running main, 322
from TestOracleJavaSecure application,
324-327
updating application security structures,
301-302
User Administration screen, 354-364
OJSAAdm user, 355-359
revoking user access to run applications,
364
saving updates to administrative
privileges, 362-364
selecting existing user, 361-362
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security administrator users
role, 12-14
acquisition of, 13-14
verification of, 12-13
system privileges granted to, 14
security administrators, 15-20, 111-112
acquiring secadm_role role from SQL*Plus
local connection, 16
Application Security user, 17-18
application user, 18
auditing, 20
delegating Java policy to, 181-182
granting more system privileges to
application security user, 112
HR view role, 18-20
permitting application user to acquire, 20
testing, 19-20
verifying by procedure, 19
permitting users to execute packages in other
schemas, 112
toggling between roles, 16-17
security packages, 122
security table access, analysis of, 379-382
SEGMENT SPACE MANAGEMENT AUTO, 310
SELECT _CATALOG_ROLE, 17
SELECT command, 312
SELECT INTO, 116, 127
SELECT SEQUENCE.NEXTVAL, 133
SELECT statement, 24, 59-60, 318, 394
SELECT_CATALOG_ROLE, 15-16
sensitive data
columns in EMPLOYEES table
selecting, 122-124
updating, 125-129
dictionaries, revoking PUBLIC view grant on
views of, 316
in HR schema, 21
selecting for Employee ID, 125
sensitive strings, selecting all data as single, 124
sensitive views
audit logs for, 24
of EMPLOYEES table, 22-23
SEQUENCE.NEXTVAL, 131
sequences, updating, 131-133
Serializable interface, 66, 84, 229, 231
serializing objects, 66
serialVersionUID, 228-230, 239, 258, 323, 331-
332,376
server application, saving connection strings for,
236-244
building class from byte array, 237-238

decrypting for storage and reuse, 241-242
finding out if registry entry exists for server
application, 243-244
finding out whether class has been
registered, 239
function to call Java language to decrypt list
of, 236-237
getting application ID class and HashMap list
of connections, 239-240
getting list of for registered application, 244
method to store list of for application, 237
Oracle Database procedures, 242-243
storing connsHash object for server
application, 242
testing for class equality, 240
using Java language reflection to call method,
238
server side connections, lists of, 250-251
servers
clients and
coding to test password encryption, 102—
103
Java code for both, 72-73
testing PKE on, 80-84
port, getting APPVER connection string from,
268
server portion of main() method, coding to
test password encryption, 103
SERVICE_NAME, 163, 166
SESSION_ROLES, 16
sessionSecretDESAlgorithm, 88-89, 91, 99-100,
121, 136-137, 142
sessionSecretDESKey, 88-90, 92, 98, 120-121,
241, 249, 251
sessionSecretDESPassPhrase, 343-344, 349, 354
sessionSecretDESPassPhraseChars, 86, 89-90,
99, 121
SESSIONS_PER_USER, 221, 309
SESSION_USER, 156, 160-161, 164
Set class, 219, 231
SET ROLE, 10-11, 16-17, 19, 52, 75, 93, 113, 161
SET ROLE ALL, 11, 18, 53
SET ROLE appsec_role, 18, 52-53, 75, 93, 113, 190
setAppContext() method, 231-232, 253, 261, 263,
337,385
setAppVerConnection() method, 246, 249, 252,
277,320-321, 398
setAutoCommit() method, 62
setConnection() method, 72, 172-174, 176, 246,
277,281, 399
setConnectionCacheProperties() method, 167



setDataVector() method, 367, 370
setDecryptConns() method, 236-238, 241, 290
setEnabled() method, 341
setImplicitCachingEnabled(true), 167
setNull, 81, 103-106, 135, 138
setPoolConfig() method, 163
setRef() method, 34-35, 39
shared passphrases, revising procedure to get,
125
shared secret password encryption. See
password encryption
Short Message Service. See SMS
showAlgorithm() method, 100-101
SIM (subscriber identity module) card, 184
simple mail transport protocol (SMTP)
commands, 178
SimpleDateFormat class, 198
SimpleDateFormat.format() method, 198
SimpleDateFormat.parse() method, 198
single sign-on. See SSO
SMS (Short Message Service), 178
carrier host tables, 185-186
distributing code to, 201-202
sms_carrier_cd, 185-189, 199
sms_carrier_host, 185-188, 199
sms_carrier_url, 186-187, 199
SMTP (simple mail transport protocol)
commands, 178
SocketPermission, 181-182
SOURCE statement, 319
SQL command, 7, 129, 182, 203, 285, 308, 320,
358
SQL database, 56, 61
SQL (Structured Query Language)
Developer tool, 7
injection, 139-140
avoiding, 129-130
demonstrating failure of in stored
procedure, 130-131
Plus tool, 7, 16
SQLCODE, 76, 96-97, 115, 123, 127
SQLERRM, 76, 96-97, 115, 123, 127
SQLException, 41, 53-54
SQL*Plus interface, client wallets from, 280
SSO (single sign-on), 149-176
application use of, 171-176
code template for developers, 175-176
example SSO application, 172-173
updates to OracleJavaSecure class, 173-
175
authentication layers, 149-150

connection pools, 162-171
proxy connections, 162-166
proxy sessions, 166-169
UCP, 169-171
identifying OS user, 150-154
accessing Oracle Database, 154-157
better source of identity, 150
cross-platform-specific coding with
reflection, 151-152
more stringent identity, 152-154
with NTSystem and UnixSystem classes,
150-151
proxy sessions, 158-162
auditing, 161-162
establishing, 159-160
IDENTIFIED EXTERNALLY modifier, 159
individual person users in Oracle
Database, 158
updating p_check_hrview_access
procedure, 161
testing for, moving to separate function, 212
stacked calls, 79
STARTUP command, 305
Statement class, 55-56, 62, 80, 364
Statement object, 54
Statement.getBytes() method, 242
statements, callable, 134-135
static class members
initializing, 87-88
using to retain APPVER connection and keys,
248-249
static initializers, instantiating Connection
members from, 71-72
static methods, and private constructor, 71
static modifier, and main() method, 38-39
stmt.executeQuery() method, 56
stmt.setNull( ) method, 81
storage
and reuse, decrypting connection strings for,
241-242
sending list of connection strings to Oracle
Database for storage, 254
stored procedures
calling for getting application list of Java
client side connection strings, 246—
247
demonstrating failure of SQL injection in,
130-131
Java language, for copying connection strings
from previous version, 295
to update two-factor code cache, 217-218
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