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To meet the requirements of encrypting data at rest, we need to be able to decrypt data at a different
time, in a different place by a different user. That said, it should be obvious that we cannot “negotiate” a
key or set of keys at the time they are needed. Somewhere we need to store the encryption key, and
retrieve it at some unspecified time in the future to decrypt the data.

The burden falls on the developer to decide where to store the encryption keys for use with
DBMS CRYPTO. There are benefits of having the password stored right in the Oracle database with the
encrypted data. One benefit is that when we restore a backup of the encrypted data, we also restore the
decryption key. The risk here is that, if someone gets access to the encrypted data, they might also get
access to the decryption key.

One viable alternative would be to store the decryption key in the client application and to pass it to
Oracle database when we want to decrypt the data; however, that hardly seems more secure. No, we will
stick with storing the encryption key in the database, and we will take a couple steps to assure that it
can’t be used by anyone outside our application. Before I tell you how I do it, think about how you would
do it.

Encryption at Rest Key Store

We will store our encryption/decryption keys, at least the genesis of the keys, in an ordinary Oracle table,
t application key—see Listing 11-15. It is possible we may want to store these keys on a separate Oracle
instance and acquire them across a DB link. In that way, the encrypted data and encryption keys will be
backed up separately. We will provide a version number column, in case we want more than one key per
database, possibly for a different application. You'll see why that’s probably unnecessary. We also create
an index and a view, v application key, of this table.

Note You will find this SQL script in a file named Chapter11/AppSec.sql.

Listing 11-15. Table of Encryption at Rest Keys

CREATE TABLE appsec.t application key

(
key version NUMBER(3) NOT NULL,
-- Max Key size 1024 bits (128 Bytes)
key bytes  RAW(128) NOT NULL,
create ts  DATE DEFAULT SYSDATE
);

One assurance we want to make is that the key is never changed. We are going to do that with an on
update/delete trigger. This trigger, shown in Listing 11-16, will basically turn the attempted update
around and reject it.

Listing 11-16. Before Update/Insert Trigger on Table of Encryption at Rest Keys

CREATE OR REPLACE TRIGGER appsec.t application key budr BEFORE UPDATE OR DELETE

ON appsec.t application key FOR EACH ROW
BEGIN

RAISE_APPLICATION_ERROR(-20001, 'Cannot UPDATE or DELETE Records in V APPLICATION KEY.');
END;
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ALTER TRIGGER appsec.t application key budr ENABLE;

Let’s go ahead and insert several records into v application key, one of which we will use. See
Listing 11-17. We will use the RANDOMBYTES function in the DBMS CRYPTO package to generate a string of 128
random bytes to use as our key genesis. I'm saying key genesis because, as you'll see, the real
encryption/decryption key is assembled from these key bytes later on.

Listing 11-17. Insert Several Random Encryption at Rest Keys

INSERT INTO appsec.v application key

( key version, key bytes )

VALUES

( 1, SYS.DBMS CRYPTO.RANDOMBYTES(1024/8) );

Also insert values for key version numbers 2 through 5 using the same INSERT command.

Functions to Encrypt/Decrypt Data at Rest

We are going to build two Oracle stored functions to do server-side encryption of data to be stored in the
database, and to decrypt it for use, as required. They are keyed to a specific version of the key genesis
bytesin t application key, and they use DBMS CRYPT package to do encryption. We will make this
difficult to duplicate by not taking our data and our key bytes and going straight to encryption; rather,
we will perform several operations on the key bytes first. Anyone reading these functions will be able to
tell what we are doing, and will be able to duplicate it, so we are going to hide the function code by
passing these functions through the Oracle Wrap utility to obfuscate the code.

I encourage you to take these functions as a starting place, and modify them sufficiently to change
the encryption process, then save a copy somewhere safe but hidden. You will convert them to wrapped
functions, which will not be legible.

Our original f mask function, shown in Listings 11-18 through 11-21, takes the clear text connection
strings list in the form of a RAW. It also takes the class name and version of the application inner class. It
returns an encrypted RAW holding the list of connection strings.

Listing 11-18. Signature of Function to Encrypt Data for Storage

CREATE OR REPLACE FUNCTION appsec.f mask(

clear raw RAW,

m class name v app conn registry.class name%TYPE,

m class version v app conn registry.class version%TYPE )
RETURN RAW

We hard-code a specific key version number of the genesis key bytes—version 4 in this instance
(see Listing 11-19). This is a rather random decision on our part. We select the key bytes for that version
fromv application key. We get the key bytes into a variable named app key.
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Listing 11-19. Hard-Code Key Version

AS
crypt raw RAW(32767) := NULL;
app_ver v_application_key.key versionsTYPE := 4;
app key v application key.key bytes¥TYPE;
iv RAW(16);
BEGIN
SELECT key_bytes INTO app_key FROM v_application_key WHERE key version = app_ver;

app key is like the cup with the marble under it in that three-cups concentration betting game. The
code is quicker than the eye. We are going to process the bytes of the app key. The first process we
perform is to take the class version and concatenate with the string “SufficientLength”. Then, as shown
in Listing 11-20, we XOR the app key with that concatenated string. Perhaps only the first 20 or so bytes of
app key are modified by XOR.

Note We have just made this process unique to the specific version of the specific application (the one
presenting the inner class).

Listing 11-20. XOR the Key with the Class Version and Get MD5 Hash of Key

app key := SYS.UTL RAW.BIT XOR( app key,

SYS.UTL RAW.CAST TO RAW(m class version||'SufficientLength') );
app key := SYS.DBMS CRYPTO.HASH( app key, SYS.DBMS CRYPTO.HASH MD5 );
app key := SYS.UTL RAW.CONCAT( app key, app key );

Our next process sets app key equal to the Message Digest (MD5) hash of app key. Listing 11-20
shows this. MD5 is a one-way hash algorithm that creates a 16-byte (128-bit) hash representing the
initial value. Any modification to the initial value will cause the hash to change, and if the initial value
doesn’t change, MD5 will always calculate the same hash. Then, to get 32-byte key, we set app key equal
to the concatenation of two of the MD5 hashes.

For the encryption algorithm we will be using, we will also need a 16-byte RAW initialization vector
(IV). We are going again to make this function specific to the application by using the application inner
class name as part of the IV. See Listing 11-21. Actually, we concatenate the class name with the string
“SufficientLength,” cast that to a RAW, and get the first 16 bytes as the IV.

Listing 11-21. Get Initialization Vector with Class Name and Call DBMS_CRYPTO.ENCRYPT

iv := SYS.UTL RAW.SUBSTR(
SYS.UTL RAW.CAST TO RAW(m class name||'SufficientLength'), 0, 16 );
crypt raw := SYS.DBMS CRYPTO.ENCRYPT( clear raw,
SYS.DBMS CRYPTO.ENCRYPT AES256 + SYS.DBMS CRYPTO.CHAIN CBC +
SYS.DBMS CRYPTO.PAD PKCS5, app key, iv );
RETURN crypt raw;
END f mask;
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Then it’s just a matter of calling the DBMS CRYPTO.ENCRYPT function as in Listing 11-21. We pass our
clear text connection string list clear raw, the app key and the iv. We also tell the function to use 256-bit
Advanced Encryption Standard (AES256) with Block Chaining and PKCS padding.

Ta-da! We have an encrypted list of connection strings that we can trust for storage on disk and in
backup. Our f unmask function that decrypts the data is almost identical to f mask. We build the app key
and iv in the very same way, then pass the encrypted connection string list to the DBMS CRYPTO.DECRYPT
function, using the same encryption algorithm series. Voila, we have our clear text connection strings
back from cold storage.

Wrap Utility

Oracle Corporation has been in the business of protecting its intellectual property for decades. The
company has developed a process whereby it can publish business-sensitive PL/SQL code, much like
our Oracle procedures, functions, and packages, and distribute it to customers without exposing the
inner workings of the code. Oracle devised the wrap utility, which will obfuscate PL/SQL code so that it
can’t be read. I should only say that wrapped procedures cannot be read without some effort, because
there are purported to be tools that will unwrap procedures.

We will use the wrap utility to obfuscate the f mask and f unmask functions. As a reminder, you
should first modify f mask and f unmask so that they are unique to your company, then wrap them. That
is to avoid the obvious loose lips of this book from sinking your ship.

Save a copy of your F_MASK.sql and F_UNMASK sql files in a secure location, then pass the files to
the wrap utility. The wrapped files will have a “.plb” extension, and are viewable in any text editor— they
are not binary code. The resulting Oracle 11g wrapped procedure will always resemble Listing 11-22.

%ORACLE HOME%\BIN\wrap INAME=F MASK.sql
%ORACLE HOME%\BIN\wrap INAME=F UNMASK.sql

Listing 11-22. Wrapped Version of Mask Function

CREATE OR REPLACE FUNCTION appsec.f mask wrapped
a000000

b2

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

abcd

8

3d9 237
GehnTGWDXxAhWNnsVg23jY0TJ2/sF4wg/BeTCCsTI5VgpOGvFbmFIFF9PpfKGMENUbmI21KsMmT
9YLZz1gSTsZkw/skyp03G2z+bhL/AGIOb16IY3bf/PjNwdlhZ5argmalytVXORDALqjMIRV]

289



CHAPTER 11 = ENHANCING SECURITY

290

GLdGjZoM6cIZs4nHbLOMRgMOh9ZTnONUOTOMGOVDHhtBLOCZSmx1ROSWpFQ20Iui96EL3CD4
latpfb/f+oVZAZkY78TOYBdSmyOSgifZtmoIiEdc5rh/Lbn5pmTzHV8=

/

Notice the first line of the wrapped procedure is a CREATE OR REPLACE statement. We can copy and
paste this code to any SQL editor, like SQL*Plus, and create the Oracle structure in the database.

I know there is a lot going on, so let me reiterate our goal. In wrapping these functions, our intent is
to keep folks, whether hackers or just snoopers, from knowing how we encrypted the list of connection
strings, and from being able to independently decrypt the strings and read them.

Changes to setDecryptConns()/getCryptConns()

In the middle of the setDecryptConns() method that runs as a Java stored procedure, we take the list of
connection strings that we are about to store in Oracle database, and we pass them to the ¥ mask
function. Listing 11-23 shows this. The encrypted bytes that are returned from f mask are then stored in
the database.

Listing 11-23. Call to Encrypt Connection Strings for Storage

stmt = ( OracleCallableStatement )conn.prepareCall(
"{? = call appsec.f_mask(?,?,?)}" );

stmt.registerOutParameter( 1, OracleTypes.RAW );

stmt.setBytes( 2, connsHashBytes );

stmt.setString( 3, className );

stmt.setString( 4, classVersion );

stmt.executeUpdate();

connsHashBytes = stmt.getBytes(1);

Note This code can be found in Chapter11/orajavsec/OracleJavaSecure.java.

We also modify the getCryptConns() method to decrypt the list of connection strings before we
return them to the client application. This is shown in Listing 11-24.

Listing 11-24. Call to Decrypt Connection Strings from Storage

bA = stmt.getBytes(4);

stmt = ( OracleCallableStatement )conn.prepareCall(
"{? = call appsec.f unmask(?,?,?)}" );

stmt.registerOutParameter( 1, OracleTypes.RAW );

stmt.setBytes( 2, bA );

stmt.setString( 3, className );

stmt.setString( 4, classVersion );

stmt.executeUpdate();

oins = new ObjectInputStream( new ByteArrayInputStream(
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stmt.getBytes(1) ) );
Object currentConns = oins.readObject();

Manage Connection Strings for Applications

We have already seen, and have been using the functionality to add and update connection strings in
our list, and to save them in Oracle database. Recall that those are two separate steps. The first step,
adding or updating connection strings in our list, happens on the client and only affects the list currently
being used by the client application. It is only when we save the list to Oracle database that we make the
new or replacement connection string available to all future application users.

In the same way, we will need to remove connection strings from the list. Again, we will make the
removal permanent by saving the list to Oracle database in a separate step.

Finally, we will want to be able to replicate the list of connection strings for use by a new version of
our application. This replication process must be application-specific, so a poser application can’t grab
our list of connection strings for her illicit use.

Be forewarned that anyone who gains access to the application security, appsec user has access to
copy connection strings from one application to another. Fortunately, we have taken care of that issue
by making the ¥ mask and f unmask functions both application and version specific. Another application
may lay hold of our list of connection strings, but they won’t be able to decrypt them. That means,
though, that when we replicate our list of connection strings to a new version of the application, we will
have to f unmask them with the old version and f mask them with the new version.

Create an Application Administrative User

Up to this point, we have described an application user named 0SUSER whom I suggested was probably
you (your OS user ID). This is an ordinary application user who was granted access to see sensitive data
in the HR schema by way of having been granted CONNECT THROUGH appusr.

Now it has come time for us to differentiate between regular application users and administrative
application users. We need a second user, whom I am going to call 0SADMIN. The difference between
these users will come in the next section through a single role grant. The reason for that additional role
will be to manage the update of connection string lists for applications on the Oracle database.

For now, let’s create a second application user. First of all, you will need to have an additional OS
user account named osadmin in our example. As a Windows administrative user, you can create that
account through the Control Panel/User Accounts utility. Once that exists, run the commands in Listing
11-25 to create the OSADMIN user (substitute the OS user ID of the OS user you just created) and grant him
the same access to sensitive data in the HR schema that we have given to OSUSER. We do this so we can
test just the difference that is made by the new administrative role.

Listing 11-25. Create the OSADMIN Oracle User

CREATE USER osadmin IDENTIFIED EXTERNALLY;
GRANT create session role TO osadmin;
ALTER USER osadmin GRANT CONNECT THROUGH appusr;

INSERT INTO hx.employees

(EMPLOYEE ID, FIRST NAME, LAST NAME, EMAIL, PHONE NUMBER, HIRE DATE,
JOB ID, SALARY, COMMISSION PCT, MANAGER ID, DEPARTMENT ID)

VALUES
(EMPLOYEES_SEQ.NEXTVAL, 'First', 'Last', 'OSADMIN.MAIL',
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'800.555.1212", SYSDATE, 'SA REP', 5000, 0.20, 147, 80);
COMMIT;

SELECT EMPLOYEE_ID FROM EMPLOYEES WHERE EMAIL='OSADMIN.MAIL';

INSERT INTO hx.v_emp_mobile_nos

( employee id, user_id, com pager no, sms phone no, sms carrier cd )
VALUES ( (SELECT EMPLOYEE_ID FROM EMPLOYEES WHERE EMAIL='OSADMIN.MAIL'),
'OSADMIN', '12345', '8005551212', 'Verizon' );

COMMIT;

SELECT * FROM hr.v_emp_mobile_nos WHERE user_id = 'OSADMIN';
The significant aspects of this code are as follows:
1. We create an Oracle user by the same name as our new OS user ID.

2. We grant the new user permission to CONNECT THROUGH appusr so that he can
select encrypted sensitive data from the HR schema.

3. Weinsert arecord for this user in the HR. EMPLOYEES table and get the next
sequential value from EMPLOYEES SEQ as the new EMPLOYEE ID.

4.  We can select the new user based on EMAIL address, which is a unique field.

5. Using that selection (for simplicity here), we can insert a matching record into
hr.v emp mobile nos with the user id field set to the new OS user ID.

6. We finish by selecting the record we just created from hr.v emp mobile nos.

We require the records for this user in the EMPLOYEES table and the hr.v emp mobile nos view so that
we can accomplish two-factor authentication for this user. Our administrative users will have to
accomplish both SSO and two-factor authentication, just like every other user.

Create an Administrative Role for Application Verification

So far, we have allowed any successful application user to both insert and update the list of connection
strings and store them in Oracle database for the application. Let’s tighten up that process by creating an
Oracle role that is required in order to administer the lists of connection strings for applications. We will
use the application verification administrator, appver admin role for this duty. As SYS, execute these
commands.

CREATE ROLE appver admin NOT IDENTIFIED;

Still, any user can manage her own copy of the connection strings in the local instance of the client
application (we give users that freedom), but inserting, updating, or replicating the connection strings in
Oracle database will require preapproval. We will preapprove certain persons, via the user IDs they have
in the operating system that is SSO’d to Oracle database. To those user IDs, we will grant our new
administrative role. It is a default role for that person.

GRANT appver admin TO osadmin;





