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Listing 5-17. Handling Errors from a Stored Procedure

int errNo = stmt.getInt( 4 );

if( errNo !'=0 ) {
String errMsg = stmt.getString( 5 );
System.out.println( "Oracle error " + erxrNo + ", " + errMsg );
System.out.println( (stmt.getRAW( 3 )).toString() );

}

Notice how we also print out the data that is returning to us in the RAW parameter, number 3.
Normally that would hold the encrypted data (SYSDATE) from the p_get_rsa_crypt_sysdate procedure;
but when there’s an error, it will hold the name of the Java method, running in the Oracle JVM, where the
error occurred. This information is difficult to gather unless you go to these efforts, or log the errors in
the Oracle JVM and read through the logs. We will do both.

Decrypting at the Client

Normally, when there is no error, we read our non-error-related OUT parameter, number 3, the RAW
element that is our encrypted data. Here we read it and assign the value to the cryptData RAW. Then we
call the getRSADecryptData() method to decrypt it. And finally, we print out the data, which is the server
timestamp. These actions are shown in Listing 5-18.

Listing 5-18. Decrypting the Data from the Stored Procedure

else {
RAW cryptData = stmt.getRAW( 3 );
newSampleData = getRSADecryptData( cryptData );
System.out.println( "Server date: " + newSampleData );

}

Running Our Code Again

If you have any troubles completing this, refer to the previous section in this chapter, “Running Our
Code.” You will have to have loaded the Java code on the Oracle Database as described in the section
“Load OracleJavaSecure Java into Oracle Database.”

You will change directories to Chapter5 and compile the code with the following command. As a
reminder, you will need to have ojdbc.jar in your CLASSPATH.

javac orajavsec/OracleJ]avaSecure.java
Then run the code from that same directory with this command:

java orajavsec.OracleJavaSecure

Observing the Results

With the edits you made in the second half of this chapter to OracleJavaSecure.java, the main() method
will continue to run the client/server tests. The first line shown below is printed from the
encryption/decryption methods running on the client only; and the second line comes from the
client/server encryption/decryption process:

Client date: Sat Dec 04 14:59:49 EST 2010






CHAPTER 5 " PUBLIC KEY ENCRYPTION

84

more-enduring functions and procedures in the next chapter. But because we are done here, let’s clean
up after ourselves and remove these structures with the following commands as appsec user:

DROP PROCEDURE p_get rsa_crypt_sysdate;
DROP FUNCTION f_get rsa_crypt;

Chapter Review

Perhaps this was a lot of ground to cover in a few short pages, but there wasn’t a lot of code required. I
think you'll agree that if this is all that’s required to do Public Key Encryption, we should all be doing it!
Here is a list of PKE-related steps we took:

e Created the public and private key set.

¢  Got the modulus and exponent of the public key.

e Re-created the public key from the modulus and exponent.
e Generated an appropriate Cipher.

e Initialized the Cipher to do encryption or decryption using either the public or
private key.

e (Called the Cipher.doFinal() method to do both encryption and decryption.

In addition to the PKE aspects, we learned about the Serializable interface and about how we can
serialize objects to pass them around and store them.

We also established a standard form for calling Oracle procedures from an OracleCallableStatement
that will allow us to exchange data and provide good error reporting back to the client, in a controlled
fashion to be handled by the application programmer.

We discussed final methods, Java constants, static methods, private constructors, and static
initializers, with an aside on time zones.

All of this took place within our introductions to the OracleJavaSecure class that we will be building
and extending during the course of this book.



CHAPTER 6

Secret Password Encryption

What I am calling secret password encryption (password encryption) is also known as shared secret
passphrase encryption and password-based encryption (PBE). Basically, the idea is that a single
passphrase (or password—I will be using those words interchangeably) is known by two parties, and
they each encrypt messages or data to pass to each other using that password. The same password is
used by the recipient to decrypt the messages and data. No one else can decrypt the data because the
password is a secret, shared only by the two parties.

Password encryption is beneficial to us for several reasons, chief of which is that it can be used for
encryption of larger blocks of data. We will be using the U.S. data encryption standard (DES) with cipher
block chaining (CBC) to automatically break any size data into appropriate blocks for encryption; then
upon decryption, assemble the results back into the original data.

Another benefit of password encryption is that there is no public key—that is, no one else knows the
key we are using to encrypt the data, assuming we have adequately protected the password. An
alternative approach is to have public key encryption from both client and the server, each encrypting
the data with the other’s public key, only to be read by the recipient. And for added assurance, have each
encrypt their messages first with their own private key, then with the other’s public key. Think that
through and you'll see that not only can only the recipient decrypt the message, but also only the
expected sender could send it. (Add a trusted Certificate Authority (CA) like VeriSign and you have
identity assurance as well—everyone is who they say they are.) However, we are going to get most of
those benefits with only our secret password encryption.

We are going to create a passphrase on the Oracle server and pass it back to the client in secret. We
will make it secret by encrypting the passphrase with the client’s RSA public key. To do this, the client
will have already passed the public key artifacts (modulus and exponent) to the Oracle server. Only the
client can decrypt the secret passphrase using the private key.

One last benefit of using password encryption in addition to RSA public key encryption is that any
assailant will have to attack both protocols to intercept our data.

Approach

As you read through this chapter, you will want to open the referenced files to follow along in the full
code listing. First we are going to discuss the Java code that we implement for secret password
encryption, because it is in Java that we will be building the encryption key and doing the encryption.
However, we will not compile and run the Java code until the end of the chapter. Then we will run it in
two phases: the first will be doing both encryption and decryption in Java on the client computer; the
second phase will accomplish secret password encryption key exchange between the client computer
and Oracle database and will demonstrate client/server encryption/decryption.

Before we get to the testing phases at the end of the chapter, we will also discuss the Oracle SQL
code required for this process. Feel free to execute the SQL code to create the structures we need on
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Oracle database as we discuss it, or you can execute all the SQL code at the end before we do the phase
two tests.

Java Code for Secret Password Encryption

We are returning to add code to and edit the OracleJavaSecure class that we introduced in the last
chapter. This class will form the core of all our security processes on both the client and the Oracle
database. You will benefit by opening OracleJavaSecure.java and referring to the full code listing as we
progress through this section. We will replace the OracleJavaSecure class in the Oracle database and
compile and run the updated code on our client computer when we get to the end of the chapter and do
some testing.

Sharing the Artifacts of a Secret Password Key

There are several artifacts of DES password-based encryption that must be shared between the client
and server in order to have an identical encryption key and Cipher at each end. First, there is a
passphrase, which is known only to the two parties involved in the encrypted dialog.

There are two other artifacts that must be shared, but are often treated as constants in a specific
context. Those are the salt and the iteration count. Fixing those two parameters as constants is a major
weakness. Vendors will often obfuscate (make hidden) their code in order to hide those values. Any
hacker who can steal the salt and iteration count has a leg up on decrypting your data.

Our plan is to generate all three artifacts to be different for each session. We will use the
SecureRandom instance to generate a random iteration count and a random salt. We will also generate a
maximum-length passphrase from random acceptable characters.

Generating the Password and Artifacts

While we’re on the subject, let’s go ahead and see how we generate these artifacts. We do it in the
makeSessionSecretDESPassPhrase() method, the code for which is shown in Listing 6-1.

Listing 6-1. Generating DES Password Artifacts makeSessionSecretDESPassPhrase()
private static SecureRandom random = new SecureRandom();

private static final int SALT LENGTH = 8;
private static int maxPassPhraseBytes;
private static char[] sessionSecretDESPassPhraseChars = null;
private static byte[] salt;
private static int iterationCount;
private static void makeSessionSecretDESPassPhrase() {
// Pass Phrase, Buffer size is limited by RSACipher class (on Oracle JVM)
// Max size of data to encrypt is equal to the key bytes minus padding
// (key.bitlength/8)-PAD PKCS1 LENGTH (11 Bytes)
maxPassPhraseBytes = ( keylLengthRSA/8 ) - 11;
sessionSecretDESPassPhraseChars = new char[maxPassPhraseBytes];
for( int i = 0; i < maxPassPhraseBytes; i++ ) {
// 1 want printable ASCII characters for PassPhrase
sessionSecretDESPassPhraseChars[i] =
( char )( random.nextInt( 126 - 32 ) + 32 );
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}

// Appreciate the power of random

iterationCount = random.nextInt( 10 ) + 15;

salt = new byte[SALT LENGTH];

for( int i = 0; i < SALT LENGTH; i++ ) {
salt[i] = ( byte )random.nextInt( 256 );

}

Note You can find this code in the file Chapter6/orajavsec/OracleJavaSecure.java.

Calculating the Size of the Password

The first thing you’ll notice in Listing 6-1 is a definition of the maximum size of the passphrase. It is
calculated based on the size of the RSA key.

maxPassPhraseBytes = ( keylLengthRSA/8 ) - 11;

The reason we base our password length on the size of the RSA key is that we are going to encrypt
our passphrase with the public key, and RSA can only encrypt a byte array smaller than its own key,
minus the padding.

We could have made maxPassPhraseBytes a constant, but we might have been tempted to try
something larger (okay, I tried it) had we not known the derivation. Also, we may at some point increase
the RSA key size, which will automatically translate into a larger passphrase length.

Respecting the Power of Random

In our method, shown in Listing 6-1, we instantiate a byte array the size of maxPassPhraseBytes and
populate it with random characters in the for loop. Notice the parameters for the random character. We
want our passphrase to be made up of printable characters in the ASCII range of 32 to 126.

We will set the iteration count to be a random number between 15 and 25.

And we will populate the salt byte array with random bytes between 0 and 256. Our salt byte array
size is fixed at eight bytes. We declare SALT LENGTH as a constant (static final).

All of these artifacts of our password-based encryption will be generated for each Oracle session and
passed back to the client. They will be encrypted using the RSA public key prior to transmission. The
client will decrypt them using the private key. Then with those artifacts in hand, the client will create an
identical secret password key to use in sending and receiving encrypted data.

Initializing Static Class Members

We are going to move the initialization of two static class members from their previous location in a
method out into the class body. See Listing 6-2. Instead of two separate calls to the
makeCryptUtilities() method (one on the client and a different one on the server), we unify the process
of creating these components. We will instantiate the SecureRandom at the point of definition, and we will
instantiate the cipherRSA in a static initializer block (catching Exceptions, as required).
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Listing 6-2. Static Class Members

private static SecureRandom random = new SecureRandom();
private static Cipher cipherRSA;
static {
try {
cipherRSA = Cipher.getInstance( "RSA" );
} catch( Exception x ) {}

private static Cipher cipherDES;
private static SecretKey sessionSecretDESKey = null;
private static AlgorithmParameterSpec paramSpec;

private static String sessionSecretDESAlgorithm = "PBEWithSHA1AndDESede";

In addition to the artifacts of the DES password-based encryption key described in the previous
section, we will declare the key itself and the DES Cipher we will be using. We will also build and use an
AlgorithmParameterSpec member for the DES key.

Evaluating the Java 1.5 Password-Based Encryption Bug

We get to select what algorithm we intend to use for our secret password encryption. U.S. (DES) is good,
but Triple DES (3DES or DESede) is stronger, and AES even more so; and SHALI is a better cryptographic
hash than MD5. So we would like to use the password-based encryption algorithm fully indicated by
PBEWithSHA1AndDESede, and we specify it as shown in Listing 6-2.

But wait, there is a problem. In the Java Runtime Edition version 1.5, there is a bug. It is reported at
this link: http://bugs.sun.com/bugdatabase/view bug.do?bug id=6332761.

The Oracle JVM is based on JRE 1.5, so it manifests that bug. When we generate our secret key
specifying our preferred algorithm, the key generator will return a weaker key of type PBEWithMD5AndDES
instead.

Coding an Automatic Upgrade: Negotiated Algorithm

It is the job of programmers to debug issues like the bug described in the previous section when we run
across them, and to build bridges over the obstacles. We will have a method that shows us the algorithm
in actual use; that will display the bug. Additionally, we will not assume that what we specify is what we
get—we will return the actual algorithm to the client and build the copy of the secret password key using
the actual algorithm.

The benefits of this approach are that we will negotiate a common algorithm and continue to
specify a stronger encryption algorithm. Continuing to specify the stronger algorithm will predispose
our code to use the stronger algorithm whenever it becomes available in the Oracle JVM.

So we will specify PBEWithSHA1AndDESede, but at this time we will be using PBEWithMD5AndDES. When
Oracle next upgrades the Oracle JVM, we are prepared to use the stronger algorithm. Both of these
algorithms use CBC as their mode, so they will work equally well for what we are doing.

Generating the Password Key

Now that we have all the artifacts of our secret password key, let’s build the key. In Listing 6-3, we have a
method to create the key, makeSessionSecretDESKey(). The first step in this method checks to see if the





