


































The path to the cloud is unique to each organization, but just as we find that most businesses are 
represented in one of the four types of cloud adoption discussed previously, there are some common 
tendencies and needs for companies implementing IDaaS within those four scenarios: 

■ Newer, small companies using all Saas for IT. These companies, while successful at using a 
variety of Saas apps (such as Google Apps and Box), are perhaps the most vulnerable to 
identity-related security breaches and violation of industry standards. Without an integrated, 
structured identity management framework, it is difficult to maintain an overall , centralized 
view of who is accessing what and when and whether users should have such access. These 
companies deal heavily in B2B and B2C transactions, and the ability to trust and verify with 
confidence is critical to ongoing fiscal health. 

■ Mix and match of on-premise software and Saas applications. This spans companies of 
all sizes. Most organizations have purchased third-party software for their office applications, 
payroll, HR, and so forth , but have moved to Saas providers for certain applications 
(i.e., Google for email and Dropbox for collaboration) . With the proliferation of BYOD and bring 
your own apps (BYOA), these companies must have the capability to establish and enforce 
policy for access control , provisioning, and, in some cases, regulatory compliance. These 
companies may already have an 1AM solution onsite, but the capabilities must be integrated 
and extended to an elastic cloud environment. 

■ Custom apps on PaaS/laaS. Large, established multinational organizations are the most likely 
to be using platform and infrastructure services to host their business-critical applications. 
Experienced and specialized IT staff are becoming more difficult to maintain, and the scarcity 
of these employees is endangering IT-dependent growth, especially security expertise. 
Customers look to the benefits of Saas use and are now looking to offload more generally 
established IT practices to a reliable service. These companies were early adopters of 1AM 
solutions and are looking for ways to grow identity management functionality within a cloud 
deployment. Integration is important, compliance is mandatory, and security is paramount. 

■ Custom apps in software-defined datacenter (SDDC) in preparation for lift/shift. Some 
companies are not quite ready to transition their custom apps to the cloud today. However, they 
are preparing their datacenters to lift/shift at an appropriate time in the future by "virtualizing" 
their applications in an SDDC, which may take the form of an on-premise, "private cloud." IDaaS 
can readily create the necessary levels of trust for these applications in both their initial and 
ultimate deployments, thus easing the transition. The adoption of IDaaS also allows in-house 
developers to focus on the purpose-built features and functionality of their custom apps without 
the added burden of creating cloud-ready security and identity capabilities. 

Benefits of IDaaS 
Adopting an IDaaS approach involves lower deployment and operational costs than traditional on-premise 
security solutions. This is immediately appealing to many enterprises, but IDaaS offers many more 
particular advantages on the road to lowering overall risk while achieving greater governance benefits. 

Identity and access management solutions support the validation, provisioning, and management of 
user accounts across many different platforms as well as those supporting the authentication and 
access rights of users during sessions. New distributed architectures along with existing standards 
make it easier to tie together technical components such as strong authentication, single sign-on, and 
user provisioning. Since IDaaS offers these capabilities in a service model, they are implemented 
quickly and easily in stages, and businesses can realize ROI in deployment flexibility, quick 
provisioning, scalability, process automation, permissions controls, analytics, and consistent user 
experience. All of these offer greater security. 
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/DaaS as a Solution - What Pieces Do I Need, and When Do I Need Them? 

As the world moves rapidly to adapt to digital innovations, enterprise IT must lead, not lag behind. 
BYOD and BYOA have become the norm, along with ever-increasing digital business capabilities. 
Consumers, contractors, and employees are now requiring access via social identities, on-premise 
apps, and cloud apps or through other third parties. Within all this activity, governance, access 
analytics, and certification are integral to establishing a proactive, risk-averse identity framework. 
Transformative digital business greatly increases the capacity for achieving greater business benefits 
- providing that the correct security controls and services are in place ( see Figure 4). 

FIGURE 4 

Customers' Digital Transformation to the Cloud Enabled by Identity as a Service 
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A full stack offering of IDaaS can be adopted piecemeal (see the Benefits of IDaaS section) depending 
on an organization's needs. It should integrate smoothly and seamlessly with existing on-premise identity 
investments, on-premise applications (custom and commercial), existing directories, existing 
SaaS/PaaS/laaS, and social identities. Multichannel support for devices is rapidly becoming a mandatory 
cost of doing business, and linking all these devices to the enterprise securely requires an established 
"trust, but verify" approach - often a combination of several technologies such as MFA, password 
management, SSO, and sophisticated access controls and permissioning. Any, all, and some of these 
technologies should be available to the customer in individual, easily assimilated pieces, to be consumed 
as needed to fit the customer's business, compliance, and security requirements. 
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Customers evaluating IDaaS as part of a hybrid 1AM solution should verify that the services adhere to 
open standards, such as OAuth, SCIM, SAML, and OpenlD Connect. They should also have a track 
record of scalability in large volume deployments. Most importantly, successful customers transition to 
the cloud gradually. Building on a good base, they already have a strong on-premise solution that 
unites key legacy and Web security by breaking the connection to application-specific authentication 
and authorization. By building a centralized application-independent 1AM solution, the company and all 
its affiliates enjoy the benefits of SSO, rapid provisioning/deprovisioning of access rights, and unified 
PAM. This positions the company to gradually move to "noncore" Saas applications in file sharing, 
CRM, collaboration, and office applications. The next step might be a hybrid situation where Big Data 
marketing applications are shifted to cloud service providers because in-house datacenters are too 
expensive and inflexible. The final steps involve a very careful and gradual shift of production 
applications to the cloud. Right now, most companies are still in the middle of this transition with a 
heavy reliance on on-premise for critical applications that are gradually transitioning to a hybrid state 
that is divided between private and public cloud. 

IDC offers the following guidance for customers adopting IDaaS cloud security solutions: 

■ Assess the overall security architecture and determine which capabilities would best fit an 
IDaaS, a managed service, or a hybrid model. 

• Develop a security architecture framework that enables business flexibility with reasonable 
and understandable constraints, being able to adopt and adapt identity services as necessary 
to the organization's business and security needs. 

■ Work with business operations in using IDaaS to quickly integrate security into new business 
initiatives. 

■ Implement IDaaS for noncore applications first, potentially moving to encompass systems of 
record only once the solution has been proven. 

Customers adopting an IDaaS should see ROI from: 

■ A holistic and integrated approach to IDaaS delivery, including both Saas and on-premise 
offerings that securely extend all services to remote, home, satellite, and branch workers and 
enable access to applications services from mobile devices 

■ The ability to leverage new technologies such as cloud, mobility, Big Data, and social media to 
develop new identity-aware solutions and flexible, secure business models and incorporate 
line-of-business (LOB) managers into the identity life cycle 

■ Ease of use and customizable capabilities around both horizontal and industry-specific opportunities 

■ Elimination of identity silos created by cloud 

■ Integrated laaS/PaaS/SaaS 

■ Consistent customer experience 

Oracle Solution: Oracle Identity Cloud Service 

Oracle has deep experience with enterprise stack identity development and deployment. The Oracle 
Identity Cloud Service (IDCS) has 35,000 customers across 19 datacenters supporting over 35 million 
daily log-ins and has been available for over four years. Oracle's on-premise 1AM product, Oracle IDM 
11gRx, has deep and extensive enterprise capabilities, including SSO, adaptive authentication, access 
management with password policy management, provisioning and analytics, and directory 
virtualization via Oracle's Unified Directory (OUD). IDC research shows that Oracle has consistently 
been a leading vendor in the identity and access management market. 
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IDCS is a natural evolution of Oracle technology. It has been built from the ground up as a modern 
cloud service with a microservices architecture, REST APls for every interaction, and a hybrid design 
that provides a single pane of glass with Oracle's existing on-premise solution. IDCS enables 
enterprises to securely and simply synch existing LDAP directory information to the cloud and extend 
on-premise SSO and federation across both internal and external environments, including custom 
apps and commercially available applications and resources. Today, Oracle's Cloud Services can be 
hosted in public or private clouds as well as provided as a service for an on-premise deployment with 
Oracle Cloud at the customer site. 

As a vendor, Oracle offers customers the assurances of proven software scalability, a wide portfolio, 
and the ability to service and maintain a global customer base. Oracle's focus on a gradual, carefully 
prepared transition to cloud deployments appeals to customers. Further, Oracle is committed to open 
standards and has historically played a leading role in standards committees. The vendor is a lead 
author of SAML, the editor of the SCIM specification, and a board member of Open ID, which authors 
OAuth and OpenlD Connect. 

IDC believes that natural market entry points for Oracle's IDCS include the vendor's existing Saas 
customers, existing Fusion middleware environments, and hybrid IDM deployments with Oracle IDM 
11gcustomers. 

CHALLENGES/OPPORTUNITIES 

Opportunities 
All industries face the same business, security, and integration issues in the march toward digital 
business transformation. Critical security considerations are driven by these ongoing phenomena. 
Common concerns focus on how to close loopholes to keep the bad guys out; how to make things 
easy and compelling to let more good guys in; and how to consistently scale and securely deploy 
across diverse platforms, devices, and users. (A related technology, cloud access security broker 
[CASB] provides additional security capabilities related to Saas use - e.g., identifying the "shadow IT" 
unsanctioned use of Saas and protecting data stored in Saas clouds- and IDC believes that IDaaS 
and CASB capabilities may be merged over time.) 

Cloud-based identity can provide the solution to some of these issues, but before jumping into I DaaS, 
organizations should take the opportunity to closely examine and refine their current business practices. 
When moving to a hybrid cloud, businesses should adjust their internal processes. This can ensure greater 
agility, omit redundancies, create more dynamic and optimal customer service interaction, and lead to 
better integration of Big Data and analytics. In this context, IDaaS can serve as a secure conduit for digital 
business transformation. IDC research estimates that the percentage of enterprise security spending 
allocated to SaaS-based security solutions could increase from 11% in 2015 to almost 15% by 2020. 

Challenges 
Organizations must understand that "good enough" today will probably not be enough for tomorrow. 
To this end, customers must be very clear on which particular capabilities an IDaaS solution does or 
does not provide. There are many IT vendors in this field . Large, established companies with a track 
record of delivering on-premise 1AM solutions are now introducing offerings, along with a variety of 
smaller IDaaS providers that were earlier to the market. Customers must cut through the market noise 
to match the optimal cloud approach with both their current and future scenarios. 
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CONCLUSION 

Enterprises, employees, and applications - all of which used to sit comfortably behind the network wall 
- are now moving outward to embrace mobile, social , and digital services. This digital business 
transformation holds much promise but also increased risk. From a security perspective, the steep 
costs associated with monitoring and maintaining security systems; the sprawl of enterprise security 
devices; the difficulty of attracting, hiring, and retaining security professionals; the dynamic threat 
landscape; and the evolving role of the chief information security officer (CISO) are all driving adoption 
of Saas security services. 

A robust and scalable IDaaS solution can help provide the necessary 1AM elements to meet cloud-scale 
business demands. This includes delivering multichannel user experience, federated identity, API security, 
and identity analytics capable of providing detection and response. Customers will gain faster and 
transparent software upgrades, the ability to easily add on more components when they become 
available, and/or the ability to extend the service to protect remote workers and siloed resources. 

For hybrid cloud environments, preference should be given to vendors offering true multitenant 
solutions that adhere to common industry standards. These should be proven to be both vertically and 
horizontally scalable and to integrate well with existing on-premise 1AM solutions. Security should be 
implemented at all levels - datacenter, hardware, data, application, and network. With IDaaS, the 
enterprise can increase security while expanding the reach of the business itself to social entities, 
partners, and other third-party organizations. 

Identity management is moving with the times to provide a more holistic, hybrid approach to enterprise 
identity issues. The net result is increased effectiveness of security throughout the organization. 

©2016 IDC 

Document Id: AEFFD0B0-D71 F-11F0-9329-8F78DEC39101 
OnlineNotary .net 

#US41243816 

II I I I I ll II I I I IIIIIIIIIIIII IIIIII I 1111111111111111111111111 

13 

Page 22/24 



About IDC 
International Data Corporation (IDC) is the premier global provider of market intelligence, advisory 
services, and events for the information technology, telecommunications and consumer technology 
markets. IDC helps IT professionals, business executives, and the investment community make fact­
based decisions on technology purchases and business strategy. More than 1,100 IDC analysts 
provide global, regional, and local expertise on technology and industry opportunities and trends in 
over 110 countries worldwide. For 50 years, IDC has provided strategic insights to help our clients 
achieve their key business objectives. IDC is a subsidiary of IDG, the world's leading technology 
media, research, and events company. 

Global Headquarters 

5 Speen Street 
Framingham, MA 01701 
USA 
508.872.8200 
Twitter: @IDC 
idc-community .com 
www.idc.com 

Copyright Notice 

External Publication of IDC Information and Data -Any IDC information that is to be used in advertising, press 
releases, or promotional materials requires prior written approval from the appropriate IDC Vice President or 
Country Manager. A draft of the proposed document should accompany any such request. IDC reserves the right 
to deny approval of external usage for any reason. 

Copyright 2016 IDC. Reproduction without written permission is completely forbidden. 

Document Id: AEFFD0B0-D71 F-11F0-9329-8F78DEC39101 
OnlineNotary .net II I I I Ill II I II IIIIIIIIIIIII IIIIII I 1111111111111111111111111 Page 23/24 



JURAT ATTACHMENT 

A notary public or other officer completing this certificate verifies only the identity of the individual who signed 
the document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that 
document. 

STATEOF Texas -------- } 

COUNTY OF __ H_a_rr_is _____ _,} 

The foregoing instrument was subscribed and sworn before me this date of 
12/12/2025 , by ~M=in=a~C~h=in.....,g...,__ ___________ _ 

This notarial act was an online notarization. 

, BEATRIZ ADRIANA LOPEZ 
\ ELECTRONIC NOTARY PUBLIC 

• ~ STATE OF TEXAS 
j NOTARY ID; 135513465 
' COMISSION EXP: APRIL 29 2029 

(Notary Seal) 

Notary's Signature ____ ~--~ ~-------------

Registration No.: _1_3_5_5_1_3_4_6_5 ______________ _ 

C . . E . . D April 29, 2029 omm1ss10n xp1ration ate: 

Document Id: AEFFD0B0-D71 F-11F0-9329-8F78DEC39101 
OnlineNotary .net II I I I Ill II I I I IIIIIIIIIIIII IIIIII I 1111111111111111111111111 Page 24/24 


