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(57) ABSTRACT

Provided is an authentication method including receiving an
authentication request; obtaining authentication data for
authenticating a user from at least one of a plurality of
external devices as when the authentication request is
received; obtaining an authentication score based on the
obtained authentication data and reliability information
assigned to a type of the authentication data in advance; and
determining whether additional authentication is necessary
based on the obtained authentication score.
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FIG. 3

RECEIVE AUTHENTICATION REQUEST - 3071

AS AUTHENTICATION REQUEST IS RECEIVED, OBTAIN
AUTHENTICATION DATA FOR AUTHENTICATING USER 303
FROM AT LEAST ONE OF PLURALITY OF EXTERNAL DEVICES

OBTAIN AUTHENTICATION SCORE BASED ON OBTAINED
AUTHENTICATION DATA AND RELIABILITY INFORMATION #2305
ASSIGNED TO TYPE OF AUTHENTICATION DATA IN ADVANCE

DETERMINE WHETHER ADDITIONAL AUTHENTICATION 1S | 207
NECESSARY BASED ON OBTAINED AUTHENTICATION SCORE}

END
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OBTAIN REFERENCE DATA FROM USER

- 401

STORE OBTAINED REFERENCE DATA

- 403

DETERMINE WHETHER TO STORE ADDITIONAL
REFERENCE DATA

- 405

OBTAIN ADDITIONAL REFERENCE DATA FROM USER

- 407

END
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FIG. 5
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FIG. 7

RECEIVE USER INPUT FOR SELECTING AT LEAST
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END
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FIG. 8
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FIG. 11
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USER AUTHENTICATING METHOD AND
DEVICE

TECHNICAL FIELD

[0001] The present invention relates to a method and an
apparatus for user authentication, and more particularly, to a
method and an apparatus for performing user authentication
by using various devices.

BACKGROUND ART

[0002] Generally, authentication methods are difficult and
complex with respect to maintaining security. However,
since Internet of Things (IoT) technology is gradually
expanding, there is a need to develop a convenient and
simple authentication method using IoT.

[0003] FIG. 1 is a diagram showing an authentication
method of a device in the related art. Referring to FIG. 1, a
door-lock device 10 stores a predetermined password
through a registration procedure. In order for a user to
perform authentication, a password is input to the door-lock
device 10, and the door-lock device 10 authenticates the user
by comparing the stored password with the password input
by the user. However, the door-lock device 10 cannot
receive data other than a password from the user. Even when
other data is input, the door-lock device 10 cannot perform
authentication by using the other data.

[0004] An automobile 20 of FIG. 1 is also only capable of
performing user authentication by using a car key, and it is
difficult to perform user authentication by using other data.
[0005] In other words, according to the related art, there
are various types of data that may be used for user authen-
tication, such as a password, an image, a voice, and a
fingerprint, but authentication-performing devices may
receive only pre-set types of data. Therefore, there is incon-
venience in that the user has to input only pre-set types of
data according to the device performing the authentication.
Furthermore, since a security level is determined according
to performance of an authentication device, there is a
problem in that the security level may be lowered.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

Technical Problem

[0006] The present invention provides a convenient and
safe authentication method and an authentication device.

Technical Solution

[0007] Embodiments of the present invention provide an
authentication method including receiving an authentication
request; obtaining authentication data for authenticating a
user from at least one of a plurality of external devices when
the authentication request is received; obtaining an authen-
tication score based on the obtained authentication data and
reliability information assigned to a type of the authentica-
tion data in advance; and determining whether additional
authentication is necessary based on the obtained authenti-
cation score.

[0008] The method may further include receiving infor-
mation regarding an authentication result from the at least
one of the plurality of external devices, wherein, in the
obtaining of the authentication score, the authentication
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score may be obtained by using the received information
regarding an authentication result.

[0009] The external device may include a device for
collecting information and a device capable of performing
authentication.

[0010] The determining of whether additional authentica-
tion is necessary may further include determining an authen-
tication method for the additional authentication when the
authentication score is less than or equal to a threshold score.
[0011] The determining of the authentication method may
include determining at least one external device to use for
the additional authentication, and the at least one external
device may be determined based on a distance to a user, a
pre-set preference of the user, a frequency of using the at
least one external device, reliability information assigned to
the type of authentication data obtainable from the at least
one external device, or an input of the user.

[0012] The determining of the authentication method may
include determining a type of authentication data to obtain
by using the at least one external device and an order of
obtaining the authentication data.

[0013] The method may further include requesting the
determined external device for additional authentication;
and obtaining the additional authentication data in response
to the request.

[0014] The method may further include obtaining refer-
ence data from the user; storing the obtained reference data;
determining whether additional reference data is necessary;
and obtaining additional reference data from the user based
on a result of the determining.

[0015] The obtaining of the authentication score may
include comparing the stored reference data to the obtained
authentication data; and calculating the authentication score
based on a result of the comparing.

[0016] The method may further include updating stored
reference data by using the obtained authentication data.
[0017] The updating may include, when the authentication
score is equal to or greater than a threshold score, comparing
the obtained authentication data to the stored reference data;
and selectively updating the stored reference data with the
obtained authentication data based on a result of the com-
parison.

[0018] The authentication data may include recognition
pattern information for identifying the user.

[0019] The recognition pattern information may include
information periodically obtained from the external device.
[0020] The threshold score may be determined according
to at least one of the number of received authentication
requests, a result of analyzing the authentication data, the
number of external devices connected to the authentication
device, and a cumulative number of authentication suc-
cesses.

[0021] In the determining of the authentication method,
the authentication method may be determined to request at
least one external device for authentication data a predeter-
mined number of times or more when the obtained authen-
tication score is a predetermined score less than or equal to
the threshold score.

[0022] Embodiments of the present invention provide a
computer readable recording medium having recorded
thereon a computer program for implementing the method.
[0023] Embodiments of the present invention provide an
authentication device including a signal obtaining unit con-
figured to receive an authentication request; a communica-
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tion unit configured to, obtains authentication data for
authenticating a user from at least one of a plurality of
external devices when the authentication request is received;
and a processor configured to obtain an authentication score
based on the obtained authentication data and reliability
information assigned to a type of the authentication data in
advance and determine whether additional authentication is
necessary based on the obtained authentication score.
[0024] The communication unit may receive information
regarding an authentication result from at least one of the
plurality of external devices, and the processor may obtain
the authentication score by using the received information
regarding an authentication result.

[0025] The external device may include a device for
collecting information and a device capable of performing
authentication.

[0026] The processor may determine an authentication
method for the additional authentication when the authen-
tication score is less than or equal to a threshold score.
[0027] The processor may determine at least one external
device to use for the additional authentication, and the at
least one external device may be determined based on a
distance to a user, a pre-set preference of the user, a
frequency of using the at least one external device, reliability
information assigned to the type of authentication data
obtainable from the at least one external device, or an input
of the user.

[0028] The processor may determine a type of authenti-
cation data to obtain by using the at least one external device
and an order of obtaining the authentication data.

[0029] The communication unit may request the deter-
mined external device for additional authentication and
obtain the additional authentication data in response to the
request.

[0030] The device may further include a user input unit
configured to obtain reference data from the user; and a
storage unit configured to store reference data obtained from
the user, wherein the processor may be configured to deter-
mine whether it is necessary to store additional reference
data.

[0031] The processor may compare the stored reference
data to the obtained authentication data and calculate the
authentication score based on a result of the comparison.
[0032] The processor may update stored reference data by
using the obtained authentication data.

[0033] When the authentication score is equal to or greater
than a threshold score, the processor may compare the
obtained authentication data to the stored reference data and
selectively update the stored reference data with the
obtained authentication data based on a result of the com-
parison.

[0034] The authentication data may include recognition
pattern information for identifying the user.

[0035] The recognition pattern information may include
information periodically obtained from the external device.
[0036] The threshold score may be determined according
to at least one of the number of received authentication
requests, a result of analyzing the authentication data, the
number of external devices connected to the authentication
device, and the cumulative number of authentication suc-
cesses.

[0037] The processor may determine an authentication
method to request at least one external device for authenti-
cation data a predetermined number of times or more when
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the obtained authentication score is a predetermined score
less than or equal to the threshold score.

DESCRIPTION OF THE DRAWINGS

[0038] FIG. 1 is a diagram showing an authentication
method of a device in the related art.

[0039] FIG. 2 is a diagram showing an authentication
system according to some embodiments.

[0040] FIG. 3 is a flowchart for describing an authentica-
tion method according to some embodiments.

[0041] FIG. 4 is a diagram showing a method by which an
authentication device registers reference data, according to
some embodiments.

[0042] FIG. 5 is a detailed flowchart for describing an
authentication method according to some embodiments.
[0043] FIG. 6 is a detailed flowchart for describing
another method by which an authentication device performs
authentication by using an authentication result, according
to some embodiments.

[0044] FIG. 7 is a flowchart for describing selection of an
authentication method according to some embodiments.
[0045] FIG. 8 is a flowchart for describing a method of
determining a threshold score based on analysis of authen-
tication data, according to some embodiments.

[0046] FIG. 9 is a flowchart of a method for determining
a threshold score according to the cumulative number of
authentication successes, according to some embodiments.
[0047] FIG. 10 is a diagram showing reliability according
to types of authentication data, the reliability being used for
calculating an authentication score, according to some
embodiments. According to some embodiments, an authen-
tication device may obtain authentication data and calculate
an authentication score based on reliability information that
is assigned to the type of the authentication data in advance.
[0048] FIGS. 11 and 12 are diagrams showing a method by
which an authentication device analyzes authentication data,
according to some embodiments.

[0049] FIG. 13 is a diagram showing an authentication
method based on recognition pattern information, according
to some embodiments.

[0050] FIG. 14 is a flowchart of an authentication method
according to some embodiments.

[0051] FIGS. 15 through 16 are block diagrams for
describing an authentication device according to some
embodiments.

[0052] FIG. 17 is a detailed block diagram for describing
an authentication device according to some embodiments.

BEST MODE

[0053] With respect to the terms in the various embodi-
ments of the present disclosure, the general terms which are
currently and widely used are selected in consideration of
functions of structural elements in the various embodiments
of the present disclosure. However, meanings of the terms
may be changed according to intention, a judicial precedent,
appearance of a new technology, and the like. In addition, in
certain cases, a term which is not commonly used may be
selected. In such a case, the meaning of the term will be
described in detail at the corresponding part in the descrip-
tion of the present disclosure. Therefore, the terms used in
the various embodiments of the present disclosure should be
defined based on the meanings of the terms and the descrip-
tions provided herein.
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[0054] Throughout the specification, it will be understood
that when a portion is referred to as being “connected to”
another portion, it can be “directly connected to” the other
portion or “electrically connected to” the other portion via
another element. Furthermore, it will be further understood
that the terms “comprises” and/or “comprising” used herein
specify the presence of stated features or components, but do
not preclude the presence or addition of one or more other
features or components. In addition, the terms “-er”, “-or”,
and “module” described in the specification mean units for
processing at least one function and operation and can be
implemented by hardware components or software compo-
nents or combinations thereof.

[0055] Throughout the specification, authentication refers
to a series of operations for identifying of a predetermined
authentication target, such as a user, for services including
physical unlocking, login, an online transaction, and a
computer system and determining whether the user is a
registered user or a duly authorized target for maintaining
system security. However, the present invention is not
limited thereto.

[0056] Throughout the specification, an authentication
device refers to a device capable of performing authentica-
tion, may include a personal computer, a mobile phone, a
smart phone, a TV, a tablet, a laptop computer, a personal
digital assistant (PDA), a portable multimedia player
(PMPs), a navigation device, an MP3 player, a digital
camera, a refrigerator, a washing machine, and a cleaner, is
not limited thereto, and may include various devices, such as
a consumer electronics (CE) device (e.g., a door-lock
device, a refrigerator, a washing machine, a cleaner, etc.), a
wearable device, an audio input/output device like a micro-
phone and a speaker, various sensors, and a network storage
device. Furthermore, the authentication device may be a
device included in a predetermined device.

[0057] Throughout the specification, an external device
may include not only a device capable of performing an
authentication method, but also an apparatus that is not
capable of performing an authentication method. In other
words, an external device may include all devices and may
include an external server.

[0058] Throughout the specification, a communication
technique may include all communication techniques for
communication using a predetermined communication stan-
dard, a predetermined frequency band, a predetermined
protocol, or a predetermined channel. For example, the
communication technique may include Bluetooth, BLE,
Wi-Fi, Zigbee, 3G, LTE, a communication technique using
ultrasound, etc., and may include short-range communica-
tion, long-range distance communication, wireless commu-
nication, and wired communication. Of course, the present
invention is not limited thereto.

[0059] Throughout the specification, the short-range com-
munication technique may refer to a communication tech-
nique capable of communicating only when two devices are
within a predetermined range and may refer to a method of
performing a direct communication between two devices.
For example, the short-range communication technique may
include Bluetooth and NFC, and is not limited thereto.
[0060] Throughout the specification, the long distance
communication technique may refer to a communication
technique that two devices can communicate regardless of
distance. For example, the long-distance communication
technique may refer to a technique that two devices can
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communicate with each other through a repeater, such as an
AP, even when a distance between the two devices is equal
to or greater than a predetermined distance and may include
a communication technique using a cellular network, such as
an SMS or a telephone. Of course, the present invention is
not limited thereto, and the long distance communication
technique may include all communication techniques other
than the short-distance communication technique.

[0061] Throughout the specification, authentication data
refers to data used for authentication. For example, authen-
tication data includes authentication information based on
biometric information of a user (e.g., image data regarding
iris recognition, fingerprint recognition, and a face of the
user and sound data like a voice, and a body weight),
authentication data based on information remembered by the
user (e.g., a password, a PIN number, etc.) and authentica-
tion data based on a device owned by the user (e.g., an OTP,
a mobile phone, a security card, etc.). Of course, the present
invention is not limited thereto.

[0062] Throughout the specification, reference data may
refer to data stored in an authentication device for authen-
tication. In other words, the reference data may include data
that becomes a reference when compared to authentication
data for determining whether an authentication target, such
as a user, is an allowed target. Furthermore, the reference
data may include the same type of data as the authentication
data described above.

[0063] Throughout the specification, an authentication tar-
get may refer to a user who, from among at least one user,
became a target to be authenticated by an authentication
device by transmitting an authentication request to the
authentication device.

[0064] FIG. 2 is a diagram showing an authentication
system according to some embodiments.

[0065] Referring to FIG. 2, an authentication device 101 is
connected to at least one of external devices 102a through
1027.

[0066] According to some embodiments, the authentica-
tion device 101 may be connected to at least one of the
external devices 1024 through 102/ using a secure commu-
nication channel. For example, the authentication device 101
may perform a secure communication with at least one of the
external devices 102qa through 102/ by using a public key or
a symmetric key. Furthermore, the authentication device 101
may be connected to at least one of the external devices 102a
through 102/ via a short-range communication or the Inter-
net. Furthermore, the authentication device 101 may be
connected to at least one of the external devices 102a
through 102/ via a home network. However, the present
invention is not limited thereto.

[0067] Furthermore, according to some embodiments, the
authentication device 101 and at least one external device
may be connected to an external server 110. The external
server 110 may include an authentication server, a service
server, a content server, and a cloud server, but is not limited
thereto.

[0068] Although FIG. 2 shows that the authentication
device 101 is a door-lock device, the authentication device
101 is a device that performs authentication, and an auto-
mobile 1024 or a laptop computer 102g may also be a device
that performs authentication.

[0069] According to some embodiments, the authentica-
tion device 101 may register and store reference data for
identifying an authentication target. For example, the
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authentication device 101 may store image data, voice data,
identifiers, and corresponding passwords as reference data.
Furthermore, the authentication device 101 may identify an
authentication target by assigning different identifiers to
respective authentication targets. Furthermore, the authen-
tication device 101 may also store one or more reference
data for each authentication target.

[0070] According to some embodiments, the authentica-
tion device 101 may determine a security level. The authen-
tication device 101 may determine a security level by
adjusting a threshold score, which is a level of needed
authentication. The term “threshold score” may refer to a
predetermined threshold value.

[0071] According to some embodiments, the authentica-
tion device 101 may obtain authentication data from at least
one of the external devices 102a through 102/. Of course,
the authentication device 101 may also directly obtain
authentication data.

[0072] According to some embodiments, the authentica-
tion device 101 may perform authentication based on the
obtained authentication data. For example, the authentica-
tion device 101 may compare stored reference data with the
obtained authentication data and obtain an authentication
score based on a result of the comparison. The authentica-
tion score may be calculated based on reliability informa-
tion, which is information regarding reliability previously
assigned to the type of the obtained authentication data.
[0073] According to some embodiments, the type of
authentication data may be categorized into various types of
data, such as face recognitions, irises, passwords, voices,
and body weights, and reliability may vary according to the
respective types. For example, voice data may have higher
reliability than body weight data, and iris data may have
higher reliability than password data. Information regarding
reliability may be included in an authentication policy and
may be set according to an authentication policy determined
based on a user input or an authentication policy received
from an external server 110.

[0074] According to some embodiments, the authentica-
tion device 101 may obtain authentication result informa-
tion, which is information regarding a result of an authen-
tication performed by at least one of the external devices
102a through 102/. For example, the authentication device
101 may obtain a result that the automobile 1024 authenti-
cated an authentication target. Furthermore, the authentica-
tion device 101 may obtain authentication information from
the external server 110.

[0075] According to some embodiments, the authentica-
tion device 101 may transmit authentication result informa-
tion to at least one of the external devices 102a through 102/
or to the external server 110.

[0076] According to some embodiments, the authentica-
tion device 101 may receive an authentication request. The
authentication device 101 may determine that an authenti-
cation request is received based on information detected by
the authentication device 101 or at least one of the external
devices 102a through 102/ even when no input is received
from an authentication target.

[0077] Referring to FIG. 2, an authentication target, such
as a first user, may have various authentication data. For
example, the authentication data may include a password
103a, an electronic tag or electronic card 1035, a key or
electronic key 103¢, and a fingerprint 1034, but is not limited
thereto.
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[0078] According to some embodiments, a second user
and a third user may also be used as authentication data of
an authentication target. For example, when the first user and
the second user are present together, the authentication
device 101 may use authentication data regarding the second
user, such as an image, a voice, and an iris data, as the
authentication data of the first user. Detailed description
thereof will be given below with reference to FIGS. 8 and
11.

[0079] According to some embodiments, an authentica-
tion target may perform authentication by selecting at least
one of the authentication device 101 and the at least one
external devices 102¢ through 102/ Furthermore, the
authentication device 101 may recommend an authentica-
tion method to an authentication target.

[0080] A device carried by a user, such as a mobile phone
102¢, may be included in at least one of the external devices
102a through 102/, is a device that provides authentication
data of the user carrying the mobile phone 102¢ to the
authentication device 101, and may be categorized as
authentication data.

[0081] According to some embodiments, at least one of
the external devices 1024 through 102/ may obtain various
authentication data from an authentication target. Of course,
the authentication device 101 may directly obtain authenti-
cation data.

[0082] According to some embodiments, at least one of
the external devices 102a through 102/ may obtain recog-
nition pattern information and provide the obtained recog-
nition pattern information to the authentication device 101
as authentication data. The recognition pattern information
may include information regarding an authentication target
obtained periodically or repeatedly. For example, the mobile
phone 102¢ may periodically and repetitively obtain infor-
mation regarding a location change of a user, who is an
authentication target, a altitude change of the user, a usage
change of the user, and an interaction of the user with
another device connected to the mobile phone 102¢, thereby
obtaining recognition pattern information. Of course, the
present invention is not limited thereto.

[0083] According to some embodiments, the external
server 110 may store and manage information regarding an
authentication target. For example, the external server 110
may obtain, store, and manage reference data. Furthermore,
the external server 110 may perform authentication by
obtaining authentication data from the authentication device
101 or at least one of the external devices 102a through 102/
and comparing the obtained authentication data with stored
reference data. Furthermore, the external server 110 may
transmit an authentication result to the authentication device
101 and may determine a security level. According to some
embodiments, the external server 110 may perform the same
function as the authentication device 101.

[0084] Additionally, according to some embodiments, the
external server 110 may provide an authentication policy
including an authentication algorithm and reliability infor-
mation according to the type of authentication data to the
authentication device 101.

[0085] FIG. 3 is a flowchart for describing an authentica-
tion method according to some embodiments.

[0086] In operation 301, an authentication device may
receive an authentication request.

[0087] According to some embodiments, the authentica-
tion device may receive authentication requests from an
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authentication target, e.g., a user. The authentication device
may receive an input directly from an authentication target
or may determine that an authentication request is received
when an authentication target is located at a predetermined
location, when an authentication target is located within a
predetermined range for a predetermined time, or when an
authentication target approaches toward the authentication
device within a certain distance. Furthermore, the authenti-
cation device may also be configured to perform authenti-
cation at a predetermined time. Of course, the present
invention is not limited thereto. In other words, when a
predetermined signal is input to the authentication device,
the authentication device may determine that an authentica-
tion request is received. The authentication device may also
receive an authentication request received by at least one of
external devices received from an authentication target.

[0088] According to some embodiments, the authentica-
tion device may obtain reference data from a user. The
authentication device may register and store the obtained
reference data. The authentication device may also deter-
mine when additional reference data needs to be stored. For
example, the authentication device may determine whether
it is necessary to store voice-related data in addition to data
related to an image of an authentication target. When addi-
tional reference data needs to be stored, the authentication
device may request and obtain additional reference data
from an authentication target.

[0089] According to some embodiments, the authentica-
tion device may obtain various reference data from at least
one of a plurality of external devices. For example, the
authentication device may obtain reference data from a
camera or obtain reference data from a microphone. The
authentication device may also obtain reference data by
receiving data stored in at least one of the plurality of
external devices.

[0090] In operation 303, as an authentication request is
received, the authentication device may obtain authentica-
tion data for authenticating the user from at least one of the
plurality of external devices.

[0091] According to some embodiments, the authentica-
tion device may obtain various types of authentication data.
For example, image data may be obtained from a camera and
audio data may be obtained from a microphone. Information
regarding body weight may be obtained from a scale, log-in
information may be obtained from a laptop computer, and
iris information and fingerprint information may be obtained
from an iris recognition device and a fingerprint recognition
device. Of course, the present invention is not limited
thereto.

[0092] According to some embodiments, the authentica-
tion device may request authentication data from at least one
of the plurality of external devices. Furthermore, according
to some embodiments, the authentication device may pro-
vide obtained authentication data to at least one of the
plurality of external devices.

[0093] Furthermore, according to some embodiments, the
authentication device may receive information regarding
results of authentications performed by the plurality of
external devices. For example, a result of authentication
performed by a laptop computer with respect to an authen-
tication target may be received, or a result of authentication
performed by an automobile with respect to an authentica-
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tion target may be received. As described above, authenti-
cation data may include information regarding authentica-
tion results.

[0094] In operation 305, the authentication device may
obtain an authentication score based on obtained authenti-
cation data and reliability information assigned to the type of
the authentication data in advance.

[0095] According to some embodiments, the authentica-
tion device may compare stored reference data with the
authentication data obtained in operation 303. When refer-
ence data corresponding to the obtained authentication data
is not stored, the authentication device may determine that
authentication has failed.

[0096] According to some embodiments, reliability may
be assigned to the type of authentication data in advance. For
example, reliability for each of the authentication data may
be determined in advance, e.g., 20 points for face recogni-
tion information, 50 points for iris recognition information,
and 5 points for voice. In other words, reliability information
may be information regarding weights with respect to reli-
ability of authentication data.

[0097] According to some embodiments, the authentica-
tion device may calculate an authentication score based on
reliability information. The authentication device may cal-
culate an authentication score of the authentication target
based on the reliability information, which is information
regarding the reliability of the authentication data obtained
in operation 303. An authentication score may be calculated
differently depending on authentication algorithms.

[0098] According to some embodiments, when obtained
authentication data includes data regarding a plurality of
users, the authentication device may calculate an authenti-
cation score by comparing reference data regarding the
plurality of users with the authentication data.

[0099] For example, when the authentication device
obtains face recognition data corresponding to a situation in
which the first user and the second user are present together
as the authentication data of the first user, the face recog-
nition data of the first user and the face recognition data of
the second user are respectively compared to reference data
of the first user and reference data of the second user stored
in the authentication device or a device like a server and,
when both the face recognition data of both the first user and
the second user are identical to the reference data, the
authentication device may obtain an authentication score
twice as much as an authentication score in a case where
only the face recognition data of the first user is identical to
the reference data of the first user.

[0100] Furthermore, according to some embodiments,
data regarding the second user may be stored as reference
data of the first user. In other words, the second user may be
an independent authentication target, but data regarding the
second user may be stored as reference data of the first user
or may be used as authentication data of the first user.
Therefore, even when data regarding a plurality of users is
included the authentication data, the authentication data may
be compared to reference data of a single user only.
[0101] In operation 307, the authentication device may
determine whether to perform additional authentication
according to the obtained authentication score.

[0102] According to some embodiments, the authentica-
tion device may determine that additional authentication is
not needed when an obtained authentication score is equal to
or greater than a threshold score. For example, the authen-
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tication device may determine that an authentication result is
a success when an authentication score is equal to or greater
than the threshold score.

[0103] According to some embodiments, the authentica-
tion device may determine that additional authentication is
needed when the obtained authentication score is below the
threshold score. When the authentication device determines
that additional authentication is needed, the authentication
device may determine an authentication method for addi-
tional authentication.

[0104] According to some embodiments, the authentica-
tion device may determine an authentication method for
additional authentication based on information regarding a
distance to an authentication target. According to some
embodiments, the authentication device may determine an
authentication method based on a distance between an
authentication target and the authentication device or respec-
tive distances between an authentication target and a plu-
rality of external devices. For example, the authentication
device may determine an authentication method to perform
additional authentication by using an external device closest
to a user.

[0105] According to some embodiments, the authentica-
tion device may determine an authentication method for
additional authentication based on the pre-set preference of
a user or a frequency of using an external device. For
example, when a user, who is the authentication target, most
frequently uses a PC or when the user selects the PC as the
most preferred authentication device, the authentication
device may perform additional authentication by using the
PC.

[0106] The authentication device may also determine an
authentication method for additional authentication based on
the type of authentication data that may be obtained from an
external device, an obtained authentication score, reliability
information, or a user input. For example, when image data
has already been obtained, the authentication device may
perform additional authentication via a microphone to obtain
voice data. Furthermore, the authentication device may
determine an additional authentication method based on a
difference between a obtained authentication score and a
threshold score, the type of authentication data to be
obtained, and reliability information allocated to the authen-
tication data in advance.

[0107] Determination of an additional authentication
method may include determination of the type of authenti-
cation data to obtain and a sequence of obtaining authenti-
cation data. For example, the authentication device may
determine the number of external devices to be used and a
sequence of using the external devices to determine addi-
tional authentication.

[0108] Furthermore, the authentication device may recom-
mend an additional authentication method to a user. For
example, the authentication device may recommend either
an iris recognition method or a voice recognition method.
Furthermore, when the authentication device displays all
available additional authentication methods, an additional
authentication method may be determined as a user selects
an authentication method.

[0109] Furthermore, according to a user’s selection, an
external device may determine an additional authentication
method with a different combination or a sequence of
external devices to be used for additional authentication.
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[0110] For example, assuming that a threshold score is
100, and an obtained authentication score is 30, additional
70 authentication score is needed, and the additional 70
authentication score may not be obtained via a single
authentication method, it is necessary for the authentication
device to perform two or more authentications to obtain the
additional 70 authentication score. When a voice recognition
corresponding to 20 points of reliability is selected first
based on a user input, the authentication device may deter-
mine an additional authentication method to further perform
an iris recognition method corresponding to 50 points of
reliability. Furthermore, when a user primarily selects a
fingerprint recognition corresponding to 30 points of reli-
ability, an additional authentication method may be selected
by selecting one authentication method corresponding to 40
points of reliability or two authentication methods corre-
sponding to 20 points of reliability each.

[0111] The authentication device may also request addi-
tional authentication data to at least one external device
based on the determined additional authentication method.
In other words, based on the determined authentication
method, at least one device selected from among a plurality
of external devices may obtain additional authentication data
from an authentication target, and the authentication device
may receive additional authentication data obtained by the at
least one device selected device among the plurality of
external devices.

[0112] According to some embodiments, the authentica-
tion device may update the stored reference data by using the
obtained authentication data. According to some embodi-
ments, when the authentication score is equal to or greater
than the threshold score, the obtained authentication data
may be compared with stored reference data, and the stored
reference data may be updated based on a result of the
comparison. Furthermore, the stored reference data may be
updated periodically at a predetermined interval.

[0113] Furthermore, according to some embodiments, the
authentication device may periodically obtain user informa-
tion, thereby storing reference data or updating stored ref-
erence data. The user information may include all informa-
tion regarding a user, e.g., images, voices, etc.

[0114] Furthermore, according to some embodiments,
when information regarding an authentication result is
received from at least one device from among a plurality of
external devices, the authentication device may determine
that the authentication result is a success and, when the
authentication result is a result of authentication performed
within a certain period of time, may also determine that no
additional authentication is needed.

[0115] Furthermore, according to some embodiments, the
authentication device may perform authentication based on
recognition pattern information. In other words, recognition
pattern information may also be included in authentication
data. The authentication device may obtain an authentication
score based on the obtained recognition pattern information
and determine whether to perform additional authentication.

[0116] The authentication device may also determine a
security level. According to some embodiments, the authen-
tication device may determine a threshold score according to
the number of authentication requests, results of analyzing
authentication data, the number of external devices con-
nected to the authentication device, and the cumulative
number of authentication successes.
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[0117] FIG. 4 is a diagram showing a method by which an
authentication device registers reference data, according to
some embodiments.

[0118] In operation 401, the authentication device may
obtain reference data from a user.

[0119] According to some embodiments, the authentica-
tion device may register reference data for authentication.
The authentication device may obtain reference data by
using at least one of a plurality of external devices or the
authentication device may directly obtain reference data.
[0120] According to some embodiments, reference data
may be the same type of data as authentication data. How-
ever, reference data may be stored and used as reference data
by receiving data regarding an authentication target after a
predetermined input for identifying the authentication target
is received. For example, a process for registering reference
data may correspond to a process for a user to register a
password to a door-lock device or registering a fingerprint of
the user to a mobile phone. However, the present invention
is not limited thereto.

[0121] Furthermore, according to some embodiments, the
authentication device may store data of another user related
to an authentication target as reference data of the authen-
tication target. For example, the authentication device may
store an image and a voice of the second user as reference
data of the first user and obtain data of the second user when
authenticating the first user, thereby using the data of the
second user as an authentication data of the first user. In
operation 403, the authentication device may store obtained
reference data.

[0122] According to some embodiments, the authentica-
tion device may manage and store reference data (according
to each of authentication targets). For example, the authen-
tication device may create a user account and manage
reference data based on the created user account.

[0123] In operation 405, the authentication device may
determine whether it is necessary to store additional refer-
ence data.

[0124] According to some embodiments, the authentica-
tion device may be a device that performs a plurality of
authentication methods, rather than a single authentication
method. In other words, it may be necessary to store two or
more types of reference data, rather than one type of
reference data, for the authentication device to perform
authentication. When only one type of reference data is
obtained, the authentication device may determine that it is
necessary to store additional reference data.

[0125] In operation 407, the authentication device may
obtain additional reference data from a user.

[0126] According to some embodiments, when it is deter-
mined in operation 405 that it is necessary to store additional
reference data, the authentication device may obtain addi-
tional reference data from the user. Of course, the authen-
tication device may obtain additional reference data from at
least one of a plurality of devices.

[0127] Furthermore, according to some embodiments, the
authentication device may transmit obtained reference data
to an external server or at least one external device. The
external server or the at least one external device may
manage and store reference data obtained from the authen-
tication device. This corresponds to the reference data
management of the authentication device described above in
operation 401.
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[0128] FIG. 5 is a detailed flowchart for describing an
authentication method according to some embodiments.
[0129] In operation 501, the authentication device may
receive an authentication request.

[0130] In operation 503, as an authentication request is
received, the authentication device may obtain authentica-
tion data for authenticating a user from at least one of a
plurality of external devices. According to some embodi-
ments, if necessary, the authentication device may transmit
information for identifying an authentication target when
requesting additional authentication data to the at least one
of the plurality of external devices. The authentication
device may communicate with the at least one of the
plurality of external devices based on a pre-set shared key
and a message authentication code (MAC).

[0131] In operation 505, the authentication device may
obtain an authentication score based on obtained authenti-
cation data and reliability information assigned to the type of
authentication data in advance. The operations 501 through
503 correspond to the operations 301 through 303 of FIG. 3,
and thus detailed descriptions thereof will be omitted.
[0132] In operation 507, the authentication device may
determine whether the authentication score is equal to or
greater than a threshold score.

[0133] According to some embodiments, the authentica-
tion device may calculate an authentication score based on
reliability information and an authentication algorithm
assigned to the type of the obtained authentication data in
advance and determine whether the calculated authentica-
tion score is equal to or greater than a threshold score.
[0134] According to some embodiments, the threshold
score may be determined by an authentication policy deter-
mined by a user or by an authentication policy received from
an external server. Furthermore, according to some embodi-
ments, the threshold score may be determined according to
at least one of the number of received authentication
requests, results of analyzing authentication data, the num-
ber of external devices connected to the authentication
device, and the cumulative number of authentication suc-
cesses. In other words, the authentication device may
dynamically determine the threshold score.

[0135] In operation 509, the authentication device may
determine an additional authentication method. In other
words, when the authentication score obtained in operation
507 is less than or equal to the threshold score, the authen-
tication device may determine an additional authentication
method.

[0136] According to some embodiments determination of
an additional authentication method may include determi-
nation of the type of authentication data to obtain and a
sequence of obtaining authentication data. For example, the
authentication device may determine the number of external
devices to be used and a sequence of using the external
devices to determine additional authentication.

[0137] Furthermore, according to some embodiments, the
authentication device may determine an additional authen-
tication method based on an authentication distance to an
authentication target, a pre-set user preference, a frequency
of using an external device, type of authentication data that
may be obtained from the external device, obtained authen-
tication score, and reliability information, as described
above.

[0138] According to some embodiments, the authentica-
tion device may determine a plurality of additional authen-
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tication methods and recommend the plurality of methods to
a user. In other words, the authentication device may deter-
mine a plurality of authentication methods corresponding to
different types of authentication data to be obtained and
sequences of obtaining the authentication data and may
recommend the plurality of authentication methods to a user.
When the authentication device displays all available addi-
tional authentication methods, the user may choose an
authentication method, thereby determining an additional
authentication method.

[0139] Furthermore, according to a user selection, an
external device may determine an additional authentication
method with a different combination or sequence of external
devices to be used for additional authentication. This cor-
responds to the description given above with reference to
FIG. 3.

[0140] In operation 511, the authentication device may
obtain additional authentication data according to the deter-
mined additional authentication method.

[0141] According to some embodiments, according to the
additional authentication method determined in operation
509, at least one external device may be selected, and
additional authentication data may be requested to the at
least one selected external device.

[0142] According to some embodiments, if necessary, the
authentication device may transmit information for identi-
fying an authentication target when requesting additional
authentication data to the at least one external devices.

[0143] In operation 513, the authentication device may
determine whether an authentication score obtained based
on the additional authentication data is equal to or greater
than a threshold score.

[0144] According to some embodiments, the authentica-
tion device may determine whether the authentication score
of the additional authentication data is equal to or greater
than the threshold score by summing the authentication
score obtained in operation 505 and the authentication score
of the additional authentication data and may determine
whether the sum of the authentication scores is greater than
the threshold score based on the the authentication score of
the additional authentication data only. In other words, a
result of determining success of an additional authentication
may vary according to an authentication policy of the
authentication device.

[0145] In operation 514, the authentication device may
determine that an authentication result is a success. In other
words, when an authentication score calculated based on
additionally obtained authentication data is equal to or
greater than the threshold score, the authentication device
may determine that an authentication is successful.

[0146] In operation 515, the authentication device may
determine that an authentication result is a failure. In other
words, when an authentication score calculated based on
additionally obtained authentication data is equal to or less
than the threshold score, it may be determined that an
authentication failed. When the authentication failed, the
authentication device may perform authentication sequen-
tially from operation 501 or may perform authentication
according to the additional authentication of operation 509.
Of course, the authentication device may perform a separate
procedure related to authentication failure.
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[0147] FIG. 6 is a detailed flowchart for describing
another method by which an authentication device performs
authentication by using an authentication result, according
to some embodiments.

[0148] In operation 601, the authentication device may
receive an authentication request, which corresponds to that
described above.

[0149] In operation 603, as the authentication request is
received, the authentication device may receive information
regarding an authentication result from another authentica-
tion device.

[0150] According to some embodiments, an external
device may include another authentication device. There-
fore, the other authentication device may also perform
authentication with respect to an authentication target. Since
authentication data includes information regarding an
authentication result, the authentication device may receive
information regarding the authentication result from the
other authentication device. For example, a door-lock device
may receive information regarding a result of performing
authentication with respect to a user from an automobile.
Alternatively, the authentication device may also receive
information regarding a result of performing authentication
with respect to a user from an external server.

[0151] According to some embodiments, when received
information regarding an authentication result indicates that
an authentication has failed, the authentication device may
increase a security level by increasing a threshold score.

[0152] In operation 605, the authentication device may
determine whether the received information regarding an
authentication result is information regarding a result of
authentication performed within a predetermined period of
time.

[0153] According to some embodiments, when informa-
tion regarding an authentication result received from at least
one external device indicates that authentication is success-
ful, the authentication device may determined whether the
received information regarding an authentication result is
information regarding a result of authentication performed
within a predetermined period of time. When the received
information regarding an authentication result is information
regarding a result of authentication performed within a
predetermined period of time, the authentication device may
determine that the authentication result is a success. In other
words, the authentication device may determine that authen-
tication being performed is successful.

[0154] For example, when a user returns home by an
automobile, the automobile stores information regarding a
result of authenticating the user by using a fingerprint and an
electronic key. The door-lock device may receive the infor-
mation regarding the result of authenticating the user from
the automobile and may determine that the authentication
result is a success.

[0155] In operation 607, the authentication device may
obtain authentication data from at least one external device.

[0156] According to some embodiments, when obtained
information regarding an authentication result is not a result
of authentication performed within a certain period of time
or there is no authentication result authenticated by another
authentication device, the authentication device may obtain
authentication data other than information regarding an
authentication data result from at least one external device.
The method by which the authentication device obtains
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authentication data from the at least one external device is
identical to the method described above.

[0157] In operation 609, the authentication device may
obtain an authentication score based on reliability informa-
tion assigned to the type of authentication data in advance
and obtained authentication data.

[0158] In operation 611, the authentication device may
determine whether the authentication score is equal to or
greater than a threshold score. Operations 609 through 611
correspond to those described above with reference to FIG.
5

[0159] In operation 615, the authentication device may
determine that an authentication result is a success. In other
words, when the authentication score calculated based on
additionally obtained authentication data is equal to or
greater than the threshold score, the authentication device
may determine that authentication is successful. Further-
more, as described above, when information regarding an
authentication result received by the authentication device
from another authentication device is information regarding
a result of successful authentication performed within a
predetermined time, the authentication device may deter-
mine that the authentication is successful.

[0160] In operation 613, the authentication device may
determine that the a result of authentication is a failure. In
other words, when the authentication score calculated based
on the additionally obtained authentication data is equal to
or less than the threshold score, the authentication device
may determine that the authentication has failed.

[0161] FIG. 7 is a flowchart for describing selection of an
authentication method according to some embodiments.
[0162] In operation 701, the authentication device may
receive a user input for selecting at least one external device.
[0163] According to some embodiments, the authentica-
tion device may perform authentication through an external
device selected according to a user input. For example, when
the authentication device determines an additional authen-
tication method, the authentication device may determine an
additional authentication method by primarily taking the
external device selected based on a user input into account.
[0164] In operation 703, the authentication device may
obtain a difference between an authentication score obtained
from authentication data and a threshold score.

[0165] As described above, the authentication device may
automatically receive a authentication request and receive
authentication data, which is data for performing authenti-
cation, from at least one external device without the a user
input. However, when an authentication score calculated
based on the authentication data obtained from the at least
one external device is below a threshold score, it is neces-
sary to perform additional authentication. However, differ-
ent authentication method may be applied according to
differences between the authentication score and the thresh-
old score.

[0166] For example, when the difference between the
authentication score and the threshold score is 20 points, a
user may perform only one type of authentication. However,
when the difference between the authentication score and the
threshold score is 60 points, it may be necessary for a user
to perform a plurality of types of authentications. In other
words, authentication may be performed differently accord-
ing to differences between the authentication score and the
threshold score.
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[0167] In operation 705, the authentication device may
determine an authentication method based on a user input
and a difference between the threshold score and the authen-
tication score.

[0168] According to some embodiments, the authentica-
tion device may determine an additional authentication
method in a different combination or sequence of external
devices to be used for additional authentication, according to
a user selection.

[0169] For example, when the user selects voice authen-
tication as an authentication method, the authentication
device may determine that authentication using a password
via a keypad is additionally needed. However, when the user
selects iris recognition, the authentication device may deter-
mine that additional authentication is unnecessary.

[0170] FIG. 8 is a flowchart for describing a method of
determining a threshold score based on analysis of authen-
tication data according to some embodiments.

[0171] In operation 801, an authentication device may
analyze obtained authentication data.

[0172] According to some embodiments, the authentica-
tion device may obtain authentication data from at least one
external device and analyze the obtained authentication data.
[0173] According to some embodiments, analysis of
authentication data may include separation of a plurality of
information elements included in the authentication data.
For example, when the authentication data is a moving
picture, the moving picture may be separated into frames.
When the authentication data is a voice, the voice may be
separated into frequency bands. Of course, the present
invention is not limited thereto.

[0174] In operation 803, the authentication device may
determine whether authentication data corresponds to refer-
ence data of a plurality of users.

[0175] According to some embodiments, based on a result
of the analysis in operation 803, it may be determined
whether the authentication data corresponds to the reference
data of a plurality of users. For example, when an image
received by the authentication device from a camera
includes two or more users, the authentication device may
analyze face regions of the two users. The authentication
device may compare face region of each of the two or more
users included in the image received from the camera to
stored reference data based on a result of the analysis result,
thereby determining whether the two or more users are
included in the image. . The authentication device may also
determine whether voices of the two or more users are
included in voice data in a similar manner. Of course, the
present invention is not limited thereto, and it may also be
determined whether other types of authentication data cor-
respond to reference data of a plurality of users based on an
analysis.

[0176] In operation 805, the authentication device may
decrease the threshold score.

[0177] According to some embodiments, the authentica-
tion device may lower a security level when the authenti-
cation data corresponds to reference data of a plurality of
users.

[0178] For example, when an authentication device
obtains an image including all of family members together,
the authentication device may determine that authentication
is successtul even when not all of set authentication methods
are performed. The authentication device may also lower a
threshold score only when all of users included in an image
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correspond to stored reference data. In other words, the
authentication device may flexibly control a security level
depending on situations, and the security level may be
controlled differently according to an authentication policy
of the authentication device.

[0179] Furthermore, according to another aspect of the
present invention, when authentication data corresponds to
reference data of a plurality of users, the authentication
device may add an additional score to a calculated authen-
tication score without adjusting a threshold score (security
level) and determine that authentication is successful. In
other words, when reference data of a plurality of users
corresponds to obtained authentication data, the authentica-
tion device may calculate an authentication score of an
authentication target to be higher than that of a case where
reference data of a single user corresponds to the authenti-
cation data, thereby determining that no additional authen-
tication is necessary or authentication is successful.

[0180] In operation 804, the authentication device may
maintain a threshold score.

[0181] According to some embodiments, the authentica-
tion device may maintain a security level when authentica-
tion data does not correspond to reference data of a plurality
of user. Of course, the authentication device may not add an
additional score to an authentication score when the authen-
tication data does not correspond to reference data of the
plurality of users.

[0182] FIG. 9 is a flowchart of a method for determining
a threshold score according to the cumulative number of
authentication successes according to some embodiments.
[0183] In operation 901, an authentication device may
obtain information regarding the cumulative number of
authentication successes.

[0184] According to some embodiments, the authentica-
tion device may receive an authentication request and obtain
information regarding the cumulative number of authenti-
cation successes regarding an authentication target. For
example, the authentication device may obtain information
regarding the cumulative number of authentication suc-
cesses regarding a first user.

[0185] Furthermore, according to some embodiments, the
authentication device may obtain the information regarding
the cumulative number of authentication successes stored in
the authentication device or obtain information regarding the
cumulative number of authentication successes from at least
one other external device or an external server. The infor-
mation regarding the cumulative number of authentication
successes may include the number of times authentication
has succeeded within a predetermined period of time or a
ratio of the number authentication attempts within a prede-
termined period to the number of authentication successes.
[0186] In operation 903, the authentication device may
determine whether the number of authentication successes is
equal to or greater than a predetermined number.

[0187] Furthermore, according to some embodiments, not
only the number of authentication successes, but also time
points at which authentications are performed may be con-
sidered.

[0188] In operation 905, the authentication device may
lower a threshold score. For example, for a user correspond-
ing to 30 or more authentication successes, authentication
may be skipped for the user or may be simplified by
performing at least one of a plurality of authentication
methods for the user. Alternatively, the authentication device
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may perform authentication for 30 times or more at 8:00 PM
and determine a user corresponding to 29 or more authen-
tication successes is successfully authenticated.

[0189] Furthermore, according to some embodiments, the
authentication device may add an additional score to a
calculated authentication score without adjusting a threshold
score, thereby determining that authentication is successful
without performing an additional authentication method.
[0190] In operation 904, the authentication device may
maintain the threshold score. Furthermore, the authentica-
tion device may not add an additional score to the authen-
tication score. This corresponds to the description given
above with reference to FIG. 8.

[0191] FIG. 10 is a diagram showing reliability according
to types of authentication data, the reliability used for
calculating an authentication score according to some
embodiments. According to some embodiments, an authen-
tication device may obtain authentication data and calculate
an authentication score based on reliability information that
is assigned to the type of the authentication data in advance.
[0192] Referring to FIG. 10, types of authentication data
may be categorized into image, voice, body weight, iris,
fingerprint, automobile authentication result, entrance door-
lock authentication result, PC login information, and user
recognition pattern information. Of course, the present
invention is not limited thereto, and authentication data may
include various types.

[0193] According to some embodiments, authentication
data may have different reliability information depending on
types of the authentication data. For example, from among
images, iris data may have higher reliability than fingerprint
data, and voice data may have higher reliability than body
weight data. Since authentication results are also included in
authentication data, the authentication results may also have
corresponding reliability information, respectively. Of
course, the present invention is not limited thereto.

[0194] According to some embodiments, reliability infor-
mation, which is information regarding reliability of authen-
tication data, may be included in an authentication policy.
The authentication device may obtain an authentication
policy from an external device or an external server or may
generate and set an authentication policy based on a user
input. The authentication device may also store reliability
information in the form of a table.

[0195] FIGS. 11 and 12 are diagrams showing a method by
which an authentication device analyzes authentication data
according to some embodiments.

[0196] FIG. 11 shows an authentication system in which
an authentication device 1010 determines whether it is
necessary to perform an additional authentication method by
analyzing authentication data when the authentication data
includes data for a plurality of users.

[0197] As described above, the authentication device 101
may receive an authentication request, obtain authentication
data, and analyze the obtained authentication data. The
authentication device 101 may adjust a threshold score or
adjust calculation of an authentication score, based on a
result of the analysis. Furthermore, the authentication device
101 may determine a authentication method based on a
result of the analysis of the authentication data.

[0198] Referring to FIG. 11, the authentication device 101
obtains authentication data. In FIG. 11, the authentication
device may directly obtain authentication data for authenti-
cating a user located at a predetermined location. The user
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is located at a predetermined position, thereby requesting
authentication to the authentication device.

[0199] The authentication device 101 may analyze the
obtained authentication data. The authentication device 101
may determine whether the authentication data corresponds
to reference data of a plurality of users by analyzing the
obtained authentication data. For example, when the authen-
tication data is an image, the authentication device 101 may
determine whether images of two users included in the
image correspond to stored reference data, respectively.
[0200] Based on a result of the determination, the authen-
tication device 101 may adjust a security level by adjusting
a threshold score or adjust a calculation of an authentication
score.

[0201] For example, when the obtained authentication
data is image data, the authentication data may analyze the
image data and determine whether the image data includes
data related to a plurality of users. Based on a result of the
determination, the authentication device may determine
whether the obtained authentication data corresponds to
reference data of a plurality of users by comparing the
obtained authentication data with stored reference data
regarding a single user or the plurality of users. When it is
determined that the obtained authentication data corre-
sponds to reference data of the plurality of users, the
authentication device may lower the threshold score or add
an additional score to the authentication score.

[0202] The authentication device may also determine
whether it is necessary to perform an additional authentica-
tion method based on the determined threshold score or
authentication score. For example, when it is determined
that authentication is not successfully even after the thresh-
old score is lowered or additional authentication score is
added to the authentication score, the authentication device
may determine that it is necessary to perform an additional
authentication method. Of course, when it is determined that
authentication is successful after the authentication score is
lowered or an additional score is added to the authentication
score, the authentication device may determine that the it is
not necessary to perform an additional authentication
method. FIG. 12 shows a system in which the authentication
device 1010 provides the number of times for accepting
authentication requests by analyzing authentication data.
[0203] According to some embodiments, when authenti-
cation fails for a predetermined number of times or more, the
authentication device 101 may not perform authentication
for a predetermined period of time or may stop a service
being provided. Of course, the present invention is not
limited thereto.

[0204] According to some embodiments, the authentica-
tion device 101 may adjust the number of times for accept-
ing authentication requests by analyzing authentication data.
When an authentication score is less than or equal to a
threshold score but is equal to or greater than a predeter-
mined score, the authentication device 101 may guarantee a
predetermined number of times for accepting authentication
requests or more to a user.

[0205] Referring to FIG. 12, the authentication device 101
obtains authentication data directly. When the authentication
device 101 determines that a user is a predetermined user as
a result of analyzing the authentication data and the user
inputs an ID and a password for an online transaction, the
authentication device 101 may allow the user to re-input an
ID and a password for a predetermined number of times or
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more even when the user inputs the ID and the password
incorrectly. Furthermore, the authentication device 101 may
not be configured to not to receive an ID and a password for
a certain period of time.

[0206] FIG. 13 is a diagram showing an authentication
method based on recognition pattern information according
to some embodiments.

[0207] According to some embodiments, authentication
data may include recognition pattern information. The term
“recognition pattern information” refers to predetermined
pattern information for identifying an authentication target
and may refer to information obtained by periodically or
repeatedly obtaining information regarding the authentica-
tion target and analyzing and patternizing the obtained
information regarding the authentication target. For
example, the recognition pattern information may include a
location of a user, a pattern of altitude changes, and a pattern
of using a device held by the user. Of course, the present
invention is not limited thereto.

[0208] According to some embodiments, an external
device 102 may generate recognition pattern information
regarding a user. In other words, the external device 102 may
generate recognition pattern information regarding the user
by collecting information regarding the user. Furthermore,
the external device 102 may transmit information regarding
the user to an external server, and the external server may
collect information regarding the user and generate recog-
nition pattern information.

[0209] According to some embodiments, the authentica-
tion device 102 may receive recognition pattern information
from an external device and store the recognition pattern
information as reference data. Of course, the authentication
device 102 may also receive recognition pattern information
from an external server.

[0210] Referring to FIG. 13, the authentication device
102, such as a mobile phone shown in FIG. 13, which is an
external device, may obtain recognition pattern information
regarding a user, because the user is always carrying the
mobile phone 102. The user moves from home to a school,
from the school to a park, from the park to a library, and
from the library back to the home. When the user always
moves in the same order of home—school—park—=library-
—home at predetermined times, information regarding loca-
tion changes of the user may be generated as recognition
pattern information.

[0211] For example, it is assumed that, on Monday, the
user always leaves home and moves to the school at 9 AM,
moves from the school to the park at 5 PM, moves from the
part to the library at 6 PM, and moves from the library to
home at 8 PM. When the user returns to home at 8 PM on
Monday, the authentication device 101 may obtain informa-
tion regarding a route that the user has traveled today from
the mobile phone 102 and, when the obtained information
corresponds to recognition pattern information stored as
reference data, the authentication device 101 may skip
authentication or determine a authentication method to per-
form only minimum authentication.

[0212] FIG. 14 is a flowchart of an authentication method
according to some embodiments.

[0213] In operation 1401, the authentication device 101
may receive an authentication request from a user. Accord-
ing to some embodiments, the authentication device 101
may receive an authentication request based on a user input.
Furthermore, the authentication device 101 may detect that
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a user is located at a predetermined location, thereby con-
sidering that an authentication request is received. Further-
more, the authentication device 101 may detect that a user
is located at a predetermined location for a predetermined
period of time, thereby considering that an authentication
request is received. Of course, the present invention is not
limited thereto.

[0214] Furthermore, according to some embodiments, the
authentication device 101 may receive an authentication
request from at least one of external device 102a or 1024.
The at least one external device 102a or 1025 may also
receive an authentication request from a user in the same or
similar manner as the authentication device 101. Further-
more, as described above, the authentication device 101 may
directly receive an authentication request or obtain authen-
tication data without the at least one external device 102a or
1025b.

[0215] In operation 1403, the authentication device 101
may identify an authentication target. According to some
embodiments, the authentication device 101 may identify an
authentication target based on data for identifying the
authentication target. However, according to embodiments,
the operation 1403 may be omitted. In other words, the
authentication device 101 may obtain authentication data
without performing operations for identifying an authenti-
cation target and identify the authentication target based on
the obtained authentication data.

[0216] In operation 1405, the authentication device 101
may request authentication data to a first external device
102a. Furthermore, according to some embodiments, the
authentication device 101 may directly obtain authentication
data.

[0217] According to some embodiments, the authentica-
tion device 101 may provide identification information
regarding an authentication target obtained together with an
authentication request to the first external device 102a.

[0218] In operation 1407, the first external device 102a
may obtain authentication data. According to some embodi-
ments, the first external device 102¢ may obtain authenti-
cation data based on a user input. For example, the first
external device 102a may notify a user that it is necessary to
input authentication data and obtain authentication data
based on a user input.

[0219] Furthermore, the first external device 102¢ may
obtain authentication data automatically without a user
input. For example, a camera may automatically obtain an
image of a user located at a predetermined location without
a user input.

[0220] Furthermore, according to some embodiments, the
authentication device 101 may obtain authentication data in
the same or similar manner as the first external device 102a.
[0221] In operation 1409, the first external device 102a
may transmit authentication data to the authentication device
101. According to some embodiments, the first external
device 102a may also transmit information for identifying
an authentication target with the authentication data.
[0222] In operation 1411, the authentication device 101
may obtain an authentication score and determine whether to
perform additional authentication. As described above, the
authentication device 101 may obtain an authentication
score based on reliability information, which is information
regarding reliability assigned to the type of the authentica-
tion data in advance, compare the obtained authentication
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score with a threshold score, and determine whether to
perform additional authentication.

[0223] According to some embodiments, when it is nec-
essary to perform additional authentication, the authentica-
tion device 101 may determine an additional authentication
method. The authentication device 101 may determine an
additional authentication method by taking at least one of a
user input, a distance to a user, pre-set preferences of the
user, a frequency of using an external device, and the type
of authentication data that may be obtained from the external
device into account. According to some embodiments, the
determination of an additional authentication method may
additionally include determination of the type of authenti-
cation data to be additionally obtained and determination of
an order to obtain the authentication data.

[0224] In operation 1413, the authentication device 101
may recommend an additional authentication method to the
user. According to some embodiments, the authentication
device 101 may determine at least one additional authenti-
cation method and recommend the at least one additional
authentication method to the user.

[0225] In operation 1415, the authentication device 101
may receive a user input. The authentication device 101 may
change the additional authentication method or select one of
a plurality of additional authentication methods based on the
user input.

[0226] For example, when a camera is selected based on
a user input, the authentication device 101 may determine an
additional authentication method using at least one external
device including the camera. Of course, the present inven-
tion is not limited thereto.

[0227] In operation 1417, the authentication device 101
may request additional authentication data. According to
some embodiments, the authentication device 101 may
request additional authentication data to at least one second
external device 1025 determined in the operation 1415 based
on a user input.

[0228] According to some embodiments, the authentica-
tion device 101 may also directly obtain additional authen-
tication data.

[0229] In operation 1419, the second external device 1025
may obtain authentication data. This corresponds to the
operation 1417 in which the first external device 102a
obtains the authentication data.

[0230] Inoperation 1421, the second external device 1025
may transmit authentication data to the authentication device
101.

[0231] In operation 1423, the authentication device 101
may check an authentication score and determine whether to
perform additional authentication. According to some
embodiments, the authentication device 101 may obtain an
authentication score based on the obtained additional
authentication data, compare the authentication score to a
threshold score, and determine whether it is necessary
perform additional authentication or whether authentication
is successful. When it is necessary to perform additional
authentication, the authentication device 101 may sequen-
tially perform authentication from the operation 1413 again.
However, when it is determined that it is necessary to
perform additional authentication for a predetermined num-
ber of times or more, the authentication device 101 may
determine that the authentication has failed.

[0232] According to some embodiments, the authentica-
tion device 101 may not perform authentication for a pre-
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determined period of time when it is determined that authen-
tication has failed. Of course, the present invention is not
limited thereto, and the authentication device 101 may
perform a separate procedure associated with authentication
failure according to an authentication policy obtained by the
authentication device 101.

[0233] FIGS. 15 through 16 are block diagrams for
describing an authentication device according to some
embodiments.

[0234] As shown in FIG. 15, the authentication device 101
according to some embodiments may include a communi-
cation unit 1501, a signal obtaining unit 1503, and a pro-
cessor 1505. However, not all of the components shown in
FIG. 15 are essential components of the authentication
device 101. The authentication device 101 may be imple-
mented by more components than the components shown in
FIG. 15 or may be implemented by fewer components than
the components shown in FIG.

[0235] Furthermore, according to some embodiments, the
external devices 102a through 102/ described above may
also include the same configuration as the authentication
device 101. The external server 110 may also include the
same configuration as the authentication device 101. In other
words, according to some embodiments, the authentication
device 101, the external device 102a through 1024, and the
external server 110 may perform the same role.

[0236] Furthermore, according to some embodiments, the
authentication device 101 may be an independent device or
a device included in a predetermined apparatus.

[0237] According to some embodiments, the communica-
tion unit 1501 may obtain authentication data for authenti-
cating a user from at least one of a plurality of external
devices. The communication unit 1501 may also receive
information regarding an authentication result from at least
one of the plurality of external devices. Furthermore,
according to some embodiments, the communication unit
1501 may receive authentication data or information regard-
ing an authentication result from an external server.

[0238] According to some embodiments, the communica-
tion unit 1501 may transmit information regarding an
authentication result information or authentication data to an
external device or an external server or may receive an
authentication request.

[0239] Furthermore, according to some embodiments, the
communication unit 1501 may request additional authenti-
cation data to at least one external device or an external
server selected based on a determined additional authenti-
cation method and obtain additional authentication data in
response to the request. The communication unit 1501 may
also transmit additional authentication data to an external
server or at least one external device.

[0240] According to some embodiments, the communica-
tion unit 1501 may transmit or receive data for identifying
an authentication target to at least one external device or an
external server. The communication unit 1501 may also
obtain reference data from at least one device, an external
server, or a user.

[0241] According to some embodiments, the signal
obtaining unit 1503 may receive an authentication request.
According to some embodiments, the signal obtaining unit
1503 may determine that an authentication request is
received as a predetermined signal is obtained. For example,
the signal obtaining unit 1503 may determine that a prede-
termined signal is obtained based on a user input or may
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determine that a predetermined signal is obtained by detect-
ing a position of a user or a distance to the user.

[0242] Additionally, according to some embodiments, the
signal obtaining unit 1503 may include a sensor. Further-
more, according to some embodiments, the signal obtaining
unit 1503 may include an A/V input unit, such as a camera
or a sound input unit.

[0243] The processor 1505 typically controls the overall
operation of the authentication device 101. For example, the
processor 1505 may control the overall operations of the
components included in the authentication device 101 by
executing a program stored in the authentication device 101.
Furthermore, the processor 1505 may include at least one
processor.

[0244] According to some embodiments, the processor
1505 may obtain an authentication score based on obtained
authentication data and reliability information, which is
information regarding reliability assigned to the type of the
obtained authentication data in advance. Furthermore, the
processor 1505 may determine whether it is necessary to
perform additional authentication according to the obtained
authentication score. Furthermore, the processor 1505 may
obtain an authentication score by using information regard-
ing an authentication result obtained by the communication
unit 1501.

[0245] According to some embodiments, the processor
1505 may determine an authentication method for additional
authentication when an authentication score is less than or
equal to a threshold score. The processor 1505 may deter-
mine the threshold score based on at least one of the number
of received authentication requests, a result of analyzing
authentication data, the number of external devices con-
nected to the authentication device 101, and the cumulative
number of authentication successes. The processor 1505
may also control the communication unit 1501 to request
authentication data for a predetermined number of times or
more when the obtained authentication score is a predeter-
mined score less than or equal to the threshold score.

[0246] According to some embodiments, the processor
1505 may determine at least one external device to use for
additional authentication based on a distance to a user, a
pre-set preference of the user, a frequency of using the
external device, and reliability information assigned to the
type of authentication data that may be obtained from the
external device.

[0247] According to some embodiments, the processor
1505 may determine an additional authentication method.
The determination of an additional authentication method
may additionally include determination of the type of
authentication data to be obtained by using at least one
external device and determination of an order to obtain the
authentication data.

[0248] According to some embodiments, the processor
1505 may compare reference data with authentication data,
and calculate an authentication score based on a result of the
comparison.

[0249] According to some embodiments, the processor
1505 may determine whether additional reference data is
needed and update stored reference data by using obtained
authentication data. According to some embodiments, the
processor 1505 may compare obtained authentication data
with stored reference data when an authentication score is
equal to or greater than a threshold score and selectively
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update the reference data with the obtained authentication
data based on a result of the comparison.

[0250] According to some embodiments, an external
device may include both a device that collects information
and a device capable of performing authentication, and an
external device may be a concept that includes an external
server.

[0251] FIG. 16 is a block diagram showing the authenti-
cation device 101 according to some embodiments. As
shown in FIG. 16, the authentication device 101 according
to some embodiments may include the communication unit
1501, the signal obtaining unit 1503, the processor 1505, a
user input unit 1507, and a storage unit 1509. However, not
all of the components shown in FIG. 16 are essential
components of the authentication device 101. The authen-
tication device 101 may be implemented by more compo-
nents than the components shown in FIG. 16 or may be
implemented by fewer components than the components
shown in FIG. 16.

[0252] According to some embodiments, operations of the
communication unit 1501, the signal obtaining unit 1503,
and the processor 1505 correspond to those described above
with reference to FIG. 15. Therefore, detailed description
thereof will be omitted.

[0253] According to some embodiments, the user input
unit 1507 may obtain reference data from a user. According
to some embodiments, the user input unit 1507 may obtain
reference data based on a user input or obtain reference data
based on a control of the processor 1505 without a user
input.

[0254] Furthermore, according to some embodiments, the
user input unit 1507 may receive a user input for selecting
an authentication method or at least one external device or
may receive information or data for identifying a user.
[0255] According to some embodiments, the storage unit
1509 may store reference data. The storage unit 1509 may
update the stored reference data based on a control of the
processor 1505. Furthermore, according to some embodi-
ments, the storage unit 1509 may categorize reference data
according to authentication targets and manage and store the
reference data. For example, the storage unit 1509 may
categorize and manage reference data according to respec-
tive users.

[0256] FIG. 17 is a detailed block diagram for describing
an authentication device according to some embodiments.
[0257] As shown in FIG. 17, the authentication device 101
according to some embodiments may further include an
output unit 1710 and a sensor unit 1720 in addition to the
communication unit 1501, the signal obtaining unit 1503,
the processor 1505, the user input unit 1507, and the storage
unit 1504.

[0258] The communication unit 1501 may include one or
more components that enable communication with at least
one external device or an external server. For example, the
communication unit 1501 may include a short-range com-
munication unit 1701, a mobile communication unit 1715,
and a broadcast receiving unit 1717.

[0259] The short-range wireless communicator 1701 may
include a bluetooth communicator, a bluetooth low energy
(BLE) communicator, a near field communicator, a wireless
local area network (WLAN) or Wi-Fi communicator, a
Zigbee communicator, an infrared data association (IrDA)
communicator, a Wi-Fi Direct (WFD) communicator, an
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ultra wideband (UWB) communicator, and an Ant+ com-
municator, but is not limited thereto.

[0260] The mobile communicator 1715 may transceive
wireless signals to and from at least one of a base station, an
external terminal, and a server on a mobile communication
network. The wireless signals may include various types of
data for transceiving audio call signals, video communica-
tion call signals, or text/multimedia messages.

[0261] The broadcasting receiver 1717 may receive broad-
casting signals and/or information related to broadcasting
from the outside via broadcasting channels. The broadcast-
ing channels may include satellite channels and ground
wave channels. According to some embodiments, the
authentication device 101 may not include the broadcasting
receiver 1717.

[0262] The communication unit 1501 may transceive
authentication data with an external server or an external
device. Furthermore, the communication unit 1501 may
transceive an authentication request with an external server
or an external device. This corresponds to the descriptions
given above, and thus detailed description thereof will be
omitted.

[0263] The storage unit (memory) 1509 may store a pro-
gram for processing and controlling of the processor 1505
and may also store data input to or output from the authen-
tication device 101.

[0264] The storage unit (memory) 1509 may include at
least one of a flash memory type memory, a hard disk type
memory, a multimedia card micro type memory, a card type
memory (e.g., SD memory or XD memory), RAM, static
random access memory (SRAM), ROM, electrically eras-
able-programmable read-only memory (EEPROM), pro-
grammable read-only memory (PROM), a magnetic
memory, a magnetic disk, and an optical disc.

[0265] Programs stored in the storage unit (memory) 1509
may be categorized into a plurality of modules according to
their functions, e.g., a Ul module 1541, a touch screen
module 1542, a notification module 1543, etc. Operations
performed by the storage unit (memory) 1509 correspond to
those described above, and thus detailed description thereof
will be omitted.

[0266] The Ul module 1541 may provide a specialized Ul
or a GUI interlocked with the authentication device 101. For
example, the Ul module 1541 may provide a Ul or a GUI for
determining whether the authentication device 101 is per-
forming authentication, whether authentication is success-
ful, and whether authentication has failed.

[0267] The touch screen module 1542 may sense a touch
gesture of a user on a touch screen and may transmit
information regarding the touch gesture to the processor
1505. The touch screen module 1542 according to some
embodiments may recognize and analyze a touch code. The
touch screen module 1542 may also be configured as sepa-
rate hardware.

[0268] Various sensors may be provided in or near the
touch screen to sense touch or proximity touch of the touch
screen. An example of a sensor for sensing touch of a touch
screen includes a tactile sensor. A tactile sensor is a sensor
that detects the contact of a specific object to a degree or
more that a person feels. The tactile sensor may detect
various information, such as the roughness of a contact
surface, the rigidity of a contact object, and a temperature of
a contact point.
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[0269] Furthermore, an example of a sensor for sensing a
touch of a touch screen includes a proximity sensor.

[0270] The proximity sensor refers to a sensor that detects
the presence of an object approaching toward a predeter-
mined detection surface or an object existing in the vicinity
of the detection surface without a mechanical contact by
using the force of an electromagnetic field or infrared rays.
Examples of the proximity sensor include a transmissive
photoelectric sensor, a direct-reflection type photoelectric
sensor, a mirror-reflection type photoelectric sensor, a high-
frequency oscillation type proximity sensor, a capacitive
proximity sensor, a magnetic proximity sensor, and an
infrared proximity sensor.

[0271] A user’s touch gestures may include tap, touch-
and-hold, double tap, drag, pan, flick, drag-and-drop, swipe,
etc.

[0272] The notification module 1542 may generate a sig-
nal for notifying the occurrence of an event of the authen-
tication device 101. Examples of events occurring in the
authentication device 101 include message reception, key
signal input, content input, content transmission, and detec-
tion of content corresponding to a certain condition. The
notification module 1542 may output a notification signal in
the form of a video signal through a display unit 1711, may
output a notification signal in the form of an audio signal
through a sound output unit 1712, or may output a notifi-
cation signal in the form of a vibration signal through a
vibration motor 1713.

[0273] The processor 1505 typically controls the overall
operation of the authentication device 101. For example, the
processor 1505 may control the overall operations of the
components included in the authentication device 101 by
executing a program stored in the authentication device 101.
This corresponds to the descriptions given above, and thus
detailed description thereof will be omitted.

[0274] The input unit 1507 refers to a means by which a
user inputs data for controlling the authentication device
101. For example, the input unit 1507 may include a key
pad, a dome switch, a touch pad (a contact capacitance type,
a pressure resistive type, an infrared ray detection type, a
surface acoustic wave conduction type, an integral tension
measuring type, a piezo-effect type, etc.), a jog wheel, and
a jog switch, but is not limited thereto. Operations per-
formed by the user input unit 1507 correspond to those
described above.

[0275] The output unit 1710 may output an audio signal,
a video signal, or a vibration signal. The output unit 1710
may include the display unit 1711, the sound output unit
1712, and the vibration motor 1713.

[0276] The display 1711 displays information processed in
the authentication device 101.

[0277] Meanwhile, when the display 1711 and the touch
pad constitute a touch screen in a layer structure, the display
1711 may be used as an input device in addition to as an
output device. The display 1711 may include at least one of
a liquid crystal display, a thin film transistor-liquid crystal
display, an organic light-emitting diode, a flexible display, a
three-dimensional display, and an electrophoretic display.
Furthermore, the authentication device 101 may include two
or more displays 1711 depending on implementations of the
authentication device 101. In this case, the two or more
displays 1711 may face each other across a hinge. The
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display unit 1711 may display an authentication method
recommended to a user, authentication success, or authen-
tication failure.

[0278] The sound output unit 1712 may output audio data
that is received from the communicator 1501 or stored in the
storage unit (memory) 1509. Furthermore, the sound output
unit 1712 may output an audio signal related to functions
processed in the authentication device 101 (e.g., a call signal
receiving sound, a message receiving sound, a notification
sound, authentication success sound, authentication failure
sound, etc.). Such the sound output unit 1712 may include
a speaker, a buzzer, etc.

[0279] The vibration motor 1713 may output a vibration
signal. For example, the vibration motor 1713 may output a
vibration signal corresponding to an output of audio data or
video data (e.g., a call signal receiving sound, a message
receiving sound, authentication success, authentication fail-
ure, etc.) Furthermore, the vibration motor 1713 may output
a vibration signal when a touch is input onto the touch
screen.

[0280] The sensing unit 1720 may detect a status of the
authentication device 101 or an ambient status of the authen-
tication device 101 and transfer detected information to the
processor 1505.

[0281] The sensing unit 1720 may include at least one of
a geomagnetic sensor 1721, an acceleration sensor 1722, a
temperature/humidity sensor 1723, an infrared ray sensor
1724, a gyroscope sensor 1725, a positional sensor 1726
(e.g., a global positioning system (GPS)), an atmospheric
pressure sensor 1727, a proximity sensor 1728, and an
illuminance sensor 1729, but is not limited thereto. Since
functions of the respective sensors may be intuitively
inferred by one of ordinary skill in the art, detailed descrip-
tion thereof will be omitted.

[0282] According to some embodiments, the sensing unit
1720 may receive an authentication request by using the
sensors. In other words, according to embodiments, the
signal obtaining unit 1503 may include the sensing unit 1720
or the sensing unit 1720 may include the signal obtaining
unit 1503.

[0283] The signal obtaining unit (audio/video (AV) input
unit) 1503 is a unit for inputting audio signals or video
signals and may include a camera 1731 and a sound input
unit(microphone) 1732. The camera 1731 may obtain image
frames including a still image or a moving picture via an
imaging device in a video call mode or an image capturing
mode. An image captured by the imaging device may be
processed by the processor 1505 or a separate image pro-
cessor (not shown).

[0284] An image frame processed by the camera 1731
may be stored in the storage unit (memory) 1509 or trans-
mitted to an external device through the communication unit
1501. Two or more cameras 1731 may be included accord-
ing to the configuration of the authentication device 101.
Furthermore, the camera 1731 may be provided as a separate
external device.

[0285] The sound input unit (microphone) 1732 receives
an external sound signal and processes the external sound
signal into electrical sound data. According to some embodi-
ments, the sound input unit 1732 may be a microphone, but
is not limited thereto.

[0286] The sound input unit (microphone) 1732 may
receive sound signals from an external device, a server, or a
user. The sound input unit 1732 may use various noise
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reduction algorithms to remove noises generated during
reception of an external sound signal. Furthermore, the
sound input unit 1732 may be provided as a separate external
device.

[0287] The device described herein may comprise a pro-
cessor, a memory for storing program data and executing it,
a permanent storage unit such as a disk drive, a communi-
cations port for handling communications with external
devices, and user interface devices, including a touch panel,
keys, buttons, etc. When software modules or algorithms are
involved, these software modules may be stored as program
instructions or computer readable codes executable on a
processor on a computer-readable medium. Examples of the
computer readable recording medium include magnetic stor-
age media (e.g., ROM, floppy disks, hard disks, etc.), and
optical recording media (e.g., CD-ROMs, or DVDs). The
computer readable recording medium can also be distributed
over network coupled computer systems so that the com-
puter readable code is stored and executed in a distributed
fashion. This media can be read by the computer, stored in
the memory, and executed by the processor.

[0288] All references, including publications, patent appli-
cations, and patents, cited herein are hereby incorporated by
reference to the same extent as if each reference were
individually and specifically indicated to be incorporated by
reference and were set forth in its entirety herein.

[0289] For the purposes of promoting understanding of the
principles of the invention, reference has been made to the
preferred embodiments illustrated in the drawings, and spe-
cific language has been used to describe these embodiments.
However, no limitation of the scope of the invention is
intended by this specific language, and the invention should
be construed to encompass all embodiments that would
normally occur to one of ordinary skill in the art.

[0290] The present invention may be described in terms of
functional block components and various processing steps.
Such functional blocks may be realized by any number of
hardware and/or software components configured to per-
form the specified functions. For example, the present
invention may employ various integrated circuit (IC) com-
ponents, e.g., memory elements, processing elements, logic
elements, look-up tables, and the like, which may carry out
a variety of functions under the control of one or more
microprocessors or other control devices. Similarly, where
the elements of the present invention are implemented using
software programming or software elements, the invention
may be implemented with any programming or scripting
language such as C, C++, Java, assembler, or the like, with
the various algorithms being implemented with any combi-
nation of data structures, objects, processes, routines or
other programming elements. Functional aspects may be
implemented in algorithms that are executed on one or more
processors. Furthermore, the present invention could
employ any number of conventional techniques for elec-
tronics configuration, signal processing and/or control, data
processing and the like. The words “mechanism”, “ele-
ment”, “means”, and “configuration” are used broadly and
are not limited to mechanical or physical embodiments, but
can include software routines in conjunction with proces-
sors, etc.

[0291] The particular implementations shown and
described herein are illustrative examples of the invention
and are not intended to otherwise limit the scope of the
invention in any way. For the sake of brevity, conventional
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electronics, control systems, software development and
other functional aspects of the systems may not be described
in detail. Furthermore, the connecting lines, or connectors
shown in the various figures presented are intended to
represent exemplary functional relationships and/or physical
or logical couplings between the various elements. It should
be noted that many alternative or additional functional
relationships, physical connections or logical connections
may be present in a practical device. Moreover, no item or
component is essential to the practice of the invention unless
the element is specifically described as “essential” or “criti-
cal”.

[0292] The use of the terms “a” and “an” and “the” and
similar referents in the context of describing the invention
(especially in the context of the following claims) are to be
construed to cover both the singular and the plural. Further-
more, recitation of ranges of values herein are merely
intended to serve as a shorthand method of referring indi-
vidually to each separate value falling within the range,
unless otherwise indicated herein, and each separate value is
incorporated into the specification as if it were individually
recited herein. Also, the steps of all methods described
herein can be performed in any suitable order unless other-
wise indicated herein or otherwise clearly contradicted by
context. The present invention is not limited to the described
order of the steps. The use of any and all examples, or
exemplary language (e.g., “such as™) provided herein, is
intended merely to better illuminate the invention and does
not pose a limitation on the scope of the invention unless
otherwise claimed. Numerous modifications and adaptations
will be readily apparent to one of ordinary skill in the art
without departing from the spirit and scope of the present
invention.

1. An authentication method comprising:

receiving an authentication request;

obtaining authentication data for authenticating a user

from at least one of a plurality of external devices when
the authentication request is received;
obtaining an authentication score based on the obtained
authentication data and reliability information assigned
to a type of the authentication data in advance; and

determining whether additional authentication is neces-
sary based on the obtained authentication score.

2. The method of claim 1, further comprising receiving
information regarding an authentication result from the at
least one of the plurality of external devices,

wherein, in the obtaining of the authentication score, the

authentication score is obtained by using the received
information regarding an authentication result.

3. The method of claim 1, wherein the determining of
whether additional authentication is necessary further com-
prises determining an authentication method for the addi-
tional authentication when the authentication score is less
than or equal to a threshold score.

4. The method of claim 3, wherein the determining of the
authentication method comprises determining at least one
external device to use for the additional authentication, and

the at least one external device is determined based on a

distance to a user, a pre-set preference of the user, a
frequency of using the at least one external device,
reliability information previously assigned to the type
of authentication data obtainable from the at least one
external device, or an input of the user.
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5. The method of claim 3, wherein the determining of the
authentication method comprises determining a type of
authentication data to obtain by using the at least one
external device and an order of obtaining the authentication
data.

6. The method of claim 4, further comprising:

requesting the determined external device for additional

authentication data; and

obtaining the additional authentication data in response to

the request requesting.

7. The method of claim 1, further comprising:

obtaining reference data from the user;

storing the obtained reference data;

determining whether additional reference data is neces-

sary; and

obtaining additional reference data from the user based on

a result of the determining.

8. The method of claim 1, further comprising updating
stored reference data by using the obtained authentication
data.

9. The method of claim 8, wherein the updating com-
prises:

when the authentication score is equal to or greater than

a threshold score, comparing the obtained authentica-
tion data to the stored reference data; and

selectively updating the stored reference data with the

obtained authentication data based on a result of the
comparing.

10. The method of claim 1, wherein the authentication
data comprises recognition pattern information for identify-
ing the user.

11. The method of claim 3, wherein the threshold score is
determined according to at least one of the number of the
received authentication requests, a result of analyzing the

Jul. 5, 2018

authentication data, the number of external devices con-
nected to the authentication device, and a cumulative num-
ber of authentication successes.

12. The method of claim 3, wherein, in the determining of
the authentication method, the authentication method is
determined to request at least one external device for authen-
tication data a predetermined number of times or more when
the obtained authentication score is a predetermined score
less than or equal to the threshold score.

13. An authentication device comprising:

a signal obtaining unit, which receives an authentication

request;

a communication unit configured to obtain authentication
data for authenticating a user from at least one of a
plurality of external devices when the authentication
request is received; and

a processor configured to obtain an authentication score
based on the obtained authentication data and reliability
information previously assigned to a type of the authen-
tication data in advance and determine whether addi-
tional authentication is necessary based on the obtained
authentication score.

14. The device of claim 13, further comprising:

a user input unit configured to obtain reference data from
the user; and

a storage unit configured to store the reference data
obtained from the user, wherein the processor is further
configured to determine whether it is necessary to store
additional reference data.

15. A computer readable recording medium having

recorded thereon a computer program for implementing the
method of claim 1 on a computer.

#* #* #* #* #*

Page 35 of 35





