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(57) ABSTRACT 

Embodiments are directed to providing an identity risk score 
as part of an authentication assertion, applying operating 
heuristics to determine an operating application's validity 
and to providing identity risk scores to requesting third 
parties. In one scenario, an authentication server receives 
from a cloud service portal various user credentials from a 
user. The user credentials identify a user to the authentica­
tion server. The authentication server verifies the user's 
identity using the received credentials and generates an 
identity risk score based on one or more identity factors. The 
identity factors indicate a likelihood that the user is a valid 
user. The authentication server encapsulates the generated 
identity risk score in an authentication assertion and sends 
the authentication assertion that includes the generated iden­
tity risk score to the cloud service portal. 

19 Claims, 5 Drawing Sheets 
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IDENTITY RISK SCORE GENERATION AND 
IMPLEMENTATION 

BACKGROUND 

2 
requestor's identity as one who is authorized to receive 
identity risk scores for the specified cloud service user and 
accesses the requested identity risk score. The computer 
system then sends the requested identity risk score to the 
third party requestor. 

Computers have become highly integrated in the work­
force, in the home, in mobile devices, and many other 
places. Computers can process massive amounts of infor­
mation quickly and efficiently. Software applications 
designed to run on computer systems allow users to perform 
a wide variety of functions including business applications, 
schoolwork, entertainment and more. Software applications 

This Summary is provided to introduce a selection of 
concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 

10 claimed subject matter, nor is it intended to be used as an aid 
in determining the scope of the claimed subject matter. 

Additional features and advantages will be set forth in the 
description which follows, and in part will be apparent to 

are often designed to perform specific tasks, such as word 
processor applications for drafting documents, or email 
programs for sending, receiving and organizing email. 

In some cases, software applications allow access to other 
computer systems. For instance, a web browser may allow 

15 one of ordinary skill in the art from the description, or may 
be learned by the practice of the teachings herein. Features 
and advantages of embodiments of the invention may be 
realized and obtained by means of the instruments and 
combinations particularly pointed out in the appended 

a user to retrieve information from another computer system 
such as a web server. Other applications may allow users to 
access services provided by distributed systems such as 
cloud computer systems. These applications may allow a 
user to log in to a cloud portal and access computing 
resources such as services or virtual machines. The user's 
identity may be validated initially, but it typically not 
validated thereafter. Moreover, once validated, a user's use 25 

of the cloud services or computational resources is not 

20 claims. Features of the embodiments of the present inven­
tion will become more fully apparent from the following 
description and appended claims, or may be learned by the 
practice of the invention as set forth hereinafter. 

heavily monitored. 

BRIEF SUMMARY 

BRIEF DESCRIPTION OF THE DRAWINGS 

To further clarify the above and other advantages and 
features of embodiments of the present invention, a more 
particular description of embodiments of the present inven-

Embodiments described herein are directed to providing 
3o tion will be rendered by reference to the appended drawings. 

an identity risk score as part of an authentication assertion, 
applying operating heuristics to determine an operating 
application's validity and to providing identity risk scores to 
requesting third parties. In one embodiment, an authentica- 35 

tion server receives from a cloud service portal various user 
credentials from a user. The user credentials identify a user 
to the authentication server. The authentication server veri-
fies the user's identity using the received credentials and 
generates an identity risk score based on one or more 40 

identity factors. The identity factors indicate a likelihood 
that the user is a valid user. The authentication server 
encapsulates the generated identity risk score in an authen­
tication assertion and sends the authentication assertion that 
includes the generated identity risk score to the cloud service 45 

portal. 
In another embodiment, a computer system applies oper­

ating heuristics to determine an operating application's 
validity. The computer system accesses various application 
operation heuristics including a generated identity risk score 50 

that is associated with a cloud service user. The identity risk 
score is based on one or more identity factors that indicate 
the likelihood that the user is a valid user. The computer 
system applies the application operation heuristics to an 
application initiated by the cloud service user that is in 55 

operation to determine whether the application is being used 
fraudulently or legitimately. Upon determining that the 
application is being used fraudulently, the computer system 
limits use of the application by a specified amount and upon 
determining that the application is being used legitimately, 60 

permits continued use of the application. 
In yet another embodiment, a computer system provides 

identity risk scores to requesting third parties. The computer 
system receives a request from a third party for an identity 
risk score which is generated based on identity factors that 65 

indicate the likelihood that a specified cloud service user is 
a valid user. The computer system validates the third party 

It is appreciated that these drawings depict only typical 
embodiments of the invention and are therefore not to be 
considered limiting of its scope. The embodiments of the 
invention will be described and explained with additional 
specificity and detail through the use of the accompanying 
drawings in which: 

FIG. 1 illustrates a computer architecture in which 
embodiments of the present invention may operate including 
providing an identity risk score as part of an authentication 
assertion. 

FIG. 2 illustrates a flowchart of an example method for 
providing an identity risk score as part of an authentication 
assertion. 

FIG. 3 illustrates a flowchart of an example method for 
applying operating heuristics to determine an operating 
application's validity. 

FIG. 4 illustrates a flowchart of an example method for 
providing identity risk scores to requesting third parties. 

FIG. 5 illustrates example identity factors usable in pro­
viding an identity risk score. 

DETAILED DESCRIPTION 

Embodiments described herein are directed to providing 
an identity risk score as part of an authentication assertion, 
applying operating heuristics to determine an operating 
application's validity and to providing identity risk scores to 
requesting third parties. In one embodiment, an authentica­
tion server receives from a cloud service portal various user 
credentials from a user. The user credentials identify a user 
to the authentication server. The authentication server veri­
fies the user's identity using the received credentials and 
generates an identity risk score based on one or more 
identity factors. The identity factors indicate a likelihood 
that the user is a valid user. The authentication server 
encapsulates the generated identity risk score in an authen-

Page 8 of 13



US 9,639,678 B2 
3 4 

tication assertion and sends the authentication assertion that electronic devices. When information is transferred or pro-
includes the generated identity risk score to the cloud service vided over a network ( either hardwired, wireless, or a 
portal. combination of hardwired or wireless) to a computer, the 

In another embodiment, a computer system applies aper- computer properly views the connection as a transmission 
ating heuristics to determine an operating application's medium. Transmission media can include a network which 
validity. The computer system accesses various application can be used to carry data or desired program code means in 
operation heuristics including a generated identity risk score the form of computer-executable instructions or in the form 
that is associated with a cloud service user. The identity risk of data structures and which can be accessed by a general 
score is based on one or more identity factors that indicate purpose or special purpose computer. Combinations of the 
the likelihood that the user is a valid user. The computer 10 above should also be included within the scope of computer-
system applies the application operation heuristics to an readable media. 
application initiated by the cloud service user that is in Further, upon reaching various computer system compo-
operation to determine whether the application is being used nents, program code means in the form of computer-execut-
fraudulently or legitimately. Upon determining that the able instructions or data structures can be transferred auto-
application is being used fraudulently, the computer system 15 matically from transmission media to computer storage 
limits use of the application by a specified amount and upon media (or vice versa). For example, computer-executable 
determining that the application is being used legitimately, instructions or data structures received over a network or 
permits continued use of the application. data link can be buffered in RAM within a network interface 

In yet another embodiment, a computer system provides module (e.g., a network interface card or "NIC"), and then 
identity risk scores to requesting third parties. The computer 20 eventually transferred to computer system RAM and/or to 
system receives a request from a third party for an identity less volatile computer storage media at a computer system. 
risk score which is generated based on identity factors that Thus, it should be understood that computer storage media 
indicate the likelihood that a specified cloud service user is can be included in computer system components that also 
a valid user. The computer system validates the third party (or even primarily) utilize transmission media. 
requestor's identity as one who is authorized to receive 25 Computer-executable (or computer-interpretable) instruc-
identity risk scores for the specified cloud service user and tions comprise, for example, instructions which cause a 
accesses the requested identity risk score. The computer general purpose computer, special purpose computer, or 
system then sends the requested identity risk score to the special purpose processing device to perform a certain 
third party requestor. function or group of functions. The computer executable 

The following discussion now refers to a number of 30 instructions may be, for example, binaries, intermediate 
methods and method acts that may be performed. It should format instructions such as assembly language, or even 
be noted, that although the method acts may be discussed in source code. Although the subject matter has been described 
a certain order or illustrated in a flow chart as occurring in in language specific to structural features and/or method-
a particular order, no particular ordering is necessarily ological acts, it is to be understood that the subject matter 
required unless specifically stated, or required because an act 35 defined in the appended claims is not necessarily limited to 
is dependent on another act being completed prior to the act the described features or acts described above. Rather, the 
being performed. described features and acts are disclosed as example forms 

Embodiments described herein may comprise or utilize a of implementing the claims. 
special purpose or general-purpose computer including Those skilled in the art will appreciate that various 
computer hardware, such as, for example, one or more 40 embodiments may be practiced in network computing envi-
processors and system memory, as discussed in greater detail ronments with many types of computer system configura-
below. Embodiments described herein also include physical tions, including personal computers, desktop computers, 
and other computer-readable media for carrying or storing laptop computers, message processors, hand-held devices, 
computer-executable instructions and/or data structures. multi-processor systems, microprocessor-based or program-
Such computer-readable media can be any available media 45 mable consumer electronics, network PCs, minicomputers, 
that can be accessed by a general purpose or special purpose mainframe computers, mobile telephones, PDAs, tablets, 
computer system. Computer-readable media that store com- pagers, routers, switches, and the like. Embodiments 
puter-executable instructions in the form of data are com- described herein may also be practiced in distributed system 
puter storage media. Computer-readable media that carry environments where local and remote computer systems that 
computer-executable instructions are transmission media. 50 are linked ( either by hardwired data links, wireless data 
Thus, by way of example, and not limitation, embodiments links, or by a combination of hardwired and wireless data 
described herein can comprise at least two distinctly differ- links) through a network, each perform tasks ( e.g. cloud 
ent kinds of computer-readable media: computer storage computing, cloud services and the like). In a distributed 
media and transmission media. system environment, program modules may be located in 

Computer storage media includes RAM, ROM, 55 both local and remote memory storage devices. 
EEPROM, CD-ROM, solid state drives (SSDs) that are Additionally or alternatively, the functionally described 
based on RAM, Flash memory, phase-change memory herein can be performed, at least in part, by one or more 
(PCM), or other types of memory, or other optical disk hardware logic components. For example, and without limi-
storage, magnetic disk storage or other magnetic storage tation, illustrative types of hardware logic components that 
devices, or any other medium which can be used to store 60 can be used include Field-progranimable Gate Arrays (FP-
desired program code means in the form of computer- GAs), Program-specific Integrated Circuits (ASICs), Pro-
executable instructions, data or data structures and which gram-specific Standard Products (ASSPs), System-on-a-
can be accessed by a general purpose or special purpose chip systems (SOCs), Complex Programmable Logic 
computer. Devices (CPLDs), and other types of programmable hard-

A "network" is defined as one or more data links and/or 65 ware. 
data switches that enable the transport of electronic data Still further, system architectures described herein can 
between computer systems and/or modules and/or other include a plurality of independent components that each 
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contribute to the functionality of the system as a whole. This 
modularity allows for increased flexibility when approach­
ing issues of platform scalability and, to this end, provides 
a variety of advantages. System complexity and growth can 
be managed more easily through the use of smaller-scale 
parts with limited functional scope. Platform fault tolerance 
is enhanced through the use of these loosely coupled mod­
ules. Individual components can be grown incrementally as 
business needs dictate. Modular development also translates 
to decreased time to market for new functionality. New 10 

functionality can be added or subtracted without impacting 
the core system. 

FIG. 1 illustrates a computer architecture 100 in which the 
principles of the present invention may be employed. Com­
puter architecture 100 includes computer system 101. Com- 15 

puter system 101 may be any type of local or distributed 
computer system, including a cloud computing system. The 
computer system includes various different modules for 
performing a variety of different functions. For instance, the 
communication module 110 of cloud service portal 101 may 20 

be configured to receive and transmit data items such as user 
credentials 106. User 105 may send user credentials 106 to 
the cloud service portal for authentication to that portal. The 
user credentials 106 may be forwarded by the communica­
tion module to an authentication server 135. The identity 25 

verifying module 140 may be configured to verify user 105's 
identity. Once the user is verified, the user may have access 

6 
is used across applications and services. The common user 
identity may be based upon an encoded 128-bit value, and 
may be a durable reference to that identity. This may be 
referred to herein as a "security principal", and the identity 
risk score 113 can be associated with the security principal. 

As various users use the services provided by cloud 
service portal 101, fraud conditions may change over time. 
As the fraud conditions change, the identity risk score can 
updated and stored in a central directory associated with that 
security principal. In this manner, even if the user is cur­
rently logged in, a service can query the central directory 
using various directory application programming interfaces 
(APis) for any updated risk scores. This would allow the 
calling service to evict users even while the users are 
currently authenticated. Thus, fraudulent users may be 
evicted in a quick and efficient manner. 

As mentioned above, the identity risk score may be 
transmitted as a SAML claim. As such, it may be discov­
erable by developers using the cloud service portal's direc­
tory. As one can never absolutely trust an identity ( even if, 
for example, that identity is attested and owned by a large 
multinational corporation), precautions are to be taken with 
every user. For instance, a user's machine may become 
infected with a computer virus. The user may use that same 
machine to log in to the cloud services portal. Then, any 
services used by the user may be privy to the user's updated 
identity risk score. The user's applications may receive a set 
of SAML claims which indicate that the user's account is to some of the services or applications 111 provided by the 

cloud services portal 101. 
In some cases, when a new or existing user ( e.g. 105) 

attempts to login to the cloud service portal 101, the portal 
may already know at least some information about that user. 

considered "risky". Based on this information, the user may 
30 be denied access to his or her applications and an alarm may 

be raised to the user's IT administrators. The IT adminis-

For example, the portal may know whether the user has been 
involved in fraudulent activities, either directly or indirectly. 
For instance, if the user 105 attempts to log in from a 35 

known-bad set of internet protocol (IP) addresses, that user 
may be associated with other users who have used the cloud 
services portal in a fraudulent manner. Alternatively, if the 
user has a history of normal use within predefined param­
eters, the user may be identified as a good user, or even a 40 

very important user. 
For each user that attempts to log in to the cloud services 

portal 101 and/or to the authentication server 135, an iden-
tity risk score may be generated 113 (e.g. by identity risk 
score determining module 145). The identity risk score may 45 

indicate a numerical value corresponding to the level ofrisk 
the user provides to the cloud services portal. For example, 
a user may have a very low identity risk score which, in 
general, means that the user is a good user and has not used 
the portal in a fraudulent manner (e.g. has not attempted to 50 

gain access to processing time or processing cores than the 
user has paid for). If the user has a high identity risk score, 
the user may be more likely to use the portal in a fraudulent 
manner. Such users may be watched more carefully, and, if 
certain thresholds are met, the user's application use may be 55 

throttled. The identity risk score may be based on various 
factors, which will be explained in greater detail below. 

trators may then launch an investigation and determine that 
the user's machine has been compromised. 

Each service may have its own set of policies identifying 
actions to be taken based on certain preset thresholds in the 
identity risk score being met. For example, a score of 80% 
may be risky enough to limit certain key actions on the 
user's account until further proof of ownership can be 
provided. For instance, the user may be required to wait 30 
days (e.g., one full billing cycle) before being pulled out of 
quarantine and granted full rights to use all aspects of the 
service. These concepts will be explained further below with 
regard to methods 200, 300 and 400 of FIGS. 2, 3 and 4, 
respectively. 

In view of the systems and architectures described above, 
methodologies that may be implemented in accordance with 
the disclosed subject matter will be better appreciated with 
reference to the flow charts of FIGS. 2, 3 and 4. For purposes 
of simplicity of explanation, the methodologies are shown 
and described as a series of blocks. However, it should be 
understood and appreciated that the claimed subject matter 
is not limited by the order of the blocks, as some blocks may 
occur in different orders and/or concurrently with other 
blocks from what is depicted and described herein. More­
over, not all illustrated blocks may be required to implement 
the methodologies described hereinafter. 

FIG. 2 illustrates a flowchart of a method 200 for pro­
viding an identity risk score as part of an authentication 
assertion. The method 200 will now be described with 

The generated identity risk score 113 may be sent from the 
authentication server 135 to the cloud services portal 101 as 
part of an authentication assertion 114 or claim. In some 
cases, that claim may be a Security Assertion Markup 
Language (SAML) claim. In these cases, the claims or 
assertions are generated and transmitted in a standards-based 
manner. As such, a service (e.g. 111) may directly consume 

60 frequent reference to the components and data of environ­
ment 100. 

the identity risk score without needing to perform secondary 65 

connections to the authentication server or to another anti­
fraud service. A common user identity may be generated that 

Method 200 includes an act of an authentication server 
receiving from a cloud service portal one or more user 
credentials from a user, the user credentials identifying a 
user to the authentication server (act 210). For example, 
communication module of cloud services portal 101 may 
receive user credentials 106 from user 105. The credentials 
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identify the user to the cloud service portal and/or to the 
authentication server. The authentication server may be a 
separate server or may be incorporated into functionality 
provided by the cloud service portal. The credentials sup­
plied by the user may include a user name, a password, 
biometric information or other type of information that 
would identify the user. 

Method 200 also includes an act of the authentication 
server verifying the user's identity using the received cre­
dentials (act 220). For example, identity verifying module 
140 may verify user 105's identity using the received user 
credentials. The authentication server then generates an 
identity risk score based on one or more identity factors ( act 
230). The identity factors indicate a likelihood that the user 
is a valid user. As shown in embodiment 500 of FIG. 5, the 
identity factors 501 may include the geographic location 
401A from which the user is authenticating (known tech­
niques can be used to determine the user's current approxi­
mate location). If the user is authenticating from a country 
which produces a lot of fraudulent activity, the user may be 
more of a risk. 

Identity factors 401 may also include the user's IP address 
501B. If the user is attempting to authenticate from known­
bad set of IP addresses, the user may be more of a risk for 
fraudulent activity. Still further, the identity factors 501 may 
include the number of ports open 501C by the user's 
services. The cloud service portal 101 may allow the user to 
open various ports for the user's various hosted services. If 

8 
Still further, if the identity risk score is above a specified 

threshold level, and the user is not currently logged in to the 
cloud service portal 101, the user may be prevented from 
logging in to the cloud service portal for a specified amount 
of time. Alternatively, if the identity risk score 113 is below 
a specified threshold level, and the user is currently logged 
in to the cloud service portal, the user may be determined to 
be a good, valuable user, and the level of service provided 
to that user may be increased by the cloud service portal ( e.g. 

10 more processing time, more open ports, more threads, etc.). 
Accordingly, if a user's score is above or below a threshold 
number, the user's account may be limited or increased in 
functionality. This determination may be made while the 

15 user is logged in or while the user is logged out. Moreover, 
this determination may be made periodically at predeter­
mined intervals, or may be made on demand. The user's 
level of service may be dynamically increased or decreased 
accordingly. Penalties may be applied and lifted as the user's 

20 identity risk score is updated based on the identity factors. 
At least in some cases, a customizable policy may be used 
to specify which actions to be taken when predetermined 
thresholds (high or low) are met in the identity risk score. 

FIG. 3 illustrates a flowchart of a method 300 for applying 
25 operating heuristics to determine an operating application's 

validity. The method 300 will now be described with fre­
quent reference to the components and data of environment 
100. 

the user is opening an inordinate number of ports, the user 30 

may be more of a risk for fraudulent use. Likewise with user 
name patterns 501D, user names that include certain strings 

Method 300 includes an act of accessing one or more 
application operation heuristics including a generated iden­
tity risk score that is associated with a cloud service user, the 
identity risk score being based on one or more identity 
factors that indicate the likelihood that the user is a valid 
user (act 310). For example, the cloud service portal 101 

of characters or numbers may often be associated with users 
that are using the portal fraudulently. It will be understood 
that the above are merely examples of identity factors and 35 

that many other factors or combinations of factors may be 
used to determine the degree of risk a user provides. 

may access application operation heuristics 112 which 
include the identity risk score 113 associated with user 105. 
The heuristics may include various use patterns, login pat­
terns, processing patterns, network patterns or other data. 
The application operation heuristics may include at least one 

Method 200 next includes an act of the authentication 
server encapsulating the generated identity risk score in an 
authentication assertion (act 240). Thus, authentication 
server 135 may add identity risk score 113 to authentication 
assertion 114. This authentication assertion may be sent to 
the communication module 110 of the cloud service portal 
101 (act 250). As mentioned above, the authentication 
assertion may be a Security Assertion Markup Language 
(SAML) claim. Such SAML claims may be routinely trans­
ferred between the authentication server and the cloud 
service portal. 

In some embodiments, existing cloud services or appli­
cations 111 (including those currently running and those not 
currently running) may send requests to the authentication 
server 135 for a specified user's identity risk score. The 
identity risk score determining module 145 may generate a 
new identity risk score (if one does not already exist for that 
user) based on the identity factors 146, or may update the 
user's identity risk score 113 based on the identity factors. 
If the identity risk score is above a threshold level, the cloud 
service portal 101 may determine that the user is currently 
logged in to the cloud service portal may (immediately) 
evict the user from the cloud service portal. Because the 
user's risk score high enough (i.e. beyond the specified 
threshold), the user was determined to be a threat and was 
evicted. If the identity risk score is above another specified 
threshold level, and the user currently logged in to the cloud 
service portal, various actions relating to running or man­
aging applications may be prohibiting until the user provides 
further authentication credentials. 

40 of the following: geographic location of the user, a deter­
mination that the user is authenticating from within a 
specified range of IP addresses, and the number of open 
ports currently in use by the user's cloud services. A security 
principal (i.e. a durable user identifier) may be generated for 

45 each cloud service user. The security principal identifies the 
user across multiple cloud services and/or cloud service 
domains. 

Method 300 also includes an act of applying the applica­
tion operation heuristics to an application initiated by the 

50 cloud service user that is in operation to determine whether 
the application is being used fraudulently or legitimately ( act 
320). Accordingly, the cloud service portal may implement 
the use determining module 115 to determine whether one or 
more of the user's services hosted on the portal are being 

55 used fraudulently. Various use patterns including the heu­
ristics listed above may be used to determine whether the 
application is being used fraudulently. If the use determining 
module determines that the application is being used fraudu­
lently, use of that application may be limited by a specified 

60 amount (act 330). For instance, the throttling module 120 
may throttle resources for the application including process­
ing power, network resources, use privileges or other items. 
The resources may be throttled to the extent that the user's 
use is determined to be fraudulent. Accordingly, if the user's 

65 application is definitively determined to be fraudulent, the 
throttling module may block all access to the application 111 
by the user 105. 
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On the other hand, if the use determining module 115 
determines that the application is being used legitimately, 
the user may be permitted continued use of the application 
(act 340). Still further, if the user has an identity risk score 
below a specified threshold level (i.e. the user does not pose 
a substantial risk or poses no risk), the cloud service portal 
may provide an increased level of computing resources to 
the application based on the user's identity risk score. In 
some embodiments, each cloud service user is ranked 
against various other cloud service users according to the 10 

user's associated identity risk score. Thus, each of the cloud 
service portal's users may be ranked in their degree or 
likelihood of risk. In such cases, each user may be provided 
with a commensurate level of services (i.e. those users with 
a high level of risk receive a lower level of service, and those 15 

users with a low level of risk receive a higher level of 
service). Alternatively, each user may receive the same level 
of service unless or until that user's level of risk is high 
enough that throttling is initiated. 

Next, FIG. 4 illustrates a flowchart of a method 400 for 20 

providing identity risk scores to requesting third parties. The 
method 400 will now be described with frequent reference 
to the components and data of environment 100. 

Method 400 includes an act of receiving a request from a 
third party for an identity risk score, the identity risk score 25 

being generated based on one or more identity factors that 
indicate the likelihood that a specified cloud service user is 
a valid user (act 410). For example, third party user 130 may 
send request 131 to the cloud service portal 101 requesting 
an identity risk score for a specified user. The validation 30 

module 125 may validate the third party requestor's identity 
as one who is authorized to receive identity risk scores for 
the specified cloud service user (act 420). The third party 
may want to know the identity risk score for a specified 
individual, for a specified group of individuals, or for 35 

various individuals anonymously. The cloud service portal 
101 may access the requested identity risk score (act 430) 
and send it to the third party requestor (act 440). The identity 
risk score may identify the user(s), or may be sent in an 
anonymized fashion so that individual cloud service users 40 

are not identifiable from the identity risk score. 
Accordingly, methods, systems and computer program 

products are provided which provide an identity risk score as 
part of an authentication assertion. Moreover, methods, 
systems and computer program products are provided which 45 

apply operating heuristics to determine an operating appli­
cation's validity and provide identity risk scores to request-
ing third parties. 

Embodiments described herein may be embodied in other 
specific forms without departing from its spirit or essential 50 

characteristics. The described embodiments are to be con-

10 
access one or more application operation heuristics 

including a generated identity risk score that is 
associated with a cloud service user and that is 
dynamically updated based on one or more detected 
identity factors that indicate a likelihood that the user 
is a valid user; 

apply the application operation heuristics to an appli­
cation initiated by the cloud service user, wherein the 
application determines whether the application is 
being used fraudulently or legitimately by the cloud 
service user, and wherein the application uses the 
identity risk score to determine a level of care the 
application will use to monitor subsequent actions 
performed by the cloud service user; and 

provide a relative service level to the cloud service user 
based on the identity risk score that is dynamically 
updated, wherein the relative service level provided 
to the cloud service user is distinct from the level of 
care that the application uses to monitor the subse­
quent actions performed by the cloud service user, 
wherein the relative service level includes process­
ing time, and wherein providing the relative service 
level includes: 
dynamically reducing the service level for the cloud 

service user when the identity risk score of the 
cloud service user is dynamically updated to be 
above a threshold, and 

dynamically increasing the service level for the 
cloud service user when the identity risk score is 
dynamically updated to be below the threshold. 

2. The computer system of claim 1, wherein the relative 
service level is provided to the cloud service user upon a 
determination being made that the cloud service user has an 
identity risk score that updated to be below the threshold. 

3. The computer system of claim 2, wherein the computer-
executable instructions further cause the computer system to 
provide an increased level of computing resources to the 
application based on the user's identity risk score. 

4. The computer system of claim 1, wherein the computer-
executable instructions further cause the computer system to 
limit use of the application by a specified amount upon 
determining that the updated identity risk score is above the 
threshold. 

5. The computer system of claim 1, wherein the cloud 
service user's identity risk score is reevaluated and updated 
on a customizable periodic basis. 

6. The computer system of claim 1, wherein a security 
principal is generated for the cloud service user, the security 
principal comprising a durable reference to an identity 
across multiple cloud services, the durable reference com-
prising a value corresponding to the identity risk score that 
is updatable. 

7. The computer system of claim 1, wherein the applica-

sidered in all respects only as illustrative and not restrictive. 
The scope of the invention is, therefore, indicated by the 
appended claims rather than by the foregoing description. 
All changes which come within the meaning and range of 
equivalency of the claims are to be embraced within their 
scope. 

I claim: 

55 tion operation heuristics comprise at least one of the fol­
lowing: a determination that the cloud service user is authen­
ticating from within a specified range of IP addresses, a 
number of open ports currently in use by the cloud service 
user's cloud services. 

1. A computer system comprising the following: 60 

one or more processors; 
memory; and 
one or more computer-readable storage media having 

stored thereon computer-executable instructions that 
are executable by the one or more processors to cause 65 

the computer system to create and utilize a risk score by 
causing the computer system to: 

8. One or more hardware storage devices having stored 
thereon computer-executable instructions that are execut­
able by one or more processors of a computer system to 
cause the computer system to create and utilize a risk score 
by causing the computer system to: 

access one or more application operation heuristics 
including a generated identity risk score that is asso­
ciated with a cloud service user and that is dynamically 
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updated based on one or more detected identity factors 
that indicate a likelihood that the user is a valid user 

apply the application operation heuristics to an applica~ 
tion initiated by the cloud service user, wherein the 
application determines whether the application is being 
used fraudulently or legitimately by the cloud service 
user, and wherein the application uses the identity risk 
score to determine a level of care the application will 
use to monitor subsequent actions performed by the 
cloud service user; and 10 

provide a relative service level to the cloud service user 
based on the identity risk score that is dynamically 
updated, wherein the relative service level provided to 
the cloud service user is distinct from the level of care 
that the application uses to monitor the subsequent 
actions performed by the cloud service user, wherein 

15 

the relative service level includes processing time, and 
wherein providing the relative service level includes: 
dynamically reducing the service level for the cloud 20 

service user when the identity risk score of the cloud 
service user is dynamically updated to be above a 
threshold, and 

dynamically increasing the service level for the cloud 
service user when the identity risk score is dynami- 25 
cally updated to be below the threshold. 

9. The one or more hardware storage device of claim 8, 
wherein the computer-executable instructions further cause 
the computer system to obtain the identity risk score from an 
authentication server, wherein the identify risk score is 30 
encapsulated in an authentication assertion from the authen­
tication server. 

10. The one or more hardware storage device of claim 9, 
wherein the authentication assertion comprises a Security 
Assertion Markup Language (SAML) claim. 35 

11. The one or more hardware storage device of claim 9, 
wherein the identity risk score is generated by the authen­
tication server in response to the authentication server 
receiving, from a cloud service portal, one or more user 
credentials from the cloud service user that identify the 40 
cloud service user to the authentication server, and wherein 
the identity risk score is based on identity factors that 
indicate a likelihood that the cloud service user is a valid 
user. 

12. The one or more hardware storage device of claim 11, 45 
wherein the identity factors include at least one or more 
patterns in a user name of the cloud service user. 

12 
currently logged in, prohibit one or more specified actions 
until the cloud service user provides further authentication 
credentials. 

16. !he one or more hardware storage device of claim 13, 
wherem the computer-executable instructions further cause 
the computer system to determine whether the cloud service 
user !s not currently logged in to the cloud service portal, 
and, m response to determining that the cloud service user 
is not currently logged in, prevent the cloud service user 
from logging in to the cloud service portal. 

17. !he one or more hardware storage device of claim 8, 
wherem the computer-executable instructions further cause 
the co~puter system to determine whether the identity risk 
score 1s below a threshold level and, upon determining that 
the cloud service user is currently logged in to the cloud 
service portal, increase a level of service provided to the user 
by the cloud service portal. 

18. A method, implemented by a computing system that 
includes one or more processors, for applying operating 
heuristics to determine an operating application's validity, 
the method comprising: 

accessing one or more application operation heuristics 
including a generated identity risk score that is asso­
ciated with a cloud service user and that is dynamically 
updated based on one or more detected identity factors 
that indicate a likelihood that the user is a valid user 

applying the application operation heuristics to an appli~ 
cation initiated by the cloud service user, wherein the 
application determines whether the application is being 
used fraudulently or legitimately by the cloud service 
user, and wherein the application uses the identity risk 
score to determine a level of care the application will 
use to monitor subsequent actions performed by the 
cloud service user; and 

providing a relative service level to the cloud service user 
based on the identity risk score that is dynamically 
updated, wherein the relative service level provided to 
the cloud service user is distinct from the level of care 
that the application uses to monitor the subsequent 
actions performed by the cloud service user, wherein 
the relative service level includes processing time, and 
wherein providing the relative service level includes: 
dynamically reducing the service level for the cloud 

service user when the identity risk score of the cloud 
service user is dynamically updated to be above a 
threshold, and 

dynamically increasing the service level for the cloud 
service user when the identity risk score is dynami­
cally updated to be below the threshold. 

13. The one or more hardware storage device of claim 8, 
wherein determining whether the application is being used 
fraudulently or legitimately includes the following: 

determining whether the identity risk score is above a 
threshold level. 

19. The method of claim 18, wherein the method further 
50 comprises: 

14. !he one or more hardware storage device of claim 13, 
wherem the computer-executable instructions further cause 
the computer system to determine whether the cloud service 
~ser is currently logged in to the cloud service portal, and, 
m response to determining that the cloud service user is 
currently logged in, evict the cloud service user from the 
cloud service portal. 

55 

15. !he one or more hardware storage device of claim 13, 60 
wherem the computer-executable instructions further cause 
the computer system to determine whether the cloud service 
~ser is currently logged in to the cloud service portal, and, 
m response to determining that the cloud service user is 

upon determining that the application is being used 
fraudulently, dynamically throttling services for the 
application to the extent that the use of the application 
is determined to be fraudulent, the services including at 
least one of processing time, open ports or threads 
provided to the cloud service user; and 

upon determining that the application is being used legiti­
mately, dynamically increasing services for the appli­
cation to the extent that the use of the application is 
determined to be legitimate, the services including at 
least one of processing time, open ports or threads 
provided to the cloud service user. 

* * * * * 
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