






CHAPTER 2 ORACLE DATABASE SECURITY 

SELECT CATALOG ROLE has been granted HS ADMIN SELECT ROLE. All of those will be listed as current roles 
of the session. If you have additional packages or different versions installed on your Oracle Database, 
you may see additional roles related to those packages. 

Create an Application Security User 
We will need a couple more users to develop and demonstrate our security. The first user is our 
Application Security user, appsec. She will own all the structures that make our application security 
work. 

Please take note of the differentiation I am making between Oracle security, which we've delegated 
to security administrator, and application security. The security administrator has been granted a 
number of system privileges so that he can create users and do other tasks in Oracle. The application 
security user, on the other hand, will own a number of procedures and structures that are used for 
application security processes. The application security user will not connect as part of any particular 
application; rather, she will grant access to her logic and data to application users. 

GRANT create session role TO appsec IDENTIFIED BY password; 

Caution Be sure to give a very complex password to this user; she does not have significant privileges in the 
database, but she owns some logic and data that we do not want to expose to corruption. 

Application Security Role 
Our application security user needs to create procedures, functions, Java stored procedures, tables, and 
views. When creating those items, appsec requires the CREATE PROCEDURE, CREATE TABLE, and CREATE VIEW 
system privileges. We will grant those privileges to a role named appsec role, and grant that role to the 
appsec user: 

CREATE ROLE appsec role NOT IDENTIFIED; 
GRANT CREATE PROCEDURE TO appsec role; 
GRANT CREATE TABLE TO appsec role; 
GRANT CREATE VIEW TO appsec role; 
GRANT appsec role TO appsec; 

Non-Default Role 
Our application Security user only requires these privileges (for example, CREATE PROCEDURE) on 
occasion. Our preference would be for her to set her role to appsec role as needed, but currently it is a 
default role. In order to change the behavior for roles created as NOT IDENTIFIED from being default roles 
to be non-default, we need to issue the ALTER USER command. In the following command, we ask Oracle 
to make all the roles granted to appsec user to be DEFAULT except this one we want to exclude: 

ALTER USER appsec DEFAULT ROLE ALL EXCEPT appsec role; 

Hereafter, when a pp sec connects in order to create new structures, she will have to issue one of the 
SET ROLE commands. (Do not execute these commands as secadm user-at this point, they are for 
explanation only.) 

17 



CHAPTER 2 ORAO.E DATABASE SECURfTY 

I 

18 

SET ROLE appsec role; 
SET ROLE ALL; 

The second command listed above wiU set the current session for appsec to enable ALL the roles that 
have been granted to her, both default and non-default. 

Create an Application User 
As an example user for connecting to Oracle to run an application, we will create an applicadon user, 
appusr. For our purposes, appusr is not tied to a single person, but is what Oracle refers to as a "one big 
application user'' model user. In this model, numerous people will use an application, and the 
application will connect all of them to Oracle as our one big app lication user. They do not need 
individual person accounts and passwords for this access. 

GRANT create session role TO appusr IDENTIFIED BY password; 

Caution Be sure to give a very complex password to this user- they can potentially select data and do updates 
to application data. We only want that activity to take place from within the application. I hope you are getting used 
to this warning about passwords and can even anticipate it. 

INDIVIDUAL PERSON ACCOUNTS 

We will have an opportunity to create Oracle user accounts that are specific to individual people: however, 
the administrative requirement for maintaining those users (and granting, validating, and revoking the 
required privileges) is a huge responsibility. I think there are better, less tedious and more secure ways to 
recognize and authorize individual people in the database, and we will look at that in Chapter 8. 

Create the HR View Role 
We are going to begi11 securing access to the data in the Human Resources (HR) Sample Schema. We will 
create a role named hrview role. Through that role we will grant access to the data needed by a variety 
of applications that we plan to build. At the outset, we onlywant folks who are on our internal network 
to access this data, and onJy during our normal office hours of 7 AM to 7 PM. 

To accomplish these constraints, we wilJ create the role and require that it be verified by a 
procedure. Oracle calls this a secure application mle because that is its function - it is a role that gives 
access to application data, but it is seemed by some encoded constraints. This is the same thing we did 
to secure secadm role. 

CREATE ROLE hrview role IDENTIFIED USING appsec .p check hrview access; 
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Verify HR View Role by a Procedure 
Just as we did previously for the secadm role, we will create a procedure to protect access to the 
hrview role. At the end of the procedure, if the CURRENT USER meets the requirements encoded in this 
procedure, we will SET ROLE to the hrview role. 

Create the procedure by executing the code in Listing 2-2 as secadm. Here, we are creating a 
procedure in another schema. Notice the schema name, appsec. prepended on the procedure name. To 
do this requires secadm to have the CREATE ANY PROCEDURE system privilege. 

Listing 2-2. p check hrview access Procedure for Secure App Role 

CREATE OR REPLACE PROCEDURE appsec.p check hrview access 
AUTHID CURRENT USER 
AS 
BEGIN 

END; 
I 

IF( ( SYS CONTEXT( 'USERENV', 'IP ADDRESS' ) LIKE '192.168.%' OR 
SYS CONTEXT( 'USERENV', 'IP ADDRESS' ) = '127.0.0.1' ) 

AND 

) 
THEN 

TO CHAR( SYSDATE, 'HH24' ) BETWEEN 7 AND 18 

EXECUTE IMMEDIATE 'SET ROLE hrview role'; 
END IF; 

Notice that, here again, we have the statement AUTHID CURRENT USER. We are going to execute with 
invoker's rights (IR) instead of the default definer's rights (DR). In this procedure we have encoded two 
tests in the IF statement. And for those sessions that pass both tests, we set the role to hrview role. 

Test for Subnet 
The first test in p check hrview access, shown in Listing 2-2, gets the IP Address of the client from the 
user environment and tests that it begins with the string "192.168." The LIKE syntax indicates that the 
address should consist of the specified characters followed by zero or more characters (the "%" symbol 
is a wildcard). The test assures that the client exists on our internal corporate subnet. ("192.168" is a 
non-routed subnet, and can be used behind firewalls or on test subnets. It is typically the subnet used 
for a home network that attaches to the Internet through a DSL or cable modem.) Your corporate subnet 
is most likely different from this subnet, so modify the code for the procedure before you create it. At the 
command prompt, you can find the IP address and other networking information of your Windows 
workstation by issuing a command: 

C:\>ipconfig /all 

Probably the first two octets (sets of three or fewer digits separated by dots, or sets of eight bits in 
binary) of your workstation's IP address are representative of your corporate subnet. Contact your 
networking support personnel to determine exactly what to use. 

This procedure also allows you to connect to Oracle from the Oracle database server itself. If the IP 
address is 127.0.0.1, the localhost address (that is, the Oracle database server itself), then the procedure 
also succeeds. 
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Test for Normal Business Hours 
The second test in p check hrview access, shown in Listing 2-2, contains the statement TO CHAR 
(SYSDATE, 'HH24') BETWEEN 7 AND 18. Let's take a minute to break this down. SYSDATE is the name for 
the current time and date on the Oracle database. You can SELECT (request) SYSDATE from the server, and 
you can set date values to be equal to SYSDATE when you update data in Oracle. In this case, we are 
requesting SYSDATE and using the TO CHAR function to format just the hour (HH24) portion the date into a 
character string using the 24-hour format. In this format, when it is 7 AM, the TO CHAR function will return 
7; and when it is 7PM, 19. So we check that the hour is BETWEEN 7 and 18 (at 6:59PM, this test will still be 
true; but at 7PM, false.) We have determined that our normal business hours are between 7 AM and 7PM, 
so these tests are valid. 

Caution There is no code here to disconnect the user from Oracle when 7PM arrives. This code only prevents 
further connections from being established after 7PM. 

Permit Application User to Acquire HR View Role 
Every user that needs to get access to the HR data will have to execute the p check hrview access 
procedure to have the hrview role set. It is only the hrview role that has access to the data, and the only 
way to set that role is by executing the procedure. We will grant the EXECUTE privilege for this procedure 
to our application user, appusr. As secadm, execute this: 

GRANT EXECUTE ON appsec.p check hrview access TO appusr; 

We will have to grant EXECUTE on this procedure to all users who need access to the data. 
Alternatively, we could grant the EXECUTE privilege to PUBLIC, but we would only want to do that if every 
user of the database required access to the HR data. Do not grant privileges to PUBLIC without considering 
the implications. 

Audit Changes to Security Administrator Procedures 
We will close out this part of the chapter by establishing some additional auditing. Because we are 
working as SECADM, the default structures for which we define auditing are in the SECADM schema. We will 
audit any change to procedures in our schema, because they are security related. We need to assure that 
any changes have been vetted. 

AUDIT ALTER ANY PROCEDURE BY ACCESS; 

This is actually one of the privileges that is audited by default when the secconf. sql script is run as 
part of the database creation. 

Audit Failed Attempts to Access HR Data 
Our first audit on access to the HR data is really an audit on attempted execution of the 
p check hrview access procedure, which sets the hrview role. We don't want to know when this 
procedure succeeds, but we would like to know when invalid access is attempted, so we use the 
keywords WHENEVER NOT SUCCESSFUL. 
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AUDIT EXECUTE ON appsec.p check hrview access 
BY ACCESS 
WHENEVER NOT SUCCESSFUL; 

Working as the HR Schema User 
For several aspects of the endeavors put forth in this book, we are going to use the HR sample schema 
that can be installed with Oracle Ilg. If you haven't got that schema installed, you will have had 
difficulties in the preceding step that configured auditing on HR schema structures. Please browse to the 
Oracle web site for instructions on how to install the sample schemas after the fact. 

Now, at the installation of Oracle, you also had the opportunity to configure a password for the HR 
user. If the sample schemas exist but the HR user is not configured (or simply to reconfigure the user), 
you can issue the ALTER USER command (as SYS or secadm): 

ALTER USER hr ACCOUNT UNLOCK IDENTIFIED BY password; 

Caution Be sure to give a very complex password to this user; HR owns the data that we are going to attempt 
to protect. 

Connect to Oracle as the HR user: 

CONNECT hr; 

HR has no system privileges outside his own schema, but has been granted the privileges required to 
connect to the database and create a number of structures in his own schema: tables, views, indexes, 
and the like. 

Note You can find a script of the following commands in the file named Chapter2/HR.sql. 

Sensitive Data in the HR Sample Schema 
In the HR sample schema, which can be installed with Oracle Ilg, there is a table named EMPLOYEES. That 
table has a couple columns that we should call "sensitive": SALARY and COMMISSION PCT. We are going to 
make it our goal to grant access to that table without compromising the sensitive data. 

View the contents of the EMPLOYEES table with this command, as HR: 

SELECT* FROM hr.employees; 

Let's pretend that it is our company's goal to publish an online personnel directory (phone book), 
and that this table is the primary source data. We could export just the non-sensitive portions of the data 
for use in the phone book, but it would be much better to grant secure access directly to the primary 
data in this table, rather than replicating the data (assuming our database server will support the 
additional load). 
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Public View of Employees 
The most basic method for granting limited access to a data table is to create a view. A view is like a filter 
that we put on the data table that can show only certain data, reorganize the data, format the data and 
provide data from multiple tables or other views. We will create a view named v employees public that 
only includes the non-sensitive columns of data: 

CREATE OR REPLACE VIEW hr.v employees public 
AS SELECT 

employee id, 
first name, 
last name, 
email, 
phone number, 
hire date, 
job id, 
manager id, 
department id 

FROM hr.employees; 

Test the new view to assure it returns just the data we've requested. We should notice that the 
SALARY and COMMISSION PCT columns are missing: 

SELECT* FROM hr.v employees public; 

Because we have omitted the sensitive columns (SALARY and COMMISSION PCT) from this view, we can 
grant access to this view to the entire company without exposing sensitive data. We could grant it to 
PUBLIC; however, we still feel a bit protective of our data, and we want to be sure access is controlled, so 
we grant access to the view to our secure application role, hrview role rather than to PUBLIC. HR user has 
the privilege to grant access to structures in his own schema: 

GRANT SELECT ON hr.v employees public TO hrview role; 

With this grant we are permitting hrview role to SELECT data from the view. Other common 
privileges one might grant to a view are INSERT, UPDATE and DELETE. We are not granting any of those 
privileges at this time. The hrview role can see but not modify the non-sensitive data through the 
v employees public view. 

Sensitive View of EMPLOYEES 
Now that we have our non-sensitive view configured, it should be obvious how to create a sensitive view 
of all columns of the EMPLOYEES table. As HR, we create a view: 

CREATE OR REPLACE VIEW hr.v employees sensitive 
AS SELECT* 
FROM hr.employees; 

The asterisk (*) represents all columns, and this view selects all the data from all the columns. Test 
that this view returns all the data from the EMPLOYEES table: 

SELECT* FROM hr.v employees sensitive; 

This view might be useful at some point in the application-for instance, when we want to let 
certain financial analysts count how many people earn a certain salary in preparation for annual raises. 
We might also want to use this view for a financial application that we want to grant UPDATE access for 
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giving out those raises. It would also be useful to have this view to allow Human Resources to INSERT and 
DELETE folks from the database as they are hired and terminated. 

However, given the sensitivity of the data (how much money you and I or our managers earn), we 
are not going to grant access to this view at all. Later, we are going to provide access to this data through 
much more heavily guarded and encrypted channels. 

Our first audit statement on HR data was given previously in the section "Audit Failed Attempts to 
Access HR Data." Our second audit statement for HR data follows. With it, we intend to audit any direct 
access to the sensitive view of the EMPLOYEES table. Later, we will look at auditing the selection of just 
those fields that we consider to be sensitive, no matter what view or table they are selected from. 

AUDIT SELECT ON hr.v employees sensitive BY ACCESS; 

Test Application User Access 
To test our security, we need to try things that we believe should not work (because of our security 
measures) as well as the things that we permitted to succeed. To do this, you will need to connect to 
Oracle as appusr user: 

CONNECT appusr; 

Note You can find a script of the following commands in the file named Chapter2/AppUsr.sql. 

The next three commands, we believe, will fail because the appusr user has not been directly granted 
access to anything in the HR schema. He only has his default roles, which also do not have access. We 
should see an error message that those tables or views don't exist. 

SELECT* FROM hr.employees; 
SELECT* FROM hr.v employees sensitive; 
SELECT* FROM hr.v employees public; 

Now we will execute the procedure that will check our validity, and then set role to hrview role. 
This should succeed ifwe are on our corporate subnet (or on the Oracle Database server, itself) and it is 
between 7 AM and 7PM: 

EXEC appsec.p check hrview access; 

Then we will test our access to the EMPLOYEES structures in the HR schema. We do not expect the first 
two commands to work; again we should see an error message that those structures don't exist. The 
hrview role does not give access to the sensitive data: 

SELECT* FROM hr.employees; 
SELECT* FROM hr.v employees sensitive; 

On this last command, we should see the data from the EMPLOYEES table; however, we note that there 
are two columns missing from the data: SALARY and COMMISSION PCT. 

SELECT* FROM hr.v employees public; 
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