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connect through the application user associated with the secure application role. If they have access to
the data, do we really want to be bothered with controlling how they get there? Idon’t think so.

If two applications see different data, then they should have different application IDs and different
application users and roles.

Call to Get Application Connections

The first time we call getAppConnections() from a specific application there will be no list of connection
strings stored in Oracle database for us to retrieve. That is almost an ancillary concern, because we will
be turned back earlier in the process when a two-factor code is generated and sent to us.

So, even the second time we call getAppConnections(), we will get a null in return from Oracle, and
we will set our list of connection strings to a new, empty HashMap. This will be the case until we have
called putAppConnections() for this application. However, we can use the application in this state by
pushing connection strings into the list for our own, local use as shown in Listing 10-50.

Listing 10-50. Test Call to getAppConnections() and Put Connections in Local List

getAppConnections();

// Go no further until we have a two-factor Auth Code

if( twoFactorAuth == null || twoFactorAuth.equals( "" ) ) return;
System.out.println( "connsHash.size = " + connsHash.size() );

putAppConnString( "Orcl", "hr",

"password”, "localhost", String.valueOf( 1521 ) );
putAppConnString( "Orcl", "appusr",

"password”, "localhost", String.valueOf( 1521 ) );

Send List of Connection Strings to Oracle Database for Storage

Storing our list of connection strings in Oracle database is a task we will only need to do periodically, as
we change our application passwords. We will do it here in Listing 10-51 to save the initial set of
connection strings (from Listing 10-50) with a call to putAppConnections().

Listing 10-51. Send Connection String List to Oracle

putAppConnections();

Get a Unique Connection for Use in This Application

If we did not call getAppConnections() previously, it will be called automatically when we call
getAppAuthConn() (see Listing 10-52). This would be our instruction to application developers who want
to use our security structures—just call getAppAuthConn(). Note that by getting this application-specific
connection, we will no longer be able to use the original appver connection to do putAppConnections().

Listing 10-52. Get and Use a Specific Oracle Connection for This Application

getAppAuthConn( "orcl", "appusr" );

mStmt = conn.createStatement();

rSet = mStmt.executeQuery( "SELECT SYSDATE FROM DUAL" );
if ( rSet.next() )
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System.out.println( rSet.getString( 1) );

Notice that the key values we use to select a specific application connection are the instance name
and the user name. These are two of the same values we provided when we called putAppConnString().
Once we get the connection, we can use it to query Oracle database.

Use or Lose Initial Application Verification Connection

Both getAppConnections() and putAppConnections() do their work using an appver user connection. This
is an important point. In establishing the appver connection, we have exchanged encryption keys that
are specific for that connection. We will retain sufficient vestiges of those keys in order to continue to
decrypt the connection strings in connsHash; however, once we have connected to a different Oracle user
for this specific application and exchanged keys for that connection, we will no longer be able to call
putAppConnections() using the previous appver connection. In other words, we need to run
putAppConnections() before using any of the connections returned by getAppConnections().

We make another call to putAppConnections() in our test code, and it will fail because we already
built and used an application connection. The connection to Oracle database as appver user is no longer
available—we only retained the decryption keys associated with that session.

Get an Application Connection and the Associated Secure
Application Role

After we get an application connection from our call to getAppAuthConn(), we want to get the secure
application role associated with this application. Instead of calling p check hrview access to get that
specific application role, we call our generic p check role access procedure, which grants us the secure
application role that is associated with our application ID. In Listing 10-53, notice that we pass the
application ID as parameter number 1.

Listing 10-53. Get and Application Connection and Set the Application Role

int errNo;

String errMsg;

getAppAuthConn( "orcl", "appusr" );

stmt = ( OracleCallableStatement )conn.prepareCall(
"CALL appsec.p_check_role_access(?,?,?)" );
stmt.registerOutParameter( 2, OracleTypes.NUMBER );
stmt.registerOutParameter( 3, OracleTypes.VARCHAR );
stmt.setString( 1, OraclelavaSecure.applicationID );
stmt.setInt( 2, 0);
stmt.setNull( 3, OracleTypes.VARCHAR );

stmt.executeUpdate();

errNo = stmt.getInt( 2 );

errMsg = stmt.getString( 3 );

System.out.println( "DistribCd =

if( errNo !'= 0 ) {
System.out.println( "Oracle error 1)

} else if( twoFactorAuth.equals( "" ) ) {
System.out.println( "Call again with two-factor code parameter" );

} else {
if( null != stmt ) stmt.close();

+ errMsg );

+ errNo + ", " + errMsg );



CHAPTER 10 = APPLICATION AUTHORIZATION

System.out.println( "Oracle success 1)" );

In our call to p_check_role_access, we do not have to test whether the two-factor authentication
code exists, though we do it here out of habit. You will recall that we are only doing two-factor
authentication in the initial application verification connection, not in each specific application
connection. We removed two-factor authentication from p check role access and added it to our
application verification procedure to get the list of connection strings for an application,

p get app conns.

Rehashing the security chain to this point; the user must be granted proxy connect through the
application user account, and by extension, was granted access through the secure application role
associated with this application connection.

Get Encrypted Data with the Application Connection

The full demonstration of our application authentication is provided when we get encrypted data from
our application connection as shown in Listing 10-54.

Listing 10-54. Test Getting Encrypted Data from Oracle

String locModulus = OracleJavaSecure.getLocRSAPubMod();
String locExponent = OracleJavaSecure.getLocRSAPubExp();

stmt = ( OracleCallableStatement )conn.prepareCall(
"CALL hr.hr sec pkg.p select employees sensitive(?,?,?,?,2,2,2,2,2)" );

OracleJavaSecure.closeConnection();

We have seen this procedure call before, multiple times. The only difference here is that we are
using a connection that we got from our application verification list

Add More Application Connection Strings

A developer may have some call to use connections in her application that are not stored in the
connsHash list that has been stored in Oracle Database. Those application strings can be added to the
local application connections list by calling putAppConnString(). This call can even overwrite existing
connection strings coming from the Oracle Database store (table), perhaps for testing against a new
Oracle instance or a development or acceptance instance:

putAppConnString( "Orcl", "appusr",
"password", "localhost", String.valueOf( 1521 ), true );

If a subsequent call to putAppConnections() is not made, then the modified connection strings list is
not stored in Oracle, and they are only seen by and used by the local client application. The plan is to call
putAppConnections() once, to store the strings in the Oracle database, and from then on, to remove the
connection strings from the application and use only what is stored in the database. We will avoid
putting our connection strings into the application at all, and will make that process easy with the
administrative interface we build in Chapter 12.
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Testing a Second Application

Reflect for a moment on what we have done so far in the previous tests. We have an inner class in the
OracleJavaSecure class that implements RevLvlClassIntfc, and we pass that to Oracle database for
application validation. How does the Oracle JVM handle that inner class? Is it on the CLASSPATH or
otherwise known to the Oracle JVM?

In this specific case, we actually loaded the class to Oracle Database when we loaded the outer class,
OracleJavaSecure. If you have a SQL client application that lets you browse structures in Oracle, you can
see the orajavsec.Oracle]JavaSecure.InnerRevLvIClass listed in the database. You can also execute this
query to see it:

SELECT * FROM SYS.ALL OBJECTS
WHERE OBJECT TYPE = 'JAVA CLASS'
AND OWNER = "APPSEC';

Unfortunately, occasionally the object name will have been modified by Oracle, and you may see
something like “/fddfb98e_OracleJavaSecurelnne”. In addition to the expected inner class, for
OracleJavaSecure you may also see an inner class named OracleJavaSecure$1—a class that represents
our use of reflection to generate a heretofore unknown class.

This is probably the only application inner class for verification whose outer class is loaded into
Oracle, so we have to ask, “how will Oracle database instantiate classes from other applications?”

Objects We Have Never Seen

I have repeatedly said that the application will hand us its inner class, which we will validate in order to
authorize an application. I have made it sound like the Oracle JVM is able to create the class and object
out of thin air using only the class bytes that we are providing from the application, or those stored in
Oracle Database for this application. However, that is not really the case.

[ am not saying that it is not possible to generate classes and objects based just on a byte array—it
certainly should be possible by defining a BytesClassLoader class, based on a URLClassLoader that takes a
byte array rather than a URL directory or jar file. However we will be taking the easy way out.

There are two reasons for taking the easy way out: to avoid the security issues raised by an alternate
ClassLoader, and because an easy solution exists.

Our approach bears some resemblance to remote method invocation (RMI). In RMI, a local stub
class exists that represents the remote object. In RMI, the local stub class and the RMIClassLoader handle
calls to the actual methods that are running remotely, on the RMI server. That is not what we will be
doing.

I say that our approach bears resemblance to RMI because we will have a representation of the
application inner class pre-loaded in the Oracle JVM. The class in the Oracle JVM needs to bear strong
resemblance to the class that will be passed to us from the client application, but doesn’t need to match
exactly. In particular, we are going to instantiate client classes with, potentially, different revision labels.

Place Stub Class on Oracle

Here is where and why we can enforce at least a partial code review for every application that intends to
use our security structures. This will be a good thing, since you are the expert now, having reviewed all
the secure programming concepts discussed in Chapters 2 and 3.

We need to distill the inner class that will be used to validate each application down to its essential
structure. This includes the outer, containing class structure. We are going to load just those essentials
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into Oracle database to serve as a stub on which to realize classes and objects of this type in Oracle
database.

Take a moment to compare the original inner class, in situ with the stub for our second application,
testojs/TestOracleJavaSecure.

Note Compare the files named Chapter10/ testojs/TestOracleJavaSecure.java (the original) and
TestOracleJavaSecure.sql (the stub).

Looking at certain aspects of our stub, I'd like to point out what’s required. First in Listing 10-55,
notice the package name, testojs. We are going to require that application inner classes exist in a
package, in order to assure that applications may even name their inner classes the same, but have
unique names based on the package prefix. Second notice the outer, containing class definition for
TestOracleJavaSecure. This outer class definition needs to match exactly what we see in the original
code. The inner class is named AnyNameWeWant.

Listing 10-55. Stub Class for Second Test Application

CREATE OR REPLACE AND RESOLVE JAVA SOURCE NAMED appsec."testojs/TestOracleJavaSecure" AS
package testojs;

import java.io.Serializable;

import orajavsec.RevlLvlClassIntfc;

public class TestOracleJavaSecure {

public static class AnyNamelWleWant
implements Serializable, RevLvlClassIntfc

{
private static final long serialVersionUID = 2011013100L;
private String innerClassRevLvl = "20110131a";
public String getRevLvl() {
return innerClassRevlvl;
}
}

The definition of the inner class itself should be exactly the same as in the original code, with the
exception of the innerClassRevLvl string (whether you've defined it in the class or in the getRevLv1()
method). Note that in all cases, the public and private modifiers should be maintained. We want the
inner class to be declared as static so that we are dealing with a single object rather than potentially
multiple instances.

In addition to being in a package, the inner class needs to be declared public so that the
OracleJavaSecure class can generate the object, even though it’s in a different package. The containing,
outer class should also be public for this reason.

There is a lot of flexibility in placement of the inner class within the containing class. First of all, the
containing class need not be a top level class for the application—it can be an ancillary class. In this way,
a diligent programmer may withhold sensitive code from perusal by the application security personnel
who will be generating the stub.
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There is another reason why we may want our application inner class in an ancillary outer class.
There is some concern because inner classes have access to the private members of their outer,
containing classes. So having the application inner class in an ancillary outer class would be potentially
less sensitive than having the inner class in the core application class.

The inner class can also be placed inside a method, instead of in the main class body. Generally,
inner classes that are defined within methods are given a “$1” style marker in the middle of their class
name. You can see that when examining the compiled class names.

Get Application Authentication Connection and Role

We should always be on the lookout to make using security easier for developers. With that in mind, we
are going to combine into a single step, what had previously been a couple steps that asked our
developers to implement separately. Up to this point we have asked our developers to, at a minimum,
set their application context, then get an application connection and finally call Oracle Database to set
their secure application role. We are still going to have the developers set their application context, but
we are going to combine the request for an application connection with the request to get the secure
application role. We will do this with a new method, getAAConnRole() shown in Listing 10-56.

When we call getAAConnRole(), we will have an OracleConnection returned to us, and the
connection will already have the secure application role set. This new method takes the same arguments
that we were providing to the getAppAuthConn() method.

Listing 10-56. Get Application Authentication Connection and Role, getAAConnRole()

public static OracleConnection getAAConnRole( String instance, String userName ) {
OracleConnection mConn = null;
OracleCallableStatement stmt = null;
try {
mConn = getAppAuthConn( instance, userName );
// If mConn is null, probably did not send twoFactorAuth
if( null == mConn ) return mConn;
int errNo;
String errMsg;
stmt = ( OracleCallableStatement )mConn.prepareCall(
"CALL appsec.p_check_role_access(?,?,?)" );
stmt.registerOutParameter( 2, OracleTypes.NUMBER );
stmt.registerOutParameter( 3, OracleTypes.VARCHAR );
stmt.setString( 1, applicationID );
stmt.setInt( 2, 0);
stmt.setNull( 3, OracleTypes.VARCHAR );
stmt.executeUpdate();
errNo = stmt.getInt( 2 );
errMsg = stmt.getString( 3 );
//System.out.println( "DistribCd = " + errMsg );
if( erxNo != 0 ) {
System.out.println( "Oracle error 1)
} else if( twoFactorAuth.equals( "" ) ) {
System.out.println( "Call again with two-factor code parameter" );

+ errNo + ", " + errMsg );

} catch ( Exception x ) {
x.printStackTrace();
} finally {
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