











CHAPTER 10 = APPLICATION AUTHORIZATION

we do not need to deal with client-side application authentication. However, even in that case, you may
still want to have application authentication for server applications in order to restrict Oracle connection
strings to specific applications.

User for Application Authorization

We need a doorkeeper. He will be our bouncer, rejecting the riff-raff and troublemakers. We will call him
our application verification, appver user. In this analogy, the applications (not people) are our clients.
Some applications are permitted because they have pre-registered and present their identities and
submit to and pass identity checks.

In addition to guarding the entrance, appver provides every successful entrant with the keys needed
to enter the inner doors where they are allowed to go. Again in our analogy, the keys are Oracle
connection strings that have user ids and passwords to connect to Oracle database. These are not
personal users and passwords, but application passwords, permitting secure application roles with
access to application data.

Like a doorkeeper, appver is available to all and has sufficient information to grant passage and
direction. He also has sufficient power to prevent passage, as needed.

A New Profile with Limits and Unlimited

Normally, we would limit user accounts for security, but in setting up our application authorization, we
are going to need some flexibility. We will assign the limits and permissions for this account through a
unique profile, appver prof, shown in Listing 10-11.

Listing 10-11. Profile for Application Authorization

CREATE PROFILE appver prof LIMIT
CONNECT TIME 1
IDLE TIME 1
SESSIONS PER USER UNLIMITED
PASSWORD LIFE TIME UNLIMITED
FAILED LOGIN ATTEMPTS UNLIMITED;

Note You can find this script in the file named Chapter10/SecAdm.sql.

Contrary to our ordinary standards, our application verification, appver user, will have a password
that will never expire. We will also allow this user to type in the wrong password an unlimited number of
times without locking it out (keeping it from further login attempts, even with the correct password).
And, we will allow this account an unlimited number of concurrent sessions.

I know that all sounds backwards from security, but we have the potential of hundreds of persons
attempting to access applications, verified by this user. We need to tightly control when this password
expires—we will periodically, manually reset the password—some file distribution will probably be
required to the clients. However, we don’t want it to expire automatically. Also, we do not know how
many people will concurrently want to authorize for applications, hence the unlimited sessions. Perhaps
down the road, once we have some history, we will know what the correct number of sessions is.
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Sure we can say unlimited sessions, but in reality there is a limit. The hard limit is the number of
processes that the Database was created to service. The default number of processes is 150. Looking
ahead, when we create a dedicated database for application authentication in Chapter 11, we will bump
the number of processes up to 500.

The unlimited failed login attempts are a bit harder to justify, because it gives a hacker a wide open
door to use brute-force attack to guess the password. The alternative, however, is the potential for a slew
of broken applications. If a hacker, or errant application, made several attempts to log in with the wrong
password and locked out the user, all our applications that depend on this user for authorization would
fail until the account was reset.

We are going to limit this account as much as possible. There will be only a few privileges we will
give it. It will need to pass SSO, two-factor authentication, encryption, and application authorization—
the reason for its existence. A couple of the limits we will set for this user will be set through parameters
in the appver prof profile. We will only allow this account a one minute connect time, and one minute of
idle time (the minimums).

Application Verification User

It’s time to create our application verification user, which we will name appver. Listing 10-12 shows the
commands to create the appver user. We assign a password to this user, but for now, we are treating it
more like a line of code or an address. It gets people to the workplace, but doesn’t do any work, itself. For
now, this password will be hard-coded into the OracleJavaSecure class, on the client. In Chapter 11, we
will obfuscate and encrypt the password. In any case, please assign a complex password to appver.

Listing 10-12. Create Application Verification User

CREATE USER appver
IDENTIFIED BY password
QUOTA O ON SYSTEM
PROFILE appver prof;

GRANT create session role TO appver;

Notice that we assigned the appver prof profile to appver. We also give appver no space, 0 QUOTA
for storage. Finally, we grant the create session role to appver so that he can connect to Oracle
database.

The Application Verification Logon Trigger

We are going to create a logon trigger for the appver account. We have already seen database triggers, but
this one is different—it defines an action we will have Oracle database take whenever a user logs onto
the appver schema. Listing 10-13 shows that our logon trigger simply calls a procedure, p appver logon.

Listing 10-13. Logon Trigger for Application Verification

CREATE OR REPLACE TRIGGER secadm.t screen appver access AFTER LOGON ON appver.SCHEMA
BEGIN
appsec.p_appver_logon;
END;
/
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Application Verification Logon Procedure

The procedure for our appver logon trigger, p appver logon is shown in Listing 10-14. It would have been
nice if we could have done a complete SSO check during the logon trigger, but alas, the proxy session
and the CLIENT IDENTIFIER settingin the USERENV are not available at logon time. However, we can still
assure that the session user is appver (who else could it be?), and that our IP Address is acceptable. We
also call a function, f is user to assure that the os user is also a database user. That may be the most
significant test since it is also what we will assure for our proxy login.

Listing 10-14. Application Verification Logon Procedure

CREATE OR REPLACE PROCEDURE appsec.p appver logon
AUTHID CURRENT USER
AS
just os user VARCHAR2(40);
backslash place NUMBER;
BEGIN
just os user := UPPER( SYS CONTEXT( 'USERENV', 'OS USER' ) );
backslash place := INSTR( just os user, '\', -1 );
IF( backslash place » 0 )
THEN
just os user := SUBSTR( just os user, backslash place + 1 );
END IF;
-- For logon trigger - limited $SO, no PROXY USER and no CLIENT IDENTIFIER
IF( SYS CONTEXT( 'USERENV', 'SESSION USER' ) = 'APPVER'
AND( SYS CONTEXT( 'USERENV', 'IP ADDRESS' ) LIKE '192.168.%" OR
SYS CONTEXT( 'USERENV', 'IP ADDRESS' ) = '127.0.0.1" )
-- Requirements must be applicable to all applications - time may not be
--AND TO CHAR( SYSDATE, 'HH24' ) BETWEEN 7 AND 18
-- Assure that 0S USER is a database user
AND(' appsec only pkg.f_is_user( just_os_user ) = 'Y' ) )
THEN
app sec pkg.p log error( 0, 'Success APPVER logon, ' || just os user );
ELSE
app sec pkg.p log error( 0, 'Problem getting APPVER logon, ' || just os user );
--just_os_user := sys.f_get_off;
-- This causes logon trigger to fail -- so not connected to Oracle
RAISE_APPLICATION_ERROR(-20003, 'You are not allowed to connect to the database');
END IF;
END p appver logon;
/

We run this logon trigger procedure as AUTHID CURRENT USER; that is with invoker’s rights. That’s the
only way we can accurately gauge the user’s identity—similar to the way it is for secure application role
procedures. So, we need to grant execute on this procedure to PUBLIC:

GRANT EXECUTE ON appsec.p appver logon TO PUBLIC;

Get Off Function

There is always a longing to have complete control. It would be wonderful to be able to spot a problem in
our logon trigger and immediately kill the session. Do you see the commented line saying just os user
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:= sys.f get off in our logon trigger procedure, p appver logon, Listing 10-142? It is a nice idea that
won’t work. The f get off function shown in Listing 10-15 could accomplish the task for us; however,
Oracle Database does not allow us to kill the current session.

Listing 10-15. Non-functional Kill Switch, [ get_off

CREATE OR REPLACE FUNCTION sys.f get off
RETURN VARCHAR2
AS
PRAGMA AUTONOMOUS TRANSACTION;
p sid v$session.SIDXTYPE;
p serial v$session.serial#%TYPE;
BEGIN
p sid := SYS CONTEXT( 'USERENV', 'SID' );
SELECT serial# INTO p serial
FROM v$session
WHERE sid = p sid;
EXECUTE IMMEDIATE 'ALTER SYSTEM KILL SESSION """ ||
psid [[ *," [[ p serial [[ '*"";
RETURN 'OFF';
END f get off;

GRANT EXECUTE ON sys.f get off TO appsec;

Note You can find Listing 10-15’s function in the file named Chapter10/Sys.sql.

The heart of the function is in the EXECUTE IMMEDIATE command. An alternative along these lines
that would work would be if we inserted the SID and SERIAL# to be killed into a table. Then using an
independent, scheduled task, read the table and kill the sessions, then delete the records from the table.

Anyway, manhandling in the most direct way is not going to work. Just as well, because our call in
p appver logon to RAISE APPLICATION ERROR does the same thing. Because we are in a logon trigger,
when we raise an exception, the logon fails.

Function to Find Database User

There is a function that we have, for use in the appver logon trigger procedure, f is user, which tests
whether the OS user is also a database user. This is an important test, because it enforces a portion of
our SSO requirements—if we haven’t created an Oracle user with the same name as this person’s
operating system user name, then he cannot use our applications. This function, Listing 10-16, will be
added to the package, appsec only pkg.
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Listing 10-16. Function to Find Database User

FUNCTION f is user( just os user VARCHAR2 )
RETURN VARCHAR2
AS
return char VARCHAR2(1) := 'N';
v count INTEGER;
BEGIN
SELECT COUNT(*) INTO v count
FROM sys.all_users
WHERE username = just os user;
IF v count > 0 THEN
return char := 'Y';
END IF;
RETURN return char;
END f is user;

Note Return to file Chapter10/SecAdm.sql for reference in this discussion.

Notice from where we get the indicator that the user is an Oracle user. We read from the Oracle data
dictionary view, SYS.ALL USERS. That view is granted select to PUBLIC. I believe this is a bit of a security
problem. If a hacker gets access to any Oracle user account, he can read the ALL USERS view and get a list
of all the user names he might try to access. There are other views of the data dictionary that are likewise
granted for select by PUBLIC, which I believe oversteps security. Another particular view is
SYS.ALL SOURCE, which lists the entire body of every stored procedure in every schema, and other code to
which a user is granted execute. Letting a hacker see our code (whether he’s a legitimate but rogue user
or an infiltrator) is inviting further compromise.

When we create a dedicated database for application authentication in Chapter 11, we will revoke
select by PUBLIC for these particularly sensitive views. There are a few additional views that we will also
remove from PUBLIC access.

Proxy Through Application Verification and Other Proxies

Finally, with regard to our application verification user, we need to permit every user to proxy through
appver. Our logon trigger will not see the proxy, but when we execute the procedure to get the secure
application role related to the current application, we will use our proxy test as part of SSO. For example:

ALTER USER osuser GRANT CONNECT THROUGH appver;

Do not forget to create an Oracle user for every OS user that you want to give access to your
applications. And grant that each user may proxy through appver. Also for each OS user, grant that her
account may proxy through the role associated with the specific application.

For example, to give an OS user named “coffin” access to the hrview application, you'd need to
execute these commands:

CREATE USER coffin IDENTIFIED EXTERNALLY;
GRANT CREATE SESSION ROLE TO coffin;

225



CHAPTER 10 = APPLICATION AUTHORIZATION

226

ALTER USER coffin GRANT CONNECT THROUGH APPVER;
-- APPUSR 1is the account that gets access to HRVIEW ROLE
ALTER USER coffin GRANT CONNECT THROUGH APPUSR;

Additionally, for user coffin to pass two-factor authentication, he will need entries in both
HR.EMPLOYEES and HR.emp mobile nos.

Auditing Application Verification

It would be nice to know everything that the appver user does—there should only be a select number of
statements he makes. However, we anticipate he will get called many, many times, and we do not want
to audit all the legitimate calls he makes. The first clue that appver is doing something unofficial will
probably be when he tries to select data. So we will use the audit log, by the uncommented commands in
Listing 10-17 to watch for that.

Listing 10-1., Auditing Application Verification

--AUDIT ALL STATEMENTS BY appver BY ACCESS; -- WHENEVER SUCCESSFUL;
AUDIT SELECT TABLE BY appver BY ACCESS;

AUDIT EXECUTE PROCEDURE
BY appver
BY ACCESS
WHENEVER NOT SUCCESSFUL;

Also, we might catch some application errors and attempted abuse by auditing when appver fails to
execute procedures. So we audit when those calls are NOT SUCCESSFUL. We wouldn’t want to audit
successful procedure calls, because we know he will be calling procedures, and we hope he succeeds.

Structures for Application Authorization

We discussed one of the tasks that appver accomplishes—comparing an inner class object provided by
the application with one that has been registered. Registration occurs when the inner class gets inserted
on first sight (when there is no existing registry entry for the application). That’s right: the first time you
(a new application) show up, we write your name in the guest book and save the inner class you
provided. Your application had to leap several obstacles to get this far, and we give you credit for that.
However, at this point, it’s not much more than a mug shot.

Your application has to come back with the same identity in order to register your connection
strings. You also have to show up with the same identity from now on to get those connection strings
returned to your application.

More Space for Application Security

Because we are committing to store a couple objects per application that use these services, we should
give a bit more space to the appsec schema to use for storage. Execute this ALTER USER command to
accomplish that:

-- Increase quota to hold app verification data
ALTER USER appsec DEFAULT TABLESPACE USERS QUOTA 10M ON USERS;



CHAPTER 10 = APPLICATION AUTHORIZATION

Application Connection Registry Table

We will create a table (see Listing 10-18) to hold the object each application provides, as a RAW data type.
It needs to be less than 2K to be stored as a RANW, so developers shouldn’t expand on the template class
that we provide to them. Along with each object, we will store a binary large object (BLOB) data type that
holds a list of the associated connection strings.

It is difficult to index and select on RAW or BLOB types, as you might imagine. So we are going to index
on the class name and class version as VARCHAR2 data types. These identifiers can be garnered from the
object, so we never pass them: passing the object is sufficient for us to find out who the application is
claiming to be.

Setting the table of Oracle connection strings (the BLOB) is not a one-time occurrence; they can be
updated. So we include an update dt column in our table to keep track of that. We use the empty_blob()
directive to allocate a BLOB locator address by default, pointing at no particular BLOB, but an address
nonetheless—not a null.

Listing 10-18. Application Connection Registry Table

CREATE TABLE appsec.t app conn registry

(
class name VARCHAR2(2000) NOT NULL,
class version  VARCHAR2(200) NOT NULL,
class instance RAW(2000),
update dt DATE DEFAULT SYSDATE,
connections BLOB DEFAULT EMPTY BLOB()
);

Note You can find this script in the file named Chapter10/AppSec.sql.

We create an index and primary key on class name and class version, not shown. We also create a
view of this table for regular reference.

A Set of Connection Strings for an Application

On the client side, we are going to handle our table of connection strings as a HashMap, which we will call
connsHash. You must assure that it is marked private so only the OracleJavaSecure class can see it. Here
is the declaration:

private static HashMap<String, RAW> connsHash = null;

We will have exchanged keys with the Oracle database, so we can receive this table of connection
strings encrypted with the shared password key. We will only decrypt them as needed, creating a
connection and then freeing the connection string for garbage collection (retaining no class member
reference to it.) Note that until the garbage collector runs (automatically, self-scheduling), the clear-text
connection string will be in the machine memory, but not easily retrieved, even with a debugger.

A HashMap is a Collection class that has a key and value relationship. It is like a two-column table
with unique keys and associated values. Both the keys and values are Java objects, not primitives. In this
case, our keys are Strings, and our values are RAWs. Specifically, our RAW values are the encrypted form of
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