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In block 808, the cache determines whether a fragment should be deleted. In the preferred
embodiment, block 808 involves evaluation of certain performance factors and optimization
considerations.

Caches are used for two primary, and potentially conflicting, reasons. The first reason is
improving client performance. To improve client performance, it is desirable for a garbage
collector to retain objects that minimize server download time. This tends to bias a garbage
collector toward caching documents that have been received from slow external servers. The
second reason is minimizing server network traffic. To minimize server traffic, it is desirable for
a garbage collector to retain objects that are large. Often, these optimizations conflict.

By storing values that identify the time required to download an object, the size of the
object, and the number of times the object was hit in cache, the garbage collector can estimate,
for each object, how much server download time was avoided and how much server traffic was
disabled, by serving the cached copy as opposed to fetching from the original server. This metric
measures the inherent “value” of the cached object.

The cache administrator then configures a parameter between 0 and 1, indicating the
degree to which the cache should optimize for time savings or for traffic savings. The foregoing
values are evaluated with respect to other objects in the arena, with respect to the amount of
space the object is consuming, and with respect to objects recently subjected to garbage
collection. Based on such evaluation, the cache 80 determines whether to delete the fragment, as
shown in step 808.

If the fragment is to be deleted, then in step 812 it is deleted from the arena by marking it
as deleted and overwriting the data in the fragment. When an object 52 is stored in multiple
fragments, and the garbage collection process determines that one of the fragments is to be
deleted, then the process deletes all fragments associated with the object. This may involve
following a chain of fragments, of the type shown in Figure 5, to another arena or even another
pool.

If the fragment is not to be deleted, then in step 810 the fragment is written to a new
arena. Figure 8B, which is discussed below, shows preferred sub-steps involved in carrying out
step 810.

After the fragment is deleted or moved to another arena, in step 814 the Directory Table
110 is updated to reflect the new location of the fragment. Step 814 involves using the value of
the key 206a in the fragment header 208d associated with a fragment 208n to be updated to look
up a block 112a-112n that is associated with the fragment. When the correct Directory Table
block 112a-112n is identified, the disk location value 118 in the block is updated to reflect the
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new location of the fragment. If the fragment has been deleted, then any corresponding Directory
Table entries are deleted.

Step 816 indicates that the method is complete after the Directory Table 110 is updated.
However, it should be understood that the steps of Figure 8A are carried out for all pools, all
arenas within each pool, and all fragments within each arena.

3. WRITING FRAGMENTS TO NEW ARENAS

Figure 8B is a flow diagram of steps involved in carrying out step 810, namely, writing a
fragment that is to be preserved to a new arena. The process of writing evacuated fragments to
new arenas is completely analogous to writing original fragments. The data is written into a
write aggregation buffer, and dropped to disk arenas when full.

In step 590, the directory tables are updated to reflect the change in location of the
fragment. In the preferred embodiment, step 590 involves writing update information in the
Open Directory 130 rather than directly into the Directory Table 110. At a later time, when the
process can verify that the fragment data 208e has been successfully written to one of the storage
devices 90a-90n, then the changes reflected in the Open Directory 130 are written into or
synchronized with the Directory Table 110.

This process is used to ensure that the integrity of the Directory Table 110 is always
preserved. As noted above, buffered storage is used for the fragments; thus, when a fragment is
updated or a new fragment is written, the fragment data is written to a buffer and then committed
to a disk or other storage device at a future time. Thus, during garbage collection, it is possible
that a fragment that has been moved to a new arena is not actually written on one of the storage
devices when the garbage collection process is ready to update the Directory Table. Therefore,
information about the change is stored in the Open Directory 130 until the change is committed
to disk.

In step 592, the original arena is examined to test whether it has other fragments that
might need to be reclaimed or moved to a new arena. If other objects are present, then control
returns to step 806 of Figure 8A, so that the next object can be processed. If no other objects are
present in the current arena, then in step 594, the top pointer of the current arena is reset.

4. BUFFERING

In the preferred embodiment, read and write operations carried out by the cache 80 and
the garbage collection process are buffered in two ways. _

First, communications between the cache 80 and a client 10a that is requesting an object
from the browser are buffered through a flow-controlling, streaming, buffering data structure
called a VConnection. In the preferred embodiment, the cache 80 is implemented in a set of

computer programs prepared in an object-oriented programming language. In this embodiment,
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the VConnection is an object declared by one of the programs, and the VConnection
encapsulates a buffer in memory. Preferably, the buffer is a FIFO buffer that is 32 Kbytes in size.

When a client 10a-10c connects to the cache 80, the cache assigns the client to a
VConnection. Data received from the client 10a is passed to the cache 80 through the
VConnection, and when the cache needs to send information to the client 10a, the cache writes
the information to the VConnection. The VConnection regulates the flow of data from the cache
80 to match the data transmission speed used by the client 10a to communicate with the cache. In
this way, use of the VConnection avoids an unnecessary waste of main memory storage. Such
waste would arise if an object being sent to the client 10a was copied to memory in its entirety,
and thcn sent to the clicnt; during transmission to a slow client, main memory would be tied up
unnecessarily. Buffered I/O using these mechanisms tends to reduce the number of sequential
read and write operations that are carried out on a disk.

5. SYNCHRONIZATION AND CONSISTENCY ENFORCEMENT

Regularly during the garbage collection process and during operation of the cache 80, a
synchronization process is carried out. The synchronization process commits changes reflected in
the Open Directory 130 to the Directory Table 110 and to stable storage, such as non-volatile
storage in one or more of the storage devices 90a-90n. The goal is to maintain the consistency of
the data on disk at all times. That is, at any given instant the state of the data structures on disk is
100% consistent and the cache can start up without requiring checking. This is accomplished
through careful ordering of the writing and synchronization of data and meta-data to the disk.

For the purposes of discussion, in this section, 'data’ refers to the actual objects the cache
is being asked to store. For instance, if the cache is storing an HTML document, the data is the
document itself. 'Meta-data' refers to the additional information the cache needs to store in order
to index the 'data’ so that it can be found during a subsequent lookup() operation as well as the
information it needs to allocate space for the 'data'. The 'meta-data’ is comprises the directory and
the pool headers. The directory is the index the cache uses for associating a key (a name) with a
particular location on disk (the data). The cache uses the pool headers to keep track of what disk
space has been allocated within the cache.

The cache uses two rules to maintain the consistency of the data structures on disk. The
first rule is that meta-data is always written down after the data it points to. The rationale for the
first rule is that the cache has no "permanent” knowledge of an object being in the cache until the
meta-data is written. If the cache were to write down the meta-data before the data and then
crash, the meta-data would associate an object name with invalid object data on disk. This is
undesirable, since the cache would then have to use heuristics to try and determine which meta-

data points to good data and which points to bad.
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The second rule is that a pool arena cannot be marked as empty in the pool header until
all the directory meta-data that points to the arena has been deleted and written to disk. This is
necessary so that a crash cannot cause an empty arena to exist for which directory meta-data
points to it. The problem this can cause is that the empty arena can become filled with new data,
since it is empty and therefore it is available for new data to be written into it. However, "old"
directory meta-data points to the same location as the new data. It is possible for accesses to the
old directory meta-data to return the new data instead of either returning the old data or failing.

Figure 8C is a flow diagram of a preferred synchronization method 820 that implements
the foregoing two rules. In block 822, an object is written to the cache. Block 822 involves the
steps of block 824 and block 826, namcly, creating metadata in the Open Directory, and writing
and syncing the object data to disk.

The steps of blocks 828 through 820’ are carried out periodically. As indicated in block
828, for each piece of meta-data in the open directory table, a determination is made whether the
data that the metadata points to is already synchronized to disk, as shown in block 821. If so,
then in block 823, the cache copies the metadata that points to the stable data from the Open
Directory to the Directory Table. In block 825, the changes are synchronized to disk.

In block 827, garbage collection is carried out on an arena. Block 827 may involve the
steps shown in Figure 8A. Alternatively, garbage collection generally involves the steps shown
in block 829, block 831, and block 820’. As shown in block 829, for each fragment in the arena,
the cache deletes the directory metadata that points to the segment, and writes the directory
metadata to disk. In block 831, the pool header is modified in memory such that the arena is
marked as empty. In block 820°, the pool header is written and synced to disk.

The steps that involve writing information to disk preferably use a “flush” operation
provided in the operating system of the workstation that is running the cache 80. The “flush”
operation writes any data in the buffers that are used to store object data to a non-volatiie storage
device 90a-90c.

Using the foregoing methods, the Directory Table is not updated with the changes in the
Open Directory until the data that the changes describe is actually written to disk or other non-
volatile storage. Also, the cache 80 postpones updating the arenas on disk until the changes
undertaken by the garbage collection process are committed to disk. This ensures that the arenas
continue to store valid data in the event that a system crash occurs before the Directory Table is
updated from the Open Directory.

6. RE-VALIDATION

In the preferred embodiment, the cache provides a way to re-validate old information

objects in the cache so that they are not destroyed in the garbage collection process.
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Figure 12 is a flow diagram of a preferred re-validation process. In block 1202, an
external program or process delivers a request to the cache that asks whether a particular
information object has been loaded by a client recently. In response to the request, as shown in
block 1204, the cache locates the information object in the cache. In block 1206, the cache reads
a Read Counter value associated in the directory tables with the information object. In block
1208, the cache tests whether the Read Counter value is high.

If the Read Counter value is high, then the information object has been loaded recently.
In that case, in block 1210 the cache sends a positive response message to the requesting process.
Otherwise, as indicated in block 1212, the information object has not been loaded recently.
Accordingly, as shown in block 1214, the cache scnds a negative responsive message to the
calling program or process. In block 1216, the cache updates an expiration date value stored in
association with the information object to reflect the current date or time. By updating the
expiration date, the cache ensures that the garbage collection process will not delete the object,
because after the update it is not considered old. In this way, an old object is refreshed in the
cache without retrieving the object from its origin, writing it in the cache, and deleting a stale

copy of the object.

SCALED COUNTER UPDATING

Figure 10B is a flow diagram of a method of scaled counter updating. In the preferred
embodiment, the method of Figure 10B is used to manage the Read Counter values that are
stored in each block 112a-112n of a set of the Directory Table, as shown in Figure 3A. However,
the method of Figure 10B is not limited to that context. The method of Figure 10B is applicable
to any application that involves management of each of a plurality of objects that has a counter,
and in which it is desirable to track the most recently used or least recently used objects. A key
advantage of the method of Figure 10B in comparison to past approaches is that it enables large
counter values to be tracked in a small storage area.

In the preferred embodiment, each of the Read Counter values stored in blocks 112a-112n
is stored in three bit quantities. During operation of the cache 80, when a block is accessed, the
Read Counter value of the block is incremented by one. The highest decimal number that can be
represented by a three-bit quantity is 7. Accordingly, a Read Counter could overflow after being
incremented seven times. To prevent counter overflow, while enabling the counters to track an
unlimited number of operations that increment them, the method of Figure 10B is periodically
executed.

The following discussion of the steps of Figure 10B will be more clearly understood with

reference to Table 1:
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TABLE 1 - SUCCESSIVE COUNTER VALUES

EVENT COUNTERS

A B C
1: Start 1 1 1
2: Increment 2 1 1
3: Increment 7 3 1
4: Decrement 6 2 0
5: Reclaim 6 2 --

In Table 1, the EVENT column identifies successive events affecting a set of counter
values, and briefly indicates the nature of the event. The COUNTERS heading indicates three
counter values A, B, and C represented in separate columns. Each of the counter values A, B, C
corresponds to a counter value that is stored in a different block 112a-112n of the Directory
Index 110. Thus, each row of Table 1 indicates the contents of three counter values at successive
snapshots in time.

Event 1 of Table | represents an arbitrary starting point in time, in which the hash table
entries containing the counter values A, B, C each have been accessed once. Accordingly, the
value of each counter A, B, C is one. At event 2, the cache has accessed the hash table entry that
stores counter value A. Accordingly, counter A has been incremented and its value is 2; the
other counters B, C are unchanged. Assume that several other hash table entry accesses then
occur, each of which causes one of counters A, B, or C to be incremented. Thereafter, at event 3,
the values of the counters A, B, C are 7, 3, and 1 respectively. Thus, counter A is storing the
maximum value it can represent, binary 111 or decimal 7, and will overflow if an attempt is
made to increment it to a value greater than 7. .

At this point, the method of Figure 10B is applied to the counters A, B, C. In step 622,
the value of all the counters is read. In step 624, the sum of all the counter values is taken. In the
case of Table 1, the sum is given by 7+3+1 = 11. In step 626, the maximum sum that can be
represented by all the counters is computed based upon the length in bits of the counter values.
In the case of a three-bit value, the maximum value of one counter is 7 and the maximum value
for the sum of three three-bit counters is 7x3=21. Alternatively, step 626 can be omitted; the
maximum value can be stored as a constant that is available to the scaled counter method 620

and simply retrieved when needed.
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In step 628, the method computes the value (maximum_value/2), truncating any
remainder or decimal portion, and compares it to the sum of all the counters. In the example
above, the relationship is

Sum=11
Maximum_ Value =21
Maximum Value/2 =10
(Sum > Maximum_Value / 2) = TRUE
Since the result is true, control is transferred to step 630, in which all the counter values are
decremented by 1. The state of counters A, B, C after this step is shown by Event 4,
“Decrement.” Note that counter C, which rcpresents the least recently used hash table entry, has
been decremented to zero. At this point, least rccently used hash table entries can be reclaimed
or eliminated by scanning the corresponding counter values and searching for zero values. The
result of this step is indicated in Event 5 of Table 1, ““Reclaim.” The values of counters A and B
are unchanged, and the value of counter C is undefined because its corresponding hash table
entry has been deleted from the hash table.

When the method of Figure 10B is repeated periodically and regularly, none of the
plurality of counter values will overflow. Also, least recently used entries are rapidly identified
by a counter value of zero, and can be easily eliminated from the cache. Counter values can be
maintained in few bits even when hash table entries are accessed millions of times. Thus, the
method of Figure 10B provides a fast, efficient way to eliminate least recently uscd entries from

a list.

CACHE OPERATIONS

In the preferred embodiment, the cache 80 is implemented in one or more computer
programs that are accessible to external programs through an API that supports read and write .
operations. The read and write operations are carried out on the Open Directory 130, which is the
only structure of the cache 80 that is “ visible” to external programs or processes. The read
operation is invoked by an external program that wants to locate an object in the cache. The write
operation is invoked by a program that wants to store an object in the cache. Within the programs
that make up the cache 80, operations called lookup, remove, checkout, and checkin are
supported. The lookup operation looks up an object in the Open Directory based upon a key. The
remove operation removes an object from the Open Directory based upon a key. The checkout
operation obtains a copy of a block from the Directory Table 110 in an orderly manner so as to

ensure data consistency. The checkin operation returns a copy of a block (which may have been
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modified in other operations) to the Directory Table 110. In other embodiments, a single cache
lookup operation combines aspects of these operations.
1. LOOKUP

In an alternate embodiment, a LOOKUP operation is used to determine whether a
particular object identified by a particular name is currently stored in the cache 80. Figure 9A is a
flow diagram of steps carried out in one embodiment of the LOOKUP operation, which is
generally designated by reference numeral 902. The LOOKUP operation is initiated by a
command from the protocol engine 70 to the cache 80 when a request message from a client 10a
seeks to retrieve a particular object from the server 40. The request message from the client 10a
identifies the requested object by its name.

When the process is applied in the context of the World Wide Web, the name is a
Uniform Resource Locator (URL). In step 904, the cache 80 converts the name of the object to a
key value. In the preferred embodiment, the conversion step is carried out as shown in Figure 3B.
The object name 53 or URL is passed to a hash function, such as the MD5 one-way has function.
The output of the hash function is an object name key 62. The object name key 62 can be broken
up into one or more subkey values 64, 66.

In step 906, the cache 80 looks up the request key value in the Open Directory 130. The
Open Directory is consulted first because it is expected to store the most recently requested
objects and therefore is likely to contain the object in the client request. Preferably, step 906
involves using one of the subkey values as a lookup key. For example, a 17-bit or 18-bit subkey
value can be used for the lookup.

In step 908, the cache 80 tests whether the subkey value has been found in the Open
Directory. If the subkey value has been found in the Open Directory, then in step 910 the cache
80 retrieves the object from one of the storage devices, and delivers the object to the client. The
retrieval sub-step involves the sub-steps described above in connection with locating objects in .
pools, arenas, and fragments of non-volatile storage in the storage devices 90a-90c. The delivery
sub-step involves constructing an HTTP response to the client that includes data of the object,
opening an HTTP connection to the client, and sending the HTTP request to the client.

If the subkey value is not found in the Open Directory, then in step 912, the cache 80
looks up the request subkey value in the Tag Table 102. In step 914, the cache 80 tests whether
the subkey value was found in the Tag Table 102. If no match was found, then in step 916 the
cache 80 stores information about the fact that no match occurred, for later use as described
below. The information can be a bit indicating that a miss in the Tag Table 102 occurred.

In step 918, the cache 80 looks up the subkey value in the Directory Table. If the test of

step 914 was affirmative, then the cache 80 retrieves a subkey value matching the request subkey
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value from one of the entries 106 of the tag Table 102. Its value is used as a key to look up the
request key value in the Directory Table. In step 920, the cache 80 tests whether the request key
value was found in the Directory Table. If a hit occurs, and there was a miss in the Tag Table as
indicated by the information stored in step 916, then in step 922 the cache 80 updates the Open
Directory with information related to the Directory Table hit. Control is then passed to step 910
in which the object is obtained and delivered to the client in the manner described above.

If the test of step 920 is negative, then the requested object is not in the cache, and a
cache miss condition occurs, as indicated in step 924. In response to the miss condition, in step
926 the cache 80 obtains a copy of the requested object from the server that is its source. For
example, in the Web context, the cache 80 opens an HTTP connection to the URL provided in
the client’s request, and downloads the object. The object is then provided to the client and stored
in the cache for future reference.

In a preferred embodiment, the LOOKUP operation is implemented as a method of an
object in an object-oriented programming language that receives a key value as a parameter.

2. CACHE OPEN READ PROCESS

Figure 9E is a flow diagram of a preferred process of reading an object that is identified
by an object name (such as a URL) from the cache. In the preferred embodiment, the process of
Figure 9E is called “open_read,” and represents the sole external interface of the cache 80. It is
advantageous, to ensure control and consistency of data in the cache, to enable external programs
to access only operations that use or modify the Open Directory 130. Preferably, the process of
Figure 9E is implemented as a program or programmatic object that receives an object name, and
information about the user’s particular request, as input parameters. The read process returns a
copy of an object associated with a key that is found in the cache using the lookup process. Thus,
the read process, and other processes that are invoked or called by it, are an alternative to the
LOOKUP operation described above in connection with Figure 9A.

In step 964, the process checks out a Vector of Alternates so that alternates in the vector
can be read. Preferably, step 964 involves invoking the checkout_read process described herein
in connection with Figure 8D, providing a key derived from the object name as a parameter.
Checking out a vector involves checking out a block from the Open Directory that has a pointer
to the vector, and reaching the block from the cache.

If the checkout operation is successful, then in step 966 the process uses the request
information to select one of the alternates from among the alternates in the vector. This selection
is carried out in the manner described above in connection with the Vector of Alternates 122. In
an embodiment, the selection operation is carried out by another program or programmatic object

that returns a success/failure indication depending upon whether a suitable alternate is located. If
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the selection is successful, then in step 968 the process checks the Vector of Alternates back in.
In step 970, the process reads the object that is pointed to by the selected alternate.

If step 964 or step 966 results in failure, then the requested document does not exist in the
cache. Accordingly, in step 972 the process returns a “no document” error message to the calling
program or process.

3. CACHE OPEN WRITE PROCESS

Figure 9F is a flow diagram of a process of writing an object into the cache. As in the
case of the read process described above in connection with Figure 9E, the write process
preferably is implemented as an “open_write” method that is the sole interface of the cache 80 to
external programs needing to storc objccts in the cache. Preferably, the process of Figure 9F is
implemented as a program or method that receives an object name, request information, and
response information as input parameters. The object name identifies an object to be written into
the cache; in the preferred embodiment, the object name is a name key 62 derived from a URL
using the mechanism shown in Figure 3B.

The write process is initiated when a client 10a has requested an object 52 from the cache
80 that is not found in the cache. As a result, the cache 80 opens an HTTP transaction with the
server 40 that stores the object, and obtains a copy of the object from it. The request information
that is provided to the cache write process is derived from the HTTP request that came from the
client. The response information is derived from the response of the server 40 to the cache 80
that supplies the copy of the object.

In step 974, the process checks out a Vector of Alternates. This step involves computing a
key value based upon the object name, looking up a set and a block in the Open Directory that
map to the key value, and locating a Vector of Alternates, if any, that corresponds to the block. If
no vector exists, as shown in step 984, a new vector is created

If a vector is successfully checked out or created, then in step 976 the process uses the .
request information to define a new alternate record 123a-123n within the current alternate. The
new alternate record references the location of the object, and contains a copy of the request
information and the response information. The new alternate is added to the Vector of Alternates.
Duplicate alternate records are permitted; the Vector of Alternates can contain more than one
alternate record that contains the same request and response information. Testing existing
alternate records to identify duplicates is considered unnecessary because only a small
incremental amount of storage is occupied by duplicate alternate records.

In step 978, the modified vector is checked into the cache using the steps described

above. In step 980, the object is written to one of the data storage devices 90a-90c in the manner
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described above, using the key value. If the key is found to be in use during step 980, then the
write operation fails. This avoids overwriting an object identified by a key that is being updated.

4. CACHE UPDATE PROCESS

Figure 9G is a flow diagram of a cache update process. The update process is used to
modify a Vector of Alternates to store different request information or response information.
Generally, the update process is invoked by the protocol engine 70 when the cache 80 is
currently storing an object 52 that matches a request from a client 10a, but the protocol engine
determines that the object has expired or is no longer valid. Under these circumstances, the
protocol engine 70 opens an HTTP transaction to the server 40 that provided the original object
52, and sends a message that asks the server whethcr the object has changed on the server. This
process is called “revalidation” of the object 52. If the server 40 responds in the negative, the
server will provide a short HTTP message with a header indicating that no change has occurred,
and providing new response information. In that case, the protocol engine 70 invokes the cache
update process in order to move the new response information about the object 52 into the cache
80.

If the server 40 responds affirmatively that the object 52 has changed since its expiration
date or time in the cache 80, then the update process is not invoked. Instead, the server 40 returns
a copy of the updated object 52 along with a new expiration date and other response information.
In that case, the protocol engine 70 invokes the cache write process and the create processes
described above to add the new object 52 to the cache 80.

As shown in Figure 9G, the update process receives input parameters including an object
name, an ““old” identifier, request information, and response information. The object name is a
URL or a key derived from a URL. The request information and response information are
derived from the client’s HT TP request for the object 52 from the cache 80, and from the
response of the server 40 when the cache obtains an updated copy of the object from the cache..

The “old™ identifier is a value that uniquely identifies a pair of request information and
response information. In the preferred embodiment, when a cache miss causes the cache 80 to
write a new object into the cache, information from the client request is paired with response
information from the server that provides a copy of the object. Each pair is given a unique
identifier value.

In step 986, the process checks out a Vector of Alternates corresponding to the object
name from the cache. Preferably, this is accomplished by ihvoking the checkout write process
described herein. This involves using the object name or URL to look up an object in the Open

Directory, the Tag Table, and the Directory Index, so that a corresponding Vector of Alternates is
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obtained. If the checkout step fails, then in step 996 the process returns an appropriate error
message.

If the checkout is successful, then in step 988 a copy or clone of the vector is created in
main memory. A request/response identifier value is located within the vector by matching it to
the Old Identifier value received as input to the process. The old identifier value is removed and
a new identifier is written in its place. The new identifier uniquely identifies the new request and
response information that is provided to the process as input.

In step 990, the new vector is written to one of the storage devices 90a-90c, and in step
992 the new vector is checked in to the cache. In carrying out these steps, it is desirable to
completely write the clone vector to the storage device before the vector is checked in. This
ensures that the writing operation is successful before the directory tables are modified to
reference the clone vector. It also ensures that the old vector is available to any process or
program that needs to access it.

5. DIRECTORY LOOKUP

Figure 9C is a flow diagram of a preferred embodiment of a process of looking up
information in the Open Directory 130. The process of Figure 9C is implemented as a program
process or method that receives a subkey portion of a name key 62 as an input parameter. In
preceding steps that are not shown, it will be understood that the protocol engine 70 receives an
object name, such as a URL. For example, a URL is provided in an HTTP request issued by a
client to a server that is operating the cache. The protocol engine 70 applies a hash function to
the object name. The hash function yields, as its result or output, a name key that identifies a set
in the cache.

In step 948, the process attempts to check out one or more blocks that are identified by
the subkey from the Directory Index. The block checkout step preferably involves invoking the
checkout_read process described herein. Thus,

If the checkout attempt results in a failure state, then in step 950 the process returns an
error message to the program or process that called it, indicating that a block matching the input
subkey was not found in the cache. Control is passed to step 952 in which the process concludes.

If the checkout attempt is successful, then a copy of a block becomes available for use by
the calling program. In step 954, the block that was checked out is checked in again. In step 956,
the process returns a message to the calling program indicating that the requested block was

found. Processing concludes at step 952.
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Thus, a cache search operation involves calling more primitive processes that seek to
check out a block identified by a key from the Open Directory. If the primitives do not find the
block in the Open Directory, the Directory Index is searched.

When a block is found, it is delivered to the client. For example, when the invention is
applied to the World Wide Web context, the data block is delivered by opening an HTTP
connection to the client and transmitting the data block to the client using an HTTP transaction.
This step may involve buffering several data blocks before the transaction is opened.

6. CACHE REMOVE PROCESS

Figure 9D is a flow diagram of a process of removing a block relating to an object from
the cache. As in the case of the checkout operations, the cache remove process receives a key
value as input. The process comprises steps 958 to 962. These steps carry out operations that are
substantially similar to the operations of steps 948, 954, and 952 of Figure 9C. To accomplish
removal of a block found in the cache, however, in step 960 the process sets the deletion flag,
and checks the block in with the deletion flag set. As described herein in connection with the
check-in process (steps 938 and 944 of Figure 9B), when the deletion flag is set, the block will be
marked as deleted. Thereafter, the block s eventually removed from the Directory Index when
the changes reflected in thc Open Directory are synchronized to the Directory Index.

7. CHECKOUT READ OPERATION

Figure 8D is a flow diagram of a checkout_read operation that is used in connection with
the Directory Table 110. The checkout_read operation is used to obtain a copy of a block from
the Directory Table 110 that matches a particular key. Once the block is checked out from the
Directory Table 110, the block can be read and used by the process that checked it out, but by no
other process. Thereafter, to make the block available to other processes, the block is checked
back in. Complementary checkout check-in processes are used in order to ensure that only one
process at a time can modify a Directory Table block, a mechanism that is essential to ensure that
the Directory Table always stores accurate information about objects in the cache. Thus, it will
be apparent that the checkout and check-in processes is a primitive process that assists in
searching the cache for a particular object.

As indicated in Figure 8D, the checkout_read operation receives a key value as input. In
the preferred embodiment, the input key value is a subkey portion of a name key 62 that
corresponds to an object name.

Because the object store will be modifying portions of memory and disk data structures, it
needs to guarantee a brief period of mutual exclusion to a subset of the cache data structures in
order to achieve consistent results. The cache data structures are partitioned into 256 virtual

“slices™, selected by 8 bits of the key. Each slice has an associate mutex lock. In step 832, the
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process secks to obtain the lock for the input key. If a lock cannot be obtained, the process waits
the brief time until it becomes available. A lock can be unavailable if another transaction is
modifying the small about of memory state associated with a key that falls in the same slice.

When a lock is obtained, the input key becomes unavailable for use by other processes. In
step 834, the process determines which set 110a-110n of the Directory Table 110 corresponds to
the key. The process then locates one of the block lists 132a, 132b of the Open Directory 130 that
corresponds to the set of the Directory Table 110, by associating the value of a subkey of the
input key with one of the block lists. In step 836, the process scans the blocks in the selected
block list of the Open Directory 130, seeking a match of the input key to a key stored in one of
the blocks.

If a match is found, then in step 838 the process tests whether the matching block is
currently in the process of being created or destroyed by another process. If the matching block is
currently in the process of being created or destroyed, then in step 840 an error message is
returned to the protocol engine 70 indicating that the current block is not available.

On the other hand, if the matching block is not currently in the process of being created or
destroyed, then the block can be used. Accordingly, in step 842 the process increments a read
counter. The read counter 1s an internal variable, associated with the block, that indicates the
number of processes or instances of programmatic objects that are reading the block. Such
processes or objects are called “readers.” In step 844, the process obtains a copy of the block,
and returns it to the calling program or process.

If a match is not found in the scan of step 836, then in step 846, the process invokes a
search of the Directory Table, seeking a match of the key to a set and block of the Directory
Table using a process that is described further herein. If no match of the key is found in the
search, then in step 848 the process returns an error message to the calling program or process,
indicating that the requested object does not exist in the cache. Although the specific response to
such a message is determined by the calling program or process, in the World Wide Web context,
generally the proxy 30 contacts the server 40 that stores the object using an HTTP request, and
obtains a copy of the requested object.

If a match is found during the Directory Index lookup of step 846, then in step 850 a
corresponding block is added to the Open Directory. This is carried out by creating a new Open
Directory block in main memory; initializing the block by copying information from the
corresponding Directory Index block; and adding a reference to the new block to the
corresponding list of blocks 132a, 132b.

8. CHECKOUT WRITE OPERATION
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Figure 8E is a flow diagram of a checkout_write process or operation that is used in
connection with the Open Directory 130. The checkout_write operation is used to obtain a copy
of a block from the Open Directory 130 that matches a key that is passed to the process, for the
purpose of modifying or updating the contents of the block, or an object or vector that is
associated with the block. Once a block is checked out of the Open Directory 130 using
checkout_write, other processes can modify the block or its associated object or vector. The
block is then checked back in using the checkin process described herein. Using these operations,
changes are stored in the Open Directory and then propagated to the Directory Table in an
orderly manner.

As indicated in Figure 8E, the checkout_writc proccss receives a key value as input. In
the preferred embodiment, the input key value is a subkey portion of a name key 62 that
corresponds to an object name. In step 854, the process seeks to obtain a lock on the designated
key. If a lock cannot be obtained, the process waits.until one is available.

When a lock is obtained, the key becomes unavailable for use by other processes. In step
856, the process determines which set 110a-110n of the Directory Table 110 corresponds to the
key. The process then locates one of the block lists 132a, 132b of the Open Directory 130 that
corresponds to the set of the Directory Table 110. In step 858, the process scans the blocks in the
selected block list of the Open Directory 130, seeking a match of the input key to a key stored in
one of the blocks.

If a match is found, then in step 864 the process tests whether the matching block is
currently in the process of being created or destroyed by another process. If so, then in step 866
an error message is returned to the protocol engine 70 or cache 80 indicating that the current
block is not available. If the matching block is not currently in the process of being created or
destroyed, then the block can be used. Accordingly, in step 868 the process increments a write
counter. The write counter is an internal variable, stored in association with the block, that
indicates the number of processes or programmatic objects that are writing the block. In step 870,
the process obtains a copy of the block, retumns it to the calling program or process, and also
marks the copy as being modified. The marking ensures that any changes made to the block will
be reflected in the Directory Index when the Open Directory is synchronized to the Directory
Index.

If a match is not found in the scan of step 858, then in step 860, the process invokes a
search of the Directory Index using a process that is described further herein. If no match is
found in the search, then in step 862 the process returns an error message to the calling program

or process, indicating that the requested object does not exist in the cache. In the World Wide
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Web context, typically the calling program would contact the originating server that stores the
object using an HTTP request, and obtain a copy of the requested object.

. If amatch is found during the Directory Index lookup of step 860, then in step 874 a
corresponding block is added to the Open Directory. This is carried out by creating a new Open
Directory block in main memory; initializing the block by copying information from the
corresponding Directory Index block; and adding a reference to the new block to the
corresponding list of blocks 132a, 132b. Control is then passed to step 868, in which the write
count is incremented and the process continues as described above in connection with steps 868-
870.

9. CHECKOUT CREATE OPERATION

Figure 8F is a flow diagram of a checkout_create operation that is supported for use in
connection with the Open Directory 130. The checkout_create operation is used to create a new
block in the Open Directory 130 for a name key that corresponds to a new object that is being
added to the cache. Once the block is created in the Open Directory 130, the object can be
obtained by users from the cache through the Open Directory 130.

As indicated 1n Figure 8F, the checkout_create process receives a key value as input. In
the preferred embodiment, the input key value is a subkey portion of a name key 62 that
corresponds to an object name. In step 876, the process seeks to obtain a lock on the designated
key. If a lock cannot be obtained, the process waits until one is available.

When a lock is obtained, the key becomes unavailable for use by other processes. In step
878, the process determines which set 110a-110n of the Directory Table 110 corresponds to the
key. The process then locates the set of the Open Directory 130 that corresponds to the set of the
Directory Table 110, using the set subkey bits of the input key. In step 880, the process scans the
blocks 1n the selected block list of the Open Directory 130, seeking a match of the input key to a
key stored in one of the blocks.

If amatch is found, then an attempt is being made to create a block that already exists.
Accordingly, in step 882 the process tests whether the matching block has been marked as
deleted, and currently has no other processes reading it or writing it. If the values of both the
reader counter and the writer counter are zero, then the block has no other processes reading it or
writing it. If the values of either the reader counter or the writer counter are nonzero, or if the
matching block has not been marked as deleted, then the block is a valid previously existing
block that cannot be created. In step 884 an error message is returned to the protocol engine 70 or
cache 80 indicating that the current block is not available to be created.

If the matching block is deleted and has no writers or readers accessing it, then the

process can effectively create a new block by clearing and initializing the matching, previously
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created block. Accordingly, in step 886 the process clears the matching block. In step 888 the
process initializes the cleared block by zeroing out particular fields and setting the block’s key
value to the key. In block 890, the process increments the writer counter associated with the
block, and marks the block as created. In step 892, the process returns a copy of the block to the
calling process or programmatic object, and marks the block as being modified.

If a match is not found in the scan of step 880, then no matching block currently exists in
the Open Directory 130. In step 894, the process carries out a search of the Directory Index using
a process that is described further herein. If a match occurs, then in step 896, the process returmns
an error message to the calling program or process, indicating that the block to be created already
exists in the cache and cannot be deleted.

If no match is found in the search, then no matching block currently exists in the entire
cache. In step 898, the process creates a new Open Directory block, and adds a reference to that
block to the list 132a, 132b associated with the set value computed in step 878. Control is passed
to step 890, in which the processing continues as described above in connection with steps 890-
892.

10. CHECKIN PROCESS

Figure 9B is a flow diagram of a block check-in process. The cache 80 carries out the
process of Figure 9B to check a block into the Open Directory 130 after the block is read,
modified, or deleted. In an embodiment, the process of Figure 9B is implemented as a program
process or object that receives an identifier of a block as a parameter. Because the key is present
in the checked out block, we do not need to pass in the key as an argument.

In step 930, the process attempts to get a lock for the key associated with the block. If no
lock is available, then the process enters a wait loop until a lock is available. When a lock is
available, in step 932 the process tests whether the block is being checked in after the block has
been modified. If so, then in step 934 the writer count for the block is decremented, indicating
that a process has completed writing the block.

In step 936, the process tests whether the check-in process has been carried out
successfully. If this test is affirmative, then in step 942 the process copies the information in the
current block to the corresponding original block in the Open Directory. In this way, the Open
Directory is updated with any changes that were carried out by the process that modified the
copy of the block that was obtained in the checkout process. Thereafter, and if the test of step
936 is negative, the process tests whether a delete check-in flag is set. The delete check-in flag
indicates that the block is to be deleted after check-in. The delete flag is an argument to the
checkin operation. If the flag is set, then in step 944 the process marks the block as deleted.

Processing concludes at step 940.
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If the test of step 932 is negative, then the block is not being modified. As a result, the
only other possible state is that the block has been read. Accordingly, in step 946, the reader

count is decremented.

IMPLEMENTATION OF METHODS

In the preferred embodiment, the methods described herein are carried out using a
general-purpose programmable digital computer system of the type illustrated in Figure 11. Each
of the methods can be implemented in several different ways. For example, the methods can be
implemented in the form of procedural computer programs, object-oriented programs, processes,
applets, etc., in either a single-process or multi-threaded, multi-processing system.

In a preferred embodiment, each of the processes is independent and re-entrant, so that
each process can be instantiated multiple times when the cache is in operation. For example, the
garbage collection process runs concurrently with and independent of the allocation and writing

processes.

HARDWARE OVERVIEW

Figure 11 is a block diagram that illustrates a computer system 1100 upon which an
embodiment of the invention may be implemented. Computer system 1100 includes a bus 1102 or
other communication mechanism for communicating information, and a processor 1104 coupled
with bus 1102 for processing information. Computer system 1100 also includes a main memory
1106, such as a random access memory (RAM) or other dynamic storage device, coupled to bus
1102 for storing information and instructions to be executed by processor 1104. Main memory
1106 also may be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by processor 1104. Computer system 1100 further
includes a read only memory (ROM) 1108 or other static storage device coupled to bus 1102 for
storing static information and instructions for processor 1104. A storage device 1110, such as a
magnetic disk or optical disk, is provided and coupled to bus 1102 for storing information and
instructions.

Computer system 1100 may be coupled via bus 1102 to a display 1112, such as a cathode
ray tube (CRT), for displaying information to a computer user. An input device 1114, including
alphanumeric and other keys, is coupled to bus 1102 for communicating information and command
selections to processor 1104. Another type of user input device is cursor control 1116, such as a
mouse, a trackball, or cursor direction keys for communicating direction information and

command selections to processor 1104 and for controlling cursor movement on display 1112. This
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input device typically has two degrees of freedom in two axes, a first axis (e.g., x) and a second
axis (e.g., y), that allows the device to specify positions in a plane.

The invention is related to the use of computer system 1100 for caching information
objects. According to one embodiment of the invention, caching information objects is provided
by computer system 1100 in response to processor 1104 executing one or more sequences of one
or more instructions contained in main memory 1106. Such instructions may be read into main
memory 1106 from another computer-readable medium, such as storage device 1110. Execution
of the sequences of instructions contained in main memory 1106 causes processor 1104 to
perform the process steps described herein. In alternative embodiments, hard-wired circuitry
may be used in place of or in combination with software instructions to implement the invention.
Thus, embodiments of the invention are not limited to any specific combination of hardware
circuitry and software.

The term “computer-readable medium’™ as used herein refers to any medium that
participates in providing instructions to processor 1104 for execution. Such a medium may take
many forms, including but not limited to, non-volatile media, volatile media, and transmission
media. Non-volatile media includes, for example, optical or magnetic disks, such as storage device
1110. Volatile media includes dynamic memory, such as main memory 1106. Transmission
media includes coaxial cables, copper wire and fiber optics, including the wires that comprise bus
1102. Transmission media can also take the form of acoustic or light waves, such as those
generated during radio-wave and infra-red data communications.

Common forms of computer-readable media include, for example, a floppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punch cards, paper tape, any other physical medium with patterns of holes, a
RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a carrier
wave as described hereinafter, or any other medium from which a computer can read.

Various forms of computer readable media may be involved in carrying one or more
sequences of one or more instructions to processor 1104 for execution. For example, the
instructions may initially be carried on a magnetic disk of a remote computer. The remote
computer can load the instructions into its dynamic memory and send the instructions over a
telephone line using a modem. A modem local to computer system 1100 can receive the data on
the telephone line and use an infrared transmitter to convert the data to an infrared signal. An
infrared detector coupled to bus 1102 can receive the data carried in the infrared signal and place
the data on bus 1102. Bus 1102 carries the data to main memory 1106, from which processor 1104
retrieves and executes the instructions. The instructions received by main memory 1106 may

optionally be stored on storage device 1110 either before or after execution by processor 1104.
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Computer system 1100 also includes a communication interface 1118 coupled to bus
1102. Communication interface 1118 provides a two-way data communication coupling to a
network link 1120 that is connected to a local network 1122. For example, communication
interface 1118 may be an integrated services digital network (ISDN) card or a modem to provide
a data communication connection to a corresponding type of telephone line. As another
example, communication interface 1118 may be a local area network (LAN) card to provide a
data communication connection to a compatible LAN. Wireless links may also be implemented.
In any such impliementation, communication interface 1118 sends and receives electrical,
electromagnetic or optical signals that carry digital data streams representing various types of
information.

Network link 1120 typically provides data communication through one or more networks
to other data devices. For example, network link 1120 may provide a connection through local
network 1122 to a host computer 1124 or to data equipment operated by an Internet Service
Provider (ISP) 1126. ISP 1126 in turn provides data communication services through the world
wide packet data communication network now commonly referred to as the “Internet™ 1128.
Local network 1122 and Internet 1128 both use electrical, electromagnetic or optical signals that
carry digital data streams. The signals through the various networks and the signals on network
link 1120 and through communication interface 1118, which carry the digital data to and from
computer system 1100, are exemplary forms of carrier waves transporting the information.

Computer system 1100 can send messages and receive data, including program code,
through the network(s), network link 1120 and communication interface 1118. In the Intemet
example, a server 1130 might transmit a requested code for an application program through
Internet 1128, ISP 1126, local network 1122 and communication interface 1118. In accordance
with the invention, one such downloaded application provides for caching information objects as
described herein.

The received code may be executed by processor 1104 as it is received, and/or stored in
storage device 1110, or other non-volatile storage for later execution. In this manner, computer

system 1100 may obtain application code in the form of a carrier wave.

Accordingly, an object cache has been described having distinct advantages over prior
approaches. In particular, this document describes an object cache that offers high performance,
as measured by low latency and high throughput for object store operations, and large numbers
of concurrent operations. The mechanisms described herein are applicable to a large object cache

that stores terabytes of information, and billions of objects, commensurate with the growth rate.
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The object cache takes advantage of memory storage space efficiency, so expensive
semiconductor memory is used sparingly and effectively. The cache also offers disk storage
space efficiency, so that large numbers of Internet object replicas can be stored within the finite
disk capacity of the object store. The cache is alias free, so that multiple objects or object
variants, with different names, but with the same content identical object content, will have the
object content cached only once, shared among the different names.

The cache described herein has support for multimedia heterogeneity, efficiently
supporting diverse multimedia objects of a multitude of types with size ranging over six orders of
magnitude from a few hundred bytes to hundreds of megabytes. The cache has fast, usage-aware
garbage collection, so less useful objects can be efficiently removced from the object store to
make room for new objects. The cache features data consistency, so programmatic errors and
hardware failures do not lead to corrupted data.

The cache has fast restartability, so an object cache can begin servicing requests within
seconds of restart, without requiring a time-consuming database or file system check operation.
The cache uses streaming I/O, so large objects can be efficiently pipelined from the object store
to slow clients, without staging the entire object into memory. The cache has support for content
negotiatibn, so proxy caches can efficiently and flexibly store variants of objects for the same
URL, targeted on client browser, language, or other attribute of the client request. The cache is
general purpose, so that the object store interface is sufficiently flexible to meet the needs of
future media types and protocols.

The foregoing advantages and properties should be regarded as features of the technical
description in this document; however, such advantages and properties do not necessarily form a
part of the invention, nor are they required by any particular claim that follows this description.

In the foregoing specification, the invention has been described with reference to specific
embodiments thereof and with reference to particular goals and advantages. It will, however, be
evident that various modifications and changes may be made thereto without departing from the
broader spirit and scope of the invention. The specification and drawings are, accordingly, to be

regarded in an illustrative rather than a restrictive sense.

Page 1191 of 2399



WO 99/53422 PCT/US99/08281
51

CLAIMS

What is claimed is:
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In a cache for information objects that are identified by key values based on names of the

information objects, comprising a tag table that indexes the information objects using set

subkey values based on the key values, a directory table having a plurality of blocks

indexed to sets in the tag table by second subkey values based on the key values, and data

storage areas referenced by the blocks in the directory table, a method of delivering a

requested information object to a client from the cache at a server, comprising the steps

of:

(A)receiving a name that identifies a requested information object;

(B) computing a fixed size key value comprising a plurality of subkeys, based on the
name;

(C) looking up the requested information object in a directory table, using the subkeys as
lookup keys; and

(D) retrieving a copy of the requested information object from the data storage areas

using a reference contained in a matching block in the directory table.

The method recited in claim 1, further comprising the steps of:

selecting a version of the requested information object from a list in said cache of a
plurality of versions of the requested information objects;

identifying a storage location of the requested information object in said cache based on
an object key stored in the list in association with the first version;

retrieving the requested information object from the storage location; and

delivering the requested information object to the client.

The method recited in claim 1, further comprising the steps of:

storing the information objects contiguously in a mass storage device.

The method recited in claim 3, further comprising the steps of:

storing each of the information objects in a contiguous pool of the mass storage device.

The method recited in claim 4, further comprising the steps of:

storing each of the information objects in one of a plurality of arenas in the pool.
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6. The method recited in claim 5, further comprising the steps of:

storing each of the information objects in one or more fragments, allocated from arenas.

7. The method recited in claim 6, wherein the fragments comprising an information object
5 are linked from the previous fragment key.
8. The method recited in claim 2, further comprising the steps of:

storing the list contiguously with each of the plurality of versions of the requested
information object;

10 in each of the blocks, storing a size value of the requested information object in
association with such block, wherein the size value indicates a storage size of the
list and the plurality of versions of the information object;

and wherein step (D) comprises the step of reading the list and the plurality of versions
concurrently.

15

9. The method recited in claim 5, further comprising the step of consolidating streaming

data transfers of different speeds into a write aggregation buffer.

10. The method recited in claim 3, wherein the step of storing the information objects
20 comprises the step of writing the information objects in contiguous available storage
space of the mass storage device, while concurrently performing steps (A) through (D)

with respect to another information object.

11 A method of managing a plurality of counters stored in a computer memory, comprising

25 the steps of:
computing a sum of values stored in each of the plurality of counters;
computing a maximum value that can be represented by the plurality of counters; and

decrementing each of the counters when the sum is greater than half the maximum value.

30 12, The method recited in claim 11, further comprising the steps of:

storing each of the plurality of counters in association with a description of one of a

plurality of information objects stored in a cache; and
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deleting one of the information objects that is associated with one of the counters when

the counter is decremented to zero.

The method recited in claim 1, which steps (B) and (C) use subkey partition and table

organization, thereby providing fast cache miss determination while using modest

memory.

A computer-readable medium carrying one or more sequences of instructions for caching

information objects, wherein cxecution of the one or more sequences of instructions by

one or more processors causes the one or more processors to perform the steps of:

establishing a cache for information objects that are identified by key values based on
names of the information objects, comprising a tag table that indexes the
information objects using set subkey values based on the key values, a directory
table having a plurality of blocks indexed to sets in the tag table by second subkey
values based on the key values, and data storage arcas referenced by the blocks in
the directory table;

delivering a requested information object to a client from the cache at a server, by:

(A) receiving a name that identifies a requested information object;

(B) computing a fixed size key value comprising a plurality of subkeys, based on the

name;

(C) looking up the requested information object in a directory table, using the subkeys as

lookup keys; and

(D) retrieving a copy of the requested information object from the data storage areas

using a reference contained in a matching block in the directory table.

The computer-readable medium recited in claim 14, further comprising the steps of:

selecting a version of the requested information object from a list in said cache of a
plurality of versions of the requested information objects;

identifying a storage location of the requested information object in said cache based on
an object key stored in the list in association with the first version;

retrieving the requested information object from the storage location; and

delivering the requested information object to the client.

The computer-readable medium recited in claim 14, further comprising the steps of:

storing the information objects contiguously in a mass storage device.
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The computer-readable medium recited in claim 16, further comprising the steps of:

storing each of the information objects in a contiguous pool of the mass storage device.

The computer-readable medium recited in claim 17, further comprising the steps of:

storing each of the information objects in one of a plurality of arenas in the pool.

The computer-readable medium recited in claim 18, further comprising the steps of:

storing each of the information objects in one or more fragments, allocated from arenas.

The computer-readable medium recited in claim 19, wherein the fragments comprising an

information object are linked from the previous fragment key.

The computer-readable medium recited in claim 15, further comprising the steps of:

storing the list contiguously with each of the plurality of versions of the requested
information object;

in each of the blocks, storing a size value of the requested information object in
association with such block, wherein the size value indicates a storage size of the
list and the plurality of versions of the information object;

and wherein step (D) comprises the step of reading the list and the plurality of versions

concurrently.

The computer-readable medium recited in claim 18, further comprising the step of

consolidating streaming data transfers of different speeds into a write aggregation buffer.

The computer-readable medium recited in claim 16, wherein the step of storing the
information objects comprises the step of writing the information objects in contiguous
available storage space of the mass storage device, while concurrently performing steps

(A) through (D) with respect to another information object.
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METHOD AND APPARATUS FOR HIERARCHICAL DISTRIBUTION OF
VIDEQO CONTENT FOR AN INTERACTIVE INFORMATION DISTRIBUTION
SYSTEM

CROSS REFERENCE TO RELATED APPLICATIONS
This application claims benefit of U.S. Provisional Application No. 60/127,396,
filed April 1, 1999, which is hereby incorporated by reference in its entirety.

BACKGROUND OF THE DISCIL.OSURE

1. Field of the Invention

The present invention relates to a method and apparatus for providing an
improved content delivery system for use with an interactive information
distribution system. More particularly, the invention relates to an improved system
for allocating, storing and distributing information within a video on demand (VOD)

system.

2. Description of the Background Art

Recent advances in digital signal processing techniques and, in particular,
improvements in digital compression techniques, have led to a plethora of proposals
for providing new digital services via existing telephone, coaxial cable and satellite
data networks. For example, it has been proposed to provide hundreds of cable
television channels to subscribers by compressing digital data and digital video,
transmitting the compressed digital signals over conventional coaxial cable
telcvision channels, and then decompressing the signals in the subscriber’s receiver.

Another application for this technology is a video-on-demand (VOD) system in
which a subscriber communicates directly with a video service provider via
telephone lines to request a video program from a video library. The requested
video program is then routed to the subscriber’s home via telephone lines or via
coaxial cable television cables for immediate viewing.

The VOD system may use a frequency multiplexing technique to enable control
information for a subscriber’s receiver to be transmitted through a cable network

back to an information server. Such a system permits bi-directional
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communications over a single network. In addition, graphical menus are displayed
upon the subscriber’s television and by using a remote control device, a subscriber
selects a desired program for viewing.

Many VOD distribution systems established by the service providers utilize a
plurality of cablc “head-ends”, where each head-end serves as a distribution point
for a respective “neighborhood” of subscribers.

Each head-end comprises one or more VOD server systems. Each VOD server
system contains subsystems that interface with each other to manage, store and
distribute video content. The subsystems usually are composed of a video stream
server, primary and secondary data storage units, and host workstations on which
various management software applications execute.

The subscriber has thousands of video titles from which to choose. A subscriber
selects a video title displayed on their monitor and a signal is sent from the
subscriber’s location to the local head-end server. The software management
applications, for each of the local video stream servers, queries a database to inquire
if the chosen content is presently stored at the head-end storage devices. The most
popular video content is typically stored locally on the primary storage device. The
secondary storage device is typically a large library of the remaining video content.

If the content is present at the head-end, the server will deliver the video
package to the subscriber. Alternatively, if neither storage devices at the head-end
have the selected video information, the head-end must first retrieve the requested
content from the service provider before delivery. Because of this deficiency, there
is a delay in transmission of the video information to the subscriber.

Head-ends that are networked together are known as regions and as such, are
served by several VOD systems. The service provider, through a managerial
software application, controls the introduction and removal of video information to
and from these servers. Thus, each region has a plurality of servers and storage
equipment, with each head-end having duplicate video content stored therein.

All of this additional storage capacity, in the form of additional storage hardware
results in higher system costs. These costs are primarily due to procuring and
maintaining reliable storage devices. This in turn increases the cost of building

infrastructure and subsequently, the ultimate cost to the consumer.
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Thus, there is a need to reduce the cost of implementing and maintaining
replicated head-end located storage libraries, while still maintaining the quality and
quantity of video titles offered by the service provider. To achieve this, there is a
need to support low latency file transfer operations at relatively high but variable
rates using a variable bit rate (VBR) transport, support high quality streaming
transport at various control bit rates, as well as supporting appropriate control

message flows.

SUMMARY OF THE INVENTION

The disadvantages heretofore associated with the prior art are overcome by the
present invention of a system for storing and distributing video information in an
interactive information distribution system. In the exemplary embodiment of the
invention, a system head-end is comprised of subsystems that are used to manage,
store and distribute video content: namely a video stream server, a primary storage
device and a management application that is executable through a general purpose
computer (e.g., a workstation host or personal computer).

The system redistributes the secondary storage devices to serve as a shared
secondary storage partition on an inter-server network. As such, various head-end
servers can share information, thus reducing the overall storage requirements for the
system. Such a beneficial reduction in storage hardware can be made because of a
distributive method of allocating the video libraries.

The inventors have recognized that of the vast number of available video titles
(and associated video assets), only a small percentage of titles may be considered
“popular” by the subscribers at any one time. Therefore, a large portion of the video
assets are not requested with any frequency. For example, if there are 1000 movies,
typically less than 25% will actually be requested on a regular basis to qualify as
being popular. This means that the remaining 750 movies are infrequently
requested and are being stored at each head-end without being accessed very often.
Such under-utilization and replication of these storage assets is costly to sustain.

A method of monitoring and storing video information, based upon a rate of
video requests from subscribers, enables the system to store the content more

efficiently. If shown to be in popular demand by the consumer, such as by
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surpassing a threshold request rate set by a service provider administrator, the “high
request” video assets are stored across all the neighborhood servers. The remaining
“low request” video assets are divided and distributed among the secondary storage
partitions. Numerous threshold rates may be established for each video asset. This
method allows multiple disbursements of the video asset to cither a single video
server or some multiple thereof, which is less than all of the video servers in the
entire VOD system.

In one embodiment of the invention, a “remote server” is advantageously
configured to replace all of the secondary storage devices located at each of the
head-ends. The remote server and its associated primary and secondary storage
partitions are established at a remote site and linked within a network of preferably
three or more head-ends. These storage partitions contain the library of VOD assets
presently stored on both the primary and secondary storage devices. The primary
storage partition holds frequently requested video assets while the secondary storage
partition (e.g. a magneto optical storage device, fiber channel hard drives or
otherwise) holds the remaining infrequently requested video content. To manage
the distribution of video assets, the remote server executes various management
tools.

In those instances when a subscriber has requested video assets not stored on the
primary storage partition at the local head-end, the content manager will retrieve the
desired video content from the remote server. The remote server may function as a
head-end itself by serving the video assets directly to the subscribers. This is
accomplished by transmitting the video assets through an access network at the
subscriber’s local head-end and thereby bypassing the local server. Alternatively,
the remote server may be used as a source for copying video assets to other head-
end servers for storage and distribution.

In a second embodiment, the network of local stream servers is considered as a
“virtual remote server.” This extends the concept of a remote server as the central
repository of all video assets in the network. Using this method, a number of stream
servers connected by a fast network capable of constant and variable bit rate (CBR
and VBR) transport service, will provide a subscriber with a selection of movies and
other assets that are greater than the storage capacity of any individual stream

sc€rver.
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The video assets considered popular, as determined by the frequency of
subscriber requests, are stored on the primary storage partitions in all the
neighborhoods. The remaining infrequently requested video assets are divided and
then selectively distributed amongst the neighborhood head-ends on the secondary
storage partitions.

One function that this VOD network satisfies is to transport video streams at
various bit rates with an appropriate quality of servers. Another function is to
support low latency file transfer operations at relatively high bit variable rates, using
a VBR transport. Finally, the network supports appropriate control message flows.

Thus, the current requirement of having secondary storage partitions for
additional storage of infrequently requested video content, as well as having backup
at each head-end site has been eliminated. This redistribution of storage space by
either embodiment provides geographical locality for the introduction and removal
of video content. Similarly, it reduces the cost for storing archived content,
improves performance in retrieving content, and reduces the disk storage capacity of

the individual stream servers.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings of the present invention can be readily understood by considering
the following detailed description in conjunction with the accompanying drawings,

in which:
FIG. 1 depicts a high-level block diagram of a first embodiment of an interactive

information distribution system in accordance with the invention:

FIG.2 depicts a high-level block diagram of a second embodiment of an
interactive information distribution in accordance with the invention;

FIG.3 depicts a graphical representation of the interrelationships amongst a
plurality of management tools, provider equipment and subscriber equipment useful
in understanding the invention;

FIGS.4A and 4B together depict a flow diagram of a method of allocating video
information suitable for use in the interactive information distribution systems of

FIG. 1 and FIG. 2; and
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FIG.5 depicts a flow diagram of a method of storing video assets at various
locations suitable for use in the interactive information distribution systems of FIG.
1 and FIG. 2..

To facilitate understanding, identical reference numerals have been used, where

possible, to designate identical elements that are common to the figures.

DETAILED DESCRIPTION OF THE INVENTION

In an interactive information distribution system, a method and apparatus for
distributing video assets to a plurality of subscribers, and redistributing video assets
stored on primary and secondary storage devices. FIG. 1 depicts a high-level block
diagram of an interactive information distribution system. |

Specifically, the interactive information distribution system 100 comprises a
plurality of head-ends 110, through 110, (collectively head-ends 110), each of said
head ends 110 being coupled to at least one of a corresponding plurality of
neighborhoods 130, through 130, (collectively neighborhoods 130), and a remote
server head-end 110R. Each of the head-ends 110 comprises various subsystems
that store and distribute video content. The terminology “video content”, “video
asset” and “video information” as used herein are equivalent.

Moreover, each head-end 110 comprises a host workstation 112, a video stream
server 114 and a primary storage partition 118. The primary storage partition 118
and host workstation 112 are coupled to the video stream server 114. In the
exemplary embodiment, the primary storage partition 118 comprises of an array of
small computer systems interface (SCSI) or fiber channel hard drives.

The host workstation 112 allows an operator to interface with a series of
management tools including a content manager 120, a stream session manager 122
and content session manager 124. These management tools perform various system
command and control functions such as allocating transmission paths and
monitoring the video streams through a communications network to and from the
neighborhoods 130. The managers may be implemented as hardware, software, or a
combination of hardware and software.

Each neighborhood 130 serves a plurality of subscribers. The interactive

information distribution system 100 transmits video streams from the video stream
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server 114 to the subscriber’s respective subscriber equipment 140. The subscriber
equipment 140 comprises a set-top box 142, a display 144 and a control device 146.

The neighborhoods 130 are linked to their respective head-ends 110 through an
access network 150. The stream session manager 122 at each of the head-ends 110,
controls the transfer of video assets over the access network 150. Throughout this
description the term “local” will be used to denote a head-end 110 or subscriber
equipment 140 that is associated with a neighborhood 130 in which a subscriber
request for a video asset has been initiated.

The remote server head-end 110R comprises a remote server 114R (i.e., a video
stream server) and a primary storage partition 118R coupled to the remote server
114R. A secondary storage partition 119R is also coupled to the remote server
114R. The secondary storage partition 119R illustratively may be magneto optical
storage devices or hard disk drives. The host workstation 112R, which includes the
content manager 120R, stream session manager 122R and content session manager
124R, interfaces with the plurality of head-ends 110, through an inter-server
network 160.

A primary storage partition 118 of a head-end 110, including the remote server
head-end 110R, is used to store frequently requested video assets. Alternately, the
secondary storage partition 119R of the remote server head-end 110R is used to
store infrequently requested video assets.

The content manager 120 tracks the number of requests for a video asset and
produces an asset request rate. An operator using the host workstation 112 defines a
threshold rate for each video asset. The content manager 120 periodically compares
the asset request rate against the threshold rate for each video asset in the system
100. If the asset request rate traverse the threshold rate for a video asset, then the
video asset is stored on the primary storage partitions 118 and 118R at each of the
head-ends 110 and 110R. If the asset request rate does not traverse the threshold rate
for a video asset, then the video asset is stored on the secondary storage partition
119R at the remote server head-end 110R. In this manner video assets are
dynamically distributed throughout the interactive information distribution system
100.

A subscriber in a neighborhood 130 uses the control device 146 to select and

request video assets for delivery and viewing on the display 144. At the local head-
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end 110, the content manager 120 determines whether the video asset is locally
stored at the head-end 110. If the requested video content is locally stored (i.c. on
the primary storage partition 118), the local video stream server 114 accesses and
delivers the locally stored video asset to the set-top box 142 of the requesting
subscriber’s equipment 140, thereby fulfilling the request.

If the video asset is not locally stored at the head-end 110, then the content
manager 120 contacts the content session manager 124 at the remote server head-
end 110R. The remote server head-end 110R will then transmit the requested video
information by alternate methods, depending on the circumstances.

The decision as to whether to stream the requested video directly to the
subscriber 140 from the remote head-end 110R, or transfer or migrate assets from
the remote head-end 110R to the local head-end 110, and then stream from the local
head-end 110 to the subscribers 140 depends on various factors. These include the
availability of isochronous bandwidth on the inter-server network 160, the current
usage of the requested movie or video asset by other subscribers, the quality of
service selected for the delivery of the service, and the availability of space on the
local video stream server 114 for storage of the video information. By using various
algorithms, these factors are addressed by the content managers, which is generally
responsible for checking the status of the servers.

One method comprises the steps of retrieving the requested video information
from the secondary storage partition 119R of the remote server head-end 110R, and
then the remote server 114R transmits the requested video through the inter-server
network 160 to the local neighborhood 130 where the request originated. The video
stream server 114 at the local neighborhood head-end 130 receives the requested
video asset, and then transmits it to the requesting subscriber over the access
network 150 for viewing on the subscriber equipment 140. This method may be
used when it is also desirable to store the video asset at the local head-ends 110.

Alternately, a second method comprises the steps of the remote server 114R
retrieving the requested video asset from the secondary storage partition 119R at the
remote server head-end 110R. The remote server 114R then transmits the video
asset over the inter-server network 160 and access network 150 directly to the

requesting subscriber’s subscriber equipment 140. In this way, the remote server
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head-end 110R utilizes the local head-end 110 as a conduit for transmitting the
video information and avoids interfacing with the local server 114.

FIG. 2 depicts the block diagram of a second embodiment of an interactive
video distribution system 200. Specifically, the interactive information distribution
system 200 comprises a plurality of head-ends 210, through 210, (collectively head-
ends 210), each of said head ends 210 being coupled to at least one of a
corresponding plurality of neighborhoods 230, through 230, (collectively
neighborhoods 230).

The head-ends 210 are comprised of various subsystems that store and distribute
video content. Specifically, a host workstation 212, a video stream server 214 and a
primary storage device 216. The primary storage device 216 and host workstation
212 are coupled to the video stream server 214. In the exemplary embodiment, the
primary storage device 216 comprises an array of small computer syslems interface
(SCS)) or fiber channel hard drives. Furthermore, the primary storage device 216 is
apportioned into at least two storage partitions designated as a primary storage
partition 218, and a secondary storage partition 219.

The host workstation 212 interfaces with a content manager 220, a stream
session manager 222 and a content session manager 224. These are management
tools that perform various system command and control functions, as well as
allocate transmission paths and monitor the video streams through a
communications network to and from the neighborhoods 230. The managers may
be implemented as hardware, software, or a combination of hardware and software.

Each neighborhood 230 serves a plurality of subscribers. The interactive
information distribution system 200 transmits video streams from the video stream
server 214 to the subscriber’s respective subscriber equipment 240. The subscriber
equipment 240 comprises a set-top box 242, a display 244 and a control device 246,

The neighborhoods 230 are linked to their respective local head-ends 210
through an access network 250. The stream session manager 222 at each head-end
210 controls the transfer of video information to and from the subscriber equipment
240 over the access network 250. Throughout this description the term “local”
head-end will be used to denote a head-end 210 that is associated with a
neighborhood 230 or subscriber equipment 240 within that neighborhood 230 where

a request for video information by a subscriber has originated.
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The primary storage partition 218 on the primary storage device 216 at each
head-end 210 is used to store frequently requested video assets and temporarily
cached library video assets. Each primary storage partition 218 at cach head-end
210 typically has the same frequently requested video assets as any other head-end
210.

The secondary storage partition 219 is used to store portions of the infrequently
requested video assets. An entire library of infrequently requested video assets is
divided and stored amongst the plurality of head-ends 210 at each of the secondary
storage partitions 219 on their respective primary storage devices 216.

An infrequently requested video asset is typically stored on the secondary
storage partition 219 at a single head-end 210. However, the request rate for that
video asset may warrant additional storage at other head-ends 210. As such, the
content may be replicated and stored thereafter. In this manner, video assets that do
not warrant storage across the entire system of head-ends 210 in the interactive
information distribution system 200, may still be dynamically stored at multiple
head-ends 210. Such dynamic storage corresponding to those neighborhoods having
higher request rates than others is made in accordance with an algorithm that allows
maximum access to the video titles with minimum network cost associated with
their delivery.

A subscriber in a neighborhood 230 uses a control device 246 to select and
request a video asset for delivery and viewing on the display 244. At the local head-
end 210, the content manager 220 determines whether the video asset is locally
stored at the head-end 210. If the requested asset is locally stored (i.e. at the
primary storage partition 218 on the primary storage device 216), the local video
streamn server 214 accesses and delivers the locally stored video asset to the
requesting subscriber’s equipment 240, thereby fuifilling the request.

If the video asset is not locally stored at the head-end 210, then the content
manager 220 contacts the content session manager 224 at a remote head-end 210
where the infrequently requested video asset is located. Throughout this description
the term “remote” head-end will be used to denote a head-end and its corresponding
sub-systems that are associated with that head-end containing video information not

locally available on at a local head-end when requested by a subscriber. The suffix
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“R” will denote the corresponding elements at that head-end that form a portion of
the remote head-end.

The video stream server 214R at the remote head-end 210R retrieves the
infrequently requested video assets from its respective secondary storage partition
219R. The video stream server 214R then transmits the retrieved video information
over the inter-server network 260 to the local head-end 210 from where the request
for video information initiated (for example, head-end 210,). The local video stream
server 214, operating as an intervening server with respect to the requesting
subscriber and remote head-end 210R, directs the requested video assets from the
inter-server network 260 to the subscriber equipment 240, via the local head-end
210 and the access network 250.

Various factors may be involved as to whether to stream directly from the
remote head-cnd 210R to the subscriber equipment 240. Typically, they include the
availability of isochronous bandwidth on the inter-server network 260, the current
usage of the requested movie or video asset by other subscribers, the quality of
service selected for the delivery of the service, and the availability of space on the
local video stream server 214 for storage of the video information.

Alternately, in the instance where local storage is desired, the video stream
server 214 at the local head-end 210 receives the video information from the remote
head-end 210R. Upon receiving the streamed information, the video stream server
214 concurrently stores the assets locally, and transmits the infrequently requested
video information over the access network 250 to the requesting subscriber for
viewing on the subscriber equipment 240.

The video assets may be streamed in either real time or in bursts. Where the
video asset is simply being presented to the subscriber for viewing, the content is
streamed in real time, thereby alleviating any need for buffering of the content. If
the video asset is also going to be stored at the local head-end 210, then the video
asset may be transmitted or migrated in bursts, i.e., streaming at a maximum rate of
transfer by the remote video stream server 214R according to bandwidth
availability. The video asset is then stored on the primary storage device 216 at the
local head-end 210. After a sufficient amount of the video asset is stored, the local

video stream server 214 will stream the video asset to the subscriber in real time for
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presentation on the subscriber equipment 240. As the asset is sent to the subscriber,
the remaining amount of the asset is stored in the primary storage device 216.

In the case where infrequently requested video content is deemed desirable to
have stored at other head-ends 210, the infrequently requested video asset is
retrieved from the remote head-end 210R having such video asset stored on the
head-end’s secondary storage partition 219. The infrequently requested video asset
is then transmitted by the remote video stream server 214R in bursts across the
inter-server network 260, to the local head-ends 210 designated by the content
manager 220 to store such video asset.

Such movement of video assets occurs in this manner, based upon the system
level algorithms having specified threshold rates, as opposed to-an individual
subscriber requesting a video asset stored at a remote head-end site. Thus, the video
assets designated for movement from one server to another occur during system
level maintenance, i.e., in the background to any subscriber requesting video assets.

Once each local video stream server 214 receives the infrequently requested
video asset, it then stores it on its respective primary storage device 216 at the
primary storage partition 218. In this manner, an infrequently requested video asset
that later in time becomes frequently requested, may be removed from the remote
secondary storage partition 219 at the remote head-end 210R, and transferred to
some or all of the plurality of local head-ends 210. Thus, highly requested video
assets are distributed broadly across the network of video stream servers. This
serves as an effective method to satisfy the high request rates by the subscribers.

Conversely, a frequently requested video asset stored at the primary storage
partition 218 on the primary storage device 216 at each head-end 210 may become
infrequently requested over a period of time, or for that matter, during various hours
of a day. The content manager 220 determines which head-ends 210 are to be
designated as a remote head-end 210R for storing such infrequently requested video
asset. In this instance, the content manager 220 also controls the transfer of that
video asset from a local head-end 210 storing the video asset on its primary storage
partition 218, to the secondary storage partition 219 of a head-end 210R designated
to store such infrequently requested video asset. After the transfer of the video asset

is made to the secondary storage partition 219, the video asset may be deleted from
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the primary storage partitions 218 at each of the local head-ends 210 where the low
request rate does not warrant duplicate storage.

These methods of asset allocation ensure greater storage capacity at each head-
end 210 for content that is accessed by subscribers. Additionally, by distributing
the video assets at selected local head-ends 210 based upon the subscriber request
rates, network bandwidth will be used with greater efficiency and the subscribers
will receive their product with minimal delay.

FIG.3 depicts a graphical representation of the interrclationships amongst a
plurality of management tools, provider equipment, and subscriber equipment.
Furthermore, FIG. 3 represents the subject matter of FIG. 1 only, however, FIG. 3
similarly applies to the subject matter depicted in FIG. 2. The content manager 120
and stream session manager 122 are located at each of a plurality of local head-ends
110, and are linked to each other. The stream session manager 122 manages and
controls transmissions to and from the subscriber equipment 140 and a local video
stream server 114 at the local head-ends 110 supporting the subscriber equipment
140.

An access network 150 is a transmission medium between the head-end 110 and
subscriber equipment. The access network 150 may be comprised of telephone lines,
coax cable, satellite links, fiber optics hybrid-fiber coaxial or a combination thereof.

A content session manager 124 is linked to the content manager 120, as well as
communicating with a remote head-end 110R having a remote server 114R and
storage partitions. The content session manager 124 controls the flow of video assets
between the local video stream servers 114 at the local head-ends 110 and the
remote head-end 110R. For purposes of this FIG.3, the use of the suffix “R”
designates a remote location and hardware having infrequently requested video
assets stored therein.

Illustratively, in the first embodiment as depicted by FIG.1, infrequently
requested video assets are centrally stored on the secondary storage partition 119 at
the remote server head-end 110R. Thus, the content session manager 124 is also
centrally located at the remote server head-end 110R. In the second embodiment, as
shown in FIG.2, the infrequently requested video assets are de-centrally located
because they are divided amongst each of the plurality of head-ends 210 within the

interactive video distribution system 200. Thus, the content session manager 224 is
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located at each of the plurality of head-ends 210. In either embodiment 1 or 2, the
interrelationships between the management tools, provider equipment and
subscriber equipment is functionally the same.

Referring back to FIG.3, the remote head-end 110R is linked to the plurality of
local head-ends 110 through an inter-server network 160 via switch 170. Switch
170 also interconnects the access network 150 and an inter-server network 160. As
such, any communications between each of the video stream servers 114 and the
stream session manager pass through the switch 170. Likewise, any
communications between the content session manager 124 and the remote head-end
110R also pass through the switch 170,

Flow of video information from the remote head-end 110R may take either of
two paths. Across the inter-server network 160 through the switch 170 and into the
local video stream server 114 at the local head-end 110, or across the inter-server
network 160 through the switch 170 and across the access network 150, directly to
the subscriber equipment 140.

The content manager 120 also monitors the frequency of subscriber requests for
video assets. This allows the interactive information distribution system 100 to
control video asset storage and distribution, based on the frequency of requests
when compared to a threshold rate. A threshold rate is a value for each requested
video asset, established by the service provider in the interactive information
distribution system 100, which defines a level to be considered as frequent or
infrequent requests by the subscribers.

Each video asset may have multiple threshold rates. Multiple threshold rates are
set to establish various parameters for the storage locations of video information.
Such parameters include discarding the video asset, storing it at a single head-end
110, replicating the video asset and storing it at more than one head-end 110 where
the request rate warrants it, or storing it at all the head-ends 110 across the entire
interactive information distribution system 100.

Threshold rates may also be utilized to determine storage at a particular head-
end based on the time of day when a video asset is most frequently requested. For
example, video assets pertaining to children’s shows are mostly viewed during the

day before 6:00 p.m. In the evening, such video content may be discarded at a
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majority of the head-ends so as to allow for the storage of adult type content usually
viewed in the evening by the adult subscribers.

The content session manager 124 updates the content manager 120 of any
changes in the distribution of video assets amongst the local video stream servers
114. The content manager 120 at each head-end 110 maintains files regarding the
storage and distribution of various movies and other video assets across the entire
interactive information distribution system 100.

In operation, at each of the local head-ends 110, the stream session manager 122
controls a navigation session by communicating with the subscriber equipment 140.
The subscriber selects and requests a choice of video content, such as a movie, using
a control device 146 of the subscriber equipment 140. The stream session manager
122 sends the request from a set-top box 142 in the subscriber equipment 140 to the
content manager 120. The content manager 120 then queries its inventory files as to
the location of the content.

If the content manager 120 determines that the requested video asset is located at
the local head-ends 110 on the primary storage partition 118, then the stream and
session manager 122 is notified to deliver the requested video asset. The stream
session manager 122 instructs the video stream server 114 to transmit the video
information through the access network 150 to the subscriber equipment 140 for
viewing on the display 144.

If the content manager 120 determines that the requested video asset is not
located at the local head-ends 110, but rather on the secondary storage location 119
at the remote server head-end 110R, the stream and session manager 122 contacts
the content session manager 124 through the content manager 120. The content
session manager 124 regulates transmission and flow of the requested video assets
from the remote server 114R to the local video stream server 114.

The content session manager 124 then instructs the remote server 114R to
transmit the video information through the inter-server network 160 to the
requesting local head-end 110. Once received by the requesting local head-end 110,
the video assets are transmitted over the access network 150 to the subscriber’s
equipment 140 for viewing on the display 144. Alternately, if a threshold value has

been traversed, the local video server 114 is notified by the content manager 120 to
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begin storing the video asset on its storage device 116 prior to its transmission over
the access network 150 to the subscribers.

FIGS. 4A and 4B together depict a flow diagram representing a method 400 of
allocating video information based upon subscriber requests. It further demonstrates
the method of distributing video information. The method 400 is used in an
interactive information distribution system 100 or 200 of FIG’s 1 and 2. The
subscriber selects a video asset from a title listing on the display of the subscriber’s
equipment. At step 404, a request is transmitted to the local head-end by the
subscriber whereupon in step 406, a stream session manager and a content manager
receive the request. In step 410, the content manager queries its files to determine if
the requested video information is currently stored on the primary storage partition
at the local head-end.

If the video information is locally stored on the primary storage partition at the
local head-end, then the method 400 proceeds to step 412, where the content
manager notifies the stream and session manager to transmit the requested video
information. The stream and session manager controls the transmission and
receiving of streamed video information on the local video stream server. In step
414, the stream and session manager notifies the video stream server to transmit the
requested video information. In step 416, the video stream server transmits the
video information, through the access network, to the subscriber’s equipment for
viewing on a display and the method ends at step 417.

If, in response to the query at step 410 that is negatively answered, where the
video information is not locally stored on the primary storage partition at the local
head-end, the method proceeds to step 418 (FIG. 4B) where the stream and session
manager sends the request to the content session manager. In step 420, the content
session manager then identifies the video information stored on the remote storage
location (i.e., the secondary storage partition at the remote server head-end, as
depicted by the first embodiment of this invention in FIG.1, or the secondary storage
partition at each head-end, as depicted by the second embodiment of this invention
in FIG.2).

After the video information is identified in step 420, the content session
manager, at step 422, allocates the necessary bandwidth on the inter-server network.

At the remote head-end, the content session manager determines the most efficient
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route to allocate the video asset to the requesting head-end. The content manager
allocates a path for transmission based upon factors such as network bandwidth,
popularity of the requested asset in view of subscriber requests, and storage capacity
at the local server.

At step 424, the method 400 queries whether the video assets are to be
transferred to the local video server, as opposed to being streamed directly to the
subscriber. If the query of step 424 is affirmatively answered, the method proceeds
to step 426 where the content session manager notifies the remote server to begin
streaming to the local server. The remote server will wait for a response from the
local server signifying that the local server is ready to receive the video stream. If at
step 428, no reply is given in some pre-designated time, the remote server will
continue to notify the local server until a “ready” response is received. Once the
remote server receives the ready signal, the method 400 proceeds to step 430 where
the remote video server streams the video information over the inter-server network
to the local video server. The local video server then transmits the video
information to the requesting subscriber. If at step 424 the query is negatively
answered, i.e., the method determines that the video information at the remote head-
end is not to be transferred to a local video server, then at step 432, the content
session manager additionally requests the stream session manager to allocate
bandwidth through the access network.

Once the bandwidth on the access network is allocated, the content session
manager notifies, in step 434, the stream session manager at the remote head-end to
start streaming the requested video asset and at step 436, the remote stream session
manager then signals the remote stream server to begin streaming the video. In step
438, the remote stream server transmits the video asset over the allocated bandwidth
of the inter-server network, across a network interface switch, and through the
access network to the final destination, the subscriber equipment. The method 400
ends at step 439. These alternate methods provide effective options to transmit
video assets under various conditions in the interactive information distribution
system.

FIG.5 depicts a flow diagram representing a method 500 of storing video assets

at the various locations in the interactive information distribution system. The
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method is used in an interactive information distribution system such as an
interactive video distribution system 100 or 200 of FIGS. 1 and 2.

The method 500 starts at step 501 and proceeds to step 502 where a plurality of
subscribers transmit requests for video content from each of a plurality of subscriber
equipment. In step 504, each local video stream server at a plurality of head-ends
designated to support the plurality of subscribers, receives the subscriber requests
and notifies the content manager thereof. At step 506, the content manager at each
local head-end collectively quantifies a subscriber asset request rate for each video
asset.

The service provider, in step 508, sets at least one threshold rate for each video
asset in order to establish a frequency request level for subscriber requests of video
assets. Then, at step 510, the subscriber asset request rate is compared to the
threshold rate for each video asset.

The method 500 queries at step 512 whether the asset request rate traverses the
threshold rate. If the query is affirmatively answered, then, in step 514, the video
asset is directed by the management tools to be streamed to the primary storage
partitions at each of the plurality of head-ends designated to store the replicates of
that video asset. The head-ends that store the replicated video asset are those based
upon traversing the threshold request rate for that specific head-end. If one of the
threshold rates for the entire system is traversed, then, at step 516, the video asset is
stored amongst all of the plurality of head-ends in the interactive information
distribution system.

Alternatively, if at the query of step 512 is negatively answered, the method 500
deems that the asset request rate does not traverse the threshold rate. At step 518,
the video asset is directed by the management tools to be stored at the secondary
storage partition. In step 520, some or all of the video assets that are replicated on
the primary storage partitions may be removed, depending on the subscriber request
rate at that specific head-end, and the method 500 ends at step 521.

In the first embodiment as depicted in FIG.1, the infrequently requested video
assets are stored on the secondary storage partition 119 at the remote server head-
end 110R. In the second embodiment as depicted in FIG.2, the infrequently
requested video assets are divided amongst each of the plurality of head-ends and

then stored on their respective secondary storage partitions. In either the first or
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second embodiments, there is a separation of frequently requested video assets from
infrequently requested assets. The result of this method is a reduction of storage
capacity required for storing the thousands of video assets in duplication, while still
providing the assets to the plurality of subscribers seamlessly without delay.

Another feature of this inventive system is file transfer to the subscriber at a
faster rate than the subscriber equipment can retrieve the file. The video assets
comprise a number of files that include the play track, fast-forward track, rewind
track, movie information screen (MIS), preview, etc. When the file is transferred
from the video stream server, multiple file transfers may be launched
simultaneously faster than real time. For example, normal play track can be
transferred at nine times real time (e.g. 30 MB/sec), fast-forward track at real time
(3.3 MB/sec), and rewind track in reverse in real time.

These files may be simultaneously transferred by the video stream server. They
are transmitted by the server (e.g., bursts) to the subscriber equipment at a faster rate
than the subscriber can retrieve these files, even at the fast-forward rate of transfer.
For example, if the video server transmits a movie to a subscriber, who, at the same
time plays the movie in the fast-forward mode, the video stream server will transmit
the movie before the subscriber will finish playing the movie in fast-forward mode.
In this way, the stream server will satisfy a new customer request for the title, even
though the title has not been completely transferred from the remote server. Thus,
as long as the transfer from the stream servers is faster, it will always be ahead of
the subscriber’s access to the title.

It should be apparent to those skilled in the art that a novel system for storing
and distributing video content on a plurality of servers within an interactive
information distribution system has been provided. The methods and apparatus
described herein eliminate the need for independent storage devices at each
neighborhood site and redistributes much of the video content across the entire
network of servers. Although various embodiments that incorporate the teachings
of the present invention have been shown and described in detail herein, those
skilled in the art can readily devise many other varied embodiments that still

incorporate these teachings.
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What is claimed is:
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20
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30

1. In an interactive information distribution system (200) including a network

of provider equipment and subscriber equipment, apparatus comprising:

a plurality of servers (214) coupled to respective subscriber equipment
(240), cach of said servers (214) having a primary storage partition (218) for
storing a local portion of video assets, each of said servers (214) having a
secondary storage partition (219) for storing at least some of a remaining
portion of said video assets; and

a manager (220, 222, 224), coupled to each of said plurality of servers
(214) for routing video assets between said servers (214) in response to
video asset requests, and for migrating video assets between storage
partitions (218, 219) in response to a video asset request rate traversing a

threshold rate.

The apparatus of claim 1, wherein:

said manager (220, 222, 224) allocates said video assets to at least one of
said plurality of servers (214) for storage on said primary storage partitions
(218) when said asset request rate traverses said threshold rate; and

said manager (220, 222, 224) stores said video assets on said secondary
storage partition (219) when said asset request rate does not traverse said

threshold rate.

The apparatus of claim 2, wherein:

in response to an asset request from subscriber equipment (240), said
manager (220, 222, 224) distributes to said requesting subscriber equipment
(240) the requested video asset from a server (214) storing the requested

video asset.

The apparatus of claim 1, wherein said manager comprises:
a content manager (220), coupled to said plurality of servers (214) for
tracking, inventorying and administering said asset request rate and said

threshold rate for each of said video assets;
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a strcam session manager (222), coupled to said plurality of servers (214)
and linked with said content manager (200), for distributing streams of video
assets to subscriber equipment (240) requesting said video assets;

a content session manager (224), coupled to said content manager (220)
and said plurality of servers (214), for receiving asset requests from said
stream session manager (222) via said content manager (220); and

an access network (250), coupled between each of said plurality of
servers (214) and said respective subscriber equipment (240), for receiving

asset requests and transmitting video assets.

The apparatus of claim 4, wherein a server (214), identified by said content
manager (220) as storing a requested video asset, provides said requested
video assel Lo requesting subscriber equipment (240) via said access network
(250).

The apparatus of claim 5, wherein said video asset is stored on said primary
storage partition (218) or secondary storage partition (219) of at least one of
said plurality of said servers (214) correspondingly linked to said subscriber

equipment (240).

In an interactive information distribution system (100) including a network
of provider equipment and subscriber equipment, apparatus comprising;:

a plurality of local servers (114) having a primary storage partition (118);

a remote server (114R) having a primary storage partition (118R) and a
secondary storage partition (119R); and

a manager (120, 122, 124), coupled to each of said plurality of local
servers (114) and said remote server (114R), for routing video assets
between said remote server (114R), said plurality of servers (114) and said
subscriber equipment (140) in response to video asset requests, and for
migrating video assets between storage partitions (118, 118R, and 119R) in

response to a video assct request rate traversing a threshold rate.

The apparatus of claim 7, wherein
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said manager (120, 122, 124) allocates said video assets to at least one of
said plurality of local servers (114) for storage on said primary storage
partitions (118) when said asset request rate exceeds said threshold rate; and
said manager (120, 122, 124) stores said video assets on said secondary
storage partition (119R) of said remote server (114R) when said asset

request rate does not exceed said threshold rate.

9. The apparatus of claim &, wherein:
in response to an asset request from subscriber equipment (140), said
manager (120, 122, 124) distributes to said requesting subscriber equipment
(140) the requested video asset from a local server (114) storing the

requested video asset.

10. The apparatus of claim 9, wherein said manager comprises:

a content manager (120), coupled to said plurality of local servers (114)
and said remote server (114R) for tracking, inventorying and administering
said asset request rate and said threshold rate for each of said video assets;

a stream session manager (122), coupled to said plurality of local servers
(114) and said remote server (114R), and linked with said content manager
(120), for distributing streams of video assets to subscriber equipment (140)
requesting said video assets;

a content session manager (124), coupled to said content manager (120)
and said remote server (114R), for receiving asset requests from said stream
session manager (122) via said content manager (120); and

an access network (150) coupled between each of said plurality of local

servers (114) and said respective subscriber equipment (140) for receiving asset

requests and transmitting video assets.

11. The apparatus of claim 10, wherein said local server (114) transmits said
video asset across said access network (150) to said subscriber equipment

(140).
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13.

14.

15.

23—
The apparatus of claim 11, wherein said video asset is stored on said primary
storage partition (118) of at least one of said plurality of said servers (114)

correspondingly linked to said subscriber equipment (140).

In an interactive information distribution system (500) comprising a
plurality of servers coupled to respective subscriber equipment, each of said
servers having a primary storage partition for storing a first portion of video
assets and a secondary storage partition for storing at least some of a
remaining portion of said video assets, said servers providing video assets to
respective subscriber equipment in response to subscriber requests, a method
comprising the steps of:

determining (506) an asset request rate for each of said video assets
stored in each server;

comparing (512) said determined asset request rates with respective
threshold rates; and

in the case of (512) video assets stored on a secondary partition having a
request rate exceeding said respective threshold rate, migrating (514, 516)
said video assets stored on said secondary storage partition to a

corresponding primary storage partition.

The method of claim 13, wherein in the case (512) of said determined asset
request rate for video assets stored in a primary storage partition being below
a respective threshold rate, migrating (518) said video assets from said

primary partition to a corresponding secondary partition.

The method of claim 14, further comprising the steps of:

identifying (408) a server having a primary partition storing a requested
video asset;

causing (414, 426) said identified server to begin providing said
requested video asset; and

transmitting (416, 430) said video asset through an access network to

said subscriber equipment initiating said asset request.
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16. The method of claim 15, wherein (412) said identified server is coupled

directly to said requesting subscriber equipment.

17. The method of claim 15, wherein said (418) identified server is coupled to
5 said requesting subscriber via an intervening server, said identified server

communicating (426) with said intervening server via an inter-server

network.

10

15
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HE MH OOI& = &(an enhanced content server data transfer)2 st &yl 2l A|AHIQ] 3tst 210]
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SO2 AE 2FE SIE AWt AX oE BIE Zto] J1xs6t0 MoXICH. AMH SIE SIE 42 ME ME
TH(storage constraints)0lLt 9HAlA A2HY 22 A9 L« E-138 @ XH(lacal node-specific factors)
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(address)Tl= CIHYIO=Z 2iFCH, HIMLE 0]23810 UHLOH o
CHaH HEelE-g-22 (point- and click) OIE{MO|AS X &SIC.

URL(Universal Resource Locator) : CIEHY &9 IEE URGIH AL OEASE HHUORA,
A T oS A ¥ 2A Y E(Web document version) 22 2tZE 4 9ICt. URLE &10jHH a3

2510 SR A B = QIC}. URL é!‘é(ldentificaﬂon)_l o=

“hitp://www hpilipyu.com:80/tahle html"0] QICH. URLE 4 JIXl =+ 9”35.
B OAESHA, 3 Il 2as= "o 2ls 2H 06 (tocator) Q| LID A ]
E2(0] H2E http) 8 ‘:c";'AIO’Ei [ Q4= 24 SAEQ GTAEL
A, 0 Ras E‘%E 01 sdf+"//", 228%2 o a4 /"(FE deNog "2 MHelgd X
E HigE N AFQFOITH iﬁEHI%‘EE%‘-H ARz ", 2ERE oy sy v/ i Mgttt U odl
B RAs AX Ty o/S0lL Z2)H OIE(OI %E!%’—OIIE. table html) 22, ©te) &i$lE O 018350}
SdHol dalom CAER| L AY OAUECIE Helsich. o oolA, ".htal"2 0]2i0] HTML T2
LIEHH = SEXHOICH

HTviL(HyperText Markup Language) : # A0 2h AT 0] ¥ SctolAE0 ol &= A
Aot HE5He S10j0I0H. HIMLE BI0|HEAE SHE SMAZILCH

HTTP (HyperText Transfer Protocol) : ZRlO|HEZRE MU 29 PE QF0| SYXo=z i{EIEI Fa
Ei(stateless) TREZ0ICH. Mu= 0d &0 Uigt 2150 °1El URLS] A1 229 "http'= RF
ol= SCI0IHER ST MBI XNEE Ko 28 HITP I2E2S 0| 83810 SAIGH0F 2 LIEFLCE.

gyl BteX L= ¥ ZHeleAXN(internet Browser or Web browser) @ HITPR} 22 QIEY ZREZ28
A3t J HIUASE ANEXS AT A0 O AZ0I5t= JeH= OE{HI0l A T 7(a graphical interface
tool)Q|C}. EE,‘}S,’- NeE AZXAIF CIHUS "M (surf) "8 0f J2FZE dIADY(pictorial desktops).
ClMER|, A 29 S CIEfd B3 210l =(Internet tour guide) &S & £ QL 0] OHE2IH
0|H0IA # HeleMeE 85 201 g S8ots ScholgE AMB| AT

SCOIHUE 4 (Client cache) @ HBNOEZ ZRLOIPIEN ojof MM A= A FEH IS0HH)I =2

olo
ob
rlr 22
_>d
rulm

%(hostname) C= IP HE Bﬂi?:

LA
0z

A ALBEICH. WWW SHFolM, SeloldE Jlili= AgEeR2 o ZSoteXd o 7D, sl 2E
(current invocation) Z0| WA AT = N 211'1] 5 Big = (non pPremtent) MY =2 ¢, =N
WXISH= (across invocations) MA|IE W& 4

MY Z=ZA(Caching proxies) : UIEL 3 LHoO|
HHEstol MM E WHAISHE O0I & E(agent) 9812 ol HEIBHE AMOICH g ZBA= Z20|0E
1t oz

S0 EE falsli A, M+ E/\}E(a cached copy)2
N+ 2219 2 A (cache nisses)2 & EM 55508 AYHOR 2 i HZE 0l&2 el HEs

sHCt.
META-EH (tagging) : =OIE Adet Aol Fgojct. 041" =01, HITPUIA, EY= HTTP §giel B
Lol ole 23 A S S5 gz + L. olE S0, HTTP Z2l0igAEE S22 HolX(a

returned page) 7t RATS= [JRL% SAE = QT
1C Q0| = @ (¥W L= Web)ol 01212F ZJEHON [ﬂa ogylg SEt

2= el E A5l ML
2 O WEAT &5ol Fa #S(hottlenocks) & SILL ST OlRILL, W ALEX= 2l USHT
Y98 S0l Aol B8 ABADI SAU SWE Qa1 A4S Nei2 FEw A00. HO UE
YIS ol MBXON WS HEslE= AS UEYDES S8 EH NESS 0 BIAAC. SiE
ENIS Ch2 AKX QFOl 018 + Y& JATS AANF . FIIHO B XY Y22t
2E0IES 96 WA~ XA 22| Sl Bl )12 UEHD =SolN ASXIONN KO I
2 RO OIUj9ls FEBol £ BARS MATIILE M (cache) WA, WAL XHS 2L 8156
BTt NP UIED3 a9 Cers NEOA PHE + A0 OGS S0, 2 WS0ILt SAS Aol
Aol H3E +RE & A0AH. 0/REREH 2 ufFTnon HYet 2 ABAIS0 TAE ASY 4
Ch R M= A 5

HE MU=, g TEA

== WiXste OIIOIEE g98s & 2 Ut BHQ EEAI‘— A‘HHD* EE}OICHF JH rlF":'ELJ “’ﬁﬂ QUH

i El A il &S 20t SeI0I9E M= OYst 8 Bete

X2 7RSI Ze0dE MHs ZE0IUE TE Z0| MMAE FH(ZAI0| A (Mosaic)ot 22 HIYL
nl ENgg +5 A0t

2-C)JM = JH& (on-demand caching) Yool T EXGHSCE. = CioH
|| 20l dFZ &= HE 2ADIstict. OI*E-EHDT‘. 00| B & = (Abrams) S°l

"Cachlng Proxies imitations and Potentials”, Proc. 4th International World Wide Web
Conference(1998) &= Y2 s TAIE AR U2 2 (JHE Iy 23S 496t U},

ol Yl AHIA NIZ2A (lnternet Service Provider : ISP) UWEIALI §& UELIANA, Z= =t
o N2 U2 A TZAL} 82 T EA(departmental proxies)= AZ 12 X3 &8 E‘_}’éEIHL}
2 2 UEf Ecimy XI@% HMEE = ACt. ZZA HBe =EHes 2= AR
ZLHOIAE, 0|52 ST AIE = (prefectch) 8 $8a X0 o0l CH8H AIE S ’g% =]
ool Bt Wetd, TEA AMB HESN 23 S0l Eo) ol EuEez AlE of #5828 =3
2 AE AME oLF WY 8 ALAGI0] T Q5.

MetA. 2 S22 HUE Mul(a content server)2FPE e HE(select information)E ALE 0%
(prefetch)3t0] B2 WELI IS 5Lt 0l42 TEAN AU S Soff HUE AUQ H2AS 5L 0|4 2@t

fal
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|ﬁ§0ﬂ Ol M HHEIF 80|50 MHAE £ AT = ot LES NIot=0, 0] WS TEA AY
E Nk slllERH HRE 95‘*5}" CHAI2E, SOl E & of- SiLiol 25F 0jH o1& = QFHE
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= AU, TEAN AUls QS AAS 2Ax S0 ol M 2 2 URLe HITP Z2E2E Sl
QEES AH0| CHEH M AHS BAS A@EHY
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=0 0= ME oIE BIE ABE AMost= O Agg £ Q).
IOJE =2 ME FH 9 FA Cl= T3] OOH WEE ZTEA MU0l XEs= OoHHO0IAS 43
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O ofsl ANQEl= ZUWE 0] 25iCt.
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T8 (logical separation) 8 2t= MZEIE FHGHH. &7 A o2 A He= 421 A" 2E Jfsfof
A &= )

AE SIE 2 HAE MA EcID AE A EH HME 24 &9 2oH(a priority scheme)ll 7{=s}

O AFE 21E {0l M&EStE, @& =9 Yo D AIE oE 3 H= AME ALF o E 349 O

2O1st HR2ejolf s SX MEst). A ClE 22 SiLt OISl SCHOIAEN <&t AR 21E 24Xl

CHE DHEHOI HLE S§te =3 JIs (refPrence proh bility)oll 2{Zsl= 20| HIZABICH. S5, AFE
= t

ES
OE U2 AF o= BlE H =¥l o}LH)lI ofal o
Aag Zxsl wxia SEY AF S ?E WAl £ AeE SILIE K&

ol

Al
AA S HUMA HIEO Iz

Bl = A

HrEAE dAOOIA. AR lE +EE AL RIZ glE AIMStC AL BN A 20 el JAkE
AE OIE S BItshs EIF +CtS EHSHE A IE XeJ|E HEEEL, HM £H2 A ol F 8
S ME 2AE a9l 2 AF oE A AP0 CHa A" 21E 3EE AAst. It sTE Lol
FE AA US HAe] ALY 2IE IS HJlotl AE UE BIE HE AE g I AY AE gt
SE S A o WA M 24 =9/ WAL AT F 262 TISA Ay & AT 8
Lt orofl M 1 AE OlF X2J|E, S20IE T HOT iU ot Ml 2 AE 2AE AeDIE
ZESICHE, AE o1E2 HE Uel A2 OE/U+9 ZA0AM 88 -+ )

L8 HiEAE dAols SciolE F osluiel HEeol MEE Scjolole MA 2F AH2J|S
2ZHolT, SctOUE AX QF AMellle ZEA AU U WEHIAZREH 28d HHE 2Fots] 0[AN
2HE ANE FIE . SCHOIIE WA 23 Hell=

b EE 4 (main cache)L} AFE O1E Y4 E Z M5
AP AE OIZ A LHO 2= e, AHE OE MF|D} AJ| 22H0]CIE0 sl AME HAALSS
LIEHS ME OIE Z5) BAK (a prefetch referenced message) 8 A = %MHA]EIQ_Q»\-] S1E E HH{L}
SEA Aul2 SAB. OIEIIAR, ZEA AH B H0IE oilis F® AL AE oIZ Il Lol
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ORI BRI0EL TRA AH U0l 2= AR O e 2RE MEs wAA IS /=Y & o
Il 0l ALIIE BSE AIA JE2 RAY 4 UCE REH.
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Ol o1& C= QA JLR2o WMA0 JI=6I0 S SctolA ES HOH X3 MEE 2¥st= Bl
B2 AIE 0F SIE HB R|AEZ A ¢IF BIE FEE YA = DL,
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JlE o9 s AYIE RFd AHME QESHIA @S =
StLtoll H&Tls TEAN AH RF MHJJIE Z8osE A0
ZEA A A2 ALE oLE Mo LHOE EXHst) AXOF ALE 1E R M
Eo HME & SEH0[ME = QFsts SR UrEstn 1 AFof AME oLE S 2 5E AN
f= HAIS oI, IRA A 2F Mel2= @& MAIF FE W4 T= AME 4= 34 Wl
oM M @FES UE Mulz HIstH, ZIFA M @F Xels RFE AHIL AH 2IE
X AW QFE BRI A AE AL FE N4 ol fIREH SH YA #Ew

>
TN
[LE]
_oi
i
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=
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24 415t
glot= A0

S SO WA A0, 47
O X3l WAK H2JB Z | ufetaiolel, ALH ol E 2
ZE6tl, AT KDL AF OIF N Lol EX6IM N4l MeAX THES =ZE = AR oE Ea 0f

4,
AAIE dgsid.

SH=Hl. O Kol AIAES UEYIS Bgls T=A A9 UESI9 oIMels AHE AB9 27
TEA MU X SILE 0|43 SMFIEE pAE 22l0|01EQ, AJ| HHE A ZEA AU 3 Hog
SILIO) MESM, 20 HX Al@Xie GME X [ MUK, 290 HF M | NSE, X A
2 JI2ES Mo, Al 1 IIEEE 28 AF I} S2A0IEN o X3IT s 314 UL, & 2
ZES S XY 2A2F &)] £2 B 5 MUE S} Xoi® £ U2 CHS0) YAHOR FIlEs
22 UCHRS SO BI0IEX, S EBOIS2RE K| 1 JISE, Xl 2 Jt2E, AHA AX Wi, 25
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AH HYKE Q2OZ AB6HN. T2 A IS AN K Mol A0 2HEB Tksts Wt &
OS EITIE, BJI U2 AN AFDL 2 =D AF0 01§ Sejolel=ol £3] olM0) 2 LS
55100 NAE PIE2 FolEl Y9 AHY AN AUKE MM OE SIE T 2AE o BASHS 2
L£CIDH AE O1E BIE Mol 2et0lpiE0l ot AKE RHE o M JIEHC A AME AH
QBT A OIE 4HE RHBICG

BT AAOIOIA, ME OIF 4E2 AIE OF BIE W AAE HOIA AHE X AN NI 9
8 @98 BYSHE By 4200 NE Y 290l Def A UM B ASE SIS NIIE MUE X
F A0S O EESICh BT 402 A oS BlE Hu 2E 49 XY 2AI B2A0jdE B =3
g SHIOI ofo WMAE =H WA SE W ALY 2N F duE oS MISE o YRt AE D)
Ol JIZSH K A AAA BIBO| JE5I0 HE 28 29E BYHCH

MEtA. MEE TEA JIS WOl AE OI2E0| 22109 UERI(E, JEU)E S5 MAA A
S AANZCH He HEE ABE YD PE AH BE0] M HPE UEYD Lo HHME AU
Azl Selo|¢EDt B0johH CHAAE 4 &2 BISCl. BeloldEE UERD W TEA Aol
20| IEASIC.  S20I9ES TEA AW 3 H0IE SIURER HEE RIEH. UE AMS 2
SIOIIEDI Slsl RES AW T GIOIE UMA DHEO] JIZEol0l Zel0lAES Y4B A olF BIE
HEE WAADICH AHE MBS AR 0E SIE MO9S 018510 25 MW FA2 CLh ot
014 TRA A= S5 AR S0l JIEol0] AX O1F JIE PSS SHo2 WM + ATt AF
O1F BIE MU ANI} TZEA NS SHE O AML0 ABH AW oIS 53, D=A N5 49
HEOIMS el Aef, Kol Tol WED 22 JIEL K Do ASHS biefpith Mu HEs AE olE
SE Mot RNE A0 JZ60] AUE MHL SZA AH T ololol slL2eE AMH S8 4 2
. A 9% elE HW:= ol ANA st2l NI 22| A0l JIZoi0] AH 918 22 ddeg 4
oCh AT OIF Bl 4 TIAE WOIA ZI0 AE OIF 242 2= Mo FRE AE o3 0t OIS

= 8lE
2 WIPEAL OtE BN Jdeld MR MAECH

NS A H (contenl server) (B, 8 AlO{E(Web sites), WEHI(Z, oY), T=A Al A
SClOIMES LIEHHE E L,

T 2= T 1HC HAlE ABE AU, ZCH0[ME, TEA AUle 28,

E;;E OZA A HEE Soll 2HE AR RE OO0HE 532z AMHE ¢Ssle WYE LEU=
a5k,

T 3= A HOIZY HE ZASte &9

T 4= HHE AHe XS LEU= EER

T e SH HHE ZANFE 88

G B2 AE O BIE KO WAS LIEHE SES

L 72 SA0ielE &2 UEUWE 88

T B2 AA UdEE LIEHW= B8E

= 9= S2A0IME Al Me2irle &2 UEs E8F

T 108 BSA A9 sHE UEs 58

T 112 ZEA MA RF AMelJo sHE UEHs 38&.

E 125 AMA o1& =3 WAIA X2i2|(a prefetch referenced message handler)] SX2 LIEHHE &2
T 138 ZSA AX Helvle sEHE2 UElWE 8%

C 4= AT 0E BIE A WM RIS ZXES LU= E8E.

Ut s M A0S 4

Ol 2ot £ME XZost0l oo 2o = WHS| Higixlet HAGIE &AHs 4HE Adolct

T 12 20| E(22), TEAN MY HE(24). UEHI(25), HHE MH(20) 8 HELsst= COIEl ZT2AM|
4 AN2HE TASHD AT

SRl EE 28 A, KUY K. 2HD MH. M M, oK. RS P, M Mo HEE
HEE Q¥ & UCh 22 AXIF oL 01N HAT XY ROl HE =% RS AAHOZ Hel
SISE =3 RS A0 ARG GAMECH Q¥ HAE 2D AL SASIAL, M A K M
Mo RAGICE. R HAlS Sl olate A0l loh AMEZ RFE MFo|Th. BHH, M AF| = o
of ML pEE AF 01F0l UIE CIS YNKOZ QHE + YC= g A ISHHAL A
He AHOIC QFE HPE 9@ AN, w2 M, JIEl 22H0IMEN o RET HolE RS
HEBICH MY HEE AU AR, M AR, J[EL AR 01EF 4 oE CIOIE HEES TSIt

SEI0JHE(22)= HEHE AH(20) G ZEA AHCAHZLH FEE QT £+ o0k, I8, IFA A

B (24)= £ UIELD(25)9} AHEE MB(20)0] CHal STUOIHE(22) S 248 ) HHS 8iCt. Rl

e, ZSA AHE@A) = TN M JIE0 QFE JHE ZH6IHUL. Q@ g 288 530

= 2Rz HHE AH(20)0] YA/oHA 4] SeIME HY QS 28 =+ A, T 19 e
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HEl NAHS SIEU0 MBE 4 ATl O SO, HUE AH(0)= 8 AIES ZHE 4 22,
EH3(B) = Gl meie 4 b

© 12 OI0/E M2l NAHO D QA A0l 9E Beld Yad (EEHE =0 F2(26)2 TAHD
S} oM HE(26)2 COIE M2l AAH (Ho] Mot QESl MW SE2 LIS =2IX X
(6)2 HFHOoZ TZA AH(24) A0 Z2IH HAZ UEHHXE =0t k28 I&(6)2 95
orkload) 2/TE LD ke S €3 3019 A4S EelX o= ol A & AT A= UE
[EY ML NE CF2 859 o3 Z2S el 22H0lAE (2)01) TYEHCL.

Add, g2 Jll+2 Zel0leE(22)2 ZFA A1H1(24)§ 2HZ AESE 4 AXY, F 19
e 33}0!‘”‘:(22)9} 4 JHel TFA AHI(24) HEE UEIHCH. HAZ, ISA M 35 U
ot o JiE 850, ZcI0IAER2)E IHA AMdl AEQ ome HSHE =2
ACH. OIS O{ LA MH(24)2 JE2 UY ZSA AHY 2 AUCt. 2 Ly oy
(22)9f CHY ZEA| AU (24)0HS O[85100 MAIE & QUCt.

ﬂJ IO

=
>
2

1. Je=]

rir
0

R err
m4- 2

y
o

=]

TASH Bret 20l, HD AE ZEA MBE AE-0 IFA AH(30)2 AFEC "HE-0E2 £ 19 4
AOIOIA CIE TE=SAl MBIOI Cist 8F THA A AEHE Xosts 229 XY woltt. =D HE
SIEAN MHE HEHIA2)0 =c|H22 Hy&3 # ACH. &9 HE TEA AH )= 67 HE =5
AANHEHRT =RIFez 3'%10}311 U= 3_(? PagkEt.  (LetAH, 0 800 S0A ANS-0 ZJA
AHE ZdH ZFA AE01Y, AE-02 ANE- } AR0IH. AHE-12 AE-2E0 TH9T s U

EtdE Olag AHoiCtH.)

NS EEA AU EDA M 2 S| TN AUEDE HNS-0 TN ALG00 =elHe
Sojof o0 M 1 NE-1 ZSA MBS E Al | HE2 TEA AH @0 Al 2 HE2 TEN A
(ol HRE0l T W 1 A2 EEN AY (DD K 1 S5 HRA A GO 1 2 AES 4
A HBI(5)0l el o W0 Ut
2RH0IME(22) = K | Z2H0IAE(600). K 2 S240|oI£(603), Al 3 22fOIYE(700). & 4 SerololE
(703) 2 BEsiC). Al 1 2210121 E(600) 2 K| 2 22t0[SIE(603)= A 1 HS-3 ZT2A A (5000 =2l
MOZ FYALO ALl Al 3 FOIAE(7000% A 4 B2HOIAS(703)= K 2 AE-3 THA Al (550l
=8 oE H&T0] ULCH
O Golet Nl Nade Al 2 SEOleEEm)ol AN B0, M 2 BelaSEDE Kael
Ube a9 DiE TEA0l M0 oCh YD U9 20l B2 49 5 TRAL X
A(B0)OICH. | 2 2elO|AE(603)= Al 1 HI5-2 ZZA AH(40), K 1 HS-1 ZSA AIH1(35)
ctel

Al

=

-0 ZSA AMH (30)01 2128 FAEC). M 2 SCHOMEBI) = WEHA(B)E &
(2002 oMM~ £ 2ACH ANl 2 ZS0HE@®)E A J@Ho SH F=
TREACE, H 1 HE-3 T2A MU (50))E SehiAM0lAQ, X 2 2et0/21E(603)0[L} 59

LHE &9 S TFA M ()L HE/ID(25) e &Y SHE =5 Q. Al 2 Setold .(503)‘— JHa'
g eIt IS Apele] SCOUES JHE & °'EI

M2 SctolAE(603)2l AU, AES ZEA AH S Xale) T2A AE2 Y50
O, Al 2 HE-3 T=A AHBi(55), M 2 HME-2 TEA AHI(43), Al 2 HE-1 T2A AHEDE A
ScHOAES] TEA AW HES YRIt OrLIC

SCIOIME(22)= JHolg AFE, A AHOIM, A & etA(set top box) S2 HBE £ AX[O, 017
= =t WEfIA@S) e CIHU, 2= 0|E ¥, o ERY, LAN(tocal area networks)

Hets 4 QXIS 012/ RBEAE o =Ch

Al ME(24) 9 AHE MH(20) = & 83tE Ctest 2FEIS TGS, OIE S0, TEA MY (24
BM ACILA EHOHSHE SIEfW &= AU (Internet Connection Server : ICS)2A 78g £ QC}.
A=, HHE A (20)0= (HA IBM AZ25EH Y4158 ZHA T # M (Lotus Go Web
ver), 2HA S0{: Md{(Lotus Domino server) SO2A PEE 4G QL. I HA MU (24) E=
HE AH(20)= @lojo) AFY w=S(computing node) OIA A#E 4 A0, Ol (YA IBM ARS

2 EFE £ oLt ool =E

21
H
v'El
ﬂ
ﬁ

2 rﬁ _Ju mp

MEMNMODNES Crrld o
rl‘n
ime

2l 4+JtEB) §/390 SYSPLLX SP2, RSE000 243 AH|IOIMY 22 S

M 9ELE  RAAC, TEA A (24) E= AWE ABQ0)= FE 0= ¥ TOIX A2, 8l

o TE, HA 2, 2efol=(2)0) U EdMA NAS MBY 4+ A= gl #E AREH @ B

ATEY0 S Zas 4 9C}.
T 19 GOIE Xol NAHS Syxol TEZA NS 442 0850 HOE A5 RS ANy + o
Ch. O120H. RFE A GI9HE T2A AU A0H XNENO2 0187H56HK 22 22, S A
NE S2AZ OIZEIbsE Aol 45t A0l BISOIFICH a9l HE ZZADF OIRO KAol 4| O
Dol WOl I A MATOM, M7 HE ZRAS o9 ME ZSA AUE Sl 2eHolE0D RE
H AHE HLY A0ICH A GO, A9 HE TEA MHE KMol OH3 Y HE SEA 2R
0 MAIS 2O ASH 0L 2T AME FoW, s ot NE TRAL I AHMES st

Scold EciA L ECH

& 2= & 104 EAIEP OICIEl M2l AJABILl HOH MAMEH OIE TAIGH) QUCH  CIOIE XM Alaw
SA AMH(24), AUE Mui(20), WERD(25), SA0AE(R)E EaE}. COI0IE M2l AAHE A
ofE R4(250), S HIOIE(261), S Al RR(252), T2 M(297). AFE AF M+(298) 2 ]
| Bre=sc).

0
HEOIE RW(200) 2 Z A AH(24) LhOl K 1 ME QIE
2 0
2f

& ol&E MO|S Eashs 20| di=sict. S2 elo]

HO]S(293) A AHE MHjQt c1tE X 2 3 HOI2(267)8 ECt T2 Y RUE)S M 1S
Il ENOIZ(293)8 AABIE M 1 AAl EH 292643 M 2 B G0 267 2 Aast= M2 Al S
35-8
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H Rl(269) 2 E?_E} ZE (29 2 ZEA ABI(24) IOl Rl 1 =S N (299 2. 2 220]
SICE. AE o1& Sl (208)= 25 | ABi(24) Wol M 1 ARG
B

@5(22) Lol Al 2 F&! JH-rl(245)E g
o1Z JH4(296) 2. ZEH0ISE(22) Lol M 2 A o
SEA MU0 UEHI25)E Sol Q32 Mul(serve) =~ A= 2AFY =200 DTSN A
(20 M 1 TRAMA(280), M 1 HEZ2/{(280). M 1 H& RH(281)& EES Ci. M1 m22(290) =

i
(2]

L
™
@r
HO

02 S0{. RAM(random access memory) = &8 = oiCH. XM 1 HZ& Ol EHYH, XY UHMI
A A CJHI0)A(direct access storage device : DASD)E E&E 4 QIC}H. Iﬂ 1 G22I (290) = T EA
Abl 2X(293) 2 KMAStEO, 0l HEH A#MIls DSZA PEEC. TSA MY 2RI A 1
T2MAM(280)01 28t A2 Qo M 1 HE SHW20No22H A 1 WLe2(280)2 2gEt. HTSA
MY 2A(295) 2] atAlst S22 T 100AH S Aot UCH

TRA MH 22(2095)2 ZTEA 27 RF XelJ|(283), ZXEA Ax| K{EIJI(ZBA A1 AE o=E Hej

J1(248). A olE Zal MAK MelJ|(285). ALE OIE A 2CI(291). Al 1 A SA S (260).
O OIS 539, 1 1 E A (204, 1 Alm 61 B Slel (200) B Fereirt

TEA M 9F HEDIEES SME SAHE & 10N SASD U0 ESA AN Heleiel o
AiEt SAE & 130IM EAlold et A 018 X3 HAK NediGine Sxs & 1aop SN
ACH S30 AA |U(252) (S, X 1 A8 SN TE(2W4)O] HAME SH2 T 50N ZAISD

A OIE BRIES0(E, Al 1 AE O H2I7I(248)9 SHS & B0IM MAMIGHI TAGHD UCH A
OIF BN |U(281) E= AH OIF BIE M AN FEIO SRS © 40IH TAGID AT SEA W
H 23 2 M1 o= M 29) e K 1 AIE oV E I (296) B | AISHCE.

RRD
(285) g
HHE AMH((20)= UERD@H)E Sl R"*o Aelst=
MAL260), M 2 W2Ri(263), M 2 ME f49(265)8 ILEE H 2 HR2(263)=. ME 0.
RAM(random access memory)S HEEE £ i’lL} )2, ol2dH, MY WA HE O
HIO]l A(direct access storage device : DASD)E IIEH&r 4 QICt. A 2 H2Ci(263) = HHE MY 23
(268) E= ZIHIE AH A2SEY S HESHC.

COiCt. HHE AB ()= M 2 Z2

0
B
i
sl H‘ i r\o

(<20

22
hS
=
0z
ey
L

HEE MH(268)2 SX2 T 42 =3|5101 0/F0 2Ct &4M5| 4HY 0L AHE Ay 25 (268)
2 M2 HEAIA-I(QBO)OH J?_ AW sl M 2 & gW@Bs)eERH M 2 H2e[(W3)E L= H
RE A¥Is DSRAHN FEHEC. 2lUe M4 2(268)2 H 2 S E012(267), M 2 S Hol=S
Aoz M 2 A EAH /A, ME OE SIE YEE WMASE 28 FU(266)2 HEECH M 2 3
2 Elo] g (267) 2 E}OI"“:OH osf 2FH Lo QEE I ARE MM AIX dFE IO 2
8F CIoIE 2 HQ?_’D. S efol=(26 )% ':é‘ l0|°159l AR XS B4W JIxste A® 2lE BIE A

1
@O gatoll JIoiEtct. Sl o= (261) 0l F AR AIBE2 & 3801 ZAISEL QACH

K2 #N S %W (269)e SHES T HE Z0/o10] BCH AAGHI ST 24 S4(266)2 Nl 2 S
H OBI012(267) e HES QI HHRFE AE UZE BE HEE g0, 2 FU(266)2 &
60l SAS B 22 AF olE SE Ay (prefetch hint information : PHI) &4 =FEIC=ZA
FEEL}

2e0|ME(22) = M 3 T2 A AM(240). M 3 HIZ2|(245), M 3 H&E /R (242)8 Hgsith. W 3 U 2o
(245)=. OIS E0{. RAMZS Z&& £ ALt K 3 HE RW(42)2, UIE S0, VASDS Zgsl 4 QUL
M 3 HZej(245)= Z2Ci0|HE R (244)0|Lt 20| E LAZEQ U E HESU. 23}0
e X & 78 X350f 2O MM 4HE 20iCt. FZetolod ) | 3
ojst ’é“’o”g Qall M 3 HE pY4)e=2RE M 3 HZ2j(245) 2
THECH

2el0|HE 2X(244)2 20IME QF HMeJ|(247), M 2 A = M2l2i(241). X 2 F& s
(246), ™M 2 AE o ZF 7H¢I(24 )E ZafptCh.  Zel0ldE AAl 23 A4 K 2 FH WA
(246) . M| 2 AL 01 & JH4§(248). EEAl AU (24), L= HUE MU (20)22E 22A0|HES 98t 2F
@ AHE =0l 20l WA RF X210|(247)9 AME SXS T 90IM TAISH Q.

=

2otojdE 22X (244)2 M 2 & JH4(248) 2 H 2 ALE O1F N4 (249) 2 RAECE. X 2 FE M4
(246) = A= Z23ltE 2AE A6t U AHEEE H\_*Pj. H 2 A" oLE JH(248) = OIS0l HAZ2 =
2T OlFol M E MESt= O AFZECH. AA °| £ A= =3 HAQ BN HE OF £= 0ld
O] Z3|T Al 4SS MAOIL. OfHEst éAIOiIOI!M ' N4 (297 = SaE 0l LRU(least recently used)
gaelEu 2ol 2ej=c. FYA= 422 Og EHHIX‘OI grorr FE I (297 B RAlsteE O HE=
& QAlte AlME olalig oIt

=9 42979 AF O JII4(288) = =RINOZ HelE 4 ATl A 9= AME FI N (297)
o] AXI2 XolEl AMSHE| =RMOR 22510, AF o5 ML WS WS M BAZ MAslE
g WA FCl O[RF AF o1F et TR Oslel =elXol Fel2 gashs diolE s o
Aol srglo] AFZE 4 CH. 02 S0, HY HHE ANF oF A N4
linit) B/ AE olF MA|S oo HeE Dol EUE SE2 J1E = oG FE HHEING A
HooE (W) E NE CIE ZEE NwskR 610 U X8 s (9)E #Emoz xad Jisa
0l 9 PIIUE AXE JHABIRD ST AT OE N (200)= 1 MAOIA CHSN ZalE

JE 3 AME AF dEHoRN SF 529d AAS X@stE doigt ASEC. BRI Al
M. OIS LHe] ok9l I3 RS0 A9 IS LSO AR o1F M Y MAO| U AX oF eEg Y
#olr. O HALE ofFl ME LCE HUYHD AR UF 20| YHEAODZ J ANE &9 NS b
Sol AF oIF 9 (298) 22El AMINSSIUD HAE 00 AF OF MAI ANE ZEUD. A
H ol Male T ois|(297)9 el Aol wep T MHRINZ O/SY = UCH (RU CHA Yo
0l 85 BleiEsh Ao, AR oI F HAl Fa 52 oIS,

=} = MIA1(24)01|
2Y5 s HRH é"”J}o DEZAM

2
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OAE BFE2 AR OE I (208) 2R FH MH(297)2 HAE +=806t=F otg =+ UL olo]
B2t X (Abrams) 59| 'Caching Proxies : Limitations and Potentials”, Proc. 4th Internatmna! World
Wide Web Conference(1996)0A =, Z2X NHOAM AN 2J|S DKstA e AFHO N4l A @eto) =
o of ACH. JIEF W CHA] ‘é".’JS XA FAE0 AL

& 3as ZHE AMU(20) = ZSA MY 311"‘0?—.—6 SCI0|HEE #ioll HIOIEHE SHeZ MY oF
o= del S LE = 5’50“3 3=, =3 (100)0| A, SCIOJHEE TFRA AHLl HHE A
(002 FH HRE QFBL}. F HMZ, 1(10«1)0il)d HHUE AH (20028 ZEA ABiOIAMS FAEO
CiOIE A~ L= CIOE X3 MEol A&, AHZ, EH(100)0 22(102) 8 25l =M= H

o T A0

Al BiiZ, E2I(104)0M., HUE AB(20)z SHO02)0AH AlgE dloje =3 ol 2 =610 REE
HE 29 el GMA0 2B AT OIE BIE HGPHI)E SAAZICH U PIHE, S2(10B)0A. ALH

O% PIE AWE pYE Suol FAS @ » YTk O[E B0 AX 95 BIE Aus RIE ZW(S,
M)l BNl 2EH(piggy backed) & HIE} UIOIEf (meta date) 2A Myl & ol AN 9% BIE ¥2S
HYOILE BMAIZIS 01 5. HEHE AU(0)= T4 BA ABX F= 2e0IRERREY A
g/%8 WHES FHBICL AXR. HHE AUI(0)S 0L i I50 RS HY TS 239 A
UHUEKE DOSC. HHE MU (20)= 239 MO BN MA S HE HB(PH)E SAIID
MTBC. A 01 ol w= bl AH0, ZEA ABE A Do ARl U0 PHIS of 48t
oL Wet ANES A OIEH NE FE & A0t

Col WHE, BB, AT 012 8E Hus o3 Lol T2 AU AZS SN 1 B
. E2(108)0IMS BAS 28 AX F S, 49 HA0AS M2 Moy, Ao x3| HE 22
JIEL A D2 NS BIEEC.  EEA AME HRIZ GS(s9) NS SoAiL Beroete Abol
22 AYG)| OIFO| PHIZ +H5l0] KM AR olF 2D ChYE XY Dol AEE oidsic=
B, AL HEA NS2 SAE O, B4 LC= )| PIE 88011, 48 LS5 2| PHIRRE

=
f . HE PHIZ 2F3F Ax0l 21=6t00 ofE A 7“)(1[2 AE AEE XE FHY
B AE 2IE S G AEE 2MIM0A JHAEIH Se200A JNAZIAl eh=Ct

oixletez, 22(18)0M=. AT 8'% giE FEet R3E FIEd =50 *JE" FEI A
GBS, HZA AL ZelolglEE >4 A el PHI B%, (0|2IFSEY + 2 ACH) MeAdoz
fAE “QI g9, 0187s8 HE SNl A A2 2 JlE KeE el Aol JlEstol PAI U
o WAE HAS M4 (subset) 8 MF OIZTA| GSE é“D*Ei
Al

(100 AFE o1& = 22 PICS ZR2EX2 L= PICS &2 Jts IZou(ote =
)2 0I85t= A0l & M LB PHI= JHEE —.Kﬂ7} Qx*é O 2AMI1el PHI HE
P RAGEIO] MEBE ALA Xtele] Mieh Hlolefe] 22 A 2 NS Mot
s MESCE. PHI A L. PICS IZREZSE 2} PHI AL A
H(criticality)oll 2t&h Heyet A2 XHle SH2 M EEIT
A 9% BIE BYE | o Fus oo ZEA AHE Xet o
= 2F5tD, AME 9 = QUCH. 5 B2 ZEATJL A
HNE MH elEsH é*_‘:’ |Z ZZAIQ E}OI@E i:EIIOI

ol

=
>
=

o

2=
So
e

T >
0_\!

[
> =y

Ol

N o gy
i St m
[}

o
b}

J
10 VE pyy

e 1A par

on
oHln +

HI
L&
‘H':llj
=i

ol
2

oW JI-JJ
o (0

o
0x
)

0%

E

>
_O'!
rir
W
e
L
ol
R
rr o ol -[}

== ;QEJW

fir

J=1H

>
[t
o
m
4
ki
ot
~

I3

pefif me 0
i
0

il
1o
>
[
re
i
iy

pal
el
fil o
A ya mip
-|> ™
o
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TUC@NE S e A B Q)9 GaE oA 6 AL 10
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5 OMA e 2AE HHEE HEE 20/, 2R HHlole U vR 2 KH—J At 2xifoff et HEE EEHE
210|C}.

A AA AKX W30y MAI MR AEAHAL) S TREC. L2 x| ALAE) = HAA 2|
AE afol sil} 019 ALY A AWXH3I0)Q} PRASCH AH 2K AWKBI0E KA 2D A}
ANE Zaltls 2P BWE AX 0lF sWs Mueiry Xl 2 HPE@IDE Ao ED AHE S
o AU AN TelE 848 HABICH el YillA, M2 JI2EE KU AFDL ABE w2 M9

018 X3 ut2 10| T4, YAHOR Ta|E sl400h. Xl 2 IH2EB12)= AN AR AMA viE
S LIEFHHCH

SHMlA PIAE(370) A9 XHI MA| MSAX(I0)= BU0IMES AX| Xdl ZHES A0 SHOR o
S & o O|Z S0f. HIMLOIA. @ TIOIXIS CH2 & TIOIKZ9 HIIP Zo= Uiz  aick. HIIP
B30 ool FAE OIS @ MOIKlE HTP 22 FEol (42) W HolAol TIE dxixel AU A
OICH 2@ A7} @Eg 1, £2 2xl Lo L X8 (HTP) 22} 2o (click)dM, NS XY 2
Mot ZEEC. A A0 48 &3] @ AJ} Chael E}-E— s Ax Uol BaE 4 UoD2, X A
M ofLt 0|40} RBE J4m & or). HIP Z2E2 SHIA. A A0l 08 RBS Koo sd U

o ZF A HY(referrer information)&A 22 URLE ﬁﬁ%‘P_HZ} WetAd, AHE (KHE &ld el T3]
A JEE Sill) 5N A XY E Aol R20] sHC=z A2AE A0, SA0|MEI RHq A
ME A SHotHU HeEtH, AN AAME AR AE FELE A8 HEOL g 2ol
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Ho =z ©5
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2 8N =3 M QAEE ’*ta“éfm PHI et FAHOl AH ClE FBE Jd=0t. Y 2IE Y23t
o X3 UHF—jA s&Lote & wige A (Kun-lung Wu) SOl 2§t "SpeedTracer : A Web Usage Mining

and Analysis Tool", IBM Research Heport 20895, (19974 59)(1BM Systems Journal v37, nl, p89-105,

1990 Z20)0 MYE0l ACH.  SpeedTracer 2EFE AISX HAENAM &N =3 & &5 HON 282

&5 SN =20 A3 HEE Xﬂ‘g?_’ﬂ SpeedTracer YU E 2 FA BN XX e 2 XIE

celd 4 AE HUBHin-depth) {EQ wZo|Ch s, FOHNU AMZ S F2W 2 =51 Xa=
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O |8o OOy g2 ¢ IES S B0l (261)01 CHSE LIOIE UMA INES AYst= O AISE
= A0 AW, OHE Oiojy &= *I’.EIZDSS 23 IHHE )] &t @ =) 20l 28€ £ %=
2% % 2¥ (classification and clustering) 8 @S, ©£8, PHIE Xialel 2HX] 2A0] CHEr K&l
O 21z=38t0 HHME MEXA 2sl 22€ & 2ACH. OEHH, PHIE RFE ATEYN G2RE, R
SE JAVA o) 23S S AU SeiA, FE X o] ZEE (GIFe 22) HHE oS5t o 240l
S (upgrade) & = QAXIDBE, 07|01 ZSIEIXN= =0

HIZ = AAO0IA, S0 XMIRE Y& W, 2EH0|AE AHOAN 28 Azlel AM sl A0l

(310) (=, RCount) = AFE 10| OlY AN X3S wrgsiCt. . AMA 2IE SHoz o) X 1 £
H A

Bt AFE QIE QD= PHEILC.  SH E0/E(2061) e M 1 II2EEBR)(F, TCount)fE} Xl—é NEE
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AM O E BIE FHEL AIE PJ% SIE FE 2lAEE RIS J2Lr 23E AW =42 92| Al O

o5t GIOIE RE2 M8 ‘3.:} QL Ol 0. A 21Z SIE 2= 28t HE CIOIEHE OI%E}O#

QA XL A‘“:H L E AMOIOIA SAE £ QCt HITP FEOAL 38 LS J|E29 f U2EZ2Z 0]86t

O 2K ol Whol| A= EHlEk QIolEI2A ZE8tgl = 9iCt. PIC (Platfurm for Internet Content

Setection)= TAL 28I E(electrunlc content) il -mof HiEt MEE &6l WY S HAISHCEH.  PICSE

() 3= F=20 =4 ¢ (2) A48 H&, AH 0E FE, T= XH~:| Ao MAH olE, (3) FEE
o

Na e B AT oE B3 pel0l HBY 4 AC

PICSE SgAdiiies # 2HAAY Z2EZ2 HZE(Web Consortium Protocol Recommendation)@2 2r2A
QOICt. PICSE= "How much nudity is associated with this content"9f 22 JIx| %X B} 2t (values-
based rating labels) SAB] Yl HAH A2 QAIDE, HE MEe Hii 9i|= MM urE(|
Ch. PICSOIAl ®AH 2 l.il‘—Oll &5t BIE Y= "It MUl A(rating services) U Z g9 MaX-Gl-o&
E-At& (producer- and intended-usage)Ofl II}E} DEST D, 0/248r 8tLie) D& LHolA . e Ji+2 HI'ElI
nejlt Xee] AL HEEH o QL. JHIDel= ol &F 2ie) W2 2, §F AHHEN Uy =
Y JMHl Mels CYstt gf £= E}".J 312 J1& & oic. . ("PICS RlgtE o E) e A8 O
& )] B (expiration lnfurmatlon)E SEEHE 4 T QlCH CESH, PICS 2t4lo] StLt ojatel EAF 2HHIE
o M2Ccs sl dUlz 0. S&E &L ?JEﬂE% glst 2k2to] PICS W2 SgHo=z HHEN F
Jtel AL HHEZRH MHE & QUL

OE S0, Y& W2 Aol "HIt MBlA" "EDL XAMOl "SafeSurf” Hot MK:E'DOII me 2t &=
I 2tWE TEsi) AS S LIEIHE PICS chen &l AH2LE HEE £ 0. 2 4H9 B
& AAOIN =W, walol 18 ZEA(enterprise proxy)S SUE W, Y& WA PICS ct s 9&t
ABA BN FHEID2 g2 3 S0l “EIb MHIA'S Nl Do AS wiele 4 ATk OA.
ZclOIHE 2FE = PICS 2tdWe M= 2 Il Lle] 28 2o =0, HITPZZEZ 2 XA 2F g
9} 8‘;* SiiCI2t PICSE XABIES sif(augment)qu NNTP2} 2t2 J|E} auixol ofZeAHold 22

' H
= 285t Al 0s
Y oty A

2 Rdsts 21232 JiAl (technical bodies) T OMl PICS XI_E ESy s -1 A
o« =
St ALt

£§§‘ﬂ_4 AEZ A, PICS ¥l /Y AAEI RFIN M Hatg =+ QUCtH. P
22 )dt!-l(central label bureau server)i—‘?’—a PICS HHZ R’SﬁfE 20| HUE HA
HE PICS cli2 20 22H,

("http://the.conlent” exp "1997.07.09T08:15-0500" r (n 4 s 3 v 2)2 <8t PICS-1.1
”http://the.rating.,service" = )]

GIIA, "n", "s™, "vii= CIYS DEN Y f/¥e TE 01011, Of HHEN e SEIts 42 (0l
CHSH) 4, (sOlf CH&H) 3 (vOI] CHSl) 20|CH. 1D "http://the.rating.service"E °lAlgl= AT ESI0{ 00|
0l 2itlalet 2t sisdsle gy e o Aot

Higt &gt dAIoiME. 3 el CHE /2 PICSH SYECh. H il 50 PICS ctdll2 AE 21 E &
W=, p zid)olet Xl’éﬁ H. PHIE M35t7| 2Ish Abl =0 MEZELCE F YR EFS PIC et

w2 QF cfW(E, f ct)oler ARSHH, AR o1 =8 % Q3st= O ASECH M YR EF
of PICS 22 3 2tdl(X 2rd)ojet A6t o A™ 2E HADL dM=z Z3EG=2t00 21 Z610
AT OE2 T a0 HE neus [ FEH

NE oIE pwe Aux Jleine. 45 JEne, 2| Dl N DB LS OF It
Doie) dleiel xeis maw & foll. ool SEHAL S0 d@x J6DEl(S. b NG
= MH oE Fwo LS Mot 2B 2=k 28 JH622) (S5, PROB JHEIDE) S AR JES R
240 FHAE Mol 2AS 2. HIHAS YANNAE xSl BEe FHXI ABHO. x3
GBS AM OF £Ef XalGls HES UGHAC X3 BES AM 01F =9t Xs|E BEE UE
WL, 2| JHZeE A B $59 39| T= 002 FAS ROSis e w=C. I dHHD
Cl= MOl A1 XFE HA(204)L4 KNS R 1AM 01F J#{(29) Liol AE 015 38 MRS =AR
S 2= ool M9 B TZA ABI0l 2E HOS MUS: 42 S0 HEE AN E Ot
X e A%l NE TEADI0| AEEL

2F 2AWS AYX D2 (S, 10 HHD2)S WHSHE (1S JIEID2S Eas £ 9oL, o202
BENE wetl A Jlddel g2 AT AEE Aol ULE Hosini Ui SAN0A, (2
EA E= EZCOIYE) 50 HAIE ALE O1E 49 MY E ALE AS5iHD 618, HITP IS RF0| R
5 BEE 080100 ZEA N2 Bl AU AN Q0T SHRUAA AR SEE AU ULE 4O
B TEA MB (D)7} 619 NE wS2TE AR ol QS AAw 0, AFI KRS T HAL
Ag og i Uol 2lop 0 a¥E Ay 20i0. JWA woM. NE 92 282 U8 471018

teff D2l (Referrer-10 3tEHI IS

X3l o2 MA AYAF F+E O (Object-1D 2t D2])QF =3 AlgXt 3
Eests O JtHIIElE 38 2 X0, o2)o) I X s &EEL A AW JtEl el s &3
AE OE AAMe URLE JESHE S =0 T3 AYX FtelDel s A AgXE JtEi el 2L0] Lt
LfE Rtalel PHE x| WMol Z& S Ao URLE MYots gt =L,

Hrgf & el AAOUlA, AIE o1& HXIDL AME ZalE/®, HTTP &l RF0| T3 2tWES 0| 8310 T EA
HES %H ZHE ABl (2002 SALUMAM, =9 AE oE AL Atalel =GA Mz (referrer
object)@] URLE ZEICH. 0l2i8t R HITP IS QEES 0122 RHE AIA oS X35 MAKE X

0 2t

SICH.  EEA MBI ()t 59 HE LS28H AIE SIE X3 HAXE 2513, s M 1 S gl
0/=(293) 2 HAsl) O RES US 42 HE Z5AM MUIZE HYSIT.

T 4s ZHE MBI(20) LY M 2 S HOIE(267)2 Adste AUl 2 (268)2 0IS TAGHD 2ict.
H 2 S E0IZ(267)2 HAUZ 2e0|HE(22) 2LE S HH QA0 s ERIHEHC. ?JE_'E Al (2
0 ’;%E AHE ST EQ@2) 0 EU2| ol™ol Al AR sCi=e F=o 9| F= tielg A

H= T
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P01 BIE HWES WANIIS 0| BRI

T35 Z0S)OIA NZLSI0l, 2ABHIE AbI(20)= S JICHRICH TR RSA10)0IA +4E g0l
AR 00l CHet A RFOIM, SH WA §w(252) E= X 2 Wl SN FE(269)0] T3 SA(415) Uf
OlM SEEIC] X8| ZEAUO)OIHE, AX OIE BIE L) WUAIIC 2 RUE) E= A
AOIE W eEi0] SEECH WA R (2660 PHI A REI NAIS HSS € 52 ZEI5H0 0
S0 AsiAC 3] Z2UB)0A, PHIS, OIS S0f, 98 A2 25X 6= UEC. A
FOo B ois HE He B0 HAE AN G5 eAH U0l FAE OO uEe

SNOIUAS PICS TRERE AE510] Rz MMl FH2 T, PHIS P ele LOIA E2(captur
)G, GIJIA MEXl JIEHIDR AS A OIE el URLS WEEICH  SAI)NAM, REES Mz
= QUSE 2O0HELI QFFHE TZA AH SOIACH  BO RHUI)0A, SAH A2A0| A
OlE X3 WAX(E, AFE oIF 27 03 4N ZoSIYSS LEIUE X 2148 2t HITP SIS RFH)
OB, 3 WA HEH52) T M 2 AN £ FE(269)0] SHNMU0)MA SHEC.  FIP(file
lransfer protocol) R 22 CH2 BlEjel g0 St A2 = YHo ZFH0 OtLM, =3 S3(4
S)0IA H&t JlEL §2lJul sEE 4 YLl

£ 5= S2 Hel RR(252)0 &I S EH02(B1) T SIUE ANsE WYS FTASID AL S
L BHE)E A TSN HOZ9) S Asl= M 1 AN S REEEH0IL M 2 S HIOIS
(267) 8 Aok M 2 BH SA FTEI(269), F= A 1AM SH FE(2B6H)3 ® 2 AN SH FE(269)
w2 xelptll. S HOIE(8DS A 1 =3 012 (293)0[Ll A2 =0 Aol (6D, Ee Al &
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e

HYES USSR MAECH del dld, 22(505)2 TCount(0)2t 18t3 Z2ietC.  2A 03t S
HlOI=2(261) LHOI OFx =ANGHAl oM. TCount(0)E 12 EJ|36101 2 A AYXIF SJl HOIE2
YYSCH.  SAH HI0I2(261) L0 O EJHsE ¥ 230] gioW, MER 22 AX Agi=s Iy HY

z3= HEZIE ChAIBICE. TS 2SI (S10)0IM, RFE AM= S S0, RS AAS AH AOE
TANECZN Z3A HE2E ¢lol TAMECH O/ SHTH, HTTP Z2EBUAM, =X A7t old Uil A
S50, ol HAD RAE M Ze HITP I E ZaSHEAE LIEHUICH.  Z3IA M B) 2 §iG Liol
M SADS, CEA(520)0lA 24X(0)2t o0 X (R) ] WM A SlAE 0l EMsl=Xes 2] ol SA
ElOI 2(261)0] XAMEICE.  2UR(0)2} 0101 =XH&HH, 2 (5300 QA S A0 st H 2 IIRE(H,
RCount(0))7F 10+ ZOI8HCH.  DRX| oW, X 2 IIRE(S, RCownt(0))E 12 =2[8I5tH =3(52

S5)olM A= AH(F, AA 0)7 22 AA(X, 24 DY B2 Sf2E2 YL,

TES AE OZ SE HHE MA OEF FIE MY CAER GMAIE YA RR(266)2 0|2 TAISHD
UCH  AME olE BIE RIAEE X 1 ZIEEO S X 2 IIREY HIE0 ?_'E HAEAUS EWsIE Y
JHHI_J A M MEXS HEBIC. AE ClE BIE HH 2AEE= FNE, S HEEH ML oA

A
. |u(260)2 | HOIB@BNEYE Y2 48510 YAS FEYsI0 A
TR AR VE-a iy
E MUE SMATIS B RU(200)2 X3 HAGIO)NA ARES AT OF BE IW
SIS, FB ARI(S, 27 09 UM AE)| Sol
09K E 2] i meIECH  otMla 2IXEJ} UOIYUA
(=, Rl 000 MMA 2lAE al0fN WS Chg Kt Az

ME O1E 3l

oM, =3 2E(620)0M CiE w2 A
(5. XY A A2 AFECH

et RS(630)0lN, A4 AR Cio =% HEE2 MILHE ’E‘ L(o2AcH, 0.75)01 BIE A EgH(E,
I3 BiWECh ufEr=el AN, Ciol Za =ES2 X 1 FIEE EH°' 2 IIREY ng("
RCount(Cj) /TCount(0)) 2 HoIECt. Of HEE 23 M (M 0)IF Falg = XH HA(HA )2 =
é Zs —J "’“KIOIEl oot 25 (630)011 4, Cjol X3 BE0] BIE RIS, H)RCH IH, X5 A
5 22(610)0I A PHI 2IAE Lol werel RO[Cl. <2 olM. HI80 BiE =ZEa
f'}* XlH 9"7(1! Al Rie oIBtE FEIL A 2 Z BlE B AE a0l HiRIEC.
H(266) 2 T3l S (630)0IAIS HIRE 2
QUCH. 8, AMH OIE GIE FRE AX 0
S8 Jdst= dlet =gt X3 HEZ2 BIE X
! g‘AIOHOHM, PICS Z2EZ22 MA235H0 PHI &2t P ctd LHOl RI&REl=0l. Ad 24A(C)) e
2 Al FtEl el (F, 10 el gh A Jelilx, 2 X =W _17|“ &g Jte el (s,
POOB) 2F 271 216 Lel ”O?M 2t 2k H ol 2 'Ch THEE R E(649) 0A, A 02] MAlA 2JAED} 2HFS]
AMGEA @oH, Fa 28(620)01 MAUYE 2oict.
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=
B o gE
bal

B 4q0
4
0
n
ot

o

il
J
v [
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AME olE SHE ZJ HOI2(261) ZRE MG 9IGH Crash Al & X0 A8 =+ . W2
S0|, MH A2t 2HHAE S8 T3 FEQ BIGSiE TR0 HTC2AM ASE % QCh. W8 ME O
£ 2o N QPG EENoz g 4T QICt. A A (AA Cj)IF 22 AR (AUH 0)2 ALE 21
E FH2 HESH, A (A CHA dAHA 2A2E A0 s A A HF(AA Cji)= B2
(A 0)2 ME o1& 2|AE WOl EETA FACHH ﬁif"é A G5 ©osto) elol d@otd 4
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RCount(Cji)/TCount(Cj)2l 2 It S8E E=gH(TH) 2Lt 2K 2 B AESH}.
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S WAIKDE AHE MB(0)R MUECh D2iU, A OIS Xa| WAKE RS MDA 1 AH ol
2 N4l(296) 2 2H MO WOIE ALECH QT AL X 1 ME S 4 (296) LIS EXHA]
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4z PEEHU L5, R0 AF 9F 2F0| oUes X 1 Sl HloI2(293)0] AMTLh

oot 2S(1105)0AM. QE S A 0O A 013 JHs| LHOIA 2ACHE, 2Ax 0= 2 (1130)0IH A5t
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2, 3 S (1M0)0IA . i H2IA0E SEEO M 02 M 1 AE AE A (8B 22E M 1 FE
M4 (294) 2 0l SA2ICH ':’E‘(HSO)OHME. AE 9IE X3 HAXIL ZEA HE MUS Sl HHE
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PHIZS JH&ls A & MASIH, ALE o122 9ft Fyix0l |32 XMIFCH. =20 @2 &0l It
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& WERT(25) 2 SiLt 0] &fel TRAl AMH(24) 2 Soll 47 HHE AUt ‘.E._PE
E(22)0 tioll M MRI 0|5 HMAE = ASF i HYoll A0A. &7

A7 ZEAN MY F HOE SHUZRRH 22 @F5hs S0,
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Jb A7) Met B Stotol ofsh @3 E B4 UEHNE SAe
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H0| HE HE AE E R
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2 S A2 QES AN et A7 A HF e HAHE AlYcts M8 HE AME QE HY.
#3310

N2 WX 98 & otz g 8o A

of
A7l RyE Hwol 42 s o
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=

= OIEYl ZHHIE Melg 95 Z2E(a Platform for Internet
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ARZL O1ZE 2 LHO| A7) AR 01E SIE HBE BIXIStE UHE ZEste o8 FH AT 2FE Y
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| AEIOIN HE NElE 47 AF OIF BIE HES SGHE, 4| TJ) MHE 47 4 L0l 9
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objects in a content store on a network is disclosed. In one step, pro-
cessing waits for a triggering event. It is determined if a first origin
server is authorized to store content in the content store. A first con-
tent object is loaded trom the first origin server onto the content store
without a request for the first content object. It is determined if a sec-
ond origin server is authorized to store content in the content store. A
second content object is loaded from the second origin server onto the
content store without a request for the second content object.
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PRELOADING CONTENT OBJECTS ON CONTENT EXCHANGES

This application claims the benefit of U.S. Provisional Application No.
60/209,007 filed on June 1, 2000 and U.S. Patent Application No. 09/665,204 filed on
September 18, 2000.

BACKGROUND OF THE INVENTION

This invention relates in general to storing information and, more

" specifically, to storing information on a network.

There is an ongoing effort in the broadband industry to improve quality of
service (QOS) for streaming content. Today, the Intemnet infrastructure is ill-equipped to
provide streams of data at a constant data rate over long periods of time. One solution
some have tried is to cache information at some point between the user requesting the
data and the origin server providing the data.

There are many other limitations to the Internet infrastructure that affect
QOS. An example of a current limitation that affects QOS are the limitations imposed by
Internet service providers (ISPs) on upstream bandwidth. Typically, upstream bandwidth
is limited to a fraction of the downstream bandwidth by the Internet service provider.

| Limited upstream bandwidth is further constrained by peak loading
conditions in oversubscribed bandwidth situations. For example, there is an increased
demand on Intermet systems just after work that is generally attributed to large amounts of
people checking e-mail and browsing the web. This increased demand taxes all users
such that each of their network connections is slow. Anything that can reduce bandwidth

required during those peak periods is greatly desired.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention is described in conjunction with the appended .
figures:
FIG. 1 is a block diagram of an embodiment of a content distribution
system,
FIG. 2 is a block diagram of an embodiment of an active directory portion

of the content distribution system;
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FIG. 3A is a block diagram of an embodiment of an origin server portion
of the content distribution system,;

FIG. 3B is a block diagram of an embodiment of an external origin server
portion of the content distribution system;

FIG. 4A is a block diagram of an embodiment of a content exchange
portion of the content distribution system,

FIG. 4B is a block diagram of another embodiment of a content exchange
portion of the content distribution system,

FIG. 4C is a block diagram of an embodiment of a content exchange site
including multiple content exchange servers; )

FIG. 5 is a block diagram of an embodiment of a client computer portion
of the content distribution system,;

FIG. 6 is a block diagram of an embodiment of a content distribution
system; '

FIG. 7 is a block diagram of another embodiment of the content
distribution system that has two types of content exchanges;

FIG. 8 is a block diagram of yet another embodiment of the content
distribution system,;

FIG. 9 is a flow diagram of an embodiment of a process for pdpulating the
captive content exchange that has available storage capacity;

FIG. 10 is a flow diagram of another embodiment of a process for
populating the captive content exchange; |

FIG. 11 is a flow diagram of yet another embodiment of a process for
populating the captive content exchange;

FIG. 12 is a flow diagram of an embodiment of a process for populating a
distributed storage system with content from an origin server; and

FIG. 13 is a flow diégram of an embodiment of a process for providing a
list of content exchanges to a client computer.

In the appended figures, similar components and/or features may have the
same reference label. Further, various components of the same type may be distinguished
by following the reference label by a dash and a sécond label that distinguishes among the
similar components. If only the first reference label is used in the specification, the
description is applicable to any one of the similar components having the same first

reference label irrespective of the second reference label.

2
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DESCRIPTION OF THE SPECIFIC EMBODIMENTS
The ensuing description provides preferred exemplary embodiment(s)
only, and is not intended to limit the scope, applicability or configuration of the invention.
Rather, the ensuing description of the preferred exemplary embodiment(s) will provide
those skilled in the art with an enabling description for implementing a preferred

exemplary embodiment of the invention. It being understood that various changes may

be made in the function and arrangement of elements without departing from the spirit

and scope of the invention as set for in the appended claims.

The present invention includes techniques for preloading content
exchanges with content objects. Typically, the content exchanges that are preloaded are
associated with client computers and origin servers. Some or all of the content objects on
origin servers are loaded on the associated content exchanges. A triggering event, such as
low bandwidth utilization into the content exchange, causes the content exchange to load
content objects.

Referring to FIG. 1, a block diagram of an embodiment of a content
distribution system 100 is shown. In this embodiment, the content distribution system
100 includes an active directory 104, one or more origin servers 108, one or more client
computers 112, one or more content exchanges 116, one or more external origin servers
118, one or more unassociated origin servers 106, the Internet 120 and a crawling ‘
directory 124. A particular client computer 112 interacts with the active directory 104 to
select a content object for download. The object can be played during download if it is
streaming media or can be stored for playback at a later time. The content object could be
any type of information, such as audio, video or data, that is available for download from
a network. The request for the content object is forwarded to the appropriate origin server
108 along with preference information from the client computer 112." The origin server
108 decides where the object is downloaded from. In order to provide sufficient QOS,
any of the content exchanges 116 or even the origin server 108 itself could provide the
object. .

The active directory 104 can be the interface that the client computer 112
uses for selecting a content object. Software for both the origin server 108 and optionally
for the client computer 112 can be downloaded from the active directory 104 to enable
the content distribution system 100. Either a directory interface page or a search interface
page in the active directory 104 may be used to determine the content object desired for

dowmnload. The interfaces are maintained in an active manner to avoid broken links to

(%)
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content objects on the origin servers 108. When a content object is requested from the
origin server 108 by a content exchange 116, the active dirsctory 104 can provide a path
back to the proper origin server 108 that originated the content object.

Other embodiments could have multiple qctive directories. Users of the
system could be divided amongst the several active directories to distribute the loading
among the active directories. Additicnally, the other active directories could be used for
redundancy such that if one active directory were offline, the others would absorb the
loading.

In some embodiments, the origin server 108 serves as the source of a
content object, directs a user to a preferred source of the content object and provides
directory information to the active directory 104. Content objects are introduced to the
system 100 by origin servers 108. Introduction involves selection by an origin server
administrator of the content objects to make available to the active directory 154. The
administrator is person or system that manages the origin server 108. The content objects
could include previously stored information or a streaming feed of information.
According to a predetermined cycle, the origin server 108 provides a catalog of the
selected information that is updated as the content on the origin server 108 changes.

The origin server 108 determines the preferred source to diréct the client
computer 112 to in order to download the content object. The preference list.of the client
computer 112, the loading of the content exchanges and the location of copies of the
content object are all considerations of the origin server 108 in redirecting the client
computcf to the preferred source of the information. That source could be the origin
server 108 itself or one of the content exchanges 116.

The user directs the client computer 112 to the location to find the desired
content object and subsequently download that object. Using viewer object proxy
software downloaded from the active directory 104, the client computer 112 determines
the content exchanges 116 that can deliver content with the adequate QOS. The process
of determiﬁing a content exchange 116 with adequate QOS involves, for example,
receiving test information from the content exchanges 116 who are likely to produce the
best results and preparing a preferred list based upon those test results. The user can
modify the preferred list of content exchanges 116 if a customized approach is desired.
When the origin server 108 is deciding the source of the requested content object, the

preference information is used to provide adequate QOS.

g
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Unassociated content servers 106 are servers on the Internet that are not
formally associated with the system 100. In this embodiment, the content exchanges 116
will still cache the content objects from the unassociated content servers 106 to provide
enhanced QOS to the client computers 112. In some embodiments, the users of the client
computers 112 will compensate the content exchange owners for the enhanced QQOS.

The external origin servers 118 can be additional sources of content
objects available to the client computer 112. In an embodiment, external origin servers
118 are coupled to a content exchange(s) 116. The content objects on the external origin
servers are mirrored on the distributed content exchanges to enhance distribution without
overly taxirig the external origin server.. Client computers 112 requesting content objects
from an external origin server 118 is transparently redirected to a content exchange 116 to
fulfill the request for that content object.

The content exchanges 116 are storage repositories that cache content
objects. A number of these content exchanges 116 are distributed to different points of -
the Internet 120 to cache content objects. In this way, any client computer 112 is likely to
have a cache close to it on the Intemet 120. Information can be cached based upon a
number of considerations, such as the desirability of information to users, as a service to
origin servers 108 who want their content readily available to users, as a ser'vi‘ce to users
who want improved QOS, or to offload upstream bandwith. Grouping of the content
exchanges 116 could be in clusters or individually to service the demand of client
computers 112 for content objects.

As stated above, an origin server 108 may refer a client computer 112
request for a content object to a content exchange 116 for fulfillment of the request.
When a requested content object or part of a requested content object is not found bya
user requesting it from a content exchange 116, a request by the content exchange 116 to
other content exchanges is made for that content object. If no other content exchanges
116 have the content object, the active directory 104 is queried for the origin server 108,
unassigned origin server 106, or external origin server 188 who is the source of the
content object and the content object is downloaded from there to the content exchange
116. While the content exchange 116 is gathering the content object, the client computer
112 is receiving any initial portions of the content object that are available. The content
object could be stored in~pieces on several conient exchanges 116 and, under those
circumstances, the requesting content exchange 116 will retrieve those pieces to

reassemble the whole content object as needed by the client computer 112.
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A crawling directory 124 is used to supplement the catalog information

‘reported by all the origin servers 108. When searching for content objects for a user, the

active directory 104 could display content objects available from the origin servers 108 as
well as other content objects uncovered by the crawling directory 124 that resides on
unassociated origin servers 106 or external origin servers 118. By traversing the web,
crawling directories 124 catalog the content objects and other information they encounter.
For example, a keyword search of the crawling directory 124 by way of the active
directory 104 can direct the user to a content object on an external origin server 118 or
unassociated origin server 106 that is not available from any origin server 108. One of
the content exchanges 116 could be selected by the active directory 104 to cache the
content object as the client computer 112 downloads it. Although only one crawling
directory 124 is used in this embodiment, other embodiments could use a number of
crawling directories to offer additional search results.

The Internet 120 is comprised of servers linked together by nodes. Data i$
divided into packets that travel through the Internet 120 by hopping from one node to the
next until the destination is reached. Each packet may take a different route through the
Internet and arrive at the destination at a different time. Additionally, some packets can
be lost during travel through the Internet 120 as the bandwidth of any node saturates. As
the number of hops between the source of a content object and the destination increases,
so does the likelihood of excessive delay and packet loss.

As the content object traverses a path from source to destination through
the Internet 120, the smallest bandwidth between any two nodes in the path defines the
maximum bandwidth of that path. Generally, the bandwidth from the Internet 120 to the
client computer (i.e., the “last mile”) has the Jeast bandwidth allocation. At other times,
however, some other hop between nodes has the smallest bandwidth. Caching the content
object in a content exchange 116 with a minimal amount of hops between the content
exchange 116 and the client computer 112 improves the likelihood of adequate or
sufficient QOS.

Downloading the content object at a desired data-rate that does not exceed
the data-rate of the client computer to the Internet 120 is adequate QOS. The maximum
QOS a user can expect is defined by the speed of their network connection, the processing
power of their computer and other factors. The minimum QOS is subjectively defined by
the user based upon the quality they desire within certain limits. For example, a user with

a 400 Kbps network connection and a fast computer may have a choice of a 28 Kbps, 56
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Kbps, or 128 Kbps stream for an audio clip from which the user chooses the 128 Kbps
stream. So long as the datarate provided by.the client computer is in the range of 128 -
400 Kbps, adequate QOS is possible for that strearn.

Although the above embodiment primarily uses the Internet 120 as a
conmection between the various blocks, other embodiments could use private links outside
or in parallel to the Internet 120. The private links could allocate bandwidth sufficient for
improved QOS or use other techniques to improve QOS. Additionally, content objects on
external origin servers 118 or unassociated origin servers 106 could benefit from the
system 100 to the extent caching, encryption and compression is provided.

..With reference to FIG. 2; a block diagram of an embodiment of an active
directory portion 104 of the content distribution system 100 is shown. Included in the
active directory 104 are a dynamic domain name server (DNS) 204, a server manager
208, a directory page 212, a search page 216, a download page 220, a subscriber database
224, a server database 228, a content exchange database 232, and a route database 234. '
The content distribution system 100 interacts with the active directory 104 to provide
directory information to the user and assist in downloading a content object to the user.

Both fhe user of the client computer 112 and the administratqr of the origin
server 108 are subscribers to the content distribution system 100. Software is
downloaded from a download page 220 to the user and/or administrator. The software for
the client computer 112 is optional in some embodiments and improves QOS when
installed. The software for the origin server 108 allows the active directory 104 to update
the content available on the system 100 and to direct the client computer 112 to a
preferred source for receiving that content.

The client computer 112 attaches to the domain of the active directory 104
to find a desired content object. Depending on preference, the user may use a directory
page 212 or search page 216 to find the content object: The search page 216 may be a
traditional boolean search engine that accesses a catalog of the content objects provided
by all origin servers 108 as well as information gathered from the crawling directory 124.
Other embodiments could only display information from the crawling directory 124 after
a search of the content from the origin servers 108 is unsuccessful or omit information
from the crawling directory 124 altogether. The catalog of content objects for all origin
servers 108 is maintained in the server database 228,

The directory page 212, in this embodiment, organizes the possible content

objects in a hierarchy of categories that are organized by subject. For example, the first

-
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page might show a number of topics of general interest where the user selects sports. In
the next page, which is one level down in the hierarchy, a number of sports are displayed
where the user selects football. Down another level in the hierarchy, the user may select
the San Diego Chargers™ to see another page of related content object links. Each link
points to the origin server 108 that originated the content object.”

The administrator categorizes the content on the origin server 108 to allow
the directory page 212 to present it properly. On a site, directory or file basis, the
administrator can choose a category for content objects in an HTML SSI tag associated

with that content object. This classification is harvested and stored on the active directory

- to allow presenting content c;bj ects in different categories. Additionally, a moderator may

describe and arrange content objects in the categories for the directory page 212. For
example, the moderator could mark certain content objects for more prominent display
and/or add a review and/or synopsis for the content objects.

The server manager 208 maintains information on all client computers-
112, all origin servers 108, all external origin servers 118, all content exchanges 116, and
all content objects on origin servers 108. The information related to client computers 112
and origin servers 108 is maintained in the subscriber database 224. The full name, a
login name, a password, a unique identifier, token credits available, and othér information
is maintained in the subscriber database 224 for each user associated with a client
computer 112. This database 224 also holds the last time the origin server 108 was
verified, an Intemet Protocol (IP) address for the origin server 108, the port the content
manager server runs upon, on-/off-liné status of the origin server 108, a banner ad URL, a
name for the origin server 108, a description of the origin server 108, the credits or tokens
needed to use the origin server 108 or other billing model, and the number of connections
or viewers allowed at one time.

Information on content objects for all origin servers 108 is maintained in
the server database 228. For each content object, the origin server name, content object
file name and path are stored along with category information, a brief description and
keywords. The server database 228 is queried to provide content selections to the user
during navigation of the directory and search pages 212, 216. To maintain current
information in the server database 228, the server manager 208 periodically interacts with
the origin server 108 to get the most recent changes to the catalog of content objects and

to determine if the origin server 108 has gone offline. Whenever an origin server 108
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goes offline, the entries in the server database 228 corresponding to that origin server 108
are removed and the status information in the subscriber database 224 is updated.

In some embodiments, the entries in the server database 228 remain even
after the origin server 108 goes offline. The status is updated to reflect that the content
associated with the origin server is unavailable, but the information remains stored in the
server database 228. If the status is updated to online, the information is once again
presented to users that are searching for content objects. In some circumstances, an origin
server 108 may indicate to the active directory 104 that it is going offline for a period of
time. Presuming the period of time is short, the active directory can keep information in
the server database 228 without presenting it to users.

A list of the content exchanges 116 available to the system 100 is
maintained by the server manager 208 in the content exchange database 232. In some
embodiments, the content exchange database 232 can include a list of [P addresses for all
possible content exchanges 116 within the content distribution system 100. Further, the :
content exchange database 232 can include a number of content exchange fields
associated with each content exchange 116. For example, fields associated with each
content exchange 116 in the content exchange database 232 can include a content
exchange identifier, a content exchange site, a content exchange provider, a'content
exchange name, a content exchange location, a content exchange status, an icon, or any
other desired informatiomn.

Together, the content exchange identifier and content exchange site
identify a unique content exchange 116 at a particular content exchange site. The content
exchange provider is an indicator of the party responsible for the content exchange, such
as XYZ company. The content name is a domain name and the content exchange location
can be geographic coordinates for a content exchange 116. In an exemplary embodiment,
the content exchange database 232 includes a content exchange identifier, a content
exchange site, a content exchange IP address, a content exchange provider, a content
exchange name, a content exchange location, and an icon for each content exchange 116
in the content exchange database 232.

In general, the content exchange database 232 can be regionalized or
partitioned by a variety of methods including, but not limited to, improved QOS criteria
or subscription services criteria. Additionally, the content exchange database 232 can
includeka listing of alternative active directories 104, origin servers 108, or any other

useful information.
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The content exchanges 116 in the system 100 regularly provide status to
the server manager 208. As content exchanges 116 become available or unavailable, their.
operational status is reported to the server manager 208 and recorded in the content
exchange database 232. In some embodiments, the content exchange database 232 can
include additional status information including content exchange 116 loading, capacity,
utilization, health, etc. '

The routing database 234 includes a list of external origin servers 118. In
some embodiments, the routing database 234 includes identification, status and
organization information related to the external origin servers 118. Identification
infofmation can include an IP address and a dornain name for an external origin server
118. Status information can include availability, loading or other status about the external
origin server. Organization information can include a list of alternative external origin
servers 118. In an embodiment, the routing database 234 includes an IP address and a
domzin name for each external origin server 118. In some embodiments, identifying an :
external origin server 118 in the routing database 234 is the mechanism for associating
the external origin server 118 with the content distribution system 100.

For each external origin server 118 in the routing database, there are a list
of user names that are allowed to use a content exchange 116 to access the information on
the external origin server 118. The user name is unique to the user of the client computer
112. A list of external origin servers 118 a client computer can route through a content
exchange 116 is provided to the client computer 112. The client computer 112 uses the
information from the routing database to redirect user requests for an external origin
server 118 to a content exchange 116. After the content exchange 116 populates with the
content .objects from the external origin server 118, bandwidth is offloaded from the
external origin server 118 to the content exchange 116. The user may compensate the
owner of the content exchange 116 and/or the administrator of the origin server 108 for
this enhanced service.

The dynamic DNS 204 provides an origin server name for each IP address
for the origin servers 108. The origin server name uniquely identifies the origin server
108 on the Internet 120. This information is maintained in the subscriber database 224.
The content exchange 116 does not know the IP address of the origin server 108 that
provided the content object to the content exchange 116, but knows the origin server
name. When a content exchange 116 wants to populate its cache with a content object or

a portion of a content object that is not available from other content exchanges 116, the
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dynamic DNS 204 is queried to determine the [P address or domain name of the origin
server 108 that is the source of the content object. If a domain name is retrieved from the
dynamic DNS 204, the [P address corresponding to that domain name is retrieved from a
DNS.

Referring next to FIG. 3A, a block diagram of an embodiment of an origin
server portion 108 of the content distribution system 100 is shown. The origin server 108
is managed by an administrator and provides one source of content objects to the content
distribution system 100. QOS is provided by the origin server 108 directing the client
computer to a content exchange 116 that can adequately deliver the desired content
object. Included in thé origin server 108 are a content source 304, a content server 308, a
content manager 312, a local content catalog 316, a content location database 320, content
exchange information 324, and a health check 330.

Content is provided to the origin server 108 by a content source 304. The
content source 304 could include a live web caxﬁ, a video or audio feed, a data object, a
data stream, a video tape or audio tape, an optical or magnetic disk, or any other content
delivery mechanism. Content objects are delivered by the content source 304 to the
content server 308 for possible distribution to the system 100. ‘

Time and date information is maintained in each content exchange 116 for
the content objects or portions of content objects maintained therein. The time and date
information allows distinguishing content objects which may have the same origin sever
name, path name and file name. Other embodiments could alternatively use any unique
code such as a checksum, CRC or hash to uniquely identify a content object.

All content objects of the origin server 308 are stored on the content server
308. The administrator can select a content object or groups of content objects for
publishing to the system 100 while leaving other content objects on the content server 308
such that they are unavailable to the system 100. Some content objects are discreet files,
but others are streams of content produced, for example, by live web cams. In some
embodiments, the software that runs the content server 308 may be integrated with the
software of the content manager 312.

The content manager 312 publishes the desired content objects to the
system 100 and directs users to the preferred content exchange 116 for downloading
content objects associated with the content manager 312. At the direction of the
administrator, the content manager 312 selects content objects or groups of content

objects by filename, directory ot drive volume for publishing to the active directory 104.

I
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Some content objects on the content server 308 may be excluded from publishing such
that they are not available to the system 100.

The content objects selected for publishing to the system are maintained in
a local content catalog 316. Entries in the local content catalog 316 are kept current by
the content manager 312 as the objects corresponding to those entries may become
unavailable or updated. For each entry, the content object file name and path are stored
along with category information, a brief description and keywords. Upon attachment to
the system 100, the local content catalog 316 is sent by the content manager 312 to the

active directory 104 for entry to the server database 228. Periodically, changes to the

- local content catalog 316 are sent to the server database 228 to keep the directory

information as current as possible. Updates could happen on a regular interval such as
every two minutes and/or whenever a change in the local content catalog is made.

_ The content manager 312 also knows the location of all portions of content
objects associated with that content manager 312. Upon attaching to the system 100, the-
content manager 312 contacts each of the content exchanges 116 for status. Each of the
content exchanges 116 periodically reports on its content object or content object portions
to the originating content managers 312. Armed with this information, the content
manage‘r 312 can direct a client computer 112 to a content exchange 116 the;t may have
some or all of the desired content object available for download. ‘

Location information for content objects that is reported by all the content
exchanges 108 is maintained by the content manager in the content location database 320.
By querying the content location database 320, the content manager 312 can determine
the content exchanges 116 that contain a content object or a portion of a content object.
During the routing of the client computer 112 to a content source, the presence of the
content object in a particular content exchange 112 can affect the routing determination.

The content exchange information store 324 holds information on all
active content exchanges 116. Upon power-up of the origin server 108, the content
exchange database 232 in the active directory 104 is downloaded into the content
exchange information store 324. All the content exchanges 116 listed in the content
exchange information store 324 are queried after power-up for status information that is
retained as content exchange information 324. The status information includes the
number of concurrent links used, total number of concurrent links allowed, bandwidth
utilization, and cache churn rate. The churn rate of the cache is the amount of time

unused data remains in the cache and is indicative of the loading of the cache. For
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example, data is usually flushed out of the cache quickly for content exchanges'116 that
are busy relative to the amount of storage in the cache. However, some embodiments that
could have sticky content objects that remains pinned in the content exchange 116 for a
period of time regardless of use.

The content manager 312 intelligently redirects the client computer 112
wanting a content object to the preferred source for that object. Preference information
provided from the client computer 112 is used to determine the sources of the content
object preferred by the client computer 112. This information is used along with the
current locations of the content object and the loading of the possible content exchanges
in order to direct the client computer 112 to the preferred content exchange 116 for
download of the content object.

In some embodiments, the content manager 312 can regulate access to
content objects. When a client computer 112 attempts to download a content object
associated with a content manager 312, a login dialog can be presented if the
administrator has secured the content object. The user may enter a user name and/or
password in the login dialog to enable redirection of the client computer 112 to a source
for the content object. This user name and/or passwbrd is 1n addition to any required for
the active directory 104. Before redirecting the client computer 112 to that éource, the
user name and/or password or login information is checked against a list of ac;ceptable
login information previously stored on the origin server 108. Access to a whole origin
server 108 or a volume, a directory or a content object on the origin server 108 may be
regulated in this manner.

Some embodiments allow the origin server 108 or active directory 104 to
preload content objects on a content exchange 116. The requests for content objects are
monitored to determine desirability. Desirability information, billing information, size,
and/or other considerations are used to determine which content objects to preload on a
content exchange 116. Either the origin server 108, active directory 104 or content
exchange 116 can request the content objects from a content exchange 116 to preload
them there. Periodically, the content objects could be requested for a content exchange
116 to keep them loaded on the content exchange 116 such that they are not unloaded
because of inactivity. Other embodiments could designate the content objects as sticky
content objects as described above.

The health check 330 can be either a hardware or software application

which provides operational characteristics of an associated origin server 108. In an
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embodiment, the health check 330 provides a single indication of origin server 108 status.
The single indication is a normalized value between zero and one indicating a
combination of origin server characteristics. For example, it could include a CPU load, a
CPU temperature, a number of concurrent connections, and/or a number of requests an
origin server is facilitating. In an alternate embodiment, the health check 330 coﬁld
monitor characteristics of a content exchange 116 while running on another content
exchange 116 or origin server 108.

Referring next to FIG. 3B, a block diagram of an embodiment of an
external origin server portion 118 of the content distribution system 100 is shown. The
external origin server 118 differs from the origin server 108 in that the external origin
server 118 does not have content manager software installed upon it. Included in the
external origin server 118 are a content server 308 and a content source 304,

The administrator of the external origin server 118 determines one or more
client computers 112 authorized for receiving content objects through a content exchangé
116. The routing database 234 is updated by the administrator to allow individual client
computers 112 to access the content objects through a content exchange 116. A web page
on the active directory provides an interface to entering information on client computers
112 into the routing database 234. Other embodiments could automate the interface
between the external origin server 118 and the routing database 234 such thatrusers are
automatically added to the routing database 234 upon signing up with the external origin
server 118.

The updates to the routing database 234 are downloaded and stored locally
by client computer 112. Subsequent attempts to access the external origin server 118 are
redirected to a content exchange 116 to service that request. Redirection in this way
allows an external origin server 118 to redirect client computers 112 to a content
exchange 116 without assistance from content manager software.

An external origin server 118 may have one or more content exchanges
116 assignéd to carry content objects for the external origin server 118. The routing
database 234 could redirect subscribing client computers to one or more of these content
exchanges 116. If the client computer were allowed to use two or more of these content
exchanges 116, a client-side routing analysis would be performed on the two or more
content exchanges to allow ranking of the relative QOS between them.

The content objects of an external origin server 118 can be preloaded to a

content exchange(s) allocated to provide those content objects. To decrease latency when
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a content object is requested for the first time, the active directory 104 can crawl the
external origin server 118 to determine the content objects available from that server 118.
The available content objects may be added to the crawling directory 124. Once the
available content objects are known, the active directory 104 requests each content object
from the associated content exchange(s) in order to cause loading of each content object
on the associated content exchange(s). In this way, content objects are preloaded on the
associated content exchanges.

With reference to FIG. 4A, a block diagram of an embodiment of a content
exchange portion 116 of the content distribution system 100 is shown. The content
exchange 116 caches content objects requested by client computers 112 under the control
of the content manager 312. Included in the content exchange 116 are a tracking system
402, and a content node 406. The tracking system includes a content tracker 404, a health
check 426, status information 420, a local content catalog 416, and an origin server
database 424 while the content node 406 includes a content controller 408 and a content :
store 412. |

The health check 426 can be either a hardware or software application
which provides operational characteristics of an associated content exchange 116. In an
embodiment, the health check 426 provides a single indication of content ex'éhange 116
status. The single indication may be a normalized value between zero and one indicating
a combination of content exchange characteristics including, for example, a CPU load, a
CPU temperature, a number of concurrent connections, and a number of requests a
content exchange is facilitating. In an alternate embodiment, the health check 426 could
monitor characteristics of 2 content exchange 116 while running on another content
exchange 116, erigin server 108 or other location.

The content store 412 holds the content objects available for download to
the client computers 112 from that content exchange 116. The name of the origin server
108 providing the content object along with path information and the filename is stored
with the content object in the content store 412. Via the Internet 120, the client
computers 112 connect to the content store 412 and download the content object file or
data stream. As new content objects are added to the content store 412, old content
objects are typically removed. The age of a content object relates to the last time a
content object was accessed. Some content objects on the store 412 never age such that
they stay in the store 412 for a predetermined time. An origin server 108 could arrange

for the content exchange 112 to store a content object for a predetermined period of time.
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When the client computer 112 requests a content object from the content
store 412, the content object may not be currently loaded in the content store 412. The
content store 412 notifies the content controller 408 of the unfulfilled request for the
content object. The content controller 408 locates missing content objects or portions
thereof in other content exchanges 116 or from the content server 308 that originated the
content object. The missing content objects are loaded into the content store 412 by the
content controller 408 such that the client computer 112 can download this information.

When a content object is missing from content store 412, the content
controller 408 first checks with other content exchanges 116 to determine if the object is
available. If no content exchange 116 has the desired content object, the content server
308 that originated the information is queried for the content object. The content store
412 does not include the IP address for the originating content server 308 so the dynamic
DNS 204 is queried for that information. Given the origin server name, the dynamic
DNS 204 provides the IP address such that the content controller 408 can request the
content object from the proper content server 308.

The content tracker 404 reports to the system 100 the current items in the
content store 412 and status information for the content exchange 116. The local content
catalog 416 records the origin server name, path and filename for each contént object or
portion of a content object in the content store 412. As new items are added t;) and old
items are removed from the content store 412, the local content catalog 416 is updated.
‘When a content manager 312 connects to the system 100, a query is made to all content
trackers 404 to determine what portions of content objects are stored on the content stores
412. The initial query provides a baseline to which the content tracker 404 updates as
changes are made to the various content stores 412. The changes are sent directly to each
of the content managers 312 that has content stored in the content store 412. The
dynamic DNS 204 is used during this process to determine the IP address corresponding
to the origin server name for each content object.

The content tracker 404 also provides status information 420 for the
content exchange 116 to the content mangers 312. The status information 420 is sent
periodically to each of the content managers 312 as a broadcast or multicast, for example,
every five minutes and/or when changes occur. The status information 420 could include
the number of concurrent links to the content exchange currently in use, the total number
of concurrent links allowed, the bandwidth utilization, the cache chum rate, and/or other

information. In other embodiments, the status information is posted to a central location
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that the content manager 312 can query when determining where to send a client
computer 112 for a downloading a content object.

The content tracker 404 maintains the origin server database 424 to track
the origin servers 108 active in the system 100. After attdching to the system, all origin
servers 108 identify themselves to the content trackers 404. The content trackers 404
record the origin server name and IP address in the origin server database 424. A query
to the dynamic DNS provides the IP address for a given origin server name, Ifan origin
server 108 notifies the content tracker 404 of impending unavailability or if the content
tracker 404 cannot contact a particular origin server, the entry for that origin server is
removed from the origin server database 424. Additionally, the content corresponding to
that origin server 108 may be purged from the content store 412, and the local content
catalog 416 is updated. In some embodiments, the content object and content- object
portions are not purged, but are simply tagged for deletion as the storage space is
requested. _

In some embodiments, the content controller 408 can be instructed by the
system 100 to acquire and retain predetermined content objects in the content store 412.
Content objects that are anticipated to be wanted can be preloaded in preparation for the
demand. The desirability of a content object can be determined by monitorihg click-
throughs to those content objects from the search and directory pages 212, 216. For
example, content objects related to a famous person could be loaded onto content stores
412 immediately before a biography program on the famous person is aired on network
television. Altemnatively, users could subscribe to a service that loads content objects to
some content exchanges 116. For example, a scheduled network program could be
loaded to coincide with a TV broadcast the user could view over the Internet 120 in lieu
of the TV broadcast. In this way, the content would be available without delay to the
subscribed users.

With reference to FIG. 4B, a block diagram of another embodiment of a
content exchange portion 116 of the content distribution system 100 is shown. This
embodiment includes multiple content nodes 406 coupled to a single tracking server 402.
A content bus 428 allows content nodes 406 to check each others content stores 412 for
missing content objects. The content bus 428 could also couple to other content notes in
other locations. The content bus 428 may or may not travel in part over the Internet 120.

Referring next to FIG. 4C, a block diagram of an embaodiment of a content

exchange site 432 including multiple content exchange servers 116 is shown. Even
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though the content exchange site 432 includes multiple content exchange servers 116, it
appears to the system a single content exchange 116. The load of the content exchange
site 432 is distributed among the constituent content exchange servers 116. A switch 436,
such as a layer four switch, distributes the content object requests to the content
exchanges 116 and aggregates the spooled responses to the Internet 120.

Referring next to FIG. 5, a block diagram of an embodiment of a client
computer portion 112 of the content distribution system 100 is shown. The client
computer 112 communicates to the Internet 120 in order to deliver content to a user.

Included in the client computer 112 are a viewer object proxy 504, a content processing

. program 508, .preference information 512, a network interface 516, and hosted server

routing 520.

The content processing program 508 is typically software that interprets or
processes a content object downloaded from the Internet 120. Examples of content
processing programs 508 include web browsers, file transfer protocol (FTP) software,:
gopher software, news (NNTP), mail programs, streaming media players, non-streaming
media players, and other software. The Internet communication from content processing
program 508 that is normally sent directly to the Internet is redirected to the viewer object
proxy 504. } ‘

The viewer object proxy 504 serves as intermediary between the Internet
120 and the content processing program 508. After installation of the viewer object
proxy 504, it determines its general location relative to known points on the Internet 120.
Content exchanges 116 that are reasonable candidates for providing sufficient QOS are
tested to determine the number of hops necessary to reach each content exchange 116 and
the latencies between each content exchange 116 and the viewer object proxy 504. A
weighting of QOS factors, such as the number of hops and bandwidth achieved, is
recorded as preference information 512 and is passed as meta-data to the content manager
312 in an HTTP header.

Other embodiments could pass meta-data in any sort of data channel and
not just through a HTTP header. For example, the meta-data could travel through a
dedicated port, an IP address, a URL, a header, or other logical channel.

The preference information 512 is the result of network analysis performed
from the client computer perspective 112. When a content object is requested, the
preference information 512 is communicated to the content object manager 312 which in

turn selects an appropriate content exchange 116 for the client computer 112.
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Periodically, such as every hour, the preference information 512 is updated using
automated tests or is updated manually by the user. _Subsequent tests take into account
the previous results to efficiently consider preferred content exchanges. For example, the
first analysis may check one hundred content exchanges, but a subsequent analysis could
eliminate the poor performing content exchanges such that only fifty are analyzed.

The preference information 512 includes a list of content exchanges 116
and their associated QOS values resulting from client-side network analysis. In some
embodiments, there are multiple pathways to an external origin server 118. The multiple
pathways are separated by port, IP address, server identification (ID), and/or other
mechanisms. Client-side network analysis could be used to determine a QOS value
associated with each pathway to an external origin server 118 or any other source of a
content object that could also have multiple pathways.

After the user of the client computer 112 chooses a content object, the
origin server name is provided to the viewer object proxy 504. The origin server name is
used for the viewer object proxy 504 to query the dynamic DNS 204 for the IP address of
the origin server 108. Once the IP address is known, the content processing program 508
is redirected to the content manager 312 for the desired content object. The content
manager 312 is passed the preference information 512 to allow routing the client
computer 112 to the appropriate content exchange 116. In this embodiment, the _
preference information 512 includes the preferred ten content exchanges, but the amount
of preferred content exchanges could be adjusted by the user.

In some embodiments, the viewer object proxy 504 can be HTTP-specific
but protocol independent for routing information. Thus, routing information is
transferred according to HTTP, but the actual routing information is protocol
independent. However, one skilled in the art would recognize that the viewer object
proxy 504 can also be configured to work with other network protocols as needed. For
example, the viewer object proxy 504 can also be configured to operate in accordance
with FTP, NNTP, RTP, RTSP, SMTP, or SHOUT etc.

The client computer 112 includes a host server routing database 520. This
host server routing database 520 can include information related to external origin servers
118 accessible by the client computer 112. In an embodiment, host server routing
database 520 is a subset of the entries in the routing database 234 found in the active

directory 104.
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The client computer 112 includes a network interface 516 that connects the
viewer object proxy 504 to the Internet 120. Common examples of network interfaces
516 include analog modems, DSL modems, [SDN, cable modems, satellite modems,
cellular modems, power line modems, line-of-sight microwave modems, line-of-sight
laser modems, etc.

In this embodiment, the client computer is associated with a home user. In
other embodiments, the client computer could serve digital movies to a theater or provide
content objects to a corporate network user, a hotel patron or apartment complex.

With reference to FIG. 6, a block diagram of an embodiment of a content
distribution system 600 is shown. This figure depicts data flow between data blocks
without showing transport over the Internet 120 or any other network. Itisto be
understood, however, that the Internet 120 or another packet switched network is used in
some embodiments. Also, the figure is somewhat simplified in that some blocks from
Figs. 2-5 and the external origin server(s) 118 and crawling directory 124 are not included
to simplify the FIG. 6.

The network interface 516 is the connection to the Internet 120 for the
client computer 112. The client computer 112 connects to the directory and search pages
212, 216 to allow the user to select content objects for download. When a content object
is selected, redirection of the client computer 112 from the active directory 104 to the
appropriate origin server 108 uses the dynamic DNS 204. Preference information 512 is
passed to the content manager 312 to assist its selection of the source for the content
object. Depending on the selection made by the content manager 312, the content object
is downloaded from one of the content exchanges 116 or from the content server 308.

The active directory. 104 interacts with the other modules in the systemn
600. The client computer 112 accesses the directory and search pages 212, 216.to select a
content object. The content tracker 404 and content manager 312 respectively provide
status and catalog information to the server manager 208. Account information is
provided to the server manager 208 by the administrator of the origin server 108 and by
the user of client computer 112 to maintain the subscriber database 224. Redirection
from the origin server name to the IP address of the origin server 108 is provided to the
viewer object proxy 504, the content tracker 404 and the content controller 408 by the
dynamic DNS 204, |

The origin server 108 communicates with the server manager 208, the

client computer 112, the content tracker +04, the content store 412, and the content
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controller 408. The local content catalog 316 is provided to the server manager 208 from
the content manager 312 in order to maintain the server database 228 with current content
information. Preference information 512 is provided to the content'manager 312 from the
client computer 112 to facilitate selection of a source of the content object. The content
tracker 404 interacts with the content manager 312 to know what content gbjects are
stored on the content exchange 116. Content objects are read from the content server 308
by either the content store 412 or the client computer 112.

The content exchanges 116 interact with the other modules in the system
600 as well. Status information is provided to the active directory 104 and/or the content
manager 312. The dynamic DNS is used by both the content chtrolle£ 408 and the

content tracker 404 to find the TP address of an origin server 108 that contains a content

object. A selected content exchange may contact other content exchanges when an object

is needed for the content store 412. If the other content exchanges do not have the
content object, the content controller 408 requests the object from the content server 308,
for delivery to the selected content store 412.

Referring next to FIG. 7, a block diagram of anather embodiment of the
content distribution system 700 is shown that has two types of content exchanges 702,
704. This embodiment includes public content exchanges 702 and captive content
exchanges 704. One or more associated client computers 708 and one or more associated
origin servers 712 are grouped with the one or more captive content exchanges 704. The
public content exchanges 702 are available to source content objects to any of the client
computers 112 or any of the associated client computers 708. Those content objects
stored on the public content exchanges 702 could originate from any of the unassociated
origin servers 106, origin servers 108, external origin servers 118, or associated origin
servers 712. ‘

The captive content exchanges 704, however, are not fully available to the
system 700 in the same way as the public content exchénges 702 are. The captive content
exchanges 704 cache content objects originating from associated origin servers 712.
Those cached objects are provided to either the associated client computers 708 or client
computers 112. Content objects originating from the unassociated origin servers 106,
origin server$ 108 and external origin servers 18 are cached for associated client
computer 708, but not for client computers 112. The client computers 112 cannot rely on
the captive content exchanges 704 for caching content objects that were sourced from any

unassociated origin servers 106, origin servers 108 or external origin servers 118.
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Accordingly, the preference information 512 for the client computer 112 only includes
public content exchanges 702 and not captive content exchanges 704.

The captive content exchanges 704 in this embodiment are linked to the
public content exchanges 702 such that missing content objects or portions of content
objects may be passed between content exchanges 702, 704 when requested by a user.
When a content object is requested from the preferred content exchange 702, 704 a local
search is [irst performed for the content object or dny portion of the content object. If that
search fails, the other content exchanges 702, 704 are searched before resorting to

requesting the content object from the origin server 106, 108, 118, 712 that first provided

_ the content object to the system 700. Other embodiments, however, could go without

passing files between the captive content exchanges 704 and public content exchanges
702.

In various embodiments, the captive content exchanges 704 could be
located in the central office, headend, ISP location, or nodes where the Internet bandwidth
begins to travel the “last mile” or final leg to the associated client computer 708. By
moving the cache as close as possible to the destination, the potential bottlenecks are
reduced to improve QOS. For example, a cable multi-system operator (MSO) providing
service to associated client computers 708 by way of DOCSIS modems could have
captive content exchanges 704 in the headend or in neighborhood nodes. In this way, the
associated client computers 708 and associated origin servers 712 connect to the captive
content exchange 704 to provide enhanced QOS through caching.

With reference to FIG. 8, a block diagram of yet another embodiment of
the content distribution system 800 is shown. This embodiment demonstrates how the
captive content exchange 704, associated client computers 708 and associated origin
servers 712 can be virtally connected through the Internet 120. These functional blocks
704, 708, 712 could be coupled in any way. For example, the captive content exchanges
704 could be coupled to the associated client computers 708 through a hybrid fiber/cable
distribution system. But, the associated origin servers 712 could be linked to the captive
content exchanges 704 through the Internet 120.

Referring next to FIG. 9, a flow diagram of an embodiment of a process

* 900 for populating captive content exchanges 704 that has available storage capacity is

shown. The depicted process 900 picks-up in step 904 where a test detects bandwidth
utilization below a threshold. The bandwidth measurement for this test could be the

bandwidth from all associated origin servers 712 to the captive content exchange 704 in
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this embodiment or could be the bandwidth from a single associated origin server 712 to
the captive content exchange 704 in other embodiments.

In step 908, a determination of which origin servers are associated origin
servers 712 is made. The active directory 104 could be queried for this information or the
information could be maintained local to the captive content exchange 704. Once the
associated origin servers 712 are known, each local content catalog 316 is queried to
determine the content objects available on that associated origin server 712 in step 912.

In step 916, the content objects from all the associated origin servers 712
are analyzed to determine a ranking between the content objects. In this embodiment, the
popularity of the content objects controls the ranking. The number of times a content
abject is downloaded over the last day is the algorithm used for determining popularity,
however, other embodiments could use other time periods. Although this embodiment
uses popularity for ranking, other embodiments could also use size of the content object,
price of the content object, and/or other factors when determining the ranking. o

The associated origin servers 712 or captive content exchanges 704 could
monitor popularity by respectively determining the number of click-throughs or hits for a
content object. Click-throughs of the user of the client computer can be monitored with
CGI scripts that redirect a content object selection back to the associated origin server
712. Once redirected back, the click-through is recorded and the client computer 112,
708 is redirected to the content exchange 702, 704 that serves as the source of the content
object.

In step 920, a determination of how much cache space in the content store
412 will be allocated to storing the popular content objects. This embodiment uses half of
the content store 412 to store popular content, but other embodiments could use other
fractions of the capacity of the content store 412.

A determination is made in step 922 as to whether any of the content
objects are stored in the content store 412 already. To determine what is already stored,
the local content catalog 316 for the associated origin server 712 is cross referenced
against the local content catalog 416 for the captive content exchange 704 to determine
which of the content objects are not already stored in step 922. Those content objects that
are already stored are marked as not needing any reload in step 924.

The highest ranked content objects that will fit into the allocated cache
space and are not already loaded are determined in step 928. Those content objects that

will not fit are removed from the list. Starting with the least popular on the ranked list,
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the content objects that are not already in the content store 412 are requested such that
they are loaded onto the content store 412. The content objects that are already loaded on
the content store 412 are moved to the front of the cache when their entry is reached when
cycling through the list. In this way, all the popular content objects that will fit are loaded
in the cache according to ranking. Those with lower rankings will be pushed out of the
back of the cache first if there are no subsequent hits or requests for those content objects.

In some embodiments, each associated origin server 712 is harvested for
content objects in a separate process that is run in parallel to other processes harvesting
other associated origin servers 712. The bandwidth between a specific associated origin
server 712 and the captive content exchange 704 is tested to determine if bandwidth
utilization has fallen below a threshold. Once the threshold is crossed, the content objects
are loaded onto the captive content exchange. In parallel, other associated origin servers
712 are harvested for content objects.

With reference to FIG. 10, a flow diagram of another embodiment of a_
process 1000 for populating the captive content exchange 704 is shown. In this
embodiment, a file system rather than a cache is used. Content objects loaded into the file
systermn remain until an expiration time. For example, a content object could be loaded
one day with an expiration period of one day such that only twenty-four hours later can
the file be overwritten. _

The notable differences between this embodiment and the embodimeﬁt of
FIG. 9 begin in step 1004 where the space in the file system reserved for preloading is
determined. The file system space is logically separated from the space used for
cacheing. Content objects that are stored on the file system should not be redundantly
cached. In step 1002 and 924, entries for files that are already stored in the cache are
marked such that they are not reloaded. The content objects that will not fit on the file
systemn are removed from the list in step 1008. Any content objects that are not already
loaded and that will fit are loaded in step 1012. The expiration time for all the content
objects on the file system is set for one day or some other time period.

With reference to FIG. 11, a flow diagram of yet another embodiment of a
process 1100 for populating the captive content exchange 704 is shown. In this
embodiment, the captive content exchange 704 populates itself after becoming available
to the system 700. For example, the captive content exchange 704 may populate itself

after powering on. This embodiment does not determine which content objects are
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already stored in the cache. Instead, all content objects that are determined to fit are
loaded.
The above embodiments in FIGS. 9-11 populatencaptivé content exchanges

704. Other embodiments could also populate public content exchanges 702, A process in

' the active directory 104 would determine the popular content objects on the Intemnet and

where those objects are likely to be requested from the distributed network of public
content exchanges 702. The active directory could instruct public content exchanges 702
to preload content such that it is available with enhanced QOS.

Referring next to FIG. 12, a flow diagram of an embodiment of a process
1100 for populating a distributed storage system with content from-an origin server 106,
108, 118, 712 is shown. In this embodiment, the origin server 712 populates the captive
content exchange 704 when it becomes available to the system 700 if hosting is allowed.
The depicted process picks-up in step 1204 as the origin server 106, 108, 118, 712 comes
online. In step 1208, a determination is made as to whether there is a captive content
exchange 704 associated with the origin server 106, 108, 118, 712. Where there is no
captive content exchange 704 no preloading occurs and processing continues to step 1212
and 1240 where the request for a content object is fulfilled by the preferred content
exchange 702, 704, ’

In step 1220, a further determination is made as to whether hosting of the
content objects on the captive content exchange 704 is allowed for this origin server 106,
108, 118, 712. A captive content exchange 704 may require compensation for the ability
of an origin server 106, 108, 118, 712 to offload its content objects. If hosting is allowed,
the popularity of the content objects is determined in step 916. In step 1228, the content
objects are loaded onto the captive content exchange 704 such that the most popular
objects are last to be expired out the back of the cache. Other embodiments could use a
file system, with lifetime information specified for each content object as described
above.

If hosting is not allowed in step 1220, conservation of upstream bandwidth
is possible by first populating the captive content exchange 704 with the content object.
Once the captive content exchange 704 has the content object it-can propagate to other
content exchanges 702, 704 efficiently. In step 1224, the client computer 112 requests
the content from the origin server 106, 108, 118, 712. A determination in step 1232 is
performed as to whether the content is already stored in any content exchange 702, 704.

If the content is already stored in a content exchange 702, 704 away from the origin
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