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(7) ABSTRACT

A method of and system for secure content delivery. The
method is carried out by a content delivery network service
provider (CDNSP), which operates a secure CDN. The
secure CDN may be a dedicated network or a subset of a
larger distributed network that is managed by the service
provider. A Web site obtains secure content delivery, pref-
erably as a managed service, by aliasing the site (or given
domains) to the CDN. Edge servers are selectively authen-
ticated into the secure CDN before they can be used to
deliver secure content, and the CDN service provider serves
SSL pages over a secure connection on the site’s behalf,
preferably using an SSL certificate provided by the site. A
copy of the customer’s SSL certificate resides on the secure
edge servers to allow them to serve SSL content on the
customer’s behalf. A key agent running on the edge server,
however, ensures that the copy of the certificate only resides
in memory and not on disk. Further, a server that cannot be
fully monitored by the CDN service provider removes the
certificate from its memory and no longer serves the SSL
traffic.
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METHOD AND SYSTEM FOR SECURE CONTENT
DELIVERY

BACKGROUND OF THE INVENTION
[0001] 1. Technical Field

[0002] The present invention relates generally to tech-
niques for secure content delivery.

[0003] 2. Description of the Related Art

[0004] In today’s world, more and more business trans-
actions are moving to the Web, including e-commerce,
financial services, and transactions requiring personal infor-
mation. Ensuring the security of the transactions and the data
is of the utmost importance to Web sites.

[0005] Secure Sockets Layer (SSL) is the industry stan-
dard for reliable encrypted and authenticated communica-
tions between clients and servers on the Internet. SSL
processing, however, is extremely slow. The more transac-
tions performed on a Web site, the slower the site becomes.
Offloading SSL processing to specialized hardware (e.g.,
SSL accelerators) can help, but increasing infrastructure is
difficult to scale and manage. In addition, more infrastruc-
ture means more security requirements, which may include
both physical and operational security, such as hardened data
centers and dedicated security staff. Moreover, often a site
provider that uses an SSL accelerator may attempt to
improve performance by turning off encryption between the
device and the origin site, thus transporting secure data in an
unencrypted state.

[0006] 1t is known in the art for a content provider to
outsource its content delivery requirements to a content
delivery network (a “CDN”). A content delivery network is
a collection of content servers and associated control mecha-
nisms that offload work from Web site origin servers by
delivering content on their behalf to end users. A well-
managed CDN achieves this goal by serving some or all of
the contents of a site’s Web pages, thereby reducing the
customer’s infrastructure costs while enhancing an end
user’s browsing experience from the site. In operation, the
CDN uses a request routing mechanism to locate a CDN
content server close to the client to serve each request
directed to the CDN, where the notion of “close” is based,
in part, on evaluating results of network traffic tests.

[0007] In the past, content delivery networks have been
used to deliver the embedded objects in secure pages, but the
pages themselves were delivered directly from the origin
server, and not from the CDN. Delivering only SSL objects
from the edge can improve performance of SSL objects, but
it does not address the performance and scalability issues
inherent in the computation-intensive SSL processing
required for all SSL transactions.

[0008] 1t would be desirable to provide a highly secure,
outsourced solution for providing reliable and secure deliv-
ery of SSL objects and pages and that addresses the perfor-
mance and security needs of a Web site while reducing costs
and complexity.

[0009] The present invention addresses this need.

BRIEF SUMMARY OF THE INVENTION

[0010] 1t is a primary object of the present invention to
provide a secure content delivery network that can be used
to deliver both SSL objects and SSL pages from the edge of
the Internet.
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[0011] Tt is a more general object of the invention to
improve Web site performance by enabling delivery of SSL
objects and cacheable content from servers closer to request-
ing end users, thereby avoiding congestion on the Internet.

[0012] Tt is still another object of the invention to enable
computationally-intensive SSL processing to be performed
on a network of edge devices to enable secure content to be
retrieved over an already-established secure connection.

[0013] Tt is yet another more general object of the inven-
tion to offload SSL processing and reducing the load on a
Web site’s infrastructure to enable the site to perform better
and at lower cost.

[0014] Tt is still another more general object of the inven-
tion to reduce the need for costly hardware and dedicated
staff to operate a Web site.

[0015] Tt is yet another object to enable Web sites that
deliver secure content to instantly scale to meet enterprise
growth and varying traffic needs.

[0016] 1t is another more general object of the present
invention to provide secure content delivery as a highly
secure, outsourced solution that addresses the performance
and security needs of a Web site’s SSL content while
reducing costs and complexity. The invention supports the
reliable and secure delivery of SSL content to the end user
from the edge of the Internet.

[0017] According to an illustrative embodiment, the tech-
nical advantages of the present invention are achieved by
establishing a secure content delivery network. When a
particular site wants to deliver entire SSL pages from the
CDN, a domain associated with the site is aliased (e.g., by
a DNS CNAME operation) over to the CDN. The CDN then
serves SSL pages for the site over a secure connection on
behalf of the site, preferably using a site-provided SSL
certificate. Preferably, a customer’s SSL certificate does not
reside on any disk in the CDN edge server. In operation,
once a secure session has been established, the CDN edge
server retrieves secure content from the origin server over a
secure connection and makes that content available to a
requesting end user that has been mapped to that edge server.
Secure content (i.e., pages) may be cached in some cases on
the edge server; however, in some cases (but not necessarily
all) it may be desirable to avoid putting certain secure
content (e.g., content with private information for particular
users) on disk. SSL objects and non-secure content may be
cached on the edge server, thereby eliminating the need to
retrieve such content to service another end user request for
that content.

[0018] According to a technical advantage of the present
invention, to ensure network and software security, prefer-
ably private information (e.g., SSL certificates) and
uncacheable content does not reside on disk on any edge
server in the secure content delivery network. Preferably, an
edge server must pass a thorough audit before it can obtain
keys to decrypt any private information, and decryption
preferably occurs only in memory. Any server that is not
accessible and thus cannot be audited preferably deletes any
private information that it may hold in memory. Thus, when
edge server machines are configured to operate on the secure
CDN, preferably they keep content provider certificates
intact only in memory and delete all content and certificates
if disconnected in any way from the rest of the network.
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[0019] The foregoing has outlined some of the more
pertinent features of the present invention. These features
should be construed to be merely illustrative. Many other
beneficial results can be attained by applying the disclosed
invention in a different manner or by modifying the inven-
tion as will be described.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 is a block diagram of a known content
delivery network in which the present invention may be
implemented;

[0021] FIG. 2 illustrates a typical machine configuration
for a CDN content edge server;

[0022] FIG. 3 illustrates how an end user is directed to an
optimal edge server in order to make a request for secure
content;

[0023] FIG. 4 illustrates how the edge server in FIG. 3
establishes a secure session with an origin server responsible
for the secure content;

[0024] FIG. 5 illustrates how the edge server in FIGS. 3-4
maintains a secure session and serves SSL content, including
SSL pages, to the requesting end user;

[0025] FIG. 6 illustrates a representative key management
infrastructure that is used to facilitate secure content deliv-
ery according to the present invention;

[0026] FIG. 7 illustrates how a key agent of the key
management infrastructure facilitates key retrieval accord-
ing to a preferred embodiment of the present invention; and

[0027] FIG. 8 is an illustrative SSL region in the secure
CDN according to the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

[0028] By way of background, it is known in the prior art
to deliver digital content (e.g., HTTP content, streaming
media and applications) using an Internet content delivery
network (CDN). A CDN is a network of geographically-
distributed content delivery nodes that are arranged for
efficient delivery of content on behalf of third party content
providers. Typically, a CDN is implemented as a combina-
tion of a content delivery infrastructure, a request-routing
mechanism, and a distribution infrastructure. The content
delivery infrastructure usually comprises a set of “surrogate”
origin servers that are located at strategic locations (e.g.,
Internet network access points, Internet Points of Presence,
and the like) for delivering content to requesting end users.
The request-routing mechanism allocates servers in the
content delivery infrastructure to requesting clients in a way
that, for web content delivery, minimizes a given client’s
response time and, for streaming media delivery, provides
for the highest quality. The distribution infrastructure con-
sists of on-demand or push-based mechanisms that move
content from the origin server to the surrogates. An effective
CDN serves frequently-accessed content from a surrogate
that is optimal for a given requesting client. In a typical
CDN, a single service provider operates the request-routers,
the surrogates, and the content distributors. In addition, that
service provider establishes business relationships with con-
tent publishers and acts on behalf of their origin server sites
to provide a distributed delivery system.
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[0029] As scen in FIG. 1, an Internet content delivery
infrastructure usually comprises a set of “surrogate” origin
servers 102 that are located at strategic locations (e.g.,
Internet network access points, and the like) for delivering
copies of content to requesting end users 119. A surrogate
origin server is defined, for example, in IETF Internet Draft
titled “Requirements for Surrogates in the HTTP”dated Aug.
9, 2000, which is incorporated herein by reference. The
request-routing mechanism 104 allocates servers 102 in the
content delivery infrastructure to requesting clients. The
distribution infrastructure consists of on-demand or push-
based mechanisms that move content from the origin server
to the surrogates. A CDN service provider (CDNSP) may
organize sets of surrogate origin servers as a group or
so-called “region.” In this type of arrangement, a CDN
region 106 typically comprises a set of one or more content
servers that share a common back-end network, e.g., a LAN,
and that are located at or near an Internet access point. Thus,
for example, a typical CDN region may be co-located within
an Internet Service Provider (ISP) Point of Presence (PoP)
108. A representative CDN content server is a Pentium-
based caching appliance running an operating system (e.g.,
Linux, Windows NT, Win2K) and having suitable RAM and
disk storage for CDN applications and content delivery
network content (e.g., HTTP content, streaming media and
applications). Such content servers are sometimes referred
to as “edge” servers as they are located at or near the
so-called outer reach or “edge” of the Internet. The CDN
typically also includes network agents 109 that monitor the
network as well as the server loads. These network agents
are typically co-located at third party data centers or other
locations. Mapmaker software 107 receives data generated
from the network agents and periodically creates maps that
dynamically associate IP addresses (e.g., the IP addresses of
client-side local name servers) with the CDN regions.

[0030] Content may be identified for delivery from the
CDN using a content migrator or rewrite tool 106 operated,
for example, at a participating content provider server. Tool
106 rewrites embedded object URLSs to point to the CDNSP
domain. A request for such content is resolved through a
CDNSP-managed DNS to identify a “best” region, and then
to identify an edge server within the region that is not
overloaded and that is likely to host the requested content.
Instead of using content provider-side migration (e.g., using
the tool 106), a participating content provider may simply
direct the CDNSP to serve an entire domain (or subdomain)
by a DNS directive (e.g., a CNAME). In either case, the
CDNSP may provide object-specific metadata to the CDN
content servers to determine how the CDN content servers
will handle a request for an object being served by the CDN.
Metadata, as used herein, refers to a set of control options
and parameters for the object (e.g., coherence information,
origin server identity information, load balancing informa-
tion, customer code, other control codes, etc.), and such
information may be provided to the CDN content servers via
a configuration file, in HTTP headers, or in other ways. The
Uniform Resource Locator (URL) of an object that is served
from the CDN in this manner does not need to be modified
by the content provider. When a request for the object is
made, for example, by having an end user navigate to a site
and select the URL, a customer’s DNS system directs the
name query (for whatever domain is in the URL) to the
CDNSP DNS request routing mechanism. A representative
CDN DNS request routing mechanism is described, for
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example, in U.S. Pat. No. 6,108,703, the disclosure of which
is incorporated herein by reference. Once an edge server is
identified, the browser passes the object request to the
server, which applies the metadata supplied from a configu-
ration file or HTTP response headers to determine how the
object will be handled.

[0031] As also seen in FIG. 1, the CDNSP may operate a
metadata transmission system 116 comprising a set of one or
more servers to enable metadata to be provided to the
CDNSP content servers. The system 116 may comprise at
least one control server 118, and one or more staging servers
120a-n, each of which is typically an HTTP server (e.g.,
Apache). Metadata is provided to the control server 118 by
the CDNSP or the content provider (e.g., using a secure
extranet application) and periodically delivered to the stag-
ing servers 120a-n. The staging servers deliver the metadata
to the CDN content servers as necessary.

[0032] The above described content delivery network is
merely illustrative. The present invention may leverage any
content delivery infrastructure in which a service provider
operates any type of DNS-based request routing mechanism.
FIG. 2 illustrates a typical machine configuration for a CDN
content edge server. Typically, the content server 200 is a
caching appliance running an operating system kernel 202,
a file system cache 204, CDN software 206, TCP connection
manager 208, and disk storage 210. CDN software 206
creates and manages a “hot” object cache 212 for popular
objects being served by the CDN. It may also provide other
CDN-related functions, such as request routing, in-region
load balancing, and the like. In operation as an HTTP cache
for example, the content server 200 receives end user
requests for content, determines whether the requested
object is present in the hot object cache or the disk storage,
serves the requested object via HTTP (if it is present) or
establishes a connection to another content server or an
origin server to attempt to retrieve the requested object upon
a cache miss.

[0033] In an illustrative embodiment, the CDN service
provider establishes a subset of its network as an optimized
delivery solution for secure content, which includes full
page SSL content and SSL certificates. This dedicated
network is sometimes referred to herein as a secure content
delivery network, or a secure CDN. Preferably, the secure
CDN has a high level of physical, network, software and
procedural security. When machines are configured to oper-
ate on the secure CDN, preferably they keep certificates
intact only within system memory (e.g., RAM), and they
delete all content and certificates if disconnected in any way
from the rest of the network. Edge servers for the secure
CDN are preferably located in racks in secure cages or
cabinets with access controls and active monitoring. Gen-
erally, facilities should meet certain security criteria, such as
strict physical access controls, together with active surveil-
lance systems, such as motion detection systems, image
capture systems and video cameras inside and/or outside the
cage.

[0034] The present invention describes a method of secure
content delivery of SSL content. Preferably, the method is
carried out by a content delivery network service provider
(CDNSP), which directly or indirectly operates a secure
CDN. The secure CDN may be a dedicated network or a
subset of a larger distributed network that is managed by the
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service provider. A Web site obtains secure content delivery,
preferably as a managed service, by aliasing the site (or
given domains or subdomains) to the CDN. A preferred
technique for aliasing all or substantially all of the site is
through use of a DNS canonical name (CNAME). When this
technique is used, the site should disable recursion on its
authoritative name servers and communicate any content
control requirements to the CDN service provider. By
CNAMing the site to the secure CDN, the CDN service
provider serves SSL pages over a secure connection on the
site’s behalf, preferably using an SSL certificate provided by
the site. SSL page objects and non-secure content can be
cached on the edge server in the usual manner, eliminating
the need to retrieve content for each client request.

[0035] By way of additional background, SSL uses a
public/private key pair encryption system. The SSL certifi-
cate is a document that contains an RSA public key for a
given server. This certificate can be passed out to any
browser that asks for it. The private key is closely held by
the certificate purchaser or an assignee, which, in this case,
is the CDN service provider who desires to use the secure
CDN. The public key allows clients to decrypt information
from the server that was encrypted for the public key and to
encrypt data to be sent to the server. At the server, the private
key provides the unique ability to decrypt the data from the
client. To be used effectively, an SSL certificate needs to be
digitally signed by a certificate authority, and numerous such
authorities exist. Generally, a site makes a request and
obtains the certificate and its key pairs, and then it requests
a digital signature from the certificate authority. There is no
need to encrypt the certificate, because the certificate typi-
cally only contains a public key, which may be given to any
browser that asks for it. Private keys, however, should
always remain protected, e.g., by a pass phrase, a PGP key,
or a Rijndael key. In other words, private keys should always
be encrypted and, as will be seen, preferably they should not
be stored on disk in an unencrypted form.

[0036] A content provider provides the CDN service pro-
vider with an SSL certificate, and a private key pair, as
described above, for each site or domain that is to be served
over the secure CDN. Each certificate preferably contains a
public key, which has a private key associated therewith.
The matching private key is required by the server to
authenticate itself to the requesting client. As described
above, while the public key is passed out to browsers that
request it, the private key is always encrypted and closely
held, and it is kept secure by the CDN service provider. The
way in which the CDN does this is described below in the
discussion of a key management infrastructure (KMI). In
addition, preferably the content provider separates its secure
content by domain from its non-secure content. This is not
required, but it improves performance for non-secure con-
tent. As will be described below, both secure and non-secure
content can be transferred using the secure CDN. All origin
requests made on behalf of a particular client request are
done securely if the client request is secure. If the client
request is not secure, the origin requests typically are not
either. For caching purposes, objects requested under SSL
preferably are treated as separate object from other requests,
even if the object is in fact the same object on the origin.

[0037] With the above as background, FIGS. 3-5 and the
accompanying text illustrate and describe a method of
secure content delivery according to the present invention.
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FIG. 3 first illustrates how a user is directed to an optimal
edge server. The reference numerals in these figures corre-
spond to the steps that are described below. At step (1), when
the user enters the site, he or she enters the site’s name, e.g.,
www.example.com, into a browser address panel (or selects
a link to the site’s home page. The browser, which is a client
300, then does a DNS (domain name system) lookup on its
local name server 302. At step (2), the local name server asks
the authoritative name server for www.example.com for an
IP address. The authoritative name server 304 responds to
the local name server 302, pointing it (via the CNAME) to
a CDN network address. At step (3), the local name server
then contacts the CDN’s DNS 306, which responds with IP
address of an optimal machine, i.e., a secure edge server 308
that is optimal for the end user in terms of physical location
and availability, on the secure CDN. At step (4), the local
name server tells the browser the address of the optimal
secure edge server. As part of the setup for the service
offering, it is assumed that the site has provided the CDN
service provider with an SSL certificate for the site’s com-
mon name, in this case, www.example.com. The common
name is one of the pieces of data specified in the SSL
certificate. At step (5), after getting the edge server address
from its local name server, the browser sends its request to
the edge server. The secure CDN checks that the request
matches the common name requested. It then engages in an
SSL/TLS (Transport Layer Security) handshake with the
browser, presenting the browser with the SSL certificate.

[0038] More specifically, a TCP connection is first estab-
lished between the client and the edge server. Then, an SSL
session (SSL/TLS handshake) is established, generally as
follows. The client sends a “client hello” message. The
server responds with the certificate and information that can
be generated only if the server has the appropriate private
key matching the public key in the certificate. The client then
authenticates the server by checking that the information can
be decrypted with the public key and checking that the
hostname in the certificate is correct. As part of this
exchange, the client and the server establish a shared (secret)
key to use for encrypting the rest of the data to be exchanged
in the session. Then, the client sends the HTTP request
(encrypted as part of the SSL session). Thus, the edge server
does not get the HTTP request until it has already returned
the certificate, and it does not know what hostname is in the
request when it returns the certificate. The client checks
(before actually sending the HTTP request) that the certifi-
cate is for the right hostname.

[0039] FIG. 4 illustrates how the secure edge server 408
establishes a secure origin session. This is step (6). While
maintaining the session with the browser, the secure edge
server connects to the site’s origin server 410, preferably
using a URL specified in the browser request. Alternatively,
the connection is made to an address that the site has set in
a configuration file available to the edge server. In the
ensuing SSL handshake, the origin site presents a server
certificate to the secure edge server. In this certificate, the
common name (www.example.com) can be the same as the
common name in the certificate that the CDN service
provider provides to the client 400, but an organizational
name (e.g., Example, Inc.), which is a data element specified
in the certificate, must be different. Optionally, the site may
require that the edge server present a certificate to the origin
for verification and acceptance. If the handshake is success-
ful, the connection opens and the client’s request is sent over
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HTTPS to the origin. The edge-origin connection preferably
is optimized through the use of persistent SSL/TLS and TCP
parameter settings. The various headers sent with the request
are either those specified with the request, or they can be as
specified in a configuration file. Typically, the end user’s IP
address is specified in the X-Forwarded-For HTTP header.

[0040] FIG. 5 illustrates how the secure edge server 508
maintains the secure session and serves content, €.g., an
entire page, or some portion thereof such as the embedded
page objects, to the requesting end user. This is step (7).
Having established sessions with both the client browser 500
and the origin server 510, the secure edge server 508 can
forward requests to the origin, fetch content from the origin
to deliver to the end user, and/or deliver content from its own
cache as required. For example, the first page served to the
end user could be a login page, which may be a form that is
already cached at the edge. Using this connection, the end
user can request and obtain an entire SSL page, including the
HTML and embedded page objects referenced by that
markup. In addition, once the end-to-end connection is
established, the requesting end user can obtain SSL pages
and SSL objects, as well as non-secure content, from the
secure CDN.

[0041] To facilitate secure content delivery, the CDN
service provider preferably operates a key management
infrastructure, which is a distributed, secure database built to
allow trusted interactions involving sensitive and secure
information. The key management infrastructure is used to
enable edge servers to become authorized to handle SSL
certificates on behalf of Web site customers. Such informa-
tion includes, for example, secrets or decryption keys for
SSL certificates, identity verification methods for servers
attempting access to the database, and data such as IP
addresses. As illustrated in FIG. 6, the key management
infrastructure (KMI) 600 comprises three (3) basic compo-
nents: a key distribution center (KDC) 602, audit servers
604, and key agents 606. The KDC is a set of machines
located in distributed, secure environments that together
maintain a secure database. KMI preferably maintains a
database of all edge servers in the secure CDN, as well as a
database of the processes running on these machines. If a
machine goes down, it is removed from the database. The
audit servers are a set of machines in secure environments
whose function it is to run audits on edge servers. If the edge
server passes the audit, the audit server responds by giving
it the data or secret it had requested. The key agents are
applications that manage interactions involving certificate
keys. For example, and as will be described below, a key
agent mediates the audit process. Key agents preferably run
on all servers in the system, including edge servers in the
secure CDN. The key agents preferably never given encryp-
tion keys to other applications, nor do they write the keys to
disk. Alternatively, the keys can be written to disk, but only
in encrypted form. The “root” keys that are used to decrypt
the certificates and the private keys for the CDN customers
are never written to disk, however. Similarly, the root keys
are not given to other CDN applications, but the certificates
and private keys for the CDN customers are provided to the
application that manage the secure edge server so that it can
receive packets with that virtual IP address (VIP) as a
destination, and then has the VIP itself in the packet to use
to decide which the associated customer hostname.
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[0042] As illustrated in FIG. 6, when a secure edge server
comes on line (step (1)), preferably it already has a certain
amount of configuration data received from the service
provider. Thus, for example, the server likely “knows” how
to proceed to become active as a secure server, but it cannot
do so without being able to access the SSL certificate keys.
According to a preferred embodiment, the edge server
cannot get the keys except through first passing an external
audit. In other words, an edge server preferably must be
authenticated (by an audit server) before it can become part
of the secure CDN and deliver secure content. To this end,
the edge server makes a request of its key agent to retrieve
keys from the KDC. At step (2), the key agent running on the
edge server requests keys from the KDC for the edge server.
At step (3), the KDC generates a verification secret for this
specific machine and hands that secret to the audit server.
The purpose of this verification secret is to allow the key
agent to authenticate itself in step (5), as illustrated in FIG.
7. As step (4) (in FIG. 6), the audit server selects a random
set of audits from its database and runs the audit against the
edge server via the edge server’s key agent. The audit
preferably performs a number of checks to determine
whether the edge server can be safely configured into the
secure CDN. If the edge server passes the audit, the audit
server gives the local key agent the verification secret.

[0043] The audit server thus provides a new edge server
bootstrapping function. It checks the legitimacy of a
machine claiming to be a new edge server before giving it
an private key/certificate pair. Preferably, a given audit
server has a random database of audits (e.g., checksumming
files, low-level hardware tests, and the like) that can be
selected and executed against a given edge server seeking to
be authenticated into the secure CDN. When prompted by
the KDC, the audit server connects to the candidate edge
server, selects one or more audits, and runs them.

[0044] The key agent is typically implemented as a soft-
ware module that resides on the edge server. As described
above, the key agent keeps track of keys that belong to the
machine.

[0045] FIG. 7 illustrates how the key agent facilitates key
retrieval. At step (5), the key agent verifies itself to the KDC,
and to this end it sets up an encrypted channel between itself
and the KDC. At step (6), the KDC gives the edge server the
ability to decrypt the keys as well as information about
which versions of which applications should be running on
the edge server. This information is necessary to access the
keys. At step (7), the key agent on the edge server now has
SSL certificate keys and the ability to decrypt them. It also
knows which applications can access the certificates and,
optionally, checksums (e.g., message digests) of those appli-
cations. Preferably, none of this information is written to
disk; rather, all of this information is held only in the edge
server memory. When an application executing on the edge
server requests an SSL certificate, the key agent verifies the
application’s checksum. If the application passes, the key
agent decrypts the certificate and gives it to that application.
Preferably, the key agent never gives the private keys to the
application and uses a TCP socket on loopback as the local
application connection.

[0046] The present invention provides the reliable and
secure delivery of SSL content using a CDN customer-
provided SSL certificate. Preferably, the certificate is kept on
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disk in a single highly secure location, such as the KDC,
however, preferably the certificate does not reside on disk
anywhere else. A copy of the customer’s SSL certificate
must reside on the secure edge servers to allow them to serve
SSL content on the customer’s behalf. However, the key
agent running on the edge server ensures that the copy of the
certificate only resides in memory and not on disk. Further,
a server that cannot be fully monitored by the CDN service
provider will remove the certificate from its memory and no
longer serve the SSL traffic.

[0047] Secure content (i.e., pages) may be cached in some
cases on the edge server; however, in some cases (but not
necessarily all) it may be desirable to avoid putting certain
secure content (e.g., content with private information for
particular users) on disk. In general, certificates (and, in
particular, the private keys associated with certificates) need
to be deleted (at least in non-encrypted form) when the edge
server is not connected to the network. Content, however,
need not be. Some content might need to be deleted from the
cache if it has private user data in it. Most content, however,
even if delivered over SSL, does not have this issue. Of
course, whether or not particular content needs to be
removed from cache (e.g., when a a network connection is
lost) depends on the particular application. In financial
applications, for example, many pages will have private
account information while in retail applications the user
might submit private information to the origin server, but the
pages themselves might be served back without the private
information.

[0048] As noted above, for optimal performance and scal-
ability, preferably customers separate their non-SSL content
from their SSL content. This is most easily accomplished by
having SSL content reside on a different domain from that of
the non-SSL content. In such case, the SSL content is served
from the ESCD network while the non-SSL content is served
from the standard CDN edge servers.

[0049] Secure content delivery enables Web sites with
secure content to take full advantage of the increased
performance, reliability, and scalability benefits of the CDN
managed service across the entire site while specifically
addressing cost and complexity issues that are inherent in
SSL Web site infrastructure. Preferably, the secure CDN
comprises servers deployed in data centers and on networks
that meet strict security requirements. Edge servers are not
authorized to access and use SSL certificates and thus to
serve content over the secure CDN until they have been first
authenticated, preferably by passing an audit. The dedicated
network provides significant advantages in that SSL objects
and cacheable content are delivered from servers closer to
the end user, thereby avoiding Internet congestion, compu-
tation-intensive SSL handshake is faster when performed at
the edge (i.e., shorter Internet distance reduces latency), and
secure content is retrieved over an already-established
secure connection between edge server and origin server,
thereby reducing the SSL handshake overhead. Offloading
computation-intensive SSL processing significantly reduces
the load on a Web site’s infrastructure, enabling the site to
handle more users. The Web site’s infrastructure need only
handle connections from the CDN edge servers, not from all
end users.

[0050] The present invention provides numerous advan-
tages. Generally, the invention enables a service provider to
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deliver both SSL objects and SSL pages from the edge of the
Internet. Delivering only SSL objects from the edge can
improve performance of SSL objects, but it does not address
the performance and scalability issues inherent in the com-
putation-intensive SSL processing required for all SSL
transactions. The invention enables the Web site provider to
avoid having to build out a massive global secure infrastruc-
ture, which is costly, time-consuming, and requires addi-
tional hardware (including SSL accelerators) and resources.

[0051] Preferably, the secure CDN is provisioned as fol-
lows. The secure CDN comprises a set of one or more
regions, with each region 800 (as illustrated in FIG. 8) being
a collection of edge servers 802a-n that share a front-end
switch 804 and a back-end switch 806. Front-end switch 804
preferably operates as a Layer-4 switch; back-end switch
806 preferably operates as a Layer-2 switch. The back-end
network is preferably a local area network operating on an
Ethernet or the like. Each server comprises commodity
hardware, an operating system (e.g., Linux, W2K, or the
like), and a set of applications. FIG. 2 illustrated a typical
configuration. Thus, preferably the CDN service provider
dedicates a set of one or more region(s) to serving SSL
content. These regions comprise part of a preferably separate
edge secure content delivery (ESCD) network (that may or
may not be part of the rest of the CDN used, for example,
for whole site or object delivery). Preferably, the CDN
service provider then assigns each SSL customer hostname
its own IP address in each SSL region and arranges for the
CDN mapping to direct traffic for a given hostname to the IP
addresses assigned to it. Preferably, the front-end switch 804
is operated as a layer-4 switch in front of each SSL region.
The switch (which may be layer-4 or layer-7 hardware)
exports a number of virtual IP addresses (one per SSL
customer hostname). Preferably, each VIP is mapped to a
unique port on the physical machines behind the switch.
When an application executing on a given edge server
receives a connection on a port, it knows from the port
number which SSL hostname is involved in the request, and
it can then choose the right certificate to return based on that
designation.

[0052] Thus, preferably an SSL region has a set of edge
server machines that are each authenticated into the region
by an audit server. A layer-4 (or layer-7) switch sits in front
of these edge servers. The back-end switch is a standard
switch. Preferably, the region has a set of virtual IP addresses
exported by the front-end switch, and these VIPs are used for
SSL traffic. The switch terminates TCP connections, but not
SSL connections. Each edge server may also have a physical
IP address used for direct connections to the server (e.g., for
provisioning) so that traffic to these IP addresses is passed
through untouched by the switch.

[0053] As described above, assume a customer wants to
serve SSL traffic on some hostname, such as www.foo.com.
To this end, foo.com is CNAMEd to some a CDN-provi-
sioned name, say www.foo.com.cdn.net. When a browser
makes a request for this name, the CDN request routing
mechanism translates www.foo.com to a virtual IP address
in an optimal SSL region. The front-end switch in that region
translates the VIP for www.foo.com.cdn.net to a port num-
ber on an optimal edge server in the SSL region. The edge
server application then uses the port number to find the
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certificate for foo.com to enable the edge server to establish
and maintain the secure session for delivery of full page SSL
content.

[0054] As described above, preferably each ESCD cus-
tomer has a unique SSL certificate/key pair. An edge server
application needs these certificates (and, more importantly,
private keys) to serve SSL traffic. This information should
not be on disk unencrypted, even in binary. Preferably, such
information is transmitted encrypted to the application via
the metadata transport system. The key agent handles the
decryption and management of the private keys on the edge
server.

[0055] Representative machines on which the present
invention is operated may be Intel Pentium-based computers
running a Linux or Linux-variant operating system and one
or more applications to carry out the described functionality.
One or more of the processes described above are imple-
mented as computer programs, namely, as a set of computer
instructions, for performing the functionality described.

[0056] While the present invention has been described in
the context of the Secure Sockets Layer (SSL), this is not a
limitation of the present invention. The techniques described
herein may be used with any other protocol including,
without limitation, Transport Layer Security (TLS).

Having described our invention, what we claim is as fol-
lows.
1. A method of secure content delivery, comprising the
unordered steps of:

authenticating a given edge server into a content delivery
network to enable the given edge server to provide
secure content delivery;

directing an end user browser to the given edge server;

establishing a secure session among the end user browser,
the given edge server and an origin server at which
given content is hosted; and

maintaining the secure session as the given edge server
obtains content from the origin server and delivers that
content to the end user browser;

wherein the content is selected from a set of content that
includes secure page content, and embedded objects for
the secure page content.
2. The method as described in claim 1 wherein the step of
authenticating the given edge server comprises:

generating a verification secret for the given edge server;
initiating an audit at the given edge server;

if the given edge server passes the audit, delivering the
verification secret to the given edge server to enable the
given edge server to acquire given information for use
in providing the secure content delivery.

3. The method as described in claim 2 wherein the given
information includes an SSL certificate.

4. The method as described in claim 2 wherein the given
information includes a private key associated with an SSL
certificate.

5. A method of secure content delivery, comprising:

authenticating a given edge server into a secure content
delivery network to enable the given edge server to
provide secure content delivery;
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upon authentication, enabling the given edge server to
obtain SSL certificates on behalf of participating con-
tent providers; and

using the SSL certificates to enable secure content deliv-
ery from the given edge server;

wherein the SSL certificates reside only in memory on the
given edge server.
6. The method as described in claim 5 wherein the step of
authenticating the given edge server comprises:

generating a verification secret for the given edge server;
initiating an audit at the given edge server;

if the given edge server passes the audit, delivering the
verification secret to the given edge server to enable the
given edge server to acquire given information for use
in providing the secure content delivery.

7. A method of secure content delivery for a set of
participating content providers, using one or more edge
servers that comprise a secure content delivery network,
comprising:
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directing an end user browser to a given edge server that
has been authenticated into the content delivery net-
work;

having the given edge server obtain an SSL certificate
associated with a participating content provider;

having the given edge server use the SSL certificate to
establish a secure session among the end user browser,
the given edge server and an origin server at which
given content is hosted; and

maintaining the secure session as the given edge server
obtains content from the origin server and delivers that
content to the end user browser;

wherein the content is an SSL page and the given edge
server stores the SSL certificate in memory only.





