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ON BOARD VEHICLE NETWORKSECURITY 

CROSS REFERENCE TO RELATED 
APPLICATION 

The present application is a continuation-in-part of U.S. 
patent application Ser. No. 13/679,476, filed Nov. 16, 2012, 
entitled “Vehicle Middleware', which claims the benefits of 
U.S. Provisional Application Ser. Nos. 61/560,509, filed Nov. 
16, 2011: 61/637,164, filed Apr. 23, 2012; and 61/663,335, 
filed Jun. 22, 2012, all entitled “Complete Vehicle Ecosys 
tem”: 61/646,747, filed on May 14, 2012, entitled “Branding 
of Electrically Propelled Vehicles Via the Generation of Spe 
cific Operating Sounds': 61/653,275, filed on May 30, 2012, 
entitled “Vehicle Application Store for Console': 61/653, 
264, filed on May 30, 2012, entitled “Control of Device 
Features Based on Vehicle State’: 61/653,563, filed on May 
31, 2012, entitled “Complete Vehicle Ecosystem': 61/672, 
483, filed on Jul. 17, 2012, entitled “Vehicle Climate Con 
trol: 61/714,016, filed on Oct. 15, 2012, entitled “Vehicle 
Middleware'; and 61/715,699, filed Oct. 18, 2012, entitled 
“Vehicle Middleware'; each of which is incorporated herein 
by this reference in its entirety. 

Cross reference is made to U.S. patent application Ser. No. 
13/420.236, filed on Mar. 14, 2012, entitled, “Configurable 
Vehicle Console'; Ser. No. 13/420,240, filed on Mar. 14, 
2012, entitled “Removable, Configurable Vehicle Console'; 
Ser. No. 13/462.593, filed on May 2, 2012, entitled “Config 
urable Dash Display': Ser. No. 13/679,459, filed on Nov. 16, 
2012, entitled “Vehicle Comprising Multi-Operating Sys 
tem'; Ser. No. 13/679,234, filed on Nov. 16, 2012, entitled 
"Gesture Recognition for On-Board Display': Ser. No. 
13/679,412, filed on Nov. 16, 2012, entitled “Vehicle Appli 
cation Store for Console'; Ser. No. 13/679,857, filed on Nov. 
16, 2012, entitled “Sharing Applications/Media Between Car 
and Phone (Hydroid): Ser. No. 13/679,878, filed on Nov. 16, 
2012, entitled "In-Cloud Connection for Car Multimedia': 
Ser. No. 13/679,875, filed on Nov. 16, 2012, entitled “Music 
Streaming'; Ser. No. 13/679,676, filed on Nov. 16, 2012, 
entitled “Control of Device Features Based on Vehicle State': 
Ser. No. 13/678,673, filed on Nov. 16, 2012, entitled “Insur 
ance Tracking'; Ser. No. 13/678,691, filed on Nov. 16, 2012, 
entitled “Law Breaking/Behavior Sensor: Ser. No. 13/678, 
699, filed on Nov. 16, 2012, entitled “Etiquette Suggestion': 
13/678,710, filed on Nov. 16, 2012, entitled “Parking Space 
Finder Based on Parking Meter Data'; Ser. No. 13/678,722, 
filed on Nov. 16, 2012, entitled “Parking Meter Expired 
Alert': Ser. No. 13/678,726, filed on Nov. 16, 2012, entitled 
“Object Sensing (Pedestrian Avoidance/Accident Avoid 
ance); Ser. No. 13/678,735, filed on Nov. 16, 2012, entitled 
“Proximity Warning Relative to Other Cars'; Ser. No. 13/678, 
745, filed on Nov. 16, 2012, entitled “Street Side Sensors: 
Ser. No. 13/678,753, filed on Nov. 16, 2012, entitled “Car 
Location: Ser. No. 13/679,441, filed on Nov. 16, 2012, 
entitled “Universal Bus in the Car’: Ser. No. 13/679,864, filed 
on Nov. 16, 2012, entitled “Mobile Hot Spot/Router/Appli 
cation Share Site or Network'; Ser. No. 13/679,815, filed on 
Nov. 16, 2012, entitled “Universal Console Chassis for the 
Car: Ser. No. 13/679,476, filed on Nov. 16, 2012, entitled 
“Vehicle Middleware'; Ser. No. 13/679,306, filed on Nov. 16, 
2012, entitled “Method and System for Vehicle Data Collec 
tion Regarding Traffic'; Ser. No. 13/679,369, filed on Nov. 
16, 2012, entitled “Method and System for Vehicle Data 
Collection: Ser. No. 13/679,680, filed on Nov. 16, 2012, 
entitled “Communications Based on Vehicle Diagnostics and 
Indications'; Ser. No. 13/679,443, filed on Nov. 16, 2012, 
entitled “Method and System for Maintaining and Reporting 
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Vehicle Occupant Information'; Ser. No. 13/678,762, filedon 
Nov. 16, 2012, entitled “Behavioral Tracking and Vehicle 
Applications'; Ser. No. 13/679,292, filed Nov. 16, 2012, 
entitled “Branding of Electrically Propelled Vehicles Via the 
Generation of Specific Operating Output: Ser. No. 13/679, 
400, filed Nov. 16, 2012, entitled “Vehicle Climate Control: 
Ser. No. 13/840,240, filed on Mar. 15, 2013, entitled “Con 
troller Area Network Bus'; Ser. No. 13/678,773, filed on Nov. 
16, 2012, entitled “Location Information Exchange Between 
Vehicle and Device'; Ser. No. 13/679.887, filed on Nov. 16, 
2012, entitled “In Car Communication Between Devices': 
Ser. No. 13/679,842, filed on Nov. 16, 2012, entitled “Con 
figurable Hardware Unit for Car Systems'; Ser. No. 13/679, 
204, filed on Nov. 16, 2012, entitled “Feature Recognition for 
Configuring a Vehicle Console and Associated Devices'; Ser. 
No. 13/679,350, filed on Nov. 16, 2012, entitled “Config 
urable Vehicle Console'; Ser. No. 13/679,358, filed on Nov. 
16, 2012, entitled “Configurable Dash Display': Ser. No. 
13/679,363, filed on Nov. 16, 2012, entitled “Configurable 
Heads-Up Dash Display”; and Ser. No. 13/679.368, filed on 
Nov. 16, 2012, entitled “Removable, Configurable Vehicle 
Console'. The entire disclosures of the applications listed 
above are hereby incorporated by reference, in their entirety, 
for all that they teach and for all purposes. 

FIELD 

The disclosure relates generally to vehicle middleware sys 
tems and particularly to vehicle middleware systems for driv 
ers and third-parties. 

BACKGROUND 

Modern vehicles use a number of communication systems 
and/or networks. Each of these communication systems and/ 
or networks may have a bus structure that is open or propri 
etary. Each of these buses may also be specifically designed to 
work in a vehicle or may be available as a general communi 
cation protocol. These communication systems and/or net 
works connect the various individual components of the 
vehicles through their respective buses. Examples of propri 
etary vehicle bus architecture include Controller Area Net 
work (CAN) Bus, Local Interconnect Network (LIN) Bus, 
and the various Original Equipment manufacturer (OEM) 
Bus among others. Examples of open and general bus archi 
tecture include wired or wireless Ethernet and Low-Voltage 
Differential Signaling (LVDS) among others. 

Taking the CAN bus for example, the CAN bus is a serial 
network developed primarily for use with automotive appli 
cations. CAN bus allows devices and microcontrollers in a 
vehicle to communicate with each other without a host com 
puter. 
The CAN protocol allows various devices and microcon 

trollers to be connected to a single CAN bus. According to the 
protocol, communication along the CAN bus is message 
based to allow messages and data to be sent from one con 
nected device to another. 
To facilitate communication on the CAN bus without the 

need of a host computer, CAN features an arbitration-free 
transmission mechanism. A CAN transmission includes an 
arbitration field (message ID) representing the priority of the 
message being transmitted. A dominant bit (0) indicates a 
higher priority than a recessive bit (1). For example, in a 
hypothetical two-bit ID CAN network, a device sending a 
10 ID will have priority over a device sending a 11 ID on 
the CAN bus. In this example, both devices have a recessive 
bit in the first bit; however, the first device has a dominant 
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second bit which could be used to arbitrate against a recessive 
second bit in the second device. The second device will back 
off from transmitting over the bus upon this determination in 
favor of the second device and will attempt to retransmit a few 
clock cycles after the first device has finished transmitting. It 
is recognized that each message ID transmitted must be 
unique over the CAN bus for this arbitration-free transmis 
sion mechanism. According to the CAN specification, stan 
dard CAN (version 2.0A) uses 11-bit IDs, and extended CAN 
(version 2.0B) uses 29-bit IDs. 
The CAN specification (ISO 11898) further described two 

types of CAN buses, the high-speed CAN bus (ISO 11898-2) 
(such as for engine, Suspension, and transmission controllers 
and safety equipment) and the low-speed CAN bus (ISO 
11898-3) (such as for less critical components including non 
safety sensors). The high-speed CANbus is designed to carry 
data at high speed (up to 1 Mbit/s in Some implementation). 
The low-speed CAN bus is designed to carry data at a lower 
speed (up to 125 Kbit/s in some implementation) but is more 
fault tolerant than the high-speed CAN bus. Further, the low 
speed CAN bus can serves as a back-up for the high-speed 
CAN bus in case there is a failure to the high-speed CAN bus. 
As usage of the CAN standard evolves, many vehicles and 

systems implementing CAN are using both a high-speed and 
a low-speed CAN bus in parallel. The high-speed CAN bus 
carries information that is vital for vehicle operation or safety 
and is delivered to various part of the vehicle or system in 
substantially real time. For example, the high-speed CAN bus 
would be used in a situation where an airbag deploys. When 
sensors in the bumperor at the front of the vehicle indicate 
that the vehicle has been involved in a frontal collision, the 
sensors can send priority information via the high-speed 
CAN bus to the airbag deployment unit to deploy the airbag. 
The low-speed CAN bus would be used for other less critical 
applications. 
A number of extensions have been proposed and used to 

extend the capabilities of the various bus architectures. For 
example, On-Board Diagnostics (OBD) adds support for 
requesting data from vehicle components for diagnostics pur 
poses using Parameter Identifiers (PIDs). While OBD is 
designed to work with CAN bus, OBD can be implemented to 
work with other general and/or OEM specific buses. Further, 
specific vehicle components such as the Engine Control Unit 
(ECU), Transmission Control Unit (TCU), Anti-lock Braking 
System (ABS), and generally Body Control Modules 
(BCMs) can have specific protocol extensions to work with 
the various bus architectures. Further, extensions to the bus 
architectures are needed to Support carrying information 
regarding various environmental type issues such as emis 
sions information to comply with various government regu 
lation mandates. 

Vehicles, particularly passenger vehicles, are evolving rap 
idly with emerging safety, entertainment, and communication 
technologies. Existing vehicle bus protocols, which are 
largely designed for safety, are generally unsuitable for other 
non-safety communications, due to low bus bandwidth and 
transmission speed. There are therefore various needs in the 
art including improving information flow between vehicle 
components, leveraging the various communication systems 
and/or networks in the art to enhance vehicle safety, data 
security, and/or data processing, and providing remote autho 
rized third party (i.e. peace officers, vehicle manufacturers, 
vehicle security services, and owners) access to a vehicle's 
functions and state information while maintaining security 
against unauthorized parties and components. 

SUMMARY 

These and other needs are addressed by the various aspects, 
embodiments, and/or configurations of the present disclo 
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4 
Sure. The present disclosure is directed to a vehicle having a 
variety of networking and other capabilities. 
The vehicle, in accordance with this disclosure, can 

include a microprocessor executable network controlleroper 
able to one or more of (a) isolate one or more other on board 
computational component(s) in a vehicular wireless network 
not affected by a security breach event from a computational 
component affected by the security breach event and (b) 
isolate an onboard computational component in the vehicular 
wireless network and affected by the security breach event 
from the one or more other on board computational compo 
nent(s) not affected by the security breach event. 
A method, in accordance with this disclosure, can include 

the steps of: 
(a) a microprocessor executable network controller identi 

fying a possible security breach event; and 
(b) in response, the microprocessor executable network 

controller at least one of (a) isolating one or more other on 
board computational component(s) in a vehicular wireless 
network not affected by the security breach event from a 
computational component affected by the security breach 
event and (b) isolating an onboard computational component 
in the vehicular wireless network and affected by the security 
breach event from the one or more other on board computa 
tional component(s) not affected by the security breach event. 
A non-transient, tangible computer readable medium, in 

accordance with this disclosure, can include a microproces 
sor executable network controller onboard a selected vehicle 
that, when executed: 

(a) identifies a possible security breach event and 
(b) in response, one or more of (i) isolates one or more other 

onboard computational component(s) in a vehicular wireless 
network not affected by the security breach event from a 
computational component affected by the security breach 
event and (ii) isolates an on board computational component 
in the vehicular wireless network and affected by the security 
breach event from the one or more other on board computa 
tional component(s) not affected by the security breach event. 
The security breach event can be one or more of an instance 

of a virus, malware, unauthorized access, misuse, modifica 
tion, denial-of-service attack, spoofing, man-in-the-middle 
attack, ARP poisoning, Smurf attack, buffer overflow, heap 
overflow, format string attack, SQL injection, identity theft 
(or MAC spoofing), network injection, caffe latte attack, or 
denial of a computer network and/or network-accessible 
SOUC. 

The network controller can receive a warning signal asso 
ciated with the security breach event from a gateway, a fire 
wall, a honeypot, a network node impacted by the security 
breach event, and a network probe. 
The one or more other board computational component(s) 

can be one or more of an on-board sensor, processing module, 
Software application, expansion module, critical device, non 
critical device, and cellular upgrade module. 
The one or more otherboard computational component can 

be one or more of an on board sensor, a media controller, a 
gateway, a firewall, a processing module, a network control 
ler, an input/output system, a display controller, an audio 
controller, an arbitration module, a health check module, a 
critical system controller, a non-critical system controller, an 
on board sensor monitor, a displayed object movement mod 
ule, a diagnostic module, a media filter, a network selector, a 
remote control module, a computational module selector, an 
expansion module, an application, and a plug-in module. 
The network controller can analyze the security breach 

event by one or more of reviewing historical behavior and 
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comparing the behavior to templates characteristic of differ 
ing types of attacks and/or applying rules to the historical 
behavior. 
When the computational component affected by the secu 

rity breach event is an external computational device, the one 
or more other on board computational component(s) not 
affected by the security breach event can be isolated from the 
external computational device by the vehicular wireless net 
work denying wireless network access by the external com 
putational component. 

At least one of the following can be true about the isolation: 
(a) communications between the one or more other on 

board computational component(s) in the vehicular wireless 
network not affected by the security breach event and the 
computational component affected by the security breach 
event, the communications not normally passing through a 
gateway and/or firewall, can be redirected through and fil 
tered by the gateway and/or firewall and 

(b) communications between the one or more other on 
board computational component(s) in a vehicular wireless 
network not affected by the security breach event and the 
computational component affected by the security breach 
event can be blocked in whole or part. 
When the one or more other on board computational com 

ponent(s) not affected by the security breach event is a critical 
component and the computational component affected by the 
security breach event is a node on the vehicular wireless 
network and physically and/or logically positioned outside of 
but interiorly and/or internally to the DMZ, isolation can be 
effected by enabling a critical communication security 
mechanism that is one or more of (a) encryption of access 
restrictions in the one or more other on board computational 
component(s), (b) disabling ESSID broadcasting, (c) hiding 
the SSID. (d) performing MAC ID filtering, (e) performing 
static IP addressing, (f) implementing IEEE 802.11, 802.11 i. 
and/or 802.1X Security, (g) using wired equivalent privacy 
encryption, (h) using one or more of TKIP. EAP LEAP. 
PEAP WPAV 1, and/or WPAV2 protocols, and (i) using end 
to-end encryption. 

The vehicle described in the present disclosure can provide 
a number of advantages. For example, the vehicle can provide 
for improved control of data stream management and integra 
tion to accommodate the ever-increasing Sophistication of 
each data segment and enable data sharing amongst all seg 
ments. It can enable interoperability amongst diverse sys 
tems. It can provide an open architecture, thereby obviating 
existing constraints on design changes due to locked-in tech 
nology. It can enable drivers freely and conveniently to inte 
grate his or her digital lifestyle into a vehicle while enabling 
Voice and fingertip activation. It can implement a dynamic 
software environment and onboard vehicle network that does 
not need to change over technology generations. Car manu 
facturers can have the freedom to specify any type of proces 
Sor, memory or storage technology and to make appropriate 
changes at any time. The architecture can integrate presenta 
tion functions, sensor/control functions and infotainment 
functions in a highly modular extensible way ensuring that 
the system design can scale up or down easily and evolve over 
many model years without battling technological obsoles 
cence. For example, the architecture can allow the vehicle 
owner and/or manufacturer to upgrade and/or add application 
engines, upgrade the in-vehicle networking capabilities, 
upgrade Internet connectivity, upgrade display capabilities, 
and migrate to high availability capabilities, all without radi 
cal changes to the software environment and/or for inter- and 
intra-model line differentiation. The vehicle can support mul 
tiple processing and expansion modules that anchor specific 
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functions to a selected processor. It can Support a variety of 
embedded Electronic Control Unit (“ECU) data sources, 
such as those provided by LIN, CAN, and FlexRay, and IPv6 
connectivity that enables seamless migration to Ethernet 
based sensor technology and new bus architectures Supported 
by the AutoStar initiative. It can employ a single data man 
agement hub, providing improved vehicle safety in the face of 
security threats posed by connectivity to the Ethernet. It can 
enable vehicle manufacturers to manage multiple display 
Subsystems that are unique to the Subsystem location in the 
vehicle and deliver vehicle occupants a personalized experi 
ence. The Subsystems can include, for example, a console 
display (providing information and input/output control), a 
configurable dashboard display, a configurable heads-up dis 
play, and passenger display units. Configurable displays 
allow drivers to add/change gauges for non-vehicle operation 
information that is displayed on the dashboard and heads-up 
display to Suit userpreferences and needs. Direct video can be 
delivered through display controllers and/or an interactive 
touch screen, optionally equipped with proximity sensors, all 
implemented with Ethernet-based intelligent display sub 
systems. Handheld devices, such as personal digital assis 
tants, cellular phones, and tablet and laptop computers, can 
interface wirelessly, via one or more tethered networks, with 
the vehicle's processing module(s) and be integrated into the 
processing resources available to perform vehicle-related 
tasks, operations, and functions. Assignment of an IPv6 
address or other electronic address on a network to the vehicle 
can provide an address to locate the vehicle on the Internet (or 
other network), simplify implementing cyber security, enable 
applications that Support safety and data collection for pre 
dictive analytics, enable voice-over-IP calls from the vehicle, 
and furnish reliable presence information to a presence Ser 
vice or server. 

These and other advantages will be apparent from the 
disclosure. 
The phrases “at least one”, “one or more', and “and/or are 

open-ended expressions that are both conjunctive and dis 
junctive in operation. For example, each of the expressions 
“at least one of A, B and C, “at least one of A, B, or C, “one 
or more of A, B, and C. “one or more of A, B, or C and “A, 
B, and/or C' means A alone, B alone, C alone, A and B 
together, A and C together, B and C together, or A, B and C 
together. 
The term “a” or “an entity refers to one or more of that 

entity. As such, the terms “a” (or “an”), “one or more' and “at 
least one' can be used interchangeably herein. It is also to be 
noted that the terms “comprising”, “including, and “having 
can be used interchangeably. 
The term “automatic' and variations thereof, as used 

herein, refers to any process or operation done without mate 
rial human input when the process or operation is performed. 
However, a process or operation can be automatic, even 
though performance of the process or operation uses material 
or immaterial human input, if the input is received before 
performance of the process or operation. Human input is 
deemed to be material if such input influences how the pro 
cess or operation will be performed. Human input that con 
sents to the performance of the process or operation is not 
deemed to be “material'. 
The term “automotive navigation system” is a satellite 

navigation system designed for use in automobiles. It typi 
cally uses a GPS navigation device to acquire position data to 
locate the user on a road in the units map database. Using the 
road database, the unit can give directions to other locations 
along roads also in its database. Dead reckoning using dis 
tance data from sensors attached to the drivetrain, a gyroscope 
































































