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Executive Summary

This report provides an overview of potential Security Credential Management System (SCMS) ownership and
governance model options developed within the National SCMS Deployment Support Project. It includes
content on high-level deployment model options based on initial ownership and funding, review of ownership
and governance public interest objectives and design/deployment attributes with examples, an analysis of the
SCMS ecosystem stakeholder groups and their motivations in deploying a full-scale SCMS ecosystem,
potential Certificate Management Entity (CME) groupings and owner/operators, as well as considerations for
the internal organization and governance of the SCMS Manager. This report helps facilitate stakeholder
discussion on potential models and considerations, which will ultimately feed an analysis to develop
deployment strategies.

Initial Ownership and Governance Models

There are three basic, high-level options to deploy a full-scale SCMS from an ownership and funding
perspective: public, public-private partnership (P3), and private. However, there are many potential SCMS
Manager and broader SCMS ecosystem ownership and governance model variations based on the desired
(and potentially necessary) public and private involvement. Chapter 2 briefly describes the National SCMS
Ecosystem and high-level potential role and responsibilities of the SCMS Manager to help prepare the reader
for a description of five high-level descriptive example ownership and governance models for initial
deployment. Of course, potential ownership and governance models are not restricted to the ones described in
this section. The future model may take some elements from multiple example models, or others not explored
within this report, to meet public interest and industry stakeholder objectives. U.S. Department of
Transportation (USDOT) does not endorse any specific model. Chapter 2 will also describe public interest
objectives that a model should fulffill, as well as design and deployment criteria with examples on how a model
may address each criterion.

Models can range from completely public to completely private based on the objectives of the organization,
government mandates, market needs, and many other factors. Each model will have its own strengths and
weaknesses, along with specific implementation challenges. The deploying entity must balance fulfillment of
public interest objectives with considerations such as cost, deployment schedule, risk, and desired government
authority (if any). It is also important to understand that the model does not need to be a static selection. Along
with the development of ownership and governance model(s), a strategy for deployment and implementation
of that model must be developed. The implementation plan is as important as the selected ownership and
governance model in making the SCMS a reality.

The ownership and governance models must consider the entire SCMS ecosystem, which includes the SCMS
itself and the peripheral industry participants that play a role in developing, provisioning, operating, and
maintaining the equipment and systems necessary to support the security functions identified for the overall
CV enterprise. The SCMS ecosystem includes not only the SCMS technical components (i.e., certificate
authorities [CAs]), but also the entities responsible for originating CV equipment and applications (including
services provided to the vehicle/user), entities responsible for certifying that this equipment and these
applications conform to specified requirements and standards, entities responsible for selling and provisioning
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the equipment and/or applications, entities responsible for maintaining and servicing the equipment and/or
applications, end users such as vehicle owners/drivers, and state and local agencies that may implement
applications using vehicle-based and/or roadside equipment (RSE).

Any model developed should at least consider the following public interest objectives and model design and
deployment attributes which could be fulfilled and addressed in many ways.

Public Interest Objectives

Secure Communications. Security is dependent upon technical design and policies, which must ensure
security of the system and data regardless of the ownership and governance structure.

Privacy. Privacy is dependent on technical design and policies, which must ensure an appropriate level of
vehicle and operator data privacy regardless of the ownership and governance structure. Based upon SCMS
Manager and CME ownership, there may be increased privacy levels (or perceived differences) depending on
governmental and private-sector involvement.

Availability (i.e., interoperability, redundancy, flexibility). Valid certificates issued by the SCMS must be
available to devices or end entities (EES) to ensure a functioning V2X communication system that provides
safety benefits. The root structure and trust anchor management method, as well as the technical deployment
of other CAs, will greatly impact system availability, interoperability, redundancy, and flexibility. These factors
will also determine the specific information required within PKI policies.

Stakeholder Representation. Stakeholder representation during the Full-Scale Deployment SCMS technical
component implementation and deployment process, as well as in the SCMS Manager governance and
operational oversight activities, will help ensure transparency and trust in the system by the government, the
private sector, and the general public. The SCMS Manager must balance stakeholder input with the need for
timely development of technically feasible and responsible policies.

Affordability. The technical design (e.g., initial single root with plan to introduce other roots), ownership (e.g.,
P3 non-profit SCMS Manager), and policies that enable competition will greatly impact the system’s
affordability. Deployment and implementation plans for the Full-Scale Deployment SCMS must consider initial
funding sources, sustainment of funding sources, and how internal organizational and external industry
governance affects efficiency.

Performance. Performance can be viewed from an SCMS technical and functional perspective, as well as
from an organizational and governance perspective. The final SCMS technical design and PKI policies will
determine the technical and functional performance of everyday SCMS operations. Ownership and whether
the SCMS ecosystem is based on profit, non-profit, or potentially a combination of features will influence
organizational and governance performance within the industry.

Design and Deployment Criteria

Ownership. Ownership means the actual, physical ownership of the SCMS technical components and the
SCMS Manager organization. Ownership will likely be held by the organization(s) that provides initial funding
for full-scale deployment. It is important to understand that ownership models may evolve based on the needs
of the system and the appropriate level of government oversight.

Initial Funding. As mentioned in the Affordability objective, the SCMS deployment and implementation plan
will need to address initial stand-up funding and sustainment funding. Initial stand-up funding will be largely
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determined by ownership. Initial funding usually aligns in some way with ownership. However, the way that
funding is generated and used can vary greatly. For example, a completely private model may fund the initial
deployment of the SCMS Manager through an implementation fund provided by consortium members, while
private entities completely fund technical components. Deploying entities will need to consider the specific
organizations that may be most appropriate, willing, and able to fund initial deployment.

Sustainment Funding. Sustainment funding needs to be considered for the technical components and the
SCMS Manager. Funding could be generated by similar methods across various ownership models (e.g., fee
automatically included with the purchase of a new vehicle, the original equipment manufacturer [OEM] paying
a membership fee, and OEM making a payment to the entity providing certificates); but there could also be
different approaches for funding the SCMS Manager and components, depending on the ownership models
(i.e., a public-private partnership would likely be funded differently than a completely private model). The way
in which the sustainment funding flows to the SCMS Manager and CMEs will depend on the root CA structure
and ownership model.

Policy Creation and Approval. Policy creation and approval refers to the need for an entity or group with the
necessary expertise and ecosystem understanding to take responsibility for developing the PKI policies,
determining what levels of authority must approve those policies, and determining the process to update and
refine those processes. For example, the entities that take the lead on the initial SCMS Manager stand-up
would likely lead the initial PKI policy development. The SCMS Manager should develop policies with a set
approval process and determined level of approval. Chartering the SCMS Manager with initial policies already
developed may help accelerate the stand-up of CMEs. These policies could follow the structure outlined in
Request for Comments (RFC) 3647, which is the PKI industry standard. The personnel make-up and structure
of the SCMS Manager and the approval level entity will depend on SCMS Manager and CME ownership.

Oversight and Auditing. Depending on the type of ownership, associated legislation or regulation, and
involved stakeholders, there will be various needs for oversight of the full-scale SCMS ecosystem. Auditing of
the SCMS technical components is necessary no matter the type of ownership model. For example, if there is
specific legislation or regulation that provides authority to a SCMS Manager in some way, (such as specifying
use of a certain root,) these actions would need to specify the entity providing oversight for the SCMS
Manager and larger SCMS ecosystem (e.g., Federal Communications Commission [FCC], NHTSA).

Trust Anchor Management. The full-scale SCMS must have an effective method to manage trust anchors no
matter the technical design, ownership model, or governance model. The current default trust anchor
management method is the elector concept. The SCMS Manager must develop policies and procedures for
trust anchor management to ensure security within the selected root structure and technical design.

End Entity Certification Method. EEs will need to meet certain PKI requirements, as well as functional and
performance requirements, for initial enrollment, and will need to maintain enrollment status with the SCMS
regardless of the ownership and governance model. There will also be requirements regarding where and how
the EEs are initially enrolled within the SCMS and provisioned with certificates. The requirements themselves,
based on various device configurations and sub-components, will likely be determined within the PKI policy
development processes. There must be a process to ensure that devices are certified or qualified in some way
against the requirements, and that device manufacturing environments and installers are certified.

Legislation and Regulation. Depending on the ownership and governance model, the federal government
may need to enact new legislation and regulation, such as granting authority to new government entities and
the SCMS Manager, or levying new taxes and fees.
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Competition. The ownership and governance model will greatly impact competition within the new SCMS
ecosystem. Depending on the final goals and objectives of the SCMS and its stakeholders, for example, the
industry and government may not initially want competition to ensure that the nascent system is under tight
oversight and control. The level of competition and humber of available services will complicate governance,
oversight, and auditing, which will increase the workload for the SCMS Manager and the aligned oversight
entity, if one exists.

Adaptability and Resiliency. This is the ability for the SCMS technical components and SCMS Manager to
adapt to changes in demand and anticipate, withstand, recover, and evolve based on malicious and non-
intentional incidents. Adaptability and resiliency correspond to multiple public interest objectives, including
performance and availability.

Overall Risk. Risk within the National SCMS ownership, governance, and operational models will take many
forms. For example, there will be financial risk for the entities that stand up and own the SCMS Manager or
CMEs. There is also operational risk—what is the impact of a specific governance model and CA structure on
the ability of the National SCMS to provide services and meet the public interest objectives?

Ecosystem Stakeholder Group Analysis

Chapter 3 identifies and analyzes the groupings of SCMS ecosystem stakeholders, documenting the team'’s
estimation of the stake that each group holds. This report defines stake as the elements associated with the
SCMS, its architecture, and its governance structure that will have a material impact on their organization, from
a business perspective, an operational perspective, or a policy/public benefits perspective. Stakeholders
comprising the SCMS ecosystem can be grouped into three major categories.

SCMS Implementers: These are the companies and organizations that will ultimately stand up and operate
the various technical components of the SCMS. They include public key infrastructure (PKI) service providers,
and various software, hardware, and administrative operations focused on providing security management
services. Implementers are those companies and organizations who have made a business out of providing
security management services, hardware, and software. As a result, the primary stakes for this group are
directly business focused.

e Investment: How much company investment is likely to be required?

e Capital Assets: Does the company already have capital assets that it can deploy?

o |P Assets: Does the company have unique intellectual property assets that it can deploy?

e ROI Expectations: What is the expected/required return on investment or assets employed?

e Competitiveness: What is the competitive landscape?

e Experience: How qualified is the company to implement elements of the SCMS?

e Associated Opportunities: Are there collateral opportunities to supplement operations?

e SCMS Internal Structure and Players: How sensitive is the company to the internal architecture and

members?
e SCMS External Interfaces: How sensitive is the company to interacting with clients/users?

SCMS Users: These are the companies and organizations that will use various elements of the SCMS on an
ongoing basis. They include end users, equipment manufacturers, equipment sellers, repair facilities, testing
facilities, and other entities that will be required to interact with the SCMS. SCMS Users are those companies
and organizations whose business operations will depend upon interacting with one or more elements of the
SCMS. As a result, the primary stakes for this group are focused on how these interfaces with the SCMS will
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impact their business operations. We also understand that there may be elements of the SCMS operation that,
while not directly related to an SCMS interface, may impact these SCMS Users.

e Material Cost: What are the costs to meet CV and SCMS requirements?

e Service/Logistical Cost: What are the costs to perform required SCMS policy processes?

e Training/Equipment Cost: What are the costs to train staff and comply with policies?

e Customer Experience: What are the positive/negative experiences that impact operations?

e Safety Benefits: What is the customer satisfaction (or lack thereof) with the system?

o Liability Exposure: What is the degree of direct or indirect exposure?

e SCMS Internal Structure: How sensitive is the company to the internal architecture?

e SCMS External Interfaces: Are these interfaces cumbersome or costly?

Other Interested Parties (OIPs): These include public entities, such as the USDOT, or organizations with
indirect, public, or technical interest in the connected vehicle (CV) enterprise, but who may not participate
directly in the operation or use of the SCMS. There concerns and motivations likely consist of policy input, the
public good, technical element understanding, and standards development. Examples may include advocacy
groups who are concerned about public safety, privacy, consumer rights, etc., or public agencies with the
objective to improve public safety or transportation efficiency.

Potential CME Groupings and Owner/Operators

Chapter 4 assesses the various SCMS functions and technical components and provides a possible first order
mapping among stakeholder groups and these functions. It is important to note that some of the SCMS
components are mutually exclusive. That is, some SCMS functions must be performed by implementers who
are not associated with other functions. For example, to preserve anonymity and allow for certificate
revocation, the Linkage Authorities must be separate from other entities.

However, this means that some SCMS functions may represent a relatively limited commercial opportunity
because they cannot be combined with other operations to form a larger enterprise. It is possible that these
may represent sufficient opportunity to be attractive to an implementer, but to the extent that this is not the
case, these elements may need to be subsidized in some way.

Other than requiring different internal processes and certificate content unique to the CV security design, the
functions of the Root Certificate Authority (CA), Intermediate CAs, Enrollment CAs, Pseudonym CAs, and
Registration Authorities are not substantively different from those associated with other PKI systems. Thus,
these functions should all be technically feasible for most PKI service providers. A key element that is different
is the scale: because there will ultimately be over 500 million vehicles provided with certificates and certificate
updates, the implementation of these functions must be done in a scalable manner, requiring implementers
with the necessary experience and resources.

The LAs, Location Obscurer Proxy (LOP), Misbehavior Authority (MA), and Device Configuration Manager
(DCM) are all new functions that will require substantial development. For example, because the DCM will
reside near the consumer end of the product chain, it will be widely distributed. Training, equipping, and
certifying the practitioners will represent a significant undertaking, and will likely involve a substantial software
development effort to assure that the configuration process is followed exactly and is easily controlled and
audited. The LAs have never been implemented before and, while not particularly challenging from a technical
perspective, the need for data security and system integrity will require special efforts to assure that the
processes and information remain secret. The LOP is relatively simple in technical implementation, but
because of the volume of vehicles and the distributed geographic nature of the CV enterprise, the
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implementation and management of the LOP will present a moderately challenging throughput (i.e., bandwidth
and system availability) challenge. Lastly, the MA in this context has never been implemented. There are no
existing models on which to base such a system, and the mechanisms for validating reports and identifying
misbehaving vehicles are, as yet, undefined. It is also unclear how the MA will interface with law enforcement
and various vehicle documentation entities (i.e., DMVs), so that enforcement activities beyond simple
certificate revocation may be implemented within existing law enforcement processes.

Based on information gathered from stakeholder engagement activities, the team believes that the following
stakeholder types, in addition to PKI service providers, are likely interested in owning and/or operating SCMS
components depending on the ultimate ownership and governance model: federal government, non-profit
entities, certification services, data analytics, administrative services providers, enforcement and compliance,
vehicle manufacturers, and telecommunications services providers.

SCMS Manager Internal Organizational Structure and
Governance

The SCMS Manager internal organization and governance is expected to support the development and
implementation of operational policies, standards, and technologies, and to facilitate monitoring and potentially
enforcing compliance with rules, regulations, and policies. The SCMS Manager will likely support and facilitate
consensus-building and a bottom-up approach for continuous improvement and changes in policies, rules, and
innovative ideas for optimum operation. Whatever structure or model the SCMS Manager will operate in is
expected to best encourage support, cooperation, and collaboration of entities from a broad spectrum of
industries with a wide range of expertise.

The internal governance structure may support and facilitate:

e Standards and policy development, promoting a sense of ownership from all participants

e Development of rules and standard operating and maintenance procedures that ensure consistency
across jurisdictional boundaries

e Enforcement procedures

e Certification procedures

e User authentication and access procedures, and rules for removing a user from the system

e Processes for solving conflict among stakeholders

e Processes for setting and measuring progress toward performance standards

e Processes for identifying and addressing the evolution of technology

e Technological innovation and intellectual property protection and adaptation

¢ Risk management and mitigation

¢ Communication within the SCMS Manager's various functions and divisions as well as with all
participants in the SCMS ecosystem

¢ Financial management and proper use of funds.
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Chapter 1: Introduction to the Need for
SCMS Ownership and Governance Models

1.1 Project Scope

The National SCMS Deployment Support project is intended to help identify and explore potential strategies for
the establishment and governance of a National, or “Full-Scale,” SCMS ecosystem. This will be accomplished
through thoughtful engagement with stakeholders to seek guidance and potentially gain consensus on these
strategies. Ideally, the outcome will also produce next steps and milestones to implement a strategy or
strategies. The strategies will include guidance and plans around:

e Establishment of an SCMS Governance Board (or similar oversight entity, such as a Board of
Directors), including definitions of functions, roles, and responsibilities

e Establishment of an overall SCMS Manager (or similar system management entity), along with
definitions of functions, roles, and responsibilities for managing ongoing operations and executing any
functions deemed to be “inherently central” and/or “core”

e Establishment of management entities that will be part of the larger SCMS delivery system (and
whose authority is directly dependent upon and linked to the SCMS Manager)

e High-level policies and procedures that affect the integrity and efficiency of the system as well as
define and guide interactions among the various entities that make up the SCMS Manager

¢ Roles and responsibilities of other entities that are not directly part of the SCMS but who may play a
supportive, authorization, administrative, or other indirect role (such as the federal government, state
governments, industry associations, etc.)

e Business and financial options for initial deployment and sustainable operations.

This report is an integral part of this project, exploring the potential SCMS ownership and governance models.
It provides content on the deployment models based on initial ownership and funding; an analysis of the
SCMS ecosystem stakeholder groups, potential CME groupings and owner/operators; and considerations for
the internal organization and governance of the SCMS Manager. This report helps facilitate stakeholder
discussion on potential models and considerations, which will ultimately feed an analysis and develop a
strategy to deploy a National SCMS.

1.2 SCMS Ownership and Governance Model(s) Development

It is expected that there will be substantial growth in ubiquitous CV communications, and its security and trust
must be protected. As these developments draw new suppliers into the market and address new use cases,
these suppliers should have clear, consistent guidance from a formalized SCMS Manager and CMEs. These
are entities that own and operate one or more SCMS functions as well as explain how devices will be granted
certificates to allow them to plan for deployment in volume. Great strides have been made in establishing and
operating the technical SCMS Proof of Concept (PoC), and the National SCMS Deployment Support project
will address the last missing pieces— ownership, governance, management, policy, and oversight for a
national model. However, the structure and policies suitable to operate the significantly smaller-scale PoC will
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Chapter 1. Introduction to the Need for SCMS Ownership and Governance Models

not be sufficient to govern the security credential needs of a full-scale national deployment of vehicle-to-
everything (V2X) devices. The SCMS may be considered an entirely new public service and, as such, will
require ongoing and relevant policies, practices, auditing, oversight, and compliance to ensure efficient and
effective operations.

To deploy and oversee the multifaceted SCMS, there must be an ownership and governance model or models
to ensure effective oversight and continued operations. The success of these ownership and governance
models will be dependent upon the mission, circumstances, and goals of the SCMS ecosystem. Furthermore,
the social, political, and cultural environments can create diverse models on a global scale. The SCMS wiill
need to account for these factors, specifically for the interoperability and collaboration with bordering countries’
governance and ownership models. Without establishing these models now, the SCMS could organically grow
into a non-sustainable system characterized by varying levels of security and enroliment of V2X devices that
do not meet standard requirements. For example, without a feasible ownership and funding model, there
would likely be a lack of transparent ownership of SCMS functions; this would also lead to a lack of
accountability. There may also be various, possibly inconsistent funding streams that could lead to issues in
availability and inconsistent services. Without a governance model and accompanying policies and processes,
there could be varying security, privacy, and device standards across components and geographical areas.
This could result in interoperability concerns and lack of confidence in the system. Of course, a lack of
consistent PKI policies could also result in exploitable system vulnerabilities that could cripple the entire CV
system. Without considering the worst effects, this would at least render the system useless.

Ownership is a key factor to ensure there is adequate funding for initial deployment, and to support sustainable
operations. Essentially, there should be an SCMS Manager which will serve as the governing body for the
SCMS ecosystem. The SCMS Manager will likely also coordinate and monitor the operations of SCMS
functions. The owner or owners of the SCMS Manager and SCMS functions (or components) will also greatly
influence the level and type of industry governance, and stakeholder input in the development of governing
policies. An important question to answer is how the authority to govern the National SCMS will be bestowed
upon the SCMS Manager, which the team begins to explore in Chapter 2.

There are three basic, high-level options to deploy a National SCMS ownership and governance model: public,
public-private partnership (P3), and private. However, there are many potential SCMS Manager and broader
SCMS ecosystem ownership and governance model variations based on the desired (and potentially
necessary) public and private involvement. Models can range from completely public to completely private
based on the objectives of the organization, government mandates, market need, and many other factors.
Each model will have its own strengths and weaknesses, along with specific implementation challenges. The
deploying entity must balance fulfilment of public interest objectives with considerations such as cost,
deployment schedule, risk, and desired government authority. It is also important to understand that the model
does not have to be a static selection. For example, it could, however unlikely, evolve from an initially
completely government-owned and government-operated model to a version where the government still has
oversight and authority but is primarily operated by private entities.

1.3 National SCMS Deployment and Implementation

Along with the development of an ownership and governance model(s), a strategy for deployment and
implementation of that model must be developed. The implementation plan is as important as the selected
ownership and governance model to making the National SCMS a reality. Depending on the selected model,
an implementation plan would contain different activities and milestones. For example, a variation of a P3
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Chapter 1. Introduction to the Need for SCMS Ownership and Governance Models

model would likely include facilitation of industry working sessions, development of industry consortia, and
establishment of official agreements among key stakeholders.

The strategy would minimally include a transition plan to move from model planning to initial deployment.
Implementation may include the following activities and artifacts.

e Establishment of the National SCMS implementation work group. Following the structure of the
model planning and development process, the transition plan begins by setting the foundations for an
implementation work group, industry consortium, and task force committee as necessary. These
groups could be comprised of government officials and industry stakeholders needed for the selected
governance model and must have a guiding organizational charter.

¢ Roles and responsibilities document. Many entities will be involved in the implementation of a
National SCMS. To ensure all necessary entities have a role and that the relevant skill sets are
covered, the transition plan should include a ‘Roles and Responsibilities’ document outlining this
information. This document would consider operational factors of the SCMS, such as the
organizational separation of certain SCMS components. It would also account for management
responsibilities, such as initial and sustainment funding models.

e Communications plan. A successful transition requires open and designated lines of communication
among participating parties. The communications plan would detail the key individuals who will
interact between the planning and implementation teams to ensure the proper levels of information
sharing and transparency.

e Project plan and timeline. Another crucial element of the transition plan is the project plan and
timeline. This will turn the “next steps” for implementation into actionable tasks for the implementation
team and will include a schedule for completing each task. The project plan will ensure a seamless
transition from planning into deployment. Activities within the project plan could consist of the following
high-level examples with sub-tasks and owners.

o Establish the SCMS Manager with internal departments, including a technical operations
oversight function

o Establish PKI policies, including those for all types of certificate authorities (CAs), registration
authorities (RAs), and linkage authorities (LAs), as well as the communications between
these components

o Establish policies for certification labs and authorize at least one certification lab to evaluate
and approve components

o Establish initial set of electors (or other trust anchor management mechanism) with one
logical misbehavior authority (MA) with a certificate revocation list (CRL) store and at least
one root CA

e Evaluation and feedback plan. The implementation team will monitor the progress of standing up
the selected ownership and governance model.

1.4 Model Development Approach

Figure 1 below shows the process used to develop the National SCMS governance models.
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Chapter 1. Introduction to the Need for SCMS Ownership and Governance Models

Refine through Present and Finalize models
Develop model working gather model based on

skeletons sessions and feedback during workshop
interviews workshops outcomes

Figure 1: Model Development Approach

Develop model skeletons. Developing the model skeletons began with researching SCMS baseline
information. The research findings were compiled into a report that provides a shared understanding of the
SCMS ecosystem and how it will support trusted and private CV communications. The report provides a
background of the SCMS, assumptions, design trade-offs, feasibility considerations, and other issues that may
impact the ownership, governance, and operations of the SCMS entities, elements, and functions. Additionally,
it includes an explanation of the necessary PKI policies to support a functioning and secure National SCMS.
The report also highlights the SCMS PoC and the CV pilots. Research efforts continued with a literature scan
of international V2X deployment efforts, other large and distributed PKIs across private and public sectors, and
other industry ownership and governance models. The literature scan identified best practices and lessons
learned in the design, development, and deployment of policy setting, governance, and accreditation
organizations.

The team used the analysis from these research efforts to begin developing model skeletons. The analysis
considered the current SCMS baseline, as well as best practices and takeaways from relevant efforts outside
of the SCMS ecosystem. It considers potential roles and entities within the ecosystem, as well as how
governance and ownership will fulfill public interest objectives. The analysis also defined design and
deployment attributes that will be greatly influenced by each model. After these factors were considered, the
team developed initial high-level example models.

Refine through working sessions and interviews. The team refined the initial models through several
working sessions with the broader research team and USDOT stakeholders. The working sessions further
defined the potential roles within the SCMS ecosystem, the public interest objectives’ relationship to
governance and ownership, and design and deployment attributes for each model. The team conducted
interviews with various SCMS stakeholders to gather insights on the public interest objectives and model
attributes, the federal government’s involvement, initial and sustained funding approaches, and the
stakeholders’ potential role in the SCMS ecosystem.

Present and gather model feedback during workshops. These models provide a foundation for the two
SCMS Deployment Support Workshops, where stakeholders will engage in activities to develop and refine
ownership and governance models. Workshop participants will determine the feasibility of models and next
steps for deployment. Stakeholder feedback will also help define the SCMS Manager roles and responsibilities
as well as their own roles within the ecosystem.

Finalize models based on workshop outcomes. The output of the workshops will help finalize the
ownership and governance models as well as help clarify the government's roles, responsibilities, and possible
next steps to support the development and deployment of a full-scale SCMS.
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Chapter 2: Initial Ownership and
Governance Models

There are many factors that must be considered when selecting an industry ownership and governance model
and planning for the subsequent deployment of that model. This chapter briefly describes the National SCMS
Ecosystem and high-level potential role and responsibilities of the SCMS Manager. This will help prepare the
reader for a description of five high-level descriptive example ownership and governance models for initial
deployment of the National SCMS. Of course, potential ownership and governance models are not restricted
to the ones described in this section; the USDOT does not endorse any specific model. The reader should use
these models to frame their thinking around what they perceive as the optimal model for fulfilling public interest
objectives and ensuring a functional, secure, and sustainable system that maintains end-user (e.g., private
vehicle owner/operator) privacy. This section will also describe public interest objectives that a model should
fulfill, as well as design and deployment criteria with examples of how a model may address each criterion.
Remember that these are only examples: the future model could be comprised of any number of example
criteria within this document or others that have not yet been considered. Refer to the SCMS Baseline report
for additional information on the SCMS functions and components.

2.1 National SCMS Ecosystem and Manager

The SCMS ecosystem includes the SCMS itself and the peripheral industry participants that play a role in
developing, provisioning, operating, and maintaining the equipment and systems necessary to support the
security functions identified for the overall CV enterprise.

As illustrated in Figure 2 below, the current SCMS ecosystem includes the entities responsible for originating
CV equipment and applications (including services provided to the vehicle/user); entities responsible for
certifying that this equipment and these applications conform to specified requirements and standards; entities
responsible for selling and provisioning the equipment and/or the applications; entities responsible for
maintaining and servicing the equipment and/or the applications; end users such as vehicle owners/drivers;
and state and local agencies that may implement applications using vehicle based and/or RSE. These entities
will likely interact in some way with the SCMS functions over the life cycle of any given application and any
given equipment implementation (i.e., on-board equipment [OBE], aftermarket safety device, or RSE). Refer to
Chapter 3 for an analysis of the ecosystem of stakeholder groups and their potential interest in the National
SCMS, as well as their needs, drivers, and potential offerings within the ecosystem. Understanding each
stakeholder group’s interests, concerns, and motivations for initial deployment and continued operation is
critical to analyzing which entities may play a role in the actual ownership and/or operation of SCMS
components and participate within SCMS Manager activities.

U.S. Department of Transportation
Intelligent Transportation Systems Joint Program Office

National SCMS Deployment Support: Potential SCMS Ownership and Governance Models Lll

Ford Ex. 1164



Chapter 2. Initial Ownership and Governance Models
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Figure 2: SCMS Ecosystem

The SCMS itself encompasses all PKI functions necessary to establish and maintain privacy and security
within the V2X ecosystem. It provides the various functional elements (described in greater detail within the
SCMS Baseline report) that will perform these security management functions over the equipment and/or
application lifecycle. This includes various levels of CA; functions to detect, identify, and remove misbehaving
devices from the system; and functions to facilitate the operation of the SCMS without compromising the
privacy of the system users.

At the core of the SCMS ecosystem are the root CA(s), the trust anchor management function, the SCMS
Manager, and the SCMS Manager’s associated policies and regulations. The SCMS Manager will likely
provide the core policy and governance foundation for the SCMS ecosystem in general, and the SCMS
specific functions in particular. The SCMS Manager’s authority, responsibilities, ownership, and organizational
structure has yet to be determined, but it is likely that it will serve as the motivating force to establish the SCMS
functions through policy and regulation. The SCMS Manager may also serve in an ongoing capacity as the
core of a governance body to coordinate and monitor operations among the various SCMS CMEs and
functions. It is also expected that the SCMS Manager will likely collaborate with entities and organizations
outside of the immediate SCMS, such as certification and testing shops; state and local transportation
organizations (e.g., state departments of transportation and divisions of motor vehicles); vehicle inspection
facilities; automotive repair shops; and automotive or device dealerships. The SCMS Manager and its
governance board may also interface with other governance bodies, such as those overseeing credential
management systems in Canada and Mexico, in some capacity.

The actual roles and responsibilities of the SCMS Manager can differ based on the deployed ownership and
governance model or models. For example, a completely public, government-led P3 (which is an unlikely
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Chapter 2. Initial Ownership and Governance Models

option), or P3 Concession model, may have relatively limited participation from industry within the everyday
management and operations of the SCMS Manager. An existing government office, or new entity, may
completely manage policy development and oversight. However, in an industry-led P3 or completely private
model, the government would likely have a limited role within the SCMS Manager, such as a seat on the Board
of Directors or advisory board without the full scope of responsibilities and authority of all decisions as they
would have in the other models. Refer to a detailed analysis of the potential roles, responsibilities, and
organizational structure of the SCMS Manager in Chapter 5 for more information.

2.2 Summary of Example High-level Deployment Models

Within early discussion of potential ownership and governance models for this project, the team identified high-
level models ranging from completely publicly owned, governed, and operated to completely private (see Table
1). These initial models have been socialized with USDOT personnel and discussed within collaboration and
coordination meetings with international partners, specifically European Commission DG MOVE and Transport
Canada. These models were discussed in the context of examples, realizing that government and/or industry
could end up implementing any number of variations or combinations of these models depending on future
government regulations (or lack thereof), as well as on how quickly the United States government and the
industry as a whole progress towards large-scale CV deployments.

Each model has advantages and disadvantages, but the team believes that some variation of a P3 option may
be the best option for initial deployment. However, the team continues to explore the completely public and
completely private models. It is also important to consider that ownership and governance could potentially be
two sets of models, one for the SCMS Manager and one for technical component operations and functions.
These statements are based on the following assumptions and constraints.

e In December 2016, the USDOT released a Notice of Proposed Rulemaking requiring all future light
vehicles be equipped with dedicated short-range radio communication (DSRC) to transmit BSMs.
However, the recently released Executive Order 13771, “Reducing Regulation and Controlling
Regulatory Cost,” states that, for every new regulation issued, at least two prior regulations be
identified for elimination, and that the cost of planned regulations be prudently managed and
controlled through a budgeting process. This creates additional challenges in moving forward with the
rulemaking. The USDOT still supports the deployment of V2X communications and will assist any way
possible. The government may be best suited to support technical assistance and policy development
efforts

e While the team reviews single- and multiple-root PKI options within this analysis, the industry already
seems to be moving to a multiple root environment with multiple providers. For example, multiple PKI
service providers are developing their own root CAs for V2V credential management. The models
explored within this chapter default to a multiple-root PKI for this reason and to fulfill the objectives of
availability, interoperability, and redundancy. Inevitably, no matter whether the structure is built around
a single- or multiple-root solution, all end entities (EEs) will need to have multiple-root capability
because roots will eventually retire and be replaced

e One entity or organization cannot operate every aspect within the SCMS. For this reason, there is
likely a conflict of interest for the government to completely own and operate the entirety of the
National SCMS. Refer to the Task 2: SCMS Baseline Summary report for additional information.

0 There must be separation of SCMS components among CMEs to maintain security and
privacy of the overall system.

0 There are also inherently central components, namely the MA of the system, which should
operate (and potentially be owned) completely separately from all other components within
the SCMS.
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Chapter 2. Initial Ownership and Governance Models

While the reader reviews these models, it is important to understand that a future model may be entirely
different from the high-level example models described below. Section 2.3 describes the public interest
objectives and design/deployment attributes and criteria that the team used to create and evaluate potential
models. Each objective and attribute contains examples of how a model may fulfill or address the objective or
attribute in question. The reader will see that there is the potential for a vast number of model variations.

It is also necessary to understand that the ownership and governance structures employed in the initial
deployment model will likely evolve based on the advances in technology, changes in regulation, process
improvement initiatives, ability to self-sustain, and many other factors as the ecosystem matures and the
number of connected (and potentially automated) vehicles increase. Advancements in technology may also
impact the selected model or elements of the model, such as the PKI policy. We should consider advancement
of technology and the ownership and governance models separately. However, an advancement in technology
may trigger a change in ownership and/or governance. Advancements may not impact the high-level model,
but are more likely to impact policies or the technical management of the full-scale SCMS as well as,
potentially, the governance mechanisms of the model. We cannot predict exactly how models and technology
will evolve and we do not have a baseline from which to conduct an assessment. For information on how other
ownership and governance models have changed and evolved, refer to the Literature Search report.
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Chapter 2. Initial Ownership and Governance Models

2.3 Analysis of Factors and Interest Areas Influencing
Ownership, Governance, and Deployment Strategies for a
National SCMS

The team has identified several factors that will influence the development and deployment of ownership and
governance models. Throughout the early stages of the National SCMS Deployment Support project, the team
identified public interest objectives that should be addressed and fulfilled by the selected ownership and
governance model. The team also identified design and deployment attributes or criteria that the selected
model will greatly influence and, at the very least, should be thoroughly discussed during model development.
Many of these objectives and attributes overlap or influence each other. Tables 2 and 3 list these objectives
and attributes with brief descriptions and examples.

2.3.1 Public Interest Objectives

These public interest objectives were originally outlined by the USDOT and its CV and SCMS research and
development efforts. The team has analyzed these objectives in the context of various ownership and
governance methods and models to deploy the National SCMS. Table 2 below, provides a summary of how
these objectives may be fulfilled as well as the trade-offs among potential models.

Table 2: Public Interest Objectives

Description High-level Examples

e The governing entity must pay special attention
to policy development and apply the appropriate
controls for trust anchors (e.g., electors and root
CAs).

e Regardless of the ownership and deployment
model, the PKI policy must detail the certificate
policy to ensure security within the Full-Scale
Deployment SCMS itself and across the Full-
Scale Deployment SCMS ecosystem. This
policy must be enforced through audits and
accredited device cetrtification labs.

Secure Communications. Security is dependent
upon technical design and policies, which must
ensure security of the system and data regardless of
the ownership and governance structure. The
USDOT would likely be tasked with providing any
oversight in a completely private model. A completely
public model may not be appropriate to rapidly
respond and evolve based on identified
vulnerabilities, threats, or technological advances.

e Depending on the perspective, users may

Privacy. Privacy is dependent on technical design perceive heavy government involvement in

and policies, which must ensure an appropriate level ownership and governance as a potential

of vehicle and operator data privacy regardless of the violation of privacy. Users may perceive a model
ownership and governance structure. Based upon with no government involvement as lacking in
SCMS Manager and CME ownership, there may be proper controls for protecting user data.
increased privacy levels (or perceived differences) e The technical SCMS architecture preserves
depending on government and private-sector “privacy-by-design,” and the SCMS Manager
involvement. The government could focus its ensures separation of SCMS technical
involvement on maintaining security, privacy, and components to maintain privacy based on the
adequate stakeholder representation. final ownership and governance model.
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Chapter 2. Initial Ownership and Governance Models

Description

High-level Examples

Availability (i.e., interoperability, redundancy,
flexibility). Valid certificates issued by the SCMS
must be available to EEs to ensure a functioning V2X
communication system that provides safety benefits.
The root structure and trust anchor management
method, as well as the technical deployment of other
CAs, will greatly impact system availability,
interoperability, redundancy, and flexibility. These
factors will also determine the specific information
required within PKI policies. Based on the technical
design structure, the SCMS Manager will need to
develop the appropriate detailed policies to ensure
that the system, no matter the root and trust anchor
structure, is readily available to enable trust among
EEs.

A public model may have less redundancy and
flexibility than models with more private
involvement and competition, provided that the
P3 and completely private models enforce
policies for efficient trust anchor management.
Models that enable private sector competition to
provide services may have the ability to provide
better levels of redundancy and flexibility to
respond to market needs.

Stakeholder Representation. Stakeholder
representation during the Full-Scale Deployment
SCMS technical component implementation and
deployment process, as well as in the SCMS
Manager governance and operational oversight
activities, will help ensure transparency and trust in
the system by the government, the private sector, and
the general public. The SCMS Manager must balance
stakeholder input with the need for timely
development of technically feasible and responsible
policies.

Certificate policy drafts could be released for
public comment.

The SCMS Manager could have a tiered
membership model where various stakeholder
groups have access to information and
knowledge of manager activities.

The SCMS Manager could have an advisory
board to ensure subject matter experts (SMES)
can provide input in developing policy and
governance approaches.

Affordability. The technical design (e.g., initial single
root with plan to introduce other roots), ownership
(e.g., P3 non-profit SCMS Manager), and policies that
enable competition will greatly impact the system’s
affordability. Deployment and implementation plans
for the Full-Scale Deployment SCMS must consider
initial funding sources, sustainment of funding
sources, and how internal organizational and external
industry governance affects efficiency.

Create a competitive marketplace where private
entities are authorized to provide services with
the approval of the SCMS Manager

Arbitrarily limit the number of service providers
to reduce the cost of overhead and governance
activities

Performance. Performance can be viewed from an
SCMS technical and functional perspective, as well
as from an organizational and governance
perspective. The final SCMS technical design and
PKI policies will determine the technical and
functional performance of everyday Full-Scale
Deployment SCMS operations. Ownership and
whether the SCMS ecosystem is based on profit,
non-profit, or potentially a combination of features will
influence organizational and governance performance
within the industry.

A not-for-profit, industry-consortium-led SCMS
Manager with Federal government
representation that develops policy and
performs governance activities for an SCMS
ecosystem with multiple private, for-profit
owner/operators of SCMS technical components
A Federal government office with industry
advisors that serves as the SCMS Manager and
owns/operates a root CA or multiple root CAs,
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Chapter 2. Initial Ownership and Governance Models

Description

High-level Examples

and also grants concessions for entities to
own/operate other SCMS technical components

2.3.2 Design and Deployment Attributes

The design and deployment criteria and attributes described in Table 3 are considerations that any ownership
and governance model will greatly influence and, at the very least, should be thoroughly discussed during
model development. The team has developed and analyzed these attributes in the context of various
ownership and governance methods and models to deploy the Full-Scale SCMS. The table provides a
summary of how these attributes may be addressed as well as the trade-offs among potential models. Please
note that the high-level examples and trade-offs are only examples to help the reader start thinking about
these attributes. Of course, there are multiple ways to address each criteria and attribute.

Table 3: Design and Deployment Attributes

Description

High-level Examples

Ownership. Sections 1.3 and 2.2 briefly
discuss ownership models. Ownership means
the actual, physical ownership of the SCMS
technical components and the SCMS Manager
organization. Ownership will likely be held by
the organization(s) that provides initial funding
for full-scale deployment. It is important to
understand that ownership models may evolve
based on the needs of the system and the
appropriate level of government oversight.
There could also be different ownership models
for various functions within the SCMS
ecosystem: for example, the SCMS Manager
could be an entity owned and operated by the
federal government, while select CMEs are
owned and operated by private entities.

The SCMS and SCMS Manager are owned by the
federal government

Majority of the SCMS components and the SCMS
Manager are initially owned by the federal government
with potential sale or transfer to industry after
operations become stable

Governed by the federal government with root CA
ownership, with the remaining technical components
funded and operated by private industry

Governed by the federal government, but funded and
operated by private industry; the government owns
and manages the Certificate Policy

Industry consortium ownership, with a charter
established by the federal government: the
government facilitates the full-scale SCMS deployment
effort through the development of a charter,
organization of initial consortium/-ia, and planning
activities

Industry consortium ownership with no federal
government involvement

Initial Funding. As mentioned in the
Affordability objective, the National SCMS
deployment and implementation plan will need
to address initial stand-up funding and
sustainment funding. Initial stand-up funding
will be largely determined by ownership. Initial
funding usually aligns in some way with
ownership. However, the way that funding is
generated and used can vary greatly. For

Federal government is completely responsible for
funding the stand-up of the SCMS Manager, Root CA,
and CMEs through a departmental budget

Federal government plays a major role in funding the
stand-up of the SCMS Manager, Root CA, and CMEs,
but is not solely responsible

Federal government plays a major role in funding the
stand-up of the SCMS Manager, Root CA, and CMEs
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Chapter 2. Initial Ownership and Governance Models

Description

High-level Examples

example, a completely private model may fund
the initial deployment of the SCMS Manager
through an implementation fund provided by
consortium members, while private entities
completely fund technical components.
Deploying entities will need to consider the
specific organizations that may be most
appropriate, willing, and able to fund initial
deployment.

through a reduction in state allocations and using that
funding to provide seed funding
20/80 cost share (or other ratio), with the federal
government funding 20 percent of startup operations
and granting a concession for an organization(s) to run
the SCMS Manager and other technical components
Industry consortium funding for the SCMS Manager
with individual organizations responsible for technical
component implementation costs, with minimal funding
support from the federal government to facilitate
working group, consortium, and policy development.
Potential sub-options:
0 Implementation fund provided by consortium
members
0 Root CA(s) and/or other CME stand-up fees to
fund SCMS Manager
o0 Tiered membership structure with required initial
funding commitment
0 Selling of stock
Industry consortium funding with no federal
government support

Sustainment Funding. Sustainment funding
needs to be considered for both the technical
SCMS components and the SCMS Manager.
Funding could be generated by similar methods
across various ownership models (e.g., fee
automatically included with the purchase of a
new vehicle, the original equipment
manufacturer [OEM] paying a membership fee
to the SCMS Manager, and OEM making a
payment to the entity providing certificates); but
there could also be different approaches for
funding the SCMS Manager and various
technical components, depending on the
ownership models (i.e., a public-private
partnership would likely be funded differently
than a completely private model). The way in
which the sustainment funding flows to the
SCMS Manager and CMEs will depend on the
root CA structure and ownership model.

The federal government pays for sustainment
operations through an agency’s annual budget. This
would require the government to completely own the
SCMS Manager and/or technical components.

A fee is built into the price of the vehicle or other EE. A
portion of this fee is automatically allocated to the
SCMS Manager.

A fee is collected as part of the state vehicle
registration process and automatically allocated to the
SCMS Manager.

The SCMS Manager creates a tiered membership
structure with annual dues (e.qg., tiered fees for
technical component operators).

The SCMS Manager charges accreditation, auditing,
and/or other services fees.

A miniscule fee is attached to each certificate
distributed to an EE within the ecosystem, which is
paid to the SCMS Manager.

The federal government funds sustainment operations
for technical components that are inherently central
and not viewed as a viable business opportunity, such
as the MA, while the owner/operators of all other
technical components are responsible for funding their
own operations (e.g., selling services funded by an
additional charge on each vehicle).
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Description

High-level Examples

All technical components are responsible for funding
their own operations (e.g., selling services funded by
an additional charge on each vehicle)

Policy Creation and Approval. Policy creation
and approval refers to the need for an entity or
group with the necessary expertise and
ecosystem understanding to take responsibility
for developing the PKI policies, determining
what levels of authority must approve those
policies, and determining the process to update
and refine those processes. For example, the
entities that take the lead on the initial SCMS
Manager stand-up would likely lead the initial
PKI policy development. The SCMS Manager
should develop policies with a set approval
process and determined level of approval.
Chartering the SCMS Manager with initial
policies already developed may help accelerate
the stand-up of CMEs. These policies could
follow the structure outlined in Request for
Comments (RFC) 3647, which is the PKI
industry standard. The personnel make-up and
structure of the SCMS Manager and the
approval level entity will depend on SCMS
Manager and CME ownership.

Initial Policy Development

Recurring Policy Development and Approval

A federal government agency develops policies with
input from public comment.

A federal government agency develops policies as a
collaborative effort with standards organizations and
industry working groups of stakeholders and PKI
experts.

A standards organization or industry-led working group
or consortium develops policies with input from
function-specific industry SMEs and federal
government funding support.

A standards organization or industry-led working group
or consortium develops policies with input from
function-specific industry SMEs. The federal
government could provide input to policy development
but would not provide funding.

A federal government agency reviews certain policies
and makes updates based on a set schedule.

The SCMS Manager has a policy review-and-approval
process based on a set schedule, where a task force
or working group is convened for the specific purpose
of policy review and updates but a federal government
agency is the approval authority. The task force or
working group consists of stakeholders and PKI
experts from an SCMS Manager advisory board and
SCMS Manager member organizations. A variation of
this could have an SCMS Manager with a full-time
policy development shop responsible for managing this|
process.

The SCMS Manager has a policy review-and-approval
process based on a set schedule, and a board of
directors (with a seat or seats designated for the
federal government) is the approval authority. A
variatio