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57 ABSTRACT

An anonymous vehicular broadcast system that has encrypted
links between the roadway infrastructure and the vehicles.
The vehicles each have a common private key that is gener-
ated from a certification key, provided by a certification
authority, and a configuration key that is generated at each
power up of the vehicle. The configuration key is not stored in
the vehicle so that the vehicle is only stores a portion of the
private key.

25 Claims, 6 Drawing Sheets
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SECURITY FOR ANONYMOUS VEHICULAR
BROADCAST MESSAGES

BACKGROUND OF THE INVENTION

A vehicle-to-vehicle and vehicle-to-infrastructure wireless
communication system creates a large number of potential
uses that include crash avoidance, communications, law
enforcement, and entertainment. One such system is the
Dedicated Short Range Communications (DSRC). This sys-
tem can include a common message set, broadcast by each
vehicle, that is comprised of relevant kinematical and location
information including GPS/vehicle position, velocity,
vehicular dimensions, as well as other relevant vehicle infor-
mation.

For a typical crash avoidance system, a vehicle would
analyze any received information, determine if a crash was
imminent, send a confirmation message to the other vehicle,
and exchange information with vehicle sub-systems to miti-
gate vehicle/occupant damage/injury before crashing. For
example, once the accident seems likely, the vehicle sub-
systems such as airbags and seatbelts can be instructed to
prepare for a crash.

SUMMARY

The present invention encompasses a vehicle communica-
tion system for anonymous transmission of encrypted data.
The method provides anonymous broadcast message security
between a wireless terminal and a base station. In one
embodiment, the terminal is located in a vehicle and the base
station is a roadway infrastructure base station. The method
comprises storing only a first portion of a common private key
in the terminal. The common private key is made up of at least
two portions. The remaining portion of the common private
key is not stored in the terminal. The remaining portion is
generated at power-up of the terminal in response to a con-
figuration of the terminal. In the embodiment where the ter-
minal is in a vehicle, the configuration of the vehicle is used
to generate the remaining portion of the common private key.

Further embodiments of the invention include methods and
apparatus of varying scope.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a diagram of one embodiment of a wireless,
short range, vehicular communication system.

FIG. 2 shows a block diagram of one embodiment of the
vehicular system in accordance with the embodiment of FIG.
1.

FIG. 3 shows a flowchart of one embodiment of a method
for generating a certificate of the present invention.

FIG. 4 shows a flowchart of one embodiment of a method
for generating a vehicle configuration key of the present
invention.

FIG. 5 shows a flowchart of one embodiment of a method
for generating a common private key of the present invention.

FIG. 6 shows a flowchart of one embodiment of a method
for generating a certification key of the present invention.

FIG. 7 shows a flowchart of one embodiment of a method
for signing a message of the present invention.

FIG. 8 shows a flowchart of one embodiment of a method
for message authentication of the present invention.

DETAILED DESCRIPTION

In the following detailed description of the invention, ref-
erence is made to the accompanying drawings that form a part
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hereof and in which is shown, by way of illustration, specific
embodiments in which the invention may be practiced. In the
drawings, like numerals describe substantially similar com-
ponents throughout the several views. These embodiments
are described in sufficient detail to enable those skilled in the
art to practice the invention. Other embodiments may be
utilized and structural, logical, and electrical changes may be
made without departing from the scope of the present inven-
tion. The following detailed description is, therefore, not to be
taken in a limiting sense, and the scope of the present inven-
tion is defined only by the appended claims and equivalents
thereof.

FIG. 1 illustrates a diagram of one embodiment of a wire-
less, short range, vehicular communication system of the
present invention. The system is comprised of one or more
vehicles 100, 101 and the fixed roadway infrastructure 102.

The vehicles 100, 101 are each capable of transmitting and
receiving data messages. The data messages may be com-
prised of vehicle velocity and vehicle location as well as other
necessary information. As described subsequently, the data
messages are sent in an encrypted format to prevent monitor-
ing of the information and/to protect the user/infrastructure
from attacks from hackers.

The vehicles 100, 101 are also in communication with the
roadway infrastructure 102. The infrastructure 102 is com-
prised of a large quantity of low power transmitters/receivers
to communicate wirelessly with the vehicles 100, 101 as they
travel along roads.

FIG. 2 illustrates a block diagram of one embodiment of a
vehicle of the present invention. The vehicular system is
comprised of a system controller 200 that performs any
required control of the system including reading electronic
serial numbers of system components, generating any
required encrypted messages for transmission, and decrypt-
ing messages received from other vehicles or roadway infra-
structure. The system controller 200 can be a microprocessor,
microcontroller, a state machine, or some other type of con-
trolling circuitry.

The system controller 200 is coupled to system memory
201. The memory block 201 of FIG. 2 can include RAM,
ROM, flash memory, optical storage drives, magnetic storage
drives, or other types of memory devices. The memory 201
can store information temporarily while the system controller
200 is working on the data, such as during a decryption of a
received message. The memory can also permanently store
data such as private keys used to decrypt/encrypt messages.

The vehicular system is further comprised of the system
components such as the relatively low power radio 203 and
antenna 204 that are used to communicate with other vehicles
or the roadway infrastructure. In one embodiment, this trans-
ceiver 203 communicates within a range measured in tens of
feet since higher power systems might cause conflicts with
other data traffic in other parts of the system.

A global positioning satellite (GPS) receiver 206 is used to
determine the vehicles position in relation to three or more
GPS satellites. This position information can then be trans-
mitted to the system controller 200 for storage or use in
generating data messages for transmission. The present
invention is not limited to just GPS navigation. Alternate
embodiments can use alternate satellite navigation systems,
an internal vehicular inertial navigation system, or some type
of ground-based navigation system.

An engine controller 208 is used to control operation of the
engine. The engine controller 208 may be responsible for
controlling engine timing/performance in response to
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received parameters such as throttle position, exhaust gas
composition, stored performance data in memory, or other
types of parameters.

The brake system 210 is comprised of the hardware/soft-
ware necessary to control operation of the vehicle brakes.
This system 210 can include anti-lock brakes and traction
control.

The system of FIG. 2, in one embodiment, could also
include a module that provides variable input to a DSRC-
enabled safety system. For example, a module that helps
improve the stability of some vehicles and provide the “CAN
BUS” with “deceleration information”. As is well known in
the art, this is used for one of the DSRC applications (i.e.,
“Emergency Electronic Brake Light”—an application that
warns other drivers when deceleration exceeds a certain
threshold). If someone swapped out this module to create a
bogus output, it could create accident(s) by warning other
vehicles about a contrived event.

The modules of FIG. 2 are for purposes of illustration only.
Alternate embodiments can use various other configurations
depending on the application.

The above-described vehicular components can all be
identified by the system controller 200 by an electronic serial
number (ESN), or other identification, assigned to each par-
ticular system block 203, 206, 208, 210. The ESN is a unique
identification, not necessary numeric, that is assigned by the
component manufacturer and stored in the component in
order to uniquely identify that component to a system capable
of reading such an identification. These ESN identifiers are
used, as described subsequently, in generating the desired
encryption keys of the present invention.

FIG. 3 illustrates a flowchart of one embodiment for gen-
erating a certificate of the present invention. The certificate is
used to convey the public key that can be used to authenticate
messages signed by the vehicle from which they originate.
The certificate is not unique to any one vehicle, it is shared
with a number of different vehicles.

The certificate is generated by the certification authority
(CA) from multiple components. One component is an iden-
tification of the certification authority 301. The certification
authority is the entity or organization that is responsible for
generating, distributing, and revoking certificates. The iden-
tification of the CA 301 may be the CA name, a CA number,
or some other unique identifier 301.

The scope of the certification 303 is data that indicates what
the certificate “certifies”. In other words, the certificate’s
scope 303 indicates what the vehicular system is authorized to
provide.

The vehicle public key 305 is also part of the certificate
300. The public key 305 is a decryption key that is issued to a
plurality of public vehicles and is used to decrypt or authen-
ticate encrypted or signed data sent to the vehicle.

The certificate signature 307 is a hash value of the other
certificate components 301, 303, 305 that is encrypted using
the certificate authority’s private key. As is well known in the
art, in public/private key cryptography, the private key is
generally kept secret, while the public key may be widely
distributed. One key “locks” the information while the other
is required to “unlock™ it. It should not be possible to deduce
the private key of a pair of keys given the public key.

Also as is well known in the art, a hash value is a fixed
length, electronic identifier that is generated from an encryp-
tion routine (i.e., hash function) in response to an algorithm.
Two different inputs are unlikely to hash to the same hash
value. Hash values are used in computing as a way to verify
whether a piece of information, like a computer program or
data, has been altered.
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The validity of the certificate 300 can be determined by the
vehicle by performing a decryption with the signature from
the certificate and the certificate authority’s public key. The
result is then compared with the hash value from the hash
algorithm 309. If they match, the certificate 309 is valid.

The certificate provides each of these vehicles with the
public key that corresponds to the private key used by the
vehicle sending the message. The vehicle’s private key thus
provides the vehicle with the ability to sign messages that will
work with that particular certificate.

Ifthe certificate is valid, it contains the valid public key for
the vehicle and can be used to perform a similar validation on
a received message from a vehicle or the infrastructure. The
publickey is used to decode, and thereby validate the message
signature.

The certificate is shared by a large number of other vehicles
to provide anonymity for the sending vehicle, and it provides
a validatable key that can be used to authenticate a message
signed by the vehicle’s private key. In this way, the infrastruc-
ture system cannot immediately determine who sent the mes-
sage, only that it was a valid message from a legitimate
vehicle.

The vehicle’s private key is generated in such a way as to
attest to the validity of the vehicle configuration, and to con-
form to the public key contained in the certificate. In this way,
the use of a private key that corresponds to the public key in
the certificate attests to the validity of the vehicle terminal.

In order to attest to the legitimacy of the vehicle system
configuration, the vehicle’s private key is derived from an
observed and certified configuration of the vehicle compo-
nents. This is accomplished by generating the private key
from two components: the Configuration key and the Certi-
fication key. The certification key is derived from the specifi-
cally observed and certified configuration of the vehicle sys-
tem components; for example by obtaining performing an
algorithm on the electronic serial numbers of the various
system components. The certification key is derived by the
Certificate Authority in such a way that an algorithm per-
formed on both the certification key and the configuration key
generates the private key that is contained in the certificate
described above.

FIG. 4 illustrates a flowchart of one embodiment of the
present invention for generating a configuration key of a
particular vehicle.

As described previously with reference to FIG. 2, each
vehicle component is identified by a unique identifier, such as
an ESN. The host system controller 401, the navigation sys-
tem 403, the radio 405, and other installed equipment 407 all
include some type of identification that can be read by the
system controller. Additionally, the application code that is
stored in the vehicle system, in one embodiment, can also
include a hash value 409 generated in response to the code.

The identifiers are read by a configuration key generation
algorithm 410. The algorithm 410 uses this information to
generate a configuration key 400 that is unique to that par-
ticular configuration of components in the vehicle. If the
vehicle configuration is ever changed, such as changing one
of the components or changing the binary code running the
system, the configuration key 400 will also change. To this
end, the configuration key 400 is erased after being used
during the certification process described subsequently. This
key 400 is not stored in the vehicle but is generated anew each
time the vehicle is started. This provides verification that the
vehicle configuration has not been altered after completion of
the certification process since a component that has been
exchanged with one having a different identifier will produce
a different configuration key 400. As will be seen subse-
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quently, if the configuration key is altered after the certifica-
tion process, the vehicle will not be able to sign messages that
can be authenticated using the public key contained in the
certificate, because the private key generated from the derived
configuration key and the stored certification key will not
correspond to the public key in the certificate.

The certification process of the present invention is per-
formed by the certification authority and involves generating
a common private key and using that key in conjunction with
the configuration key to generate a certification key. The fact
that the certification key algorithmically combined with the
configuration key produces a private key that corresponds to
or encodes data that can be decoded by, the public key in the
certificate provides certification that the vehicle configuration
is the same as it was when the certification key was created,
and this the vehicle represents a legitimate system.

FIG. 5 illustrates a flowchart of one embodiment for gen-
erating the common private key of the present invention. The
common private key 500 is comprised of the certification key
603 that is generated by the certification authority, and the
configuration key 400 as described previously. These two
keys 400, 603 are operated on by a common key generation
algorithm 502 to generate the common private key 500 that
corresponds to the public key contained in the certificate that
is stored in the car. The common private key 500 is not stored
in the vehicle, but is derived in the vehicle from the stored
certification key and the computed configuration key.

FIG. 6 illustrates a flowchart of one embodiment for gen-
erating the certification key 603 of the present invention. The
certification key 603 is stored in the vehicle. In one embodi-
ment, the certification key is stored in an encrypted form. The
encrypted certification key is decrypted before use by using a
separate key that is stored in the vehicle.

The certification key 603 is comprised of the vehicle’s
configuration key 400 and the common private key 500.
These keys are operated on by a certification key generation
algorithm 601 to generate the certification key 603.

Alternate embodiments of the present invention can use
multiple certification keys that, when combined with one or
more algorithmically derived configuration keys result in a
plurality of private keys corresponding to a plurality of public
keys contained in a plurality of certificates to make compro-
mising the keys more difficult for hackers or other unautho-
rized people desiring to access the system. For example, one
system might have 1000 certification keys with 1000 sets of
associated public keys.

FIG. 7 illustrates a flowchart of one embodiment of a
method for signing a message for transmission in the system
of the present invention. This method can be used by the
vehicle in generating a message for transmission to another
vehicle or the roadway infrastructure that can be validated by
the above described known processes for message signing.

The method is comprised of generating the message to be
signed 701. If the message is coming from a vehicle, the
message may be the vehicle’s velocity, location, status, or
some other vehicle message.

The message 701 is combined 703 with the common pri-
vate key 500. Since the common private key is used by many
vehicles, the signed message 705 is unrelated to the vehicle
sending the message, yet it can only have been signed by a
vehicle with a configuration of components that is the same as
the configuration that was observed and certified when the
vehicle’s certification key was generated by the certification
authority.

In one embodiment, only a portion of the message is
encrypted. This results in faster encryption/decryption than
having to encrypt/decrypt the entire message.
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FIG. 8 illustrates a flowchart of one embodiment of a
method for authenticating a received message. The received
message 800 is decoded 801 using the common public key
805. The result is the original message 803 that was transmit-
ted by either the infrastructure or a vehicle.
In one embodiment, the embodiments for the method for
anonymously securing wireless broadcast messages is per-
formed in a dedicated short range communications (DSRC)
system. Such a system could involve automobiles as the
vehicles. However, the present invention is not limited to
transportation. Other systems requiring such anonymous
security can also use the present invention. For example,
between a wireless terminal and a base station, or between
any system wherein the specific configuration of components
is relevant to the authenticity of the signed or encrypted
message.
In summary, the embodiments of the present invention
provide a means for asymmetric message encryption without
storing a private key in the vehicle. The private key is gener-
ated from two pieces of information: the identifying configu-
ration of the vehicle and only an algorithmically related por-
tion of the private key (i.e., the certification key) that was
provided to the vehicle during certification. The vehicle is
required to generate the configuration as the remaining algo-
rithmically related portion of the private key every time the
vehicle is started since neither the entire private key nor the
configuration key is stored in the vehicle.
Although specific embodiments have been illustrated and
described herein, it will be appreciated by those of ordinary
skill in the art that any arrangement that is calculated to
achieve the same purpose may be substituted for the specific
embodiments shown. Many adaptations of the invention will
be apparent to those of ordinary skill in the art. Accordingly,
this application is intended to cover any adaptations or varia-
tions ofthe invention. It is manifestly intended that this inven-
tion be limited only by the following claims and equivalents
thereof.
What is claimed is:
1. A method for providing anonymous broadcast message
security between a first wireless terminal of a vehicle and a
second wireless terminal based on a public-key cryptography
using a private key for encrypting a data message and a public
key for decrypting the data message, the method comprising:
receiving a certificate by the first wireless terminal, the
certificate including a first portion of the private key and
the public key, wherein the public key is shared by a
plurality of wireless terminals including at least the first
wireless terminal and the second wireless terminal;

storing only a first portion of the private key in the first
wireless terminal, with the private key having two por-
tions;

generating the remaining portion of the private key in the

first wireless terminal based on a configuration of a
plurality of vehicle components of the vehicle, such that
the remaining portion is not stored in the first wireless
terminal and the remaining portion changes when the
configuration of the vehicle components of the vehicle
changes, with the first portion and the remaining portion
being different from each other;

generating the data message at the first wireless terminal;

signing at least a portion of the data message with the

private key to generate a signed message;

transmitting the signed message to the second wireless

terminal; and

authenticating the signed message at the second wireless

terminal by decrypting the signed message using the
public key.
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2. The method of claim 1 wherein

the first wireless terminal is a radio in the vehicle and the
second wireless terminal is a roadway infrastructure
base station radio.

3. The method of claim 2 wherein

each of the vehicle components of the vehicle includes an

identification, and

the remaining portion of the private key includes a configu-

ration key generated based on a combination of the
plurality of identifications.

4. The method of claim 3 wherein

the configuration key further generated based on a hash

value of application code related to operation of the
vehicle.

5. The method of claim 1 wherein

the first wireless terminal is a radio in the vehicle and the

second wireless terminal is a radio in a second vehicle.

6. The method of claim 1 wherein

the certificate is generated by performing a hash algorithm

on a certified scope of the first wireless terminal and the
public key.

7. The method of claim 1 further including

the generating of the remaining portion of the private key

further includes generating the remaining portion of the
private key at each power-up of the first wireless termi-
nal.

8. A method for providing anonymous broadcast message
security between a vehicle and a roadway infrastructure that
is coupled to a certification authority based on a public-key
cryptography using an original common private key for
encrypting a message and a common public key for decrypt-
ing the message, the vehicle including a plurality of compo-
nents each having an identification, the method comprising:

the certification authority transmitting a certificate to the

vehicle, the certificate having the common public key,

and the common public key is shared by a plurality of

vehicles including the vehicle and a second vehicle;
storing the certificate in the vehicle;

generating a configuration key as one portion of the origi-

nal common private key in the vehicle based on the
identifications of the plurality of components of the
vehicle such that the configuration key is not stored in
the vehicle and the configuration key changes when a
configuration of the plurality of components of the
vehicle changes;

generating an original certification key as another portion

of the original common private key in response to a
common private key and the configuration key, with the
configuration key and the original certification key being
different from each other;

storing the original certification key in the vehicle;

generating the original common private key in response to

the configuration key and the original certification key;
signing at least a portion of the message with the original
common private key to generate a signed message;
transmitting the signed message from the vehicle to the
second vehicle; and
authenticating the message at the second vehicle by
decrypting the signed message using the common public
key.

9. The method of claim 8 wherein

the original common private key is generated through an

algorithm using the certification key and the configura-
tion key as inputs.
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10. The method of claim 9 wherein

the algorithm used to generate the original common private
key is stored in an encrypted form and is decrypted
before use by using a separate key stored in the vehicle.

11. The method of claim 8 wherein

the stored certification key is stored in an encrypted form

and is decrypted before use by using a separate key
stored in the vehicle.

12. The method of claim 8 wherein

the generating of the configuration key further includes

generating the configuration key at power up of the
vehicle.

13. The method of claim 8 wherein

the identification of each of the plurality of components has

a unique electronic serial number, and

the generating of the configuration key includes combining

the electronic serial numbers using an algorithm.
14. The method of claim 8 further comprising:
the vehicle transmitting an encrypted configuration key to
the roadway infrastructure, the encryption being per-
formed in response to the original certification key;

transmitting the configuration key to the certification
authority;

the certification authority comparing the received configu-

ration key to a stored configuration key stored at the
certification authority;

if the received configuration key is the same as the stored

configuration key, transmitting the certificate, contain-
ing the common public key, and an encrypted certifica-
tion key to the vehicle;

the vehicle decrypting the encrypted certification key; and

the vehicle replacing the original certification key with the

decrypted certification key.

15. A method for providing anonymous broadcast message
security between a vehicle and roadway infrastructure that is
coupled to a certification authority based on a public-key
cryptography using an original common private key for
encrypting a message and a common public key for decrypt-
ing the message, the vehicle including a plurality of compo-
nents each having an identification, the method comprising:

the certification authority transmitting a certificate to the

vehicle, the certificate having the common public key,

and the common public key being shared by a plurality

of vehicles including the vehicle and a second vehicle;
storing the certificate in the vehicle;

generating a configuration key as one portion of the origi-

nal common private key in the vehicle in response to the
plurality of components such that the configuration key
is not stored in the vehicle;

generating an original certification key as another portion

of the original common private key in response to a
common private key and the configuration key;

storing the original certification key in the vehicle;

transmitting the signed message from the vehicle to the

second vehicle; and

authenticating the message at the second vehicle by

decrypting the signed message using the common public
key.

16. A method for providing anonymous broadcast message
security between a vehicle and roadway infrastructure that is
coupled to a certification authority based on a public-key
cryptography using an original common private key for
encrypting a message and a common public key for decrypt-
ing the message, the vehicle including a plurality of compo-
nents each having an identification, the method comprising:

the certification authority transmitting a certificate to the

vehicle, the certificate having the common public key,
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and the common public key being shared by a plurality
of vehicles including the vehicle and a second vehicle;
storing the certificate in the vehicle;

generating a configuration key as one portion of the origi-

nal common private key in the vehicle in response to the
plurality of components such that the configuration key
is not stored in the vehicle;

generating an original certification key as another portion

of the original common private key in response to a
common private key and the configuration key;

storing the original certification key in the vehicle;

signing at least a fragment of the message with the original

common private key, an effect of signing the message
with the original common private key being effected by
signing first with the certification key and then with the
configuration key;

transmitting the signed message from the vehicle to the

second vehicle; and

authenticating the message at the second vehicle by

decrypting the signed message using the common public
key.

17. A method for communicating over an anonymous
broadcast message security link between a first vehicle and a
roadway infrastructure base station based on a public-key
cryptography using a common private key for encrypting a
data message and a public key for decrypting the data mes-
sage, the method comprising:

the infrastructure base station transmitting the public key to

a plurality of vehicles including the first vehicle and a
second vehicle;

storing only a first portion of the common private key in the

first vehicle, with the common private key having two
portions;

generating the remaining portion of the common private

key in the first vehicle based on a configuration of a
plurality of vehicle components of the first vehicle in
response to a power-up of the first vehicle, such that the
remaining portion is not stored in the first vehicle and the
remaining portion changes when the configuration of the
vehicle components of the first vehicle changes, with the
first portion and the remaining portion being different
from each other;

generating the data message;

signing the data message with the common private key to
generate a signed data message; and

transmitting the signed data message to the second vehicle;
and

authenticating the message at the second vehicle by
decrypting the signed message using the public key.

18. The method of claim 17 further comprising

communicating between the first vehicle and a second
vehicle such that at least a fragment of each message
being transmitted is encrypted with the common private
key.

19. The method of claim 17 wherein

only a fragment of the signed data message is encrypted
with the common private key.
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20. The method of claim 17 wherein

the data message includes information regarding at least
one of a plurality of vehicle operating parameters.

21. The method of claim 17 wherein

the vehicle components of the first vehicle include a host
controller, a GPS, a radio, and an application code, each
component having a unique identifier.

22. A vehicular communication system based on a public-

key cryptograph using a common private key for encrypting a

10 data message and a public key for decrypting the data mes-
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sage, the system comprising:

a roadway base station coupled to a certification authority
configured to generate a certificate that includes a first
portion of the common private key and the public key,
the public key being shared by a plurality of vehicles;
and
a vehicle including:
a plurality of components each having a unique identi-
fier, the plurality of components including a trans-
ceiver for communicating with the roadway base sta-
tion and a second vehicle;
a memory that stores a first portion of the common
private key; and
a controller coupled to the memory and the plurality of
components and adapted to:
generate a configuration key based on the unique
identifiers of the components such that the configu-
ration key changes when a configuration of the
vehicle components changes and the first portion of
the common private key and the configuration key
are different from each other,

generate the common private key in response to the
first portion from memory and the configuration
key,

erase the configuration key after generation of the
entire common private key

generate the data message;

encrypt the data message using the common private
key; and

send the encrypted data message to the second
vehicle, such that the second vehicle can authenti-
cate the message by decrypting the message using
the public key.

23. The system of claim 22 wherein

the unique identifiers are electronic serial numbers.

24. The system of claim 22 wherein

the controller is further adapted to generate the data mes-
sage for transmission to the roadway base station.

25. The method of claim 8 further comprising

authenticating the vehicle prior to the transmitting of the
certificate from the certification authority to the vehicle,
the authenticating of the vehicle including

the vehicle transmitting a configuration key to the road-
way infrastructure,

transmitting the configuration key to the certification
authority, and

the certification authority comparing the received con-
figuration key to a stored configuration key stored at
the certification authority.

#* #* #* #* #*
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