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nal. In response to receiving such a message, a mobile terminal may sponta-
neously open the application, dynamically loaded module or user interface fea-
ture of the terminal thereof to a designed application view or location, present
new information of the availability of new information, a new feature or operat-
ing state. If such application, module or user interface features is already oper-
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IP push messages utilizing the principles of the invention are delivered
rapidly, bypassing the public and often crowded SMS, MMS, WAP Push and
emalil store-and-forward mechanism within an operator and between operators.
This guarantee of very rapid event push provides usability benefits to users
which may be then designed into the mobile applications. For example the abil-
ity to expect prompt delivery allows modification to interactive mobile applica-
tion system design. The mobile process surrounding the application can be
changed such that a user on one mobile terminal may take actions which result
in the initiation of a push event to a user on a second terminal and then wait for
a short time for the second user to respond after the launching or commanding
to return to be the focus of user interface attention their copy of the same, simi-
lar or complimentary mobile application function involving Internet communica-
tion directly or mediated by a server between the two mobile applications.

The advantages of performing push service application command in
accordance with the present invention include the ability to run such a service
from outside the mobile operator’s firewall and gateway devices, skip the over-
head charges like per-message SMS fees normally associated with “mobile
push”, and make it easy to create mobile applications as web pages, therefore
usually without programming. Thus, push application command services ac-
cording to the invention can be maodified from existing or newly designed mo-
bile applications, modules and application features simply by creating an appli-
cation command, module or feature entry point compatible with the embodi-
ment of the push client. This embodiment can be, but is not limited to, a sepa-
rate application, operating system background process or application module
bundled in a suite with the mobile application and kept running such that it may
receive IP push events and command applications, modules or significant ap-
plication features.

These messages may be routed automatically to a nearby computing
device with faster or less expensive network connectivity such as a broadband
access point, server or workstation in the proximity of the mobile terminal. Both
mobile terminal and access point must be equipped with a wireless communi-
cation network such as RFID, Bluetooth, ultrawideband, Zigbee, Wi-Fi, Wi-Max
or other personal area, local area, metropolitan area or large area network.
This ability embodied in the invention alleviates speed and economic problems
that affects the present-day mobile messaging solutions which are either lim-
ited in bandwidth or cost based on volume of use. When in proximity to a more
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capable network, if a connection can be established to this alternative broad-
band network access point, it is used preferentially and intelligence normally
located in this broadband access point would route messages received on be-
half of the wireless terminal to and from the server. Further, the availability of a
broadband access point would be notified to mobile terminal application soft-
ware and server alike allowing either to initiate bandwidth intensive operations
such as application update and application data update.

IP push command messages may be triggered either by events which
the server is aware of, or events which a similar mobile application on another
mobile terminal is aware of and which that push client makes the server aware
of, the server in turn initiating a push command event. Such client-side events
of which the server is informed for the possibility of delivering new web ser-
vices include the making, receiving, and termination of telephone calls, the
transition from presence-to-absence or absence-to-presence of other devices
in a geographical area, metropolitan area, local area or personal area wireless
communications network, mobile terminal creation of photographs video audio
or other media, mobile terminal presence of files matching a given filtering cri-
teria, changes in internal state of electronic equipment, taking of measure-
ments, processing of such measurements to see if they match certain criteria,
video game actions or events, application calculation events and messaging
actions. In some cases a separate server such as a telecommunication service
server, gaming environment server, and original equipment manufacturer de-
vice or business information system may notify the server directly of events or
messages to be sent using an external application programming interface
(AP1). Such a device connected by external APl may also receive information
including the results and responses of messages which the user has replied to
by terminal software or web page interaction.

The invention provides content and application producers with a cost
effective, network-independent and device-independent service for the rapid
creation and distribution of interactive information alerts and Internet launch-at-
will and present-when-needed features for their users.

The invention provides techniques for launching and changing the op-
erating state such as information currently presented to the user of applications
on a mobile terminal at will by a server computer and without the need for any
additional action by the recipient, and more specifically to a system, method
and program for sending, receiving and acting upon messages sent to a mo-
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bile client device over a packet switched data network for the purpose of initiat-
ing application launch, application command, module or feature display and
user direct or indirect user interface state change based on server-side events
and mobile terminal events including user interface events, phone calls and
network proximity events, and local resource changes.

Brief description of the drawings

In the following description, reference is made to the accompanying
drawings which form a part hereof, and which illustrate several embodiments
of the present invention. In the drawings:

Figure 1 shows an implementation known in the art for pushing infor-
mation including commands to an application through existing telecommunica-
tions SMS infrastructure to a mobile terminal and if necessary iaunching the
application;

Figure 2 shows an implementation known in the art for pushing infor-
mation including commands from inside the mobile network firewall to an ap-
plication to a mobile terminal and if necessary launching the application;

Figure 3 shows an implementation known in the art for pushing infor-
mation including commands from outside the mobile network firewall through a
firewall hole opened by the mobile network operator to an application to a mo-
bile terminal and if necessary launching the application;

Figure 4 is a block diagram illustrating an exemplary implementation of
the system for pushing mobile application launch commands to a mobile termi-
nal based on server side events in accordance with one embodiment of the
present invention;

Figure 5 is a block diagram illustrating an exemplary implementation of
the system for a wire terminal with an alternative broadband connection to use
the alternative broadband access point for receiving push messages including
launch events, application updates and data updates;

Figure 6 is a flow chart illustrating an exemplary process by which the
mobile terminal maintains an open path for network communication with the
server (6A), keeps the connection to the server open and tests the integrity of
the connection while automatically reestablishing the connection as necessary
(6B), responds to messages from the server (6C), and notifies the server of
locally monitored events on the mobile terminal (6D) in accordance with one
embodiment of the present invention;
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Figure 7 illustrates an example of a “COMMAND PUSH" procedure;

Figure 8 illustrates an example of a “"COMMAND PUSH WITH BIDI-
RECTIONAL DATA” procedure;

Figure 9 illustrates an example of a “BROADBAND COMMAND PUSH
WITH BIDIRECTIONAL DATA” procedure;

Figures 10A, 10B and 10C are flow diagrams showing examples of
processes by which the server maintains a connection with the client and
communicates commands and data to it.

Detailed Description of the Invention

In the above description, the invention is described using various em-
bodiments of the present invention as examples but the invention is not in-
tended to be restricted to these embodiments. It is understood that other em-
bodiments may be utilized and structural and operational changes may be
made without departing from the scope of the present invention.

Figure 4 illustrates an exemplary implementation of the system for
pushing application commands to a mobile terminal based on server side and
client side events in accordance with one embodiment of the present invention.
More specifically, Figure 4 illustrates a Push Client basic functionality 405 im-
plemented in a mobile terminal 404 as part of a message passing system in
cooperation with a Push Server 401. The push client 405 is preferably imple-
mented in the form of a software run in a processor of the mobile terminal 404.
The mobile terminal 404 is preferably a commercially available mobile terminal,
such as a portable phone or appliance capable of running software or personal
digital assistant, which provides a platform for downloading application soft-
ware over air or from a personal computer, installing the software in the termi-
nal, and running the software in the terminal. For example, the Symbian oper-
ating system is an open operating system, application framework, and applica-
tion suite optimised for the needs of wireless information devices such as intel-
ligent phones, smartphones and communicators, and open operating system
and drives standards for the interoperation of data-enabled mobile phones with
mobile networks, content applications, and services. The Symbian operating
system also includes connectivity software for synchronisation with data on
personal computers and servers. The application may be in an appropriate
programming language, such as C++ or Java, which is an object-oriented pro-
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gramming language and virtual machine platform developed by Sun Microsys-
tems.

The push client software 405 preferably launches automatically when
the mobile terminal 404 is turned on. The push client software 405 runs in the
background and attempts to log into the push server 401 over a data network
403, normally a wireless network capable of transmitting Internet Protocol (IP)
packets. The arrow A in Figure 4 illustrates an optional attempt by the push
client 405 to communicate with the wireless network firewall 402 or other simi-
lar security or gateway device in order to open a connection for the push
server 401 to directly contact the push client 401 as in FIG 3. If successful,
operations can continue as described in FIG 3 or as below. Arrow B illustrates
a login attempt.

The wireless network 403 may be protected by means of a firewall or
other appropriate security entity 402, which connects the wireless network to
the public networks and filters and selectively discards the data packets enter-
ing and exiting the wireless network according to predefined rules. Thus, a
firewall is a gateway device which operates at the same time as a connector
and a separator between networks in a sense that it keeps track of the traffic
that passes through it from one network to another and restricts connections
and packets that are defined as unwanted by the administrator of the system.
Additionally, IP connection techniques, such as Internet Protocol 4 (IP4) net-
work address translation and Internet Protocol 6 (IP6) security, encryption
and/or authentication, may hide the actual address of the mobile terminal or
make it otherwise difficult for a server to connect to directly to the mobile ter-
minal. The public telecommunications operator, company, organization, or pri-
vate individual setting up this mobile Internet space with one or more users
having greater ability to contact one another and included servers does this to
protect the mobile terminals from hostile or unwanted contact common on the
public Internet. They may also do so to reduce background traffic, protect their
control over this space and limit outside or undesired service providers through
technical connection policies set in the firewall, gateway or other security de-
vice. Physically a firewall may be a machine with appropriate software to do
the task assigned to it. 402 can be a firewall, router, a personal computer, a
gateway server or whatever similar computing device, infrastructure or secure
protocol such as IP6 can be used for such purposes.
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Consequently to the existence and configuration of 402, if a fixed or
mobile computing device from outside the controlled mobile network tries to
contact a mobile terminal 404 inside the controlled mobile network, the incom-
ing connection is not generally permitted unless the organization or individual
controlling the firewall, gateway server or security device 24 makes an adjust-
ment to their security policy and explicitly allows the connection.

From point of view of the wireless packet data network 23, the login at-
tempt B and associated connection establishment C is one or more normal IP
connections established at the request of the mobile terminal. If optional at-
tempt A to open a path for the push server 401 to initiate the IP connection
now or in the future, use from that point forward may proceed as in FIG 3.
However this firewall and/or security device or protocol opening A is unsuc-
cessful, the login attempt B is in either case normally allowed to pass the fire-
wall or security infrastructure 402 since the connection is from the inside the
firewall to outside.

After attempting login, if the login is not successful the client 405 may
automatically or under supervision of the user of the mobile terminal 404 try
several different techniques for contacting the server 401. Since there are nu-
merous variations between mobile terminals and in network connectivity, more
than one connection attempt may be needed to contact the push server 401.
Differences in wireless network terminal characteristics, individual push server
availability and accessibility, firewall and gateway permissions, connection
timeouts, connection level stateful (such as TCP) and stateless (such as UDP)
transport protocol availability (such as IP4, IP6, SSL, HTTP, HTTPS) and al-
ternate mobile terminal network settings mean that a sequence of connection
establishment attempts and connection maintaining steps may required to be
made using variations in relevant network parameters.

A second reason for automatically adjusting the network parameters is
not simply establishing the connection but establishing the connection in the
most cost effective or highest performance configuration available for the indi-
vidual mobile terminal user account service level. Connection types differ in
speed, customer expensive, server resource usage and hence scalability, se-
curity and ability to penetrate gateway security devices. Some customers may
be offered more secure or higher performance service while others receive the
least cost connectivity from either the mobile terminal’s or the push server's
standpoint.
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As an example, such network parameters may include but are not lim-
ited to one or more of the following:

- Use of a connection-oriented protocol suitable to the wireless network
such as TCP/IP protocol, which is generally preferred in the common situation
where an intermediate firewall, Network Address Translation (NAT) or gateway
device 402.

- Use of a connectionless protocol suitable to the wireless network
403, such as UDP/IP, which is generally preferred when no network device
restricting terminal contact 402 is present as this reduces resource usage on
the server when large number of mobile terminals is served.

- Use of an alternate connection-oriented protocol such as HTTP suit-
able for mobile push operation through more strict firewalls and proxy Internet
connections.

- Use of a secure protocol such as HTTPS, IP-Sec, secure IP6 or a
proprietary security protocol to identify the communicating parties, prevent
message interception by 3rd parties, and prevent message modification by 3rd
parties.

- Use of a periodic message from the client to the server or server to
the client to the effect that client socket, server socket, intermediate Network
Address Translation (NAT) devices, intermediate firewalls, and intermediate
gateway devices do not time expire the connection.

- Use of configuration messages to the firewall (FIG 4, A) using a fire-
wall or other security configuration protocol, such as Universal Plug and Play,
to open a path for server-initiated connection-oriented or connectionless mes-
saging to the client.

- Use of periodic messages initiated by the client 405 or by the server
401 to the effect that the receiving application is informed that their messages
are continuing to be received, as indicated by response data from the receiving
party to the sending party.

- Use of longer or shorter timing between such periodic messages to
match the combined needs of all such network devices and protocols involved
in transmitting communication, as adjusted based on the success or failure of
earlier messages to successfully traverse the open network connection.

- Use of an alternate push server network address such as an address
accessible with fewer security and performance restrictions which may be
more available, more accessible, lower cost, lower latency, less busy, higher

21



WO 2006/077283 PCT/F12006/050032
20

bandwidth or otherwise preferred at the present time and from the present
network location of mobile terminal 404.

- Use of one or more alternative mobile terminal network connection
settings, or variation of the parameters within the settings.

- Use of an alternate connection route through a second mobile or
fixed terminal accessible to the mobile terminal over an alternate wireless net-
work or network connection and capable of communication with a push server.

In an embodiment of the invention, the mobile terminal 404 keeps a
prioritized data structure listing the preferred communication protocols, server
addresses, periodic message timings, network access settings, and alternate
communication routes which it should use. Automated and manually assisted
use of this structure should then result in a connection to one or more push
servers, however if one of these connections which the mobile terminal is pro-
grammed to expect is not available, the mobile terminal can choose the sleep
that function of the client software and attempt re-connection at a later time,
repeating in like fashion with the same or different network connection parame-
ters as described above until a connection is established or other user inter-
vention.

At any time after a connection is established between the client 405
and the server 401, the client may push a message to the server or the server
may send a push message to the client. This is illustrated by means of the ar-
row C in Figure 4. These messages through a previously established, connec-
tion-oriented protocol such as TCP/IP, SSL, HTTP or HTTPS arrive quite rap-
idly, more rapidly than if the connection where established only when needed.
The associated protocol overhead such as 3-way handshake during connec-
tion establishment thus occurs before the actual need for message transmis-
sion rather than needing to occur at time or transmission and thus delaying the
transmission.

A connectionless protocol, such as UDP/IP, may also used in cases
where the connection-oriented protocol is not possible or not desirable be-
cause of the push server resources used by every static instance of a connec-
tion-oriented protocol. Connectionless communication is also used when a
message needs to get through to the server 401 quickly, such as when occurs
when the client 405 notifies the server 401 of an terminal event, user interface
event or application event but the connection-oriented protocol connection is
not connected or is already busy transferring information. Such a selective use
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of this high priority, low latency communication channel from terminal 404 to
server 401 gives the server the opportunity to in return push to the client 405 a
service triggered by the event begin communicated by the client 405 as will be
described in more detail below. The sending of such a return message is fre-
quently time critical and the fastest available combination of techniques will be
used.

In the preferred embodiment of the invention, the most basic message
pushed from the server 401 to the client 405 is a data packet containing no
information. Additional binary or text information specifying which mobile appli-
cation 406 from a plurality of such applications may optionally be included. Ad-
ditional binary or text information to be passed to the default or specified mo-
bile application may optionally be included. Additional binary or text information
specifying how upon receiving such a message the client 405 will notify and
optionally ask the user if the action should be performed may optionally be in-
cluded. Upon receiving such a message, appropriate automated actions and
user interface media capabilities of the mobile terminal as specified in the
command C from the server 401 are executed by the push client 405. The
most common case is playing a sound, asking the user if the mobile applica-
tion should be launched, and if affirmative passing the command details (arrow
D) to the specified mobile application, module or additional feature within the
same application suite, launching the application, module or feature if needed.
Such action may include optionally proceed without audio, with network
downloaded audio, or without first requesting confirmation from the user as
specified by user preferences and command details.

The push message from the push server 401 may be triggered by any
trigger event, local or remote, defined at the server. The trigger may, among
others, include an alarm, notification, or measurement result received to the
push server 401 from another device or system. With a push message, the
server 401 may direct the mobile application 406 to make use of additional
network resources either on the push server or other server. The push client
405 may in turn at any time accept data D from each of a plurality of mobile
applications 406 and direct such to the push server 401, possibly for redirec-
tion through push server APl to other servers, mobile terminals, push clients
and computing devices.

Figure 7 illustrates an example of an “COMMAND PUSH" procedure
wherein the push server 701 is triggered by a trigger event as for example from
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an application server 702 to push an application command message to the
push client 704 and thereby initiate a mobile terminal client trigger event in a
mobile application 705 from a plurality of such applications, program modules
and user interface features on the terminal 705. The trigger event from push
client 704 to mobile application 705 may optionally include commands or data
affecting the aspect of visual presentation of mobile application 705. The even
trigger mechanism may be any electronic process mechanism as for example
computer software calls to load or configure a class, library, dynamic link li-
brary, MIDlet, Symbian application, Linux daemon or other executable object.
The trigger mechanism may be between separate parts of a larger application
or application suite, or may be an IP-triggered application launch and data
transfer as in the case of mobile application launched by contact to a specified
IP port. The potential applications of the COMMAND PUSH include but are not
limited to mobile applications for enterprise connectivity, back office integra-
tion, database access, scientific and industrial process and equipment monitor-
ing and control, pictures transfer, mobile gaming, application data transfer,
mobile electronic commerce, application alarms, reminders, multimedia inter-
activity, corporate calendaring, personal messaging and group messaging, etc.

The push server 701 may in combination with user preferences stored
in either the push server 701 or push client 704, optionally request the push
client 704 to display or otherwise as appropriate for the mobile terminal or ap-
pliance notify the user asking permission for launching mobile application 705
prior to application launch. The preferred embodiment is for the behavior, lan-
guage and content of this information to be configured on the server 701
based on the service and preferences of the individual receiving the message.
In such cases an optional informational message will be presented to the user
and such information messages are associated for instance with the menu op-
tion transmitted to the client 704 by the server 701.

In an embodiment of the invention, the client 704 is also capable of re-
ceiving and storing variables which configure behavior of the client 704. The
server 701 may thus specify the network connection preferences, notification
sounds, and other behavior of the client 704. These changes facilitate the effi-
cient and manageable operation of the entire system and can be used for
automated remote maintenance of push client 704, mobile applications as 705,
and configurable aspects of underlying mobile terminal 703, for example
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changing the username, password, and security certificates stored in the mo-
bile terminal.

Figure 8 illustrates an extension of the procedure in Figure 7, one
known as “COMMAND PUSH WITH BIDIRECTIONAL DATA”. This embodi-
ment of the invention includes all aspects of “COMMAND PUSH” with the addi-
tional step that a data connection between application server 802 and mobile
application 805 is established with the aid of the persistent managed, tested
and configured data connection in Figure 4, arrow C between push server
401/801 and push client 405/804. An IP or other API (application programming
interface) connection between application server 802 and push server 801
simplifies the work and cost of creating application server 802 by taking care of
network details already established for the COMMAND PUSH procedure. Simi-
larly, an IP or API connection between push client 804 and mobile application
805 completes the connection and reduces the number, cost and resource us-
age of a possible plurality of such connections for a corresponding plurality of
mobile applications. Further, each mobile application 805 is now free to sleep,
exit or otherwise release the limited resources of the mobile terminal 803 with
the assurance it may be remotely commanded back into action provided at
least one push client 804 from a possible plurality of such push clients remains
active, connected to the push server 801 and configured to launch the mobile
applications 805.

Referring now to Figure 5, users of mobile terminals 507 are frequently
but not continuously in range of alternative and more desirable wireless net-
work access (Figure 5, arrow A). Such access is shown in the exemplary em-
bodiment as broadband access point 509 within alternate and more desirable
for reasons such as speed, cost and security broadband wireless network 507.
Such an access point 509, which may also be mobile, is referred to herein as a
broadband access terminal. The push client network connection functionality
according to the invention may also be installed on such a broadband access
point to facilitate routing and connection over alternative wireless network 507
such as a bluetooth, Wi-Fi, Wi-Max, Zigbee, radio frequency, infrared, ul-
trawideband, grid network or similar opportunistic or ad-hoc wireless network.
Thus, both devices 508 and 509 have the minimal capabilities of client soft-
ware 405 necessary for establishing and maintaining the already established
contact with push server 501. Further, the two devices detect one another and
so noting inform the server 501 through connections B or C and are thereafter
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temporarily associated with one another in the server for routing and mobile
application launch and data transfer purposes. Further, the push server 501 on
becoming aware of such a situation may inform (arrow D) the application
server 502 of the availability of a more desirable network connection (C plus A)
to the client and on behalf of the application server 502 or independently de-
cide to push additional commands and data to the wireless terminal using this
connection. Further, the push client in the broadband access point has the ad-
ditional capability to route such information to the wireless terminal. The result
benefits customers using the wireless terminal in that data is managed and
updated automatically for their mobile applications in the most cost efficient
manner for non-time-critical capabilities such as lazy application code update
and lazy application data update. While such alternative routing may also be
achieved through normal IP routing and path cost without the presence in the
broadband access point 509 of push-aware client software, the push server
501 and application server 502 would in this known-in-the-art implementation
not be aware of when the low cost alternative route was available and thus
able to at such time trigger the push of lazy application code and data installa-
tion and updates.

Figure 9 illustrates an example of a “BROADBAND COMMAND PUSH
WITH BIDIRECTIONAL DATA” extending the earlier discussed “COMMAND
PUSH WITH BIDIRECTION DATA” disclosed in Figure 8. This procedure
wherein the push server 901 has been earlier informed by either the mobile
terminal push client 906 or broadband access point 904 of the available alter-
native broadband network 507 and associated route (Figure 5 D, C and A, cor-
responding to Figure 9 A, B and C). Based on this notification and user prefer-
ences the push server 901 may choose to route future messages to either de-
vice, however the preferred remote application command push and data route
is indicated by arrows B and C. Then at some later time the push server 901 is
triggered by a trigger event of which the application server 902 is aware to
send push message to the mobile terminal 905, and procedure steps A, B, C
are traversed thereby pushing application launch commands, lazy application
updates, and lazy application data updates through push clients 904 and 905
to mobile application 907 through local command and data path D (also Figure
5, arrow A).
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Figures 6A, 6B, 6C and 6D are flow diagrams showing examples of
processes of the preferred embodiment by which the client 405 maintains a
connection with the server 401 and communicates messages to it.

Firstly, in step 602 the push client 405 initiates an attempts to log into
the push server 401 over data network 403, as indicated by the arrow B in Fig-
ure 4. Success of the connection attempt is monitored in step 603, and if the
network connection shows an error or does not get a response from the server
in a reasonably short time the network settings are adjusted in 604 (for exam-
ple in the manner describe above if the network connection fails). If the server
does connect but login fails at 605, the push client may change the login set-
tings in step 606 (for example in the manner described above if the login is
rejected) and retry the login. If the login to the push server 401 is successful, a
connection is already opened to the client 405 and the application server 405
changes state informing applications server 502 from a plurality of such server
of the availability of the client 401 and relevant details. Thereafter the mobile
applications 406 of a plurality of such applications can be contacted until the
server 401 is otherwise notified or decides based on exceptions in network
communications that the terminal 404 has disconnected.

In association with the login procedure the client 405 may attempt to
communicate with the mobile network firewall, gateway or security device 402
it is behind using a firewall configuration interface, such as the Universal Plug
and Play (UPnP) Internet gateway configuration protocol (the arrow A in Figure
4). In an alternative embodiment t may do so either before step 601. In either
case the client 405 requests the firewall 402 to open an IP hole allowing the
server 401 to initiate contact with the client 405 whenever there is need a need
thereafter allowing classic prior art mobile application launch as illustrated and
described in Figure 3. In the preferred embodiment, the configuration of the
firewall 401 to allow incoming messages in this manner is attempted in step
607 immediately after login, and if the security opening operation appears suc-
cessful (step 608) the server 401 is notified by the client 405. The server 401
then attempts this type of direct IP connection to the client 405 or mobile appli-
cation 406 (step 609), and if that too is successful (step 610), then one of
these test connections is closed and both server 401 and the client 405 mark
the second connection as closable (step 611) since they now know that they
may save bandwidth charges and resources by closing the connection know-
ing that server 401 has now gained the ability reopen the connection when
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needed for a classic command push procedure (Figure 3, arrow A) or other
data communication use. At any time after this point the server 401 or the cli-
ent 405 may choose to close the remaining network-level connection (usually a
TCP or SSL connection) while keeping the application-level “connection” in the
form of knowledge of how the server 401 can contact the client 210. The ad-
vantage of such an application-level connection without the network-level con-
nection is lower use of network resources particularly on the server side thus
significantly increasing server scalability for infrequent command and data pus
applications by decreasing overhead cost per active user.

Referring to steps 620 and 621 in Figure 6B, after the login and con-
nection setup in Figure 6A, the push client 405 may send a periodic message
(the arrow C in Figure 4) from the client 405 to the server 401 to the effect that
client socket, server socket, intermediate Network Address Translation (NAT)
devices, intermediate firewalls, and intermediate gateway devices do not time
expire the connection. The period of time (measured in seconds, minutes or
hours and varying from mobile network to mobile network) between such peri-
odic messages is set to match the combined needs of all such network devices
and network protocols involved in transmitting communication (step 604). The
client 405 may then wait for a reply or acknowledgement from the server 401,
and if the acknowledgement is received (step 622), the client 405 returns to
step 620 to await the next combined connection refresh and test. If the no ac-
knowledgement is received, the client 405 may return to step 604 in Figure 6A
to possibly automatically adjust network settings or, if it deems the settings
correct but the network not available, simply re-attempt login to the server 401,

Referring to Figure 6C, after the login and connection setup, the push
client 405 is ready to receive the push messages over the connection from the
server outside the operator’s firewall (step 631). If a push message is received,
the client 405 executes the corresponding function, such as launch or pass
commands and data a mobile application (step 632). If required, the client 405
may also send a message to the server 401 (step 633), such as a command
execution acknowledgement or result.

Referring to Figure 6D, after the login and connection setup, the push
client 405 may monitor the local resources for a state change (a trigger event)
in step 641. If a state change of other event is detected in step 642, the push
client 405 may send a message to the server 401 (step 643).
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The push server 401 can be server software run on any appropriate
computing device. Figures 10A, 10B and 10C are flow diagrams showing ex-
amples of processes by which the server 401 maintains a connection with the
client 405 and communicates push commands and other data to it.

In step 1001 of Figure 10A, the push server 401 receives a login from
the client 405 initiates an attempt to log into the push server 401 over a packet
switched network 403, as indicated by the arrow B in Figure 4. In step 1002, a
connection is opened to the server 401 and the server 401 is informed of the
client’s its availability and the details by which the client 405 can be contacted
until the server 401 is otherwise notified or detects a network fault or shut-
down. In step 1003, the server 401 attempts this type of classic IP push con-
nection to the client 405, and if that is successful (step 1004), then one of
these connections is closed and both the server 401 and the client 405 mark
the second connection as closable (step 1005).

Referring to steps 1010 and 1011 in Figure 10B, after the login and
connection setup, the push server 401 may receive a periodic message (the
arrow C in Figure 4) from the client 405 to the effect that the server updates
the respective server object associated with a given client so that the connec-
tion, server socket or client socket is not time expired as being stale. The
server 401 may send a reply or acknowledgement in step 1012 to notify client
405 of successful network, firewall and security traversal.

Referring to step 1021 Figure 10C, after the login and connection
setup, the push server 401 monitors for trigger events and event messages. If
the server 401 is triggered by a trigger event (the result “yes” in step 1023), it
decides based on application-specific logic and/or user preferences whether
the resulting push procedure is a BROADBAND COMMAND PUSH WITH
BIDIRECTIONAL DATA procedure in step 1024. In case of BROADBAND
COMMAND PUSH WITH BIDIRECTIONAL DATA, the server 401 sends the
command or data push message to the push client 508 through the push client
509 (step 1025). If not using this alternative network connection selected in
step 1024, the push server 401 proceeds to step 1026 to perform a more clas-
sic COMMAND PUSH or COMMAND PUSH WITH BIDIRECTIONAL DATA. In
case of COMMMAND PUSH, the server 401 sends an command push mes-
sage to the push client 405 and thereby forces a mobile application 406 from a
plurality of such push-aware mobile applications in the mobile terminal as
specified in the command (step 1026). In the case of COMMAND PUSH WITH
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BIDIRECTIONAL DATA, the push server 401 sends the client 405 push com-
mands or data and may return response through the same IP connection (step
1026).

If the server 401 is not triggered by a trigger event (the result “no” in
step 1022), it checks whether an event message has been received from the
client 405 (step 1023). If not, the process returns to step 1021. If an event
message has been received from the client 405, the server checks whether a
proximity detection is involved indicating that the mobile terminal 508 can con-
nect to a broadband access point 509 (step 1024). If the broadband access
point 509 is connectable, the server 501 performs accordingly, typically by
sending an command or data push directly through the broadband access
point in a manner described with reference to Figures 5 and 10C (step 1025).
If the alternate broadband connection is not available or not preferred in pref-
erences, the server delivers the message directly as above (step 1026).

The above specification, examples and data provide a complete de-
scription of the manufacture and use of the system, method, and article of
manufacture, i.e., computer program product, of the invention. Since many
embodiments of the invention can be made without departing from the spirit
and scope of the invention, the invention resides in the claims hereinafter ap-
pended.
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Claims

1. A method of pushing commands and data to a wireless terminal
from a push server located outside a wireless system serving the wireless ter-
minal, comprising

the push client initiates and maintains over an extended period of time
a packet-based data connection through at least one communication security
or inter-network connection device of the serving wireless system to the push
server using Internet technologies;

the push server sends, in response to predetermined trigger events, at
any time push application installation, updates, commands or data messages
to be directed to a push application or dynamically loaded module or user inter-
face feature from among a plurality of such applications, modules and features
by means of said client-initiated or client-opened and client-maintained perma-
nent connection, whereby avoiding blocking of said server-originated push
messages by the security device, and launching said application, application
module or dynamically loaded module or user interface feature as needed,

the push client, in response to receiving a push message containing
application installation, updates, application commands or data from the push
server, forwards such application commands or data or stores such application
installation or updates within the mobile terminal to a mobile application from
among a plurality of such applications so as to initiate launch optionally to a
specified state or if already running initiate or change presentation to the user
according to the push message.

2. A method as claimed in claim 1, comprising

the push client sends configuration messages of a security device con-
figuration protocol to the security device to open a path for later server-initiated
connection-oriented or connectionless messaging to the push client.

3. A method as clamed in claim 1 or 2, comprising

the security device is a security protocol such as IP6 whereby the cli-
ent may open the possibility for the server to contact it by exchanging security
keys or otherwise enabling subsequent server-initiated contact.

4. A method as claimed in claim 1, 2 or 3, comprising

the push server attempts server-initiated messaging through the secu-
rity device to the push client after having being informed of the client-initiated
connection.

5. A method as claimed in claim 1, 2, 3 or 4, comprising
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the push server and the push client after testing the ability of the server
to open a connection to the client mark the maintained network-level connec-
tion closeable,

the push server and the push client can close said network-level con-
nection while keeping an application level connection information indicating
future possibility for the push sever to reopen said network-level connection
when needed.

6. A method as claimed in any one of claims 1-5, wherein the step of
maintaining further comprises that the push client maintains the permanent
connection through the security device by sending periodic keep-alive mes-
sages.

7. A method as claimed in any one of claims 1-6, comprising

the push client or the push server sends a periodic reply to messages
initiated by the push server or by the push client, respectively, to the effect that
the receiving end is informed that the messages are continuing to be received.

the push client or the push server upon failure to receive acknowl-
edgement of said periodic reply may choose to open a new connection.

8. A method as claimed in claim 6 or 7, comprising

use of varying timing between the periodic keep-alive or reply mes-
sages to match the combined needs of various network devices involved in
transmitting and maintaining communication.

9. A method as claimed in any one of claims 1-8, comprising

if an attempt to contact the push server during initiation of the perma-
nent connection and login is not successful, the push client automatically or
under supervision of the user of the wireless terminal tries one or more other
techniques, protocols and/or network parameters for contacting the push
server.

10. A method as claimed in claim 9, wherein said trying of one or more
other technigues and/network parameters include one or more of

using an alternate push server network address which may be more
available or more accessible at the present time and from the present location,

using one or more alternative mobile terminal network connection set-
tings, or variation of the parameters within the settings,

using an alternate connection route through a second wireless or fixed
terminal accessible to the wireless terminal over a wireless network and capa-
ble of communication with the push server,
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using a TCP connection,

using a UDP connection,

using an SSL connection,

using an HTTP or tunneling HTTP connection,

using an SHTTP or tunneling HTTPS connection,

using an XML-based connection over other transport protocol.

11. A method as claimed in any one of claims 1-10, comprising

the push client stores in the wireless terminal a prioritized data struc-
ture listing preferred communication protocols, server addresses, periodic
message timings, network access settings, and/or alternate servers and com-
munication routes and uses this data structure to attempt reconnection to the
push server if the connection to the server fails.

12. A method as claimed in any one of claims 1-11, wherein the con-
nected networks on which the push server and mobile terminal are located are
private networks which allow greater interconnectivity than they both offer to
the public Internet.

13. A method as claimed in any one of claims 1-12, wherein the mes-
sage the push server sends to the push client includes an application launch or
reconfiguration push message directing the immediate or subsequent actions
and data of the application.

14. A method as claimed in any one of claims 1-13, wherein the push
server sends to the push client include an application command or data or re-
configuration message redelivered by the push client as an API call or IP con-
nection between processes running on the same mobile terminal.

15. A method as claimed in any one of claims 1-13, wherein the push
server sends to the push client is new application code, application code up-
dates or application data updates.

16. A method as claimed in claim 13-15, wherein

the push client is a library or process installed independently or to-
gether with but containing or enabling the functionality to supply push mes-
sages to one or more of a plurality of applications, modules or dynamically
loaded module or user interface features on the mobile terminal.

17. A method as claimed in claim 16 wherein only one of the possible
plurality of push clients need operate at a given time, providing push services
for a plurality of push-aware applications on the mobile terminal.
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18. A method as claimed in any one of claims 1-17, wherein the mes-
sage the push server sends to the push client includes an optional application
launch or event push message triggering the wireless terminal to play a sound
notifying the recipient of the message and/or to display notification information
such as text, rich text, graphics and rich media from which the user may select
or decline to launch the application, dynamically loaded program module or
user interface feature based on push message or messages recently received.

19. A method as claimed in 18, wherein the notification sound, text,
rich text, graphics and rich media presented by the terminal is selected by and
deliverable from the server and may be retrieved from the server by the termi-
nal, thereby allowing the push server to indicate though audio and media sig-
nals including note sequences, audio samples sound modification applied to
note sequences and audio samples, spoken speech, color, motion, shape and
esign the message sender, nature, priority, content and other attributes of the
received message, message sender and/or message sender current state.

20. A method as claimed in 19, wherein the specified notification in-
formation and media is played from a cache in the terminal and the cache is
automatically updated over the air as needed with new notification information
and media.

21. A method as claimed in any one of claims 1-20, wherein said trig-
ger events include events which the push server is aware of and/or events
which the push client is aware of and which a push client from among a plural-
ity of such push clients makes the push server aware of.

22. A method as claimed in any one of claims 1-21, wherein said trig-
ger events include one or more of: the making, receiving, and termination of
telephone calls, the transition from presence-to-absence or absence-to-
presence of other devices in a physical contact, RF, near field, infrared, per-
sonal area, local area, metropolitan area or geographical area wireless com-
munications network, an alarm, notification, videogame action or event, remote
application user or application server event, remote user action or inaction,
electronic or computing equipment change of state or measurement result.

23. A method as claimed in any one of claims 1-22, comprising

the push client in the wireless terminal detects availability of an alter-
nate wireless network connection to a broadband access terminal, or the
broadband access terminal detects ability to initiate contact to the wireless
terminal,
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the push client is responsive to receipt of command and data, applica-
tion installation and update push messages through said broadband access
terminal.

24. A method as claimed in any one of claims 1-23, comprising

the push client in the wireless terminal detects network connection
availability of a terminal device with a higher bandwidth capacity or otherwise
specified as preferred, or the device with a higher bandwidth capacity detects
such ability to connect to the wireless terminal

the push client transmits connection availability information of the
higher bandwidth device to the push server, or the large bandwidth terminal
transmits connection availability information of the mobile terminal to the push
server,

the push server uses the connection availability information as a trig-
ger event for sending lazy or low priority messages including application up-
dates and application data updates routed through the higher bandwidth ca-
pacity device to the wireless terminal.

25. A method as claimed in any one of claims 1-24, comprising

the push client in the wireless terminal detects connection availability
of a higher bandwidth or more desirable alternate network connection device,

the push client transmits connection availability information of the
higher bandwidth device to the push server,

the push server uses the connection availability information as a trig-
ger event for routing messages directed to the user of the wireless terminal
through the higher capacity device.

26. A method as claimed in claim 25, comprising

the push server stops directing messages to the higher capacity device
when the wireless terminal is no longer connectable to the higher capacity or
more desirable alternate wireless network connection device.

27. A method as claimed in any one of claims 24-26, comprising

providing the higher network connectivity device with a push client with
server connectivity similar to that in the wireless terminal.

28. A method as claimed in any one of claims 1-27, comprising

the push client in the wireless terminal detects connection availability
of a device with a better alternative network connection, or a push client in the
device with a better alternative network connection detects connection avail-
ability of the wireless terminal,
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establishing a data-transfer capability between the push clients,

routing communication to and from the push client in the wireless ter-
minal through the push client and the network connection of the better alterna-
tive network connection device.

29. method as claimed in any one of claims 1-28, comprising

customizing the appearance, notification sound or look and feel of the
messages received to based on message source, message source state,
message parameters or message recipient preferences.

30. A method of pushing messages to a wireless terminal from a push
server, comprising

the push server sends, in response to predetermined trigger events, at
any time application push messages to a push client in the mobile terminal,

the push client in the wireless terminal detects connection availability
of a device with a preferable alternative network connection, or the device with
a preferable connection detects connection availability of the wireless terminal,

the push client is responsive to receipt of the application push mes-
sage to push commands to an application in said device with a larger screen
so as to bring forward view an application view identified by, modified by, con-
tained in or otherwise affected in presentation by the received application push
message.

31. A method of routing messages to a wireless terminal from a push
server, comprising

the push server sends, in response to predetermined trigger events, at
any time application push messages to a push client in the mobile terminal,

a push client in the wireless terminal detects a device with a preferred
alternative network connection, or a push client in the device with a network
connection detects physical proximity of the wireless terminal,

establishing a data-transfer capability between the push clients,

routing communication to and from the push client in the wireless ter-
minal through the push client and the network connection of the device.

32. A method as claimed in any one of claims 1-31 wherein the push
client accepts compressed information and optionally decompresses such in-
formation for the mobile application.

33. A method as claimed in any one of claims 1-32, wherein the push
client and push server establish a secure connection and unwrap such security
on behalf of the mobile application.
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34. A server comprising means for performing the server steps as
claimed in any one of method claims 1-33.

35. A wireless terminal comprising means for performing the push cli-
ent steps as claimed in any one of method claims 1-34.

36. A program product comprising program code means which, when
run in a computing unit of a wireless terminal, performs the push client steps
as claimed in any one of method claims 1-35.

37. A program product comprising program code means which, when
run in a computing device, performs the push server steps as claimed in any
one of method claims 1-37.
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